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Abstract

Water distribution networks are critical infrastructure characterized by difficulties
in their assessment and deteriorating performance due to aging components. Resilience
analysis of networked infrastructure has replaced traditional risk analysis to focus on
performance. Global Resilience Analysis can provide useful information to decision
makers and system managers regarding repair and expansion of networks. Network
performance has been found to be directly informed by network structure. This work
leverages graph theory to assess network qualities that correlate with resiliency
characteristics across 69 real world water networks. These networks are then grouped by
their structural properties through k-means clustering and compared using parametric and
nonparametric tests to assess network profiles and trends. Data for the analysis included
shapefiles of water distribution networks converted to simple undirected graphs. The
results of the analysis showed three distinct clusters of WDNSs, identified conflicts
between metrics of efficiency and modularity, and discovered shortfalls of using central

point dominance in asset management strategies.
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TOPOLOGICAL VARIABILITY IN WATER DISTRIBUTION NETWORKS
I. Introduction

Water distribution networks (WDNs) are designated by the Department of
Homeland Security as critical infrastructure requiring enhanced and thoughtful
stewardship. Informing this designation is the reliance of more than 80% of the
population of the US on these networks for potable drinking water as well as notable
interdependencies with the fire protection and health care sectors, and any critical sectors
that rely on heating and cooling processes. In 2013, a Critical Infrastructure Partnership
Advisory Council was held in Washington, DC, highlighting natural disasters, aging
infrastructure, cyber-attacks, and limited resources for effective asset management as
significant threats to WDNs (Cleveland et al 2015).

Traditional methods of addressing threats to critical infrastructure using risk
analysis have proven ineffective in the face of growing global uncertainties of climate
change, technology, and civil unrest as shown in the outfalls of Hurricane Sandy and the
Fukushima Daiichi Nuclear Meltdown (Eisenberg et al 2014; Chopra et al 2016). Interest
in resilience analysis has grown and the benefits of Global Resilience Analysis (GRA)
have been established as an effective method of providing quantitative metrics for
otherwise qualitative resiliency criteria analysis for networked systems (Diao et al 2016;
Meng et al 2018.) GRA is a systems-based approach that models performance while
applying varying system failure modes irrespective of cause (Pagano et al, 2019).

Essentially, GRA, as an all-hazards approach to critical infrastructure management,



focuses on system performance in the face of disruption as opposed to probabilistic risk
analysis which focuses on individual threats (Diao et al 2016; Meng et al 2018; Pagano et
al 2019). When applied to WDNSs, the generated resilience curves network in turn can be
leveraged by decision makers to aid in identifying areas of necessary improvements
throughout their networks. The downside of this method is that it is computationally
expensive and requires a high volume of data (Meng et al 2018, Pagano et al 2019, Diao
et al 2016). In Meng et al (2018), GRA was performed on 5 real world networks and 80
artificially generated networks to assess the correlations between the networks’
topologies and their resiliency performance. To understand these relationships one must
understand what makes up a networks topology.

Complex systems theory or Graph theory (GT) overcomes large data requirements
of GRA through its innate function of simplifying complex systems into simple graphs.
As a method of analysis, GT provide an ease of use and analysis, allowing swift
calculation of network wide measures with ties to system performance (Meng et al 2018).
While the connection between GRA and GT has been established a reliance on
synthetically generated or few real-world networks has limited the scope of its
application (Meng et al 2018; Torres et al 2016). Table 1 displays the cumulative efforts
on the management of WDNs with their respective challenges This study addresses these
challenges by leveraging a unique cache of 69 real world WDNSs. After preprocessing real

world shapefiles into graphs, resiliency profiles of topological metrics correlated with



resilient measures are calculated and analyzed using various statistical methods. The

findings and implications of this analysis are discussed.

Table 1: Previous Methods addressing WDN Management

Method Shortfall
Risk assessment Unforeseen, Unpreventable (Eisenberg et al 2018)
Surrogate analysis Limited application; data intensive (Liu et al 2017)
Hydraulic analysis Data intensive (Pagano et al 2019; Meng et al 2018)
Recovery Optimization Limited scope (Zhang et al 2020)
Graph Theory (GT) Lacked validation (Torres et al 2017, Meng et al 2018)

Bottom line: Need for validated computationally inexpensive method




II. Background

Shortfalls of Risk Analysis

Large scale networked infrastructure such as transportation, electrical, and water
systems face significant vulnerabilities from exposure to extreme events via manmade
terrorist or weather phenomena. As such great effort historically has gone to calculating
risk to infrastructure as a function of the probability of failure (PoF) or vulnerability
scaled by the consequence of failure. Each component of a system is assigned these
criteria and assessed as a whole. Protecting networked infrastructure through this lens
would then lead decision makers to optimize investment according to areas of highest
risk (Bostick et al 2018). The ability of probabilistic assessments, however, fails to deal
with situations of fundamental surprise wherein unforeseen scenarios can confound
previous assessments. The rise of climate change, emerging technologies, and social
dynamics of growing unrest present uncertainties in terms of frequency of events that can
incur heavy consequences across heavily interdependent systems and underscores the
shortfalls of probabilistic assessments (Thomas et al 2018). Risk analysis also focuses on
individual component performance as opposed to network performance as a whole
(Bostick et al 2018; Eisenberg et al 2014). It is this inability to address the unknown and
systems behavior that drove a need for alternative forms of analysis. Risk assessment was
predominantly favored by managers due to its ability for ephemeral concepts of risk and

vulnerability to be quantified aiding ease the drafting and enforcement of policy. The



emergence of major crises such as Hurricane Katrina and Sandy and their impacts on

infrastructure drove interest in the concept of resiliency analysis (Bostick et al 2018).

Defining and Quantifying Resilience

“Resilience” as a concept has many definitions. From the perspective of systems
engineering, a resilient system can be defined as one with the ability to 1) rebound from
disruption and return to an established baseline while 2) being robust to sudden failure.
Additionally, a resilient system is able to 3) gracefully extend its performance under
disruption and 4) consistently adapt to changing criteria (Woods 2015). However, a
comprehensive understanding of resilience as a concept requires a brief overview of its
various meanings and uses throughout history and across disciplines.

Originating from material property descriptions in the mid-19'" century, notions
of resiliency have expanded and evolved in the 21st century to describe phenomena in a
broad array of fields, including ecology, sociology, and human psychological
development (Thomas et al 2018; Assad and Bouferguene 2022). Aiming at a
comprehensive definition of the term, Hosseini et al (2016) performed a robust literature
review into resilience, from which he identified 4 domains of applied resilience research:
Organizational, social, economic, and most recently, engineering.

The organizational domain focused on resilience in businesses inner workings and
dynamics, whereas the social domain centered on communities and political response in
the face of disruption. In the economic domain, resilience is exhibited in market

responses to “severe shock” and the road to economic recovery while maintaining a path
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forward for growth and expansion. Meanwhile, the engineering domain focused on
technical system performance as assessed by users, with an underlining interest in
reliability, restoration, and functionality. Though different in specific application, a
unifying theme emerges across each domain: Resilient systems have the ability to
prepare, absorb, recover, and adapt in the face of disruption (Hosseini et al 2016).

The marriage between critical infrastructure management and the concept of
resiliency was codified formally with the signing of the 2010 National Security Strategy
(NSS) wherein resiliency was officially defined as “the ability to adapt to changing
conditions and prepare for, withstand, and rapidly recover from disruption” (Fisher et al,
2018). Since then, a CI system’s ability to navigate through these stages of resiliency--
prepare, withstand, or absorb, recover, and adapt--would require a method of
quantification (Red et al 2020; Henry and Ramirez-Marquez 2012).

Urban infrastructure resilience in the 2000s was still regarded using qualitative
explanations of vulnerability, necessitating that decision makers be provided with
trackable metrics to enable better engagement with their systems. The creation of
resiliency indices was the first step in quantifying concepts of resilience for urban
infrastructure in keeping with the NSS. (Attoh-Okine et al 2009; Henry and Ramirez-
Marquez 2012). These first indices, however, were composed of belief functions, a
framework whereby reasoning and decisions are made with uncertainty in mind which

still relied on the probabilistic assessment of failure (Ma and Denoeux 2021).



The development of the resiliency triangle and subsequent improvements into
resiliency curves as shown in Figure 1 would lay the foundation for the generation of
metrics (Bruneau et al 2003). Such curves illustrate important metrics for characterizing
the resilience of a system by modeling system performance fluctuations in the face of a
disruption. The formation of these curves allows for the calculation of metrics such as the
duration of disruption (Dur), severity of impact to performance (Sev) which can be
described as the cumulative loss of resiliency, and time to strain (TTS) from when stress
is applied to when performance is first affected. Additionally, the rate of lost performance
can be captured in the form of the Failure Rate (FR), while magnitude of lost

performance can be assessed at each time period (Poulin and Kane 2021; Meng 2018).

Performance

Sev

t(] th te tf

Figure 1: Resilience Curve with labeled resilience metrics; TTS refers to Time to Strain,
Dur refers to Failure Duration, Mag refers to Magnitude, FR refers to Failure Rate, Sev
refers to Severity, RR refers to Recovery Rate, to refers to the initial system state, th refers
to the hazard exposure, te refers to the initial system disruption, tr refers to the system
recovery (Poulin and Kane 2021; Meng et al 2018).



Applications of Resiliency Analysis in WDNs

When applied to water distribution networks, quantitative metrics for utilization
in resilience indices were approached by many through various methods prior to
embracing the resilience curve. Liu et al (2017) applied surrogate measures of power and
pipe hydraulic resilience indices with limited application to real world WDN’s. Zhang et
al (2020) focused on WDN post disaster recovery resilience improvements through the

development of an optimization framework.

Graph Theory

As humanity grows ever more connected and centralized around urban centers,
the supporting infrastructure becomes more complex. The first attempt to use the
topology of a network--its connection points and pathways--to solve complex problems
was with the advent of graph theory in the 18th century by Leonard Euler in his solving
of the “Seven Bridges of Konigsberg” problem (Barnett 2009). The problem raised the
question of whether or not one could traverse all 7 bridges of Konigsberg without
crossing any bridge more than once (Derrible and Kennedy 2011). In its basest form,
graph theory is the process of stripping down complex systems data into collections of
edges and nodes (Dunn et al 2013). When applied to water distribution networks, water
sources, pipe junctions, and shutoff can be translated into nodes; the pipes connecting
them into edges, establishing a “graph” of the network. The nodes can be assigned
weights based on physical attributes and edges can be assigned direction based on

previously understood flow. Once converted the systems can be displayed as simple
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adjacency matrices, wherein the graph with “m” edges and “n” nodes are portrayed as a
n x n matrix, A, where Ajj is equal to 1 if i and j are connected and equal to 0 if they are
not connected. For undirected graphs these matrices are always symmetric (Barthelemy
2010; Yazdani and Jeffrey 2012; Pagano et al 2019).

The acceptance of utilizing Graph Theory in the assessment of Water
Distribution Networks (WDNs) came about as early as 1989 with a paper on optimization
of redundancy of WDNSs (Jacobs and Goulter 1989). Its utilization with regard to WDN
resiliency was first established in 2000, when resiliency indices were used to account for
the “looping” of WDNSs in a vector optimization problem pitting network resiliency

against cost (Todini 2000).

Topological Metric Development

From a basic understanding of topology in WDNSs, significant works have
branched out in various directions to understand the subject of resiliency within the
context of topological analysis. Various metrics of a network can be applied to describe
the resiliency of networks, enabling multiple perspectives in network assessment. Efforts
can be categorized amongst 6 lines of effort, of which mixtures and combinations are
plentiful: (i) path-based analysis of networks, (i1) spectral analysis, (iii) geometric
distance-based analysis, (iv0 redundancy measure-based analysis, (v) component
clustering graph theory analysis, and (vi) the application of graph theory to otherwise
disparate scientific pursuits (Zarghami and Gunawan 2021). This study will utilize

metrics pulled from each of the 6 lines of effort.
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Path-based analysis has featured heavily as a key validator of resilience analysis
in recent work with the utilization of betweenness centrality to assess pipe importance by
measuring the number of shortest paths passing through a node relative to all other nodes
(Yazdani et al 2011; Herrera et al 2016; Doyal and Chini 2022). This measure is the most
popular metric in use due to the ease of use and calculation and viability regardless of
network type. In short, this local metric identifies the nodes within a network which see
the highest “traffic” (Agathokleous et al 2017). Spectral based measures have seen some
limited use as indicators of network robustness by studying eigenvalues of graphs and
their associated Laplacian Matrices to assess the “expansibility or sparseness of a
network™ (Yazdani et al 2013). Geometric distance-based analysis focuses on adapting
metrics of centrality in vulnerability assessment and as measures of network reliability
and resilience. There have been many proposed metrics; however three were highlighted
as being the best fit for infrastructure networks: betweenness, closeness, and node
centrality (Giustolisi et al 2019). Redundancy or density-based measures speak to the
connectivity of a graph through assessing the global network connectivity amongst nodes.
This assessment is typically accomplished through the calculation of the alpha index, or
meshedness, of a graph to assess the density of loops (Barthelemy 2010; Yazdani and
Jeffery 2012; Herrera et al 2016). Component clustering graph theory analysis focuses on
community detection methods that highlight a networks ability to be broken down into

subgraphs, also known as modularity. This method has also been utilized in the
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development of district meter area design; an approach to aid in the management of leaks
within a water network (Diao et al 2014; Barthelemy 2010; Meng et al 2018).

A fundamental finding behind many of these previously mentioned studies is that
for GT to be properly utilized it must be combined with other scientific pursuits in order
to provide a holistic perspective to the management of critical infrastructures. Pagano et
al (2019) and Torres et al (2017) both paired GT with GRA, while (Doyal and Chini
2022) paired centrality and efficiency GT measures with generated condition indices
utilizing fuzzy logic. Literature has shown that only by augmenting GT analysis with
physical characteristics and additional analysis such as Global Resilience Analysis can a
clear picture be made for stakeholders (Pagano et al 2019, Yazdani et al 2011). Cost
savings in terms of computation and analysis can be achieved by utilizing measures of

resiliency with correlated graph theory metrics.

Table 2: Correlation of resiliency metrics with network topology metrics as determined
by Meng et al 2018. Positive correlations are denoted with "+" signs and negative
correlations are denoted by "-" signs. The strength of the relationships is expressed

through the number of signs attributed to each metric pairing.

Time To Strain Failure Duration Magnitude Failure Rate  Severity
Link Density - -— —
Algebraic Connectivity --- - -
Clustering Coefficient - -
Average Path Length +++ -+ ++
Central Point Dominance +++ +++ +
Heterogeneity - -- -
Spectral Gap -
Modularity -+ 4+ ++

11




While the previously mentioned studies had no unified theme or direction, the
discovery and application of various evolving techniques has greatly increased within the
scientific community due to concerns of resiliency and a growing glut of aging
infrastructure (Torres et al 2017). The unifying element of GT on WDN vulnerability
consists of simplifying each networks into edges and nodes and performing various
statistical analysis on these components. Table 1 displays the correlations between GRA
and GT metrics which demonstrates the power of augmenting GT with additional
analysis. This table conveys the strength of each relationship using pluses and minuses
whereby are larger number of assigned symbols describes a larger relation than those
with fewer. Modularity for example is characterized by its strong positive relationship
with Time to Strain and Failure Duration while only having weak positive correlations
with Failure Magnitude and Rate. Meanwhile, the Spectral gap metric failed to display
any moderate or strong relationships, showing weak negative ties to Magnitude, Failure
Rate, and Magnitude. The associated strengths between metrics help us to inform the

selection of the metrics in our analysis.
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II1. Methods

The methods employed during this effort can be broken down into three phases:
(1) the acquisition and preprocessing of 69 water networks into graphs utilizing the
igraph package in RStudio; (2) the generation of network resiliency profiles through the
calculation and collection of individual network global topology metrics; (3) and the
grouping of these network profiles using k-means clustering to assess resiliency trends
across the DoD water infrastructure management enterprise. A key aspect of this
methodology is the unprecedented acquisition of a large number of WDNSs for the

generation of models to be used as benchmarks for future analysis.

Data Acquisition and Preprocessing

This work utilizes a novel cache of 69 real world water distribution networks of
varying size and complexities. These WDNs were targeted in a unified effort to capture
the shapefiles of networks across the globe for the sake of enabling a global WDN
management framework on networks ranging in size. Using a Jupyter notebook utilizing
networkx (Hagberg et al 2008), the shapefiles were converted to simple edge lists
outlining the relationships between edges and nodes. This process was done to ensure the
resultant networks would be corrected and not contain disconnected subgraphs,
preventing metric calculation and introducing error. These edge lists were then converted
to planar undirected graphs using R studio to take advantage of the igraph package which

would enable the calculation of the selected GT metrics. As this study is focused on the
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behavior of whole networks in comparison to one another, additional data such as

sources, flow direction, pipe dimensions, and demand were not considered.

Network Resiliency Profiles

The topology of networks could be defined by any number of metrics or
characteristics. As stated in the background, the metrics of concern would be those that
the previous literature identified as representative of the network’s ability to absorb,
recover and adapt to disruption. While many metrics exist that are applicable to varying
network types such as social or supply chain networks, the metrics described in this
section outline those that best apply to the resiliency of water distribution networks.

Link density or g, shown in equation 1, where m is the number of edges and n is
the number of nodes, is a measure of graph connectivity whereby higher values of q are
meant to convey a higher level of connectivity (Pagano et al, 2019, Meng et al, 2018)
Link density was found to have a strong negative correlation to the Time to Strain (TTS)
and failure duration resiliency metric.

__22m Eqn |
T n(n-1)

q
Algebraic connectivity, Fiedler value or A,, represents the second smallest
eigenvalue of the Laplacian matrix generated for each network. Topologically this metric
speaks to the networks structural robustness and connectivity. In most cases, a large

Fiedler value indicates a more robust and connected graph than one with a smaller Fiedler
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value (Barthelemy 2010). Algebraic connectivity was found to have a good negative
correlation to TTS and a good representative measure for network vulnerability (Meng et
al 2018; Pagano et al 2022; Yazdani et al 2011,).

Meshedness or R,,,, shown in equation 2 speaks to the network connectivity by
quantifying the density of general loops in the graph. This measure captures the
redundancy aspect of graph connectivity and ranges from 0 to 1, where lower values
represent non-looped tree networks and higher values represent grid-like lattice networks

(Torres et al 2017; Yazdani et al 2011).

R _m——n-l-l Eqn 2
mT 2n—-5

The average path length or [, shown in equation 3 measures the average distance,
d, along the shortest paths between any pair of nodes v; and v; in comparison to all other
possible pairings between nodes within the network. This metric held a strong positive
correlation with the resiliency metrics of TTS, and Duration. The average path length
additionally is a good representative of efficiency which characterizes the transfer of
information, in this case water, throughout the network (Meng et al 2018; Pagano et al

2019, Torres et al 2017; Yazdani et al 2011).
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1 Eqn 3
=D Ly )

Network Efficiency or E[G], shown in equation 4, is the harmonic mean physical
distance between nodes in a network. Ranging from 0-100%, with lower levels
representing lower efficiency networks, this metric provides an easier manner in
communicating the efficiency of a network, as a proxy for average water travel time and
is highly negatively correlated with average path length (Kim et al 2017; Pagano et al

2019; Torres et al 2017)

1 1 Eqn 4
E[G :—*Z
(6] nn—1) i,jd(vi,vj)

Modularity or Q, shown in equation 5, is an optimized algorithm for detecting
community structures within networks based on the layout of connected edges and nodes
where }; e;; represents the fraction of all edges that fall within communities, and
Y.ijk €ijex: are the expected value of the same quantity if edges were randomly assigned.
Elevated levels of modularity indicate a networks ability to be broken up into large

numbers of isolated communities. When applied to WDNSs this metric speaks directly to
16



network vulnerability in the face of isolation of limited water sources. This metric was
highly positively correlated with TTS and Duration (Meng et al 2018, Newman 2004;

Newman 2006.)

Egqn 5
Q=max(), e =), eer) an
i L,j,k

Another measure for network vulnerability is the measure of central point
dominance, or Cp,, shown in equation 6 where Cj, ;45 represents the betweenness of most
central node in the graph and C, ; represents the betweenness of all other nodes. This
metric, which has a good positive correlation with failure duration, is the average
difference in shortest paths between the node with the highest betweenness and all other
nodes within the network. This metric ranges between 0 which indicates a localized
regular network and 1 which is a centralized star like network (Yazdani et al 2011,

Pagano et al 2022, Meng et al 2018)

1

Egqn 6
n—1 * Z}_(Cb,max - Cb,j)

Cb=

17



These seven chosen metrics were calculated for each of the available 69 WDNs to
leverage the multifaceted expressions of resiliency found in each networks topology.
These resiliency profiles would allow for the assessment of group membership by
performing cluster analysis to assess divergent or shared performances across all

networks.

Clustering Analysis

The techniques utilized in this study for clustering analysis were performed with
the cluster version 2.1.4 (Maechler et al 2022) and factoextra version 1.07 (Kassambara
and Mundt 2020) packages in RStudio Build 351. The generated resiliency profile results
were first centered and scaled by subtracting the means of each columned result from the
bulk results and dividing by their respective standard deviations. Scaling addresses the
issue of differences of magnitude in metrics that would hinder an investigation into
influences each metric had in clustering.

Next, the estimation of the optimal number of clusters was accomplished using
the elbow method, wherein the total sum of squares at each number of clusters is
calculated and then minimized. K-means clustering was then performed to partition the
data into the optimal number of groups.

To understand the metric criteria which governed the clustering of these networks,
the clusters which each network were assigned to were used to assess the non-scaled
resiliency profile data with JMP Pro 15.0.0 software. Both parametric and non-

parametric methods were utilized to overcome challenges presented by the
18



distribution of the calculated results. An analysis of variance was performed to detect
a difference in mean responses of metric vs group assignment while the Wilcoxon-
Kruskal Wallis tests addressed differences in median. These analyses were followed
by a pairwise comparison Tukey Analysis to assess what influenced any detected
differences in mean responses and Steel-Dwass tests to detect differences in median

responses.
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IV. Results

Data Preprocessing

The resultant graphs generated from the 69 WDN shapefiles yielded wide ranges
of edges and nodes. The smallest networks consisted of as few as 39 edges and nodes
while the largest consisted of 6700 edges and 6100 nodes. The median network within

this dataset consists of 1200 edges and roughly 1100 nodes.

Resilience Profiles

Figure 2 displays boxplots that highlight the ranges of calculated metrics for the
dataset of WDNSs. Outliers are shown as red asterixes while mean values are shown as
lines across each box plot. Green circles indicate previously established min and max

points from the Meng et al (2018) synthetically produced water networks.

Algebraic Average Path

Central Point
Connectivity Meshedness Length Efficiency Modularity
251

Dominance

Link Density

0.51
2] *

0025 4 - 09 0.8+
0.04 * 0.2 &
0.02- | ] u 0.7

. * - ’ 0.6-|
0.0151 % .

o
% 08 5
0.024 0.01 o1 40 011 03
. ¥ 0005 o 0.754 N 0.4
5 $ 0.05 E
] 5 * 20+ 0.05 0.3
001 #® o == 07 &
1 1 °

0.65- 0.1

Figure 2: Boxplots displaying metric ranges. Red asterixis denote outlier values while
green circles highlight previously captured metric ranges (Meng et al 2018; Pagano et al
2022).

The cumulative results for each metric type and their respective correlative

relationships are shown in Figure 3 using a Pearson correlation coefficient. Weak
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Figure 3: Scatterplot matrix for calculated metrics; histograms along the diagonal
display shape of metric distributions. Correlations between metrics displayed as digits
ranging from -1 to 1.

correlative strength is shown in values +/- 0.25-0.49. Moderate correlative strength is
shown in values of +/- 0.5-0.74 and strong correlative strength is associated with +/-
0.75-1 values. The shape of the distribution across each network is likewise displayed as
histograms across the diagonal and as scatterplots with best fit lines.

The units of each metric are listed around the perimeter of the matrix. The strong positive

and negative correlations between metrics speak to how aspects that influence the
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resiliency of a network in one way can directly influence its performance in another.
From this, one could understand that by focusing on improving the efficiency of a
network you would, in turn, likely be able to reduce the networks modularity.
Meshedness and Central Point Dominance seemingly have no meaningful interaction
with other metrics and, as such, would have limited influence on other aspects of a

network’s topology.

Clustering Analysis

Following calculating topological metrics, cluster analysis was then conducted on
all networks using k-means clustering. Figure 4 shows the elbow chart developed to aid
in the selection of clusters. Based on this chart, clustering was performed using 3 and 5

clusters to assess which number would yield optimal network profiles.
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Figure 4: Elbow chart displaying number of clusters by total
Within-Cluster Sum of Square. The bend or elbow denotes the
optimal number of clusters.

The three centroid clustering demonstrated in Figure 5 shows the arrangement of
cluster groups. The axes of these plots are labeled as Dim1 and Dim2 which denote the
principal components 1 and 2 which aligned most with these clusters. This figure shows
that the network profiles in clusters 1 and 2 likely perform similar however had qualities
that drove their separation. The spatial arrangement of network profiles falling in cluster

3 show that these networks operate in stark contrast to the networks in the other clusters.
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Each cluster consists of more than 3 networks and, therefore, is well populated. This is
ideal for the development of informed network profiles.
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Figure 5: K-means Cluster plot utilizing three clusters. Dim1 and Dim2 denote the 1% and
2" principle components.

When grouped across 5 centroids, additional groups were generated with sparse
membership shown in Figure 6. Cluster 4 is generated through the shedding of a single
network. Network 42 was isolated as its own outlying group. When tested for influence
using Cooks D (Appendix), the networks occupying these sparse groups were found to
hold moderate to severe influence on the data set. When excluded from analysis,

however, no changes were noted in network cluster assignment. For these reasons we
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opted to move forward with 3 clusters and proceeded to not exclude the potential outlier

networks.
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Figure 6: K-means cluster plot utilizing five clusters. Dim1 and Dim2 denote the 1°' and
2™ principle components.

To better understand the makeup of these isolated clusters the descriptive
statistics for each networks topology were calculated. Table 2 displays the cumulation of
summary statistics and representative graphs of networks corresponding to each assigned
group. Networks within Group 1 on average are characterized by lower values of Link

Density, Algebraic Connectivity, Meshedness, and Efficiency while having the
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Table 3: Summary Statistics of Topological metrics by Group.
Mean values are displayed above standard deviations listed in

parenthesis.
Metric Group 1 Summary Group 2 Summary Group 3 Summary
Stats, N=39 Stats, N=24 Stats, N=6
Edges, m 2815 793 99
(1768) (532) (88)
Nodes, n 2607 693 82
(1609) (463) (55)
Link Density, q= 1.21E-03 5.39E-03 3.48E-02
(7.33E-04) (4.09E-03) (1.42E-02)
Algebraic 2.23E-04 1.49E-03 1.52E-02
Connectivity, A, (1.42E-04) (1.25E-03) (8.68E-03)
Meshedness, R = 3.57E-02 6.59E-02 6.23E-02
(1.54E-02) (3.74E-02) (9.71E-02)
Average Path Length, 49 24 9
1= a4 © @)
Efficiency, E= 3.37E-02 7.16E-02 1.83E-01
(8.66E-03) (2.24E-02) (3.30E-02)
Modularity, Q= 9.12E-01 8.52E-01 7.08E-01
(1.73E-02) (3.22E-02) (2.80E-02)
Central Point 3.80E-01 3.52E-01 3.76E-01
Dominance, C,= (8.26E-02) (9.39E-02) (1.46E-01)

highest values of Average Path Length and Modularity. Networks within Group 3
meanwhile are on average characterized with the highest values of Link Density,
Algebraic Connectivity, and Efficiency while having the lowest values for Average Path
Length and Modularity. Group 2, in many cases, acts as an intermediary between the
contrasted behavior shown in Groups 1 and 3. Average values for Central Point
Dominance and Meshedness across the 3 groups do not exhibit this behavior and would

be investigated.
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Figure 7: Least Square Means profile plots of individual topological metrics by group.
Significant differences between groups denoted by ranges not connected by the same
letter.

An analysis of variance to assess a difference in response of network
characteristics based on group was performed in addition to a Tukey analysis to pinpoint
the difference between groups. These statistical tests were performed to better understand
how the metrics informed the formation of the different clusters. Figure 7 displays Least
Square means plots of each network with their associated Tukey groupings. From this we
see that there are stark statistically significant differences across all three levels for Link
Density, Algebraic Connectivity, Efficiency, and Modularity. Meshedness and Average
Path Length displayed statistical significance across only 2 levels. Central Point
Dominance was found to have no statistically significant difference in behavior across all
69 networks. The non-parametric Wilcoxon, Kruskal-Wallis tests, and Steel-Dwass
comparison methods corroborated these results and as such indicate the robustness of the
ANOVA results for this data set in the face of the non-normally distributed (Blanca et al

2017), heteroskedastic data.
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V. Discussion

Metric Shortfalls

Despite being a impactful metric with regard to assessing resiliency, no
significant variation was present in between the 3 groups for Central Point Dominance;
complicating its use in differentiating networks for asset management strategies.
Additionally, the maximum and min values found within the real network data set, as
shown in Figure 2, varied considerably from established ranges calculated on synthetic
networks (Meng et al 2018). While these ranges were expanded by a case study of a
single network, more study is needed to determine the commonality of high central point
dominance in real world WDN (Pagano et al 2022). Through the lens of resilience, high
central point dominance values leave networks vulnerable to targeted and random failure

due to the high reliance on central points.

Clustering Behavior

The LS means plots with associated Tukey and Steel Dwass groupings makes
clear the driving forces behind the clusters. Networks falling within group one are
characterized by having uniquely low link density, algebraic connectivity, and efficiency
as these are typically more sprawling in nature. This drives these network’s modularity
up which increases the ability of these networks to become disconnected into isolated

communities. Together with average path length and efficiency it is clear that water takes
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longer to travel through these networks when compared to the networks in groups 2 and
3.

Despite being on average magnitudes smaller than networks within group 1,
networks in group 2 performed fairly similarly to group 1, presenting small
improvements in link density, algebraic connectivity, efficiency, and modularity.
Arguably, the defining characteristics of group 2 networks are their Meshedness
performance which is directly related to the redundancy of these networks. These
networks to some degree found a way to overcome the sprawl that is exhibited in larger
networks and maintain looped connections.

Group 3 was made up of only 6 small networks and starkly contrasted in
performance to groups 1 and 2. Their small spread allowed for more dense link
connections that allows for water to flow efficiently throughout each network. These
dense connections allowed for significant reductions in modularity which is beneficial for
smaller networks with fewer available water sources.

Viewing each group’s performance through the lens of their correlated GRA
performance as driven by pipe failure one can assess that networks within group three
display on average the most resilient characteristics. These networks by far demonstrate
the lowest values of modularity which was strongly positively correlated with longer time
to strain and failure durations and moderately positively correlated with severity.
Following through with a modularity focused perspective networks in group 2 would be

the 2nd most resilient networks as by comparison they had the next lowest values of
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modularity while also benefiting from on average high values of Meshedness. Networks
in group 1 therefore with the highest values of Modularity and lowest values of Link

density are the least resilient networks.

Real World Network Repositories

The establishment of a repository of real-world water distribution networks
enables several opportunities for future research. This framework can be applied to any
network by managers and decision makers and utilize the three unique groups to quickly
assess their network’s standing. These users can use their networks standing to provide
the justification and direction to perform more in-depth GT analysis leveraging the
calculated metrics which can help target investment in repair, expansion, and
recapitalization of their linear infrastructure (Assad et al 2020). Additionally the GT
metrics themselves can be utilized in concert with multi-attribute decision making models
to further inform expansion strategies (Salehi et al 2017; Marques et al 2017).

The generation of an open-source comprehensive repository of transportation
networks has been accomplished recently utilizing a tool combining maps from
OpenStreetMap and the python package networkx to capture every urban street network
in the world. This large repository enables a wider level of analysis focused on the spatial
features and evolution of network relationships with various multiscale indicators and
trends such as geography, income distribution, population and GDP (Boeing 2021;
Boeing 2020). WDNSs nature of being underground and potentially secured or masked for

protection purposes precludes the generation of a completely open-source repository of
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networks. However, focused controls and improvements in technology will drive the
growth of repositories such as this and provide future opportunities to explore the global

behavior of water networks.

Efficiency vs Modularity, Tradeoffs of Resiliency

Different schools of thought exist within existing literature regarding the
definition of resiliency for water distribution networks. This work builds upon Meng et al
(2018) which found correlations between topological metrics and resiliency metrics
derived from simulated random mechanical failures. Within this framework, Modularity
stands out as an important metric or stand in litmus test for the resilience of a network. As
random edges or links are removed the likelihood of community within the network
becoming isolated from a water source increases. A problem arises however, in the
findings of Torres et al (2017), which showed that the efficiency of a network can heavily
impact the spread of biological, chemical, or radiological contaminants throughout a
more efficient/connected network. Efficiency and Modularity were the 2 metrics with the
highest negative correlation of -0.97 which places these schools of resilient thought at

nearly complete odds with one another.

Limitations
Despite the encouraging utility of this framework, it should be noted that there are
several limitations. The quantification of network resiliency utilizing GT is firstly

dependent upon quality capture of real-world linear water networks. If corners are cut in
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capturing these networks whether by inconsistent collection methods or overreliance on
faulty historical documentation, the resultant calculations suffer. In several of the
networks captured in this study, disconnected portions of the captured networks were left
out of analysis. In some cases there were networks that had substantial subgraphs which
appeared to have no connection and as such were disregarded entirely as they would
essentially be considered as complete networks by themselves. Additionally, each
network in this analysis was characterized as being an undirected network to enable a
standardized method of calculation. Metrics like meshedness, however, can be influenced
by this characterization as a “loop” can be recognized in a pipe that in fact never returns
water to its source due to the real-world flow. Furthermore, all nodes were treated as
equally weighted in this analysis and no water sources were designated. Water source
nodes can provide more insight into a networks resiliency in the face of high modularity.
The impact brought about through isolation of various elements of a network is greatly
lessened if the isolated components are fed by a source node.

Graph theory as a whole does not take into consideration various local measures
that can have tremendous impact on network performance separate from the network’s
topology such as the condition of the pipes themselves and the criticalities of the
functions they service. These limitations can however be overcome through the inclusion
of additional analysis in the future such as through the pairing of GT analysis with in-
depth hydraulic analysis, the utilization of GT metrics in concert with multi-attribute

decision making models for the rehabilitation of WDN5s (Salehi et al) inform expansion,
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or the introduction of new metrics such as demand-adjusted entropic degree (Yazdani and

Jeffrey 2012).

Policy

The data utilized in this report encompasses 69 Air Force networks from the
Department of Defense. A product of the Financial Improvement and Audit Readiness
(FIAR) strategy--an effort aiming to achieve audit readiness to ensure limited resources
are effectively allocated; this database of networks was produced by compiling and
verifying GIS shapefiles across the globe. Altogether the cumulative lengths of main
service lines across these networks came to 3,209 miles or 5164 kilometers of pipes. The
networks themselves make up a fraction of the non-privatized systems collected via
contract from 2015-2019. The original contracted endeavor was to perform a
comprehensive and exploratory assessment of underground linear utilities however this
scope was downscaled considerably due to cost. Existing maps provided by installations
were provided to the contractors and gap analysis was performed alongside interviews
with users and stakeholders. Efforts to collect and maintain the database of these
networked systems in GIS are ongoing. Likewise, effort was taken in the production of
this report to mask and withhold any information that could provide insight into the
location or purpose of each location served by each network. Each network in the
attached results is designated by a number and all graphical representations present

within this report have been digitally altered.
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The act of masking or renaming the real-world water networks within case studies
and GT works is commonplace but not universally practiced as shown with contrasted
coded networks vulnerability analysis of Richmond and Colorado Springs water networks
(Herrera et al 2016; Derrible and Kennedy 2011).. As more analysis is performed on
networks displaying increasing levels of interdependency with critical mission
operations, a concerted effort should be made to apply universal controls on the
publication of network vulnerability across the DoD. The network data, prior to its
contracted collection and digitization effort, was relegated and confined to the
installations that managed them. This data is now available to any member with a
Common Access Card and an internet connection, as it has been published on a common
access website. At a minimum, similarly to the structural sustainment management
system (SMS), BUILDER access should be withheld and granted only to members with
assigned roles and signed off by supervision. While most analysis performed on our
linear infrastructure is performed as a way to prioritize maintenance, repair, and
modernization funds, this invariably leads researchers to shine a light on the areas of
highest importance and vulnerability within their networks. In 2022 increased attacks on
networked infrastructure within the United States in North and South Carolina, Oregon,
and Washington were observed highlighting how even the untrained and disorganized are
able to target our infrastructure to great effect (Wilson 2022). With the publication of

unmasked and easy to access materials and methods on how to inexpensively pinpoint
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weak points, it is easy to imagine what a trained near peer adversary could do with this
information.

Outside of data security, data quality is of concern regarding the capturing of and
presentation of DoD infrastructure on GIS. The interdependency of linear utility assets
like water and electric networks with mission generation capabilities or essential
functions are difficult to capture in asset and investment management (Chopra et al 2016;
Kivela et al 2014). In fact, strict dependency of a utility on a mission (single point of
failure) historically has been the only manner in which a projects score could be
improved. Efforts are underway to improve the management of utilities in recent years
within the Air Force; however, it is this difficulty that has driven inconsistent response to

the capturing and stewardship of linear assets in the face of FIAR.
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VI. Conclusion

The critical nature of water distribution networks has driven extensive studies in
methods to address and manage their functions and performance, whether it be from
specific threats or through the assessment of their resiliency. By pairing GRA with
complex network theory this work was able to highlight several compelling interactions.
An emphasis on the analysis of bulk real-world networks enabled the establishment of
distinct network groupings and highlighted potential conflicts between powerful resilient
metrics that could impact expansion and recovery strategies.

Existing literature on the paired applications of graph theory and resilience
analysis can be characterized by focusing on few real networks (Pagano et al 2019;
Yazdani and Jeffrey 2012) or a reliance on synthetically generated networks (Torres et al
2017; Meng et al 2018). This in turn has limited broader conclusions to be drawn on the
performance of WDNs as a whole with regard to the various methods applied to them.
This work adds to the literature through the inclusion of real-world networks which
allows for the preliminary establishment of metric ranges or benchmarks (Assad and
Bouferguene 2022).

In addition to developing bounds for metrics, clustering analysis has provided the
ability to differentiate between network resilience performance. This allows asset
managers or decision makers to not only assess their network’s overall resiliency but

compare that to the performance of a large sample size of real world networks. Such
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comparisons could drive informed investment choices with regard to targeted study and
expansion of water networks (Yazdani et al 2011).

Finally, this work highlights conflicting goals for resiliency in water distribution
networks. High efficiency networks are more vulnerable to contamination spreading
while conversely high modularity networks are more vulnerable to attacks that isolate
communities from finite water sources. By addressing the modularity of a network
through expansion you expose your network to increased vulnerability to contamination.
This highlights the need for future decision makers to firmly understand which threats are

the most concerning regarding their networks prior to performing this analysis.
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