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Abstract

Interdependent infrastructure recovery modeling and simulation are complicated
due to various interdependent connections and complexities. Current efforts have
identified both operational and restoration interdependency subtypes and coupling
strategies that have not been integrated into one comprehensive model. This research
presents a model that simultaneously integrates nine interdependency subtypes and four
coupling strategies in a multi-objective format to provide the most tailorable and
comprehensive network-based recovery model available. This research also created a
defense-centric interdependent infrastructure database by modifying the existing
CustomizabLe ARtificial Community (CLARC) database. This research then addressed
assumptions regarding recovery work management in order to address the impact of work
crew structure and training’s impact on cost, recovery time, and system operability.
These efforts were accomplished by creating mixed-integer programs and then testing
them with the defense-centric infrastructure database with a simulated flood event. The
results of the scenario showed that exclusion of certain interdependencies could cost over
$4M additional for marginal improvement in infrastructure operability. Additionally, it
was shown that using interdependent relationships can be used to overcome inaccessible
infrastructure data. Finally, the results showed that team composition can influence
recovery cost, time, and operability both negatively and positively. These models benefit

emergency managers and infrastructure owners alike.
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INTERDEPENDENT INFRASTRUCTURE RECOVERY USING

MULTILAYERED NETWORKS AND OPTIMIZATION

I. Introduction

Built and social infrastructure networks — comprising in part telecommunications,
electrical energy, transportation, emergency response services, drinking water,
wastewater, and other social services — are a complex system-of-systems or network-of-
networks that is foundational to our society (Almoghathawi et al. 2017; Department of
Homeland Security 2013). The management of this socio-technical and cyber-physical
network-of-networks is complex and makes decisions regarding the supply of public
services challenging. One of the primary purposes of built infrastructure is to provide a
service at an optimized balance of cost, performance, and risk (Hall et al. 2016). The
disruption of these services and the associated recovery of the infrastructure systems is
complicated by interdependencies within the underlying infrastructure network-of-
networks.

The influence of interdependencies between infrastructure networks has been
shown multiple times to affect operations and recovery activities within the last couple of
decades. A small sampling of events over the past two decades are sufficient to
substantiate this claim. In 2000 to 2001, a disruption in the electrical power grid in
California impacted the oil and gas industry, which prolonged disruption in the electrical
power network (Fletcher 2001). The September 2001 terrorist attack on the World Trade
Center highlighted both physical and non-physical interdependencies with an example of

the latter being an administrative policy levied on the aviation infrastructure, which



ultimately resulted in $1.4 billion lost in revenue due to a three-day airport closure
(Faturechi et al. 2014). In 2003, a large scale blackout showed how an initial fault in the
power lines combined with a fault in the alarm control system caused cascading failures
along the electrical distribution grid resulting in over 50 million people in the United
States and Canada without power for up to two days (Minkel 2008). Natural disasters to
include the following list have time and again showcased the interdependent nature of
built socio-technical and cyber-physical infrastructure networks (Comerio 2014; Givetash
2020; National Infrastructure Advisory Council (NIAC) 2018; Ramirez-Meyers et al.
2021).

e 2005 Hurricane Katrina in Florida and Louisiana

e 2011 Tohoku earthquake in Japan and subsequent Fukushima nuclear disaster

e 2012 Superstorm Sandy in New Jersey and New York

e 2017 Hurricane Harvey in Texas

e 2017 Hurricane Maria in Puerto Rico

e 2019 to 2020 Australian wildfires

e 2020 wildfires in California

e 2021 freezing temperatures in Texas

Therefore, it is proposed that a better understanding of interdependencies of
infrastructure networks will lead to more informed and efficient infrastructure recovery.
The focus of this research is to create a multi-objective interdependent

infrastructure recovery model. This model seeks to balance competing objectives of
minimizing recovery costs, repair time, and disruption to services. These three objectives

— cost, repair time, and operability — create an infrastructure recovery trilemma. This



recovery trilemma has parallels to the infrastructure operations trilemma of cost,
performance, and risk, as well as the construction trilemma of cost, quality, and speed.
This model also seeks to simultaneously integrate nine interdependency subtypes and
four coupling strategies to more accurately evaluate real, complex, and interdependent
infrastructure relationships. The intent of the model is to support decision making by
emergency managers and asset owners during recovery operations.

The remainder of this chapter provides the motivation for this research, defines
the problem statement, and lists the corresponding research objective and questions. A
brief overview follows, explaining the methodology used, the limitations of the modeling
efforts, and the key contributions of the present work. The final section in this chapter
outlines the rest of the document.

1.1. Research Motivation.

The general motivation for research to develop an interdependent infrastructure
recovery model is to improve the resilience of the underlying network-of-networks.
Resilience of interdependent infrastructure networks is an emerging field with various
definitions, approaches, and methods (Attho-Okine 2016). The resilience of infrastructure
networks typically is defined as a network’s ability to withstand, adapt to, and recover
from a disruption (Barker et al. 2017). This full-breadth definition of resilience is often
segmented into the vulnerability and recoverability aspects of resilience (Almoghathawi
et al. 2017). The focus of this work is on the recoverability aspect of resilience.

The specific motivation for seeking to enhance resilience through an evaluation of
interdependent infrastructure recovery stems from three primary sources. First, disruptive

events involving interdependent infrastructure networks are unique and some



interdependencies only manifest themselves during the recovery operations (Sharkey et
al. 2016). Therefore, not focusing on recovery operations would preclude analysis of
certain interdependencies. Second, the underlying interdependencies of infrastructure
networks make overall systems complex and vulnerable to cascading and escalating
failures (Buldyrev et al. 2010; Rinaldi et al. 2001). These issues of complexity and
vulnerability are primary reasons recovery after disaster or disruption is still an open
question and an issue worth evaluating (National Infrastructure Advisory Council (NIAC)
2018). Third, certain defense elements within our nation have identified resilient
infrastructure as critical in today’s complex security environment (Department of
Homeland Security 2013; United States Department of Defense 2018, 2019). This has led
to a desire by the United States Air Force to seek for more resilient infrastructure
solutions (Headquarters United States Air Force 2019). The combined elements of the
unique nature of interdependencies during recovery, the lack of current solutions to solve
these complex problems, and the national security imperative make this research
important and relevant.
1.2. Problem Statement

No interdependent infrastructure recovery model has sought to integrate all
known interdependency subtypes and coupling strategies within a single multi-objective
model. Furthermore, interdependent infrastructure recovery models have not been
defense-focused, which has often led to assumptions that may be irrelevant or

inappropriate for defense recovery operations.



1.3. Research Objective

The primary research objective is to develop a defense-focused interdependent
infrastructure recovery model that will balance cost, repair time, and operability when
presenting recovery strategies. This model incorporates multiple objectives, operational
interdependencies, restoration interdependencies, and recovery operations constraints.
The goal in developing this type of model is to increase resilience of interdependent
infrastructure networks by focusing on the recovery aspects of resilience.

The following are investigative questions, which have guided this research and
have made the desired research objective attainable.
1. How can multiple and various interdependency subtypes and coupling strategies
be simultaneously incorporated into an interdependent infrastructure recovery
model?
2. How do multiple and various interdependency subtypes and coupling strategies
affect the cost, repair time, and operability of disrupted infrastructure networks
3. How does work crew management including flexible team composition, training,
and education of recovery personnel affect the recovery of interdependent
infrastructure networks?
1.4. Brief Overview of Methodology

This section briefly describes the model development based on integrating several
different components. Then it describes the modification and use of an interdependent
infrastructure database to provide a relevant defense-focused application. Finally, it
describes the modification of the original model to incorporate work crew management’s

effect on recovery operations.



Previous work has identified multiple operational interdependency subtypes to
include physical, cyber, geospatial, and logical (Rinaldi et al. 2001). Additionally, a
distinction has been made between operational interdependencies and restoration
interdependencies, which comprise at least five additional subtypes (Sharkey et al. 2016).
Furthermore, four coupling strategies have been identified that impact whether or not a
dependent node or arc is operable based on various conditions (Gonzélez et al. 2016). A
network-based multi-objective mixed-integer program (MIP) that combines elements of
both network design problems and scheduling problems is presented as an effective
model for recovery operations.

The CustomizabLe ARtificial Community (CLARC) Database is a regional-sized
dataset exhibiting over 2,600 network-to-network interdependencies between 5 civil and
5 social infrastructure networks (Sharkey et al. 2018). This dataset was reduced to
approximately 10% and constructed as a multiplex network-of-networks. This reduced
dataset approximates the size of a medium to large Air Force Installation. A simulated
flood event damaging 5-7 % of infrastructure systems was used to evaluate the effect of
operational and restoration interdependencies and coupling strategies on cost, repair time,
and operability.

Most current infrastructure restoration models typically use parallel teams or
infrastructure-specific teams to model recovery work crews. A unigque formulation of the
original MIP presented in this work was modified to allow for flexible teaming structures
and various skill-levels. This model allows for unbalanced teams, the concept of massing,
and creates a preemptive environment. All of these elements are able to affect recovery

operations.



1.5. Assumptions and Limitations

Infrastructure networks are not all designed, constructed, or operated uniformly.
This means that interdependencies among infrastructure networks will be different based
on every unique set of infrastructure networks, albeit some commonalities may also exist.
Therefore, modeled interdependencies hold only for the specific scenario and set of
networks modeled and cannot generally be extended to effects that would be repeated in
all systems that contain the modeled infrastructure systems. However, the capability to
model complex interdependent infrastructure networks is extendable to all similar
modeling and simulation efforts.

The use of a network-based model assumes all commodities within a given
infrastructure flow similarly, which is contrary to the physics of certain systems.
However, the use of network flow models in particular have been used as a reasonable
representation of infrastructure networks and provide a sufficient balance between model
complexity and reality (Cavdaroglu et al. 2013; Nurre et al. 2012). Other specific
modeling assumptions and limitations are addressed in the applicable chapters discussing
the models or in the associated appendices.

1.6. Key Contributions

This research contributes to the interdependent infrastructure recovery body of
knowledge in the following ways:

1. Provide a defense-centric dataset for analysis of recovery models dealing with
interdependent infrastructure systems;
2. Novel use of network-to-network interdependencies and coupling strategies to

overcome inaccessible infrastructure data;



3. Novel interdependent infrastructure recovery model incorporating multiple
interdependency types and multiple coupling strategies; and
4. Novel extension of the base interdependent infrastructure recovery model by
relaxing prevalent assumptions concerning work crew management.
1.7. Document Outline
The remainder of this document is broken into several chapters. Chapter 2 details
the relevant literature regarding interdependency subtypes, coupling, and previous
modeling efforts. Chapter 3 explains the database used, the errors found, and the concerns
that were addressed in the modified version. Chapter 4 presents an abbreviated version of
the base model that highlights how coupling strategies can help overcome missing
infrastructure data. Chapter 5 presents the base model, which integrates 9
interdependency subtypes uses the modified database to evaluate the effect of
interdependencies. Chapter 6 presents an extension to the base model by changing
underlying assumptions about the how recovery work crews are managed. Chapter 7
explores the boundaries and limitations of the models created in this research. Chapter 8

concludes this present work and identifies future work.



Il. Literature Review

This chapter summarizes relevant literature and the progress made thus far in
interdependent infrastructure recovery (I11IR) modeling. The first section goes over
definitions and terms used throughout this document to include dependency,
interdependency, interdependency subtypes, and coupling strategies. The next section
details modeling efforts encompassing interdependent infrastructures in general and then
focuses on network-based IR modeling. The third section provides a synthesis of key
characterizations of IR modeling. The last section discusses data access and availability.
2.1. Defining Interdependencies and Coupling Strategies

Interdependencies and coupling strategies are fundamental concepts of the present
work. The first subsection discusses the differences between dependency and
interdependency. The second subsection details the two main types of interdependencies
used in this present work — operational and restoration — and then explains 10 different
subtypes. The third subsection summarizes multiple coupling characterizations and then
four different coupling strategies employed in this research.

2.1.1. Dependency vs. interdependency

Rinaldi et al. (2001) made a clear distinction between dependence and
interdependence. Dependence means that an infrastructure relies on goods or services
from another infrastructure system. Electrical power systems provide an example of
dependencies under normal operating conditions. The electrical power system relies on
transportation infrastructure for petroleum product delivery, it relies on
telecommunication infrastructure for Supervisory Control and Data Acquisition

(SCADA) management, and it relies on water infrastructure for emissions control and



cooling. The transportation, telecommunication, and water infrastructures, in turn, rely on
the power system infrastructure for traffic management, information system operation,
and water distribution, respectively. This mutual dependency creates an interdependency

or a bi-directional dependency between two infrastructure systems (Figure 2.1).
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Fig. 2.1. Some examples of interdependencies, which establish a two-way connection

between systems either directly or through other systems (Rinaldi et al. 2001)

Some interdependencies are direct relationships and others are indirect

relationships. An example of an indirect interdependency is illustrated in Figure 2.1
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between the water and oil infrastructures. The oil infrastructure depends on the water
infrastructure for oil and lubricant production and environmental management during the
production process. The water infrastructure does not directly depend on the oil
infrastructure, but does depend on both the electric power and telecommunication
infrastructures which depend on the oil infrastructure. Therefore, an indirect
interdependency exists between oil and water infrastructures.

Another definition of interdependency stems from the distinction between the
prefixes intra and inter, meaning within and between, respectively (Merriam-
Webster.com 2021). The presence of a connection does not immediately form an
interdependence. Rather two infrastructure systems are interdependent if and only if the
state of each is dependent on the other (Rinaldi et al. 2001). Therefore, a strategy
employed by many when capturing any type of interdependence is to capture all
dependencies between components of infrastructure systems (Almoghathawi et al. 2019;
Cavdaroglu et al. 2013; Gonzalez et al. 2016; Lee et al. 2007; Sharkey et al. 2015). By
capturing all dependent relationships between infrastructure systems, all interdependent
relationships are also captured. This more generalized interdependency definition of
dependence between systems ensures that all direct and indirect interrelationships are
included. This is the definition used in the present research.

2.1.2. Types and subtypes of interdependency

Two primary categorizations of interdependency types are used — operational and
restoration. Rinaldi et al. (2001) suggested that interdependencies vary widely from
system to system, but that there were four different subtypes of operational

interdependencies to include physical, cyber, geospatial, and logical. Sharkey et al.

11



(2016) claimed there were at least five different restoration interdependency subtypes

impacting system recovery to include traditional, effectiveness, and options precedence,

time-sensitive options, and resource competition. Gonzalez et al. (2016) also highlighted

a uniquely restorative aspect of the geospatial interdependence subtype, which is called

geospatial repair. Table 2.1 provides a description and an example of each operational

interdependency subtype as established by Rinaldi et al. (2001)

Table 2.1. Description and examples of operational interdependency subtypes

Subtype Description Example

Physical One system’s output is another Electricity from the electrical power
system’s input and is network supplying power to a
established by flow of pump in the water network,
commodities or materials. which is used to distribute water

in the water network.

Cyber The state of an infrastructure SCADA systems controlling the
system depends on natural gas and electrical power
information, which is grid which send information
transmitted through the through the telecommunication
telecommunication infrastructure to alter the flow of
infrastructure. natural gas to meet electrical

power production demand.

Geospatial Based on physical proximity and A power line and communication
occurs when a local event can line are strung under a bridge and
cause a change in the state the disaster on the bridge could
across all infrastructure cause effects in all systems
systems. (Kennedy 2003).

Logical An interdependent relationship A national security incident

between two systems that is
not physical, cyber, or
geographical (e.g., control
schema?, economic
influences®, societal and
policy influences®).

involving the aviation industry,
which caused a policy that shut
down airport traffic for multiple
days (Faturechi et al. 2014).

2 See Rinaldi et al. (2001);  see Zhang et al. (2018); ¢ see Pederson et al. (2006)
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As mentioned previously, these four operational interdependency subtypes are not
the only operational interdependency subtypes listed in the literature. Ouyang (2014)
compiled five different lists of interdependency subtype definitions from literature.
Ouyang then used ten emergency events that exhibited interdependencies between
systems from historical disasters to assess the interdependency definitions. According to
Ouyang’s assessment, only Rinaldi et al.’s (2001) definitions could be used to classify all
ten interdependency relationship examples. Three of the six definition lists could classify
70% of the emergency events and one list could classify only 40%. Figure 2.2 illustrates
how Rinaldi et al.’s framework was able to classify all the events exhibiting
interdependent relationships; however, 60% of the events were classified by the catch-all
logical interdependency subtype. This shows that although Rinaldi et al.’s framework is
sufficient, a large portion of interdependent manifestations in a network fall under the

logical interdependency subtype.

60% of events described

by Logical subtype
A
e N
Rl et 1200 | —
0% 25% 50% 75% 100%

Fig. 2.2. Ouyang’s (2014) assessment of interdependency subtype definitions showed
that Rinaldi et al.’s (2001) definition could classify all interdependent relationships

considered with 60% classified as the logical interdependency subtype

13



Of particular interest to the present work are the interdependencies that only
appear during the restoration of the disruptive event (Ouyang 2014; Sharkey et al. 2015,
2016). Table 2.2 provides a description and an example of each restoration
interdependency subtype. Figure 2.3 illustrates the four precedence relationships (i.e.,
traditional precedence, effectiveness precedence, options precedence, and time-sensitive
options) described in Table 2.2.

In sum, by combining operational interdependency subtypes from Rinaldi et al.
(2001) and restoration interdependency subtypes from Sharkey et al. (2015, 2016) and
Gonzaélez et al. (2016), a more comprehensive 1IR model can be established. This results
in a total of ten interdependency subtypes. No model to-date has incorporated all of these
interdependency subtypes within a single model, though some existing models could
handle some of the different interdependency subtypes with some modifications or

additional sets of constraints (Gonzalez et al. 2016).
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Table 2.2. Description and examples of restoration interdependency subtypes

Subtype Description Example
Traditional A restoration task in system B cannot  Case 1 is when power needs to
precedence take place until a restoration task in be restored in order to test a
system A is completed. This piece of equipment that went
happens typically because either 1) down.
system B r_equires the restoration Case 2 is when downed power
of the service from A or 2) the task |ineq need to be cleared before
in system A prevent_s the task in debris from an obstructed
system B from starting. roadway can be cleared.
Effectiveness A restoration task in system B isnot ~ Restoring power to a nearby
precedence as effective until a restoration task pumping station in order to
in system A is accomplished. This remove excess water from a
could mean a longer processing flooded street. The alternate
time or more resources are needed execution is with small pump
to accomplish it. trucks with lower flowrate and
lower capacity.
Options A service can be restored in system B A facility may continue to
precedence as long as one of many possible operate if either the power is
solutions in some other system restored or a generator is
(e.g., system A, C, etc.) is restored. installed.
Time- A restoration task in system A must Either power needs to be restored
sensitive be performed by a certain deadline. by a certain deadline or the
options If the restoration task in system A generator needs to be refueled
is not or will not be completed by on a critical facility.
that deadline then a new task, say
in system Z, must be accomplished
by that deadline.
Resource Any number of systems are in need of Three buildings each in need of a
competition shared resources. mobile generator and only
having one.
Geospatial Two or more restoration tasks are co-  Disruption in a water main
repair located and can share in the burden coincides with road that

of site preparation.

subsided during an
earthquake.

15



Traditional precedence

Effectiveness precedence

Options precedence

Time-sensitive options

Deadline

» Time

Fig. 2.3. Precedence diagrams for four of the six restoration interdependency subtypes

explained in Table 2.2

2.1.3. Coupling strategies
Infrastructure may be coupled or connected in a variety of ways, which will often
determine their response. Table 2.3 summarizes several different coupling

characterizations and the subsequent interdependent infrastructure response.
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Table 2.3. Description of coupling characterizations and associated system response

Coupling Characterization Description and System Response

Tight or loose? A tight coupling exists when a failure in system A

(Inflexible or adaptive) nearly instantly affects system B.

A loose coupling exists between systems A and B, when
a disruption in one has some degradation in the other.
That degradation may be full or partial and delayed or
gradual.

Linear or complex®P¢ A linear coupling is predictable and manifests a planned
response due to design and the absence of feedback
loops.

A complex coupling is sometimes unpredictable and
manifests irregular or unplanned response during
normal procedures often due to the presence of
feedback loops.

Deterministic or A deterministic coupling may be established through
random?c.defg consultation with infrastructure managers or designed
into the system and elicits a planned response.

A random coupling is a fabricated relationship often
used due to lack of interdependency data, available
infrastructure data, or to generate some network
topological configuration.

String or mesh? These couplings are listed as a separate characterization
of coupling, but with no description or example given
in the literature.

3 See Rinaldi et al. (2001); ° see Fletcher (2001); ¢ see Gonzalez et al. (2016); 9 see
Haimes et al. (2007); © see Lee et al. (2007); f see Karakoc et al. (2019); 4 see Lewis
(2009)

Additional relevant topics introduced by Rinaldi et al. (2001) associated with
coupling was the concept of coupling order and nth-order effects. Coupling order
indicates whether two infrastructure systems are directly coupled or whether they are
coupled through one or more other infrastructure systems. This directly leads to the

concept of nth-order effects, which is that disruption between two systems have rippling
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or cascading effects into other systems. Cascading effects and failures have been one of
the principle thrusts of interdependent infrastructure research (Buldyrev et al. 2010; Chai
et al. 2016; Department of Homeland Security 2009; Kong et al. 2019; Loggins and
Wallace 2015).

Gonzalez et al. (2016) provided a mathematical definition for four different linear
or deterministic coupling strategies. The authors mentioned these types of coupling can
describe node-to-node coupling for all operational interdependency subtypes that behave
in the described manner. The authors presented only one coupling strategy combined
with only the physical interdependency subtype in their model formulation. All four of
these coupling strategies are the ones used in this research and are briefly presented
below.

To describe these coupling strategies let there be a set of nodes belonging to a

particular infrastructure, denoted as V¥, Let an interdependent set of nodes belonging to
a different infrastructure be denoted as NV°%. Finally, let there be a node-based component
in either system designated asi € N* ori € NE, representing the parent and child node,
respectively. With these things established, Gonzélez et al. (2016) explained the four
coupling strategies as follows:

e (Case 1, one-to-one: a componenti € NEis only functional when a specific

singular component i = i* is functional, where i* € V%,
e Case 2, one-to-any: a componenti € Nk is functional when at least one

component of a subset is functional, namely i € \"** where N *¢ € Nk,
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e (Case 3, one-to-all: a componenti e N is functional only if every component
from a subset, M ** € ¥, is functional.

e Case 4, one-to-many: a componenti € Nk depends partially on the functionality
of a subset of components, V*¥ € V¥, The dependence on each component i €

N *k is not necessarily the same. Thus, each node i € V*¥ provides a fraction of

the functionality of 7 € Nk,

While these four coupling strategies do not completely encompass all
possibilities, they describe various realistic connections between infrastructure systems.
One coupling that seems to be missing is the many-to-many relationship. However, this
can be achieved by establishing multiple one-to-many relationships. Further discussion
on coupling and its effect on IR will be presented in Chapter IV.

The presence or absence of various coupling strategies within a network will
impact the formulation of an IR model. No formulation known includes various coupling
strategies to be inherent in the formulation. This integration is a necessary complexity to
approximate more closely the variety of coupling that exists within real interdependent
infrastructure systems.

2.2. Modeling Interdependent Infrastructure Recovery

This section provides a general overview of IR modeling and simulation efforts.
The first subsection discusses the various types of methods used for modeling and
simulation of interdependent infrastructure systems in general. The following subsection
discusses network-based models. Then the third subsection analyzes IIR models relevant

to the present work.
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2.2.1. Types of interdependent infrastructure modeling methods

Several reviews of interdependent infrastructure models have been conducted,
which highlight several different methods to try and model these complex systems and
networks (Eusgeld and Krdger 2008; Griot 2010; Ouyang 2014; Pederson et al. 2006;
Satumtira and Duefias-Osorio 2010). Largely, the various approaches can be categorized
as empirical methods, agent-based methods, system dynamics, economic theory,
network-based methods, and other methods. Each of these will be briefly summarized.

Empirical methods relate to combing through historical infrastructure failure or
disaster data and using data analytics to determine failure patterns and failure indicators.
This method then leverages this information to perform risk analysis and forecasting.
This approach is typically done at an infrastructure system level with little finer
granularity. It is often done by scouring news feeds and reports after a disaster has
happened. Ouyang (2014) highlighted three shortfalls of this method including
misreporting, no standardized data trying to be collected from event to event, and being
very event-dependent. This means there may be issues trying to extrapolate data and
information from one disaster to simulate a similar disaster in another area on different
networks. Some issues including construction standards and socio-economic imbalance
can play into the complexity of trying to use system specific data elsewhere.

Agent-based methods are a bottom-up approach that model both systems and
users in the system as agents (Rinaldi et al. 2001). This method is highly promising as a
method that can be used to model such complicated networks; however, it comes at a cost
of building from the ground up (Pederson et al. 2006; Satumtira and Duefias-Osorio

2010). A weakness of this method is that every agent has assumptions made about it
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regarding the agent’s behavior (Ouyang 2014). To compound this problem further, there
is often a lack of data to validate the assumptions being made to govern the interactions
of the agents.

System dynamics is a top-down approach used at a system-level. It leverages a
series of differential equations to describe the system-level behaviors. This has
limitations of not being able to evaluate the impact of a component on the system. Some
issues identified by Ouyang’s (2014) review are the high reliance on subject matter
experts, the semi-quantitative nature, the large amounts of data (typically not accessible)
for parameter calibration, and conceptual validation.

Economic theory employs either the Leontief’s input-output inoperability model
or computable-general-equilibrium based methods. The first method adopts a system-
scale economic model to determine and assess interdependencies (Haimes et al. 2007).
While typically only at a system-level, some application has been made on a community
scale with higher granularity (Valencia 2013). A large advantage of this method is the
accessibility to data for use in the model. This modeling method has also been used for
restoration resource allocation scheduling (Zhang et al. 2018). A major issue with this
method is since the interdependency is derived from macro-scale economic data the
values in the adjacency matrix only measure interdependency strength during normal
operations and are limited, at best, as approximations during recovery and restoration
activities (Ouyang 2014). Additionally, when evaluating the strengths and weaknesses of
using the computable-general-equilibrium based methods, Ouyang (2014) commented on

the lack of substantiating data to derive some of the parameters.
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Network-based approaches are a promising area of interdependent infrastructure
system modeling. Network-based models are typically either topology-focused or based
on a network flow method. A topology focus seeks to evaluate any number of things
(e.g., failure propagation, performance, resilience) based on the structure of the network
or networks (Lewis 2009). An advantage to this method is there is minimal data
requirements, since the networks are typically generated using certain parameters to
create random networks with desired attributes. However, a huge limitation is the
applicability these models can provide, since they are randomly constructed, which most
civil infrastructure networks are not (Ouyang 2014). A network flow method seeks to
account for the services flowed by the individual infrastructure systems. This is typically
a bottom-up approach and provides insight into component-scale interaction. The
downside to component-scale analysis is the level of detail and the amount of data, which
is typically sensitive and not easily accessible (Ouyang 2014). Some efforts have been
made to make datasets available for interdependency modeling using network flow
models, but there are not many (Gonzalez 2017; Loggins et al. 2013).

Other methods include hierarchal holographic modeling (HHM), high level
architecture (HLA), petri nets, dynamic control system theory, and the Bayesian network
methods (Ouyang 2014). Haimes et al. (2007) provided an example of what an HHM
framework would look like, however it is difficult to apply to interdependent
infrastructure systems due to complexity, which becomes complicated and infeasible.
Eusgeld et al. (2011) produced a layout of a model using HLA methods for a SCADA
and other systems under control in a unique coupled or aggregated approach. As noted by

Ouyang (2014), HLA is the only method so far that has capability to model the entirety of
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the resiliency problem, but has yet to be done. This is due to the fact that the HLA
theoretically is a construct that interfaces with various models and is therefore a means to
define relationships between various model types (IEEE Computer Society 2010). Petri
nets are a four-tuple mapping of places, transitions, inputs, and outputs. It is similar to
network models and is sometimes used in conjunction with them (Yianni et al. 2016).
Dynamic control systems theory describes infrastructure systems and their
interdependencies by the use of transfer functions into a frequency domain and then the
interdependency can be computed by the norm. Bayesian networks is based on an acyclic
graph which uses arcs as conditional dependencies and nodes as infrastructure systems.

From the two most promising model types (i.e., agent-based models and network-
based models), network-based models were selected for this research. A particularly
useful analysis completed by Ouyang (2014) developed example resilience strategies and
then determined which models were best suited to those strategies from literature. The
analysis covered the resistive, absorptive, and restorative capacities of a system. Since the
present research deals with recovery from a degraded state, the resilience strategies based
on restorative capacity offered an area of potential research. Specifically, network-based
flow models were chosen because they offered several desirable traits, including an area
of research for improving organizational structure to increase effective restoration
activities, the ability to model various interdependency types, and the ability to model
multiple states of the system. There is also a need to develop more accessible datasets for
network-based modeling purposes, which presents an area for further contribution. Table
2.4 summarizes these desirable attributes of network-based models as adapted from

Ouyang (2014).
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Table 2.4. Network-based models have gaps in organizational structure associated with
recovery, need improvement to accessible data sources, and can model multiple

interdependency types and states of the system (adapted from Ouyang 2014)

Restorative resilience strategy with minimal research

Adjust and improve the organizational and administrative structure to accelerate
restoration decisions and coordination, such as sharing information among
stakeholders, establishing the fusion center to coordinate the participants
during emergency scenarios

Additional considerations for network-based models Value
Accesgibility of_ input data Low
(High, Medium, Low)
Operational_ interdependency subtyp_es _ PCGL
(P-physical, C-cyber, G-geospatial, L-logical) I
I\/Im(ul-rllitgyh, Medium, Low) High
System states able to model Yes or No
Original Stable State Yes
Disruption (state transition) Yes
Disrupted State Yes
Recovery (state transition) Yes
Recovered Stable State Yes

2.2.2. Network-based models

Network-based models generally seek to describe a network or graph, G,
comprised of a set of nodes, V', and a set of arcs, «A. The graphs may be either directed
or undirected, but in most instances dealing with infrastructure systems, they are directed

and represent the physical infrastructure systems. Occasionally some sort of mapping
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function is employed to map arcs to pairs of nodes (Lewis 2009). In the case of
interdependent infrastructure systems, this is usually modeled as a multilayered network
(Bianconi 2018; Boccaletti et al. 2014; Kennedy 2003; Kivela et al. 2014).

Bianconi (2018) describes various multilayered approaches to analyze complex
networks including multi-plex, multi-slice, and network-of-networks. These variations
deal with the mapping of network components between layers and whether they are
mapped one-to-one in multi-plex and multi-slice structures or whether there is no one-to-
one mapping. The use of a supernetworks and supraadjacency matrices are able to detail
network-to-network connections. In general, interconnections and interdependencies are
strictly bipartite between two different pairs of infrastructure systems (e.g., system A and
system B). This leads many to model the interdependencies as a binary variable or
parameter between a pair of infrastructure systems (Gonzalez 2017; Gonzélez et al. 2016;
Lee et al. 2007; Sharkey et al. 2015).

Another element of modeling interdependent network flow models is the concept
of multicommodity flow, where the infrastructure services are modeled as the
commaodities (Ahuja et al. 1993). This has led to several extensions of the
multicommodity flow model to construct network flow models developed with the
express purpose of modeling interdependent infrastructure networks during disruptions
(Guha et al. 1999; Lee et al. 2009). A unique method proposed by Holden et al. (2013)
used multi-function node operations to simulate the interdependencies among systems by
allowing commaodity conversion in a multicommodity network flow construct. This
approach has some benefits in the ability to capture various aspects of commodity

demand, flow through, conversion of one commodity to another, storage, and waste or
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discharge. This approach flattens a multilayer network into one giant single layer
network, which may have some disadvantages as well. Infrastructure data is often layered
in data structures and are examined in the present work as multilayered systems.

Network models have not only been used to model interdependencies, but have
been used for measuring resilience (Attoh-Okine 2016). Resilience-focused modeling has
resulted in network measures that seek to quantify interdependence and resilience
(Almoghathawi et al. 2017; Hosseini et al. 2016). This has led to work trying to quantify
the cyber-physical-social interdependencies (Barker et al. 2017). An extension of Barker
et al.’s (2017) work models community resilience and seeks for social equity in
restoration resource distribution (Cutter 2016; Karakoc et al. 2020; Ramirez-Marquez
2019).

Other efforts have sought to model incremental network design, which in some
sense is similar to recovery operations. Averbakh and Pereira (2012) helped establish
some mathematical framework which was further employed in efforts to incrementally
build or design a network (Baxter et al. 2014; Kalinowski et al. 2018). Some applications
of this method are similar to restoration efforts.

Of particular interest is the application of network flow models in restoration of
networks. Guha et al. (1999) looked at the recovery of power systems after disruptions.
Ang (2006) likewise studied disrupted power systems and sought to find optimal
recovery strategies. Nurre et al. (2012) developed an integrated network design and
scheduling problem, which others have similarly built upon (Cavdaroglu et al. 2013,
lloglu and Albert 2018; Sharkey et al. 2015). lloglu and Albert (2020) used a maximal

covering problem construct in order to look at restoration activities.
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While not an exhaustive review of network-based literature, the preceding

summary establishes network-based flow models as a capable tool for addressing

network restoration. The primary focus of this research is on network-based restoration

activities within interdependent infrastructures. Therefore, the next subsection details

several models considered as network-based IR models.

2.2.3. Network-based interdependent infrastructure recovery models

This subsection details models that can be considered as network-based IR

models. This assessment is based on four inclusion criteria to include the models being

network-based, recovery-focused, containing multilayered infrastructures, and exhibiting

interdependency. Table 2.5 describes each of the inclusion criteria.

Table 2.5. Description of inclusion criteria that is used to classify models as network-

based interdependent infrastructure recovery (1IR) models

Inclusion Criteria

Description

Network-based

Recovery-focused

Multilayered infrastructures

Interdependency

Model or problem formulation must exhibit network
flow, or flow of one or more commodities across a
network of nodes and arcs (vertices and edges).

Model or problem formulation must include element of
scheduling or repair to damaged components of the
network(s).

Model or problem formulation must include multiple
infrastructure systems or layers that can be
simultaneously evaluated.

Model or problem formulation must address
interdependencies (i.e., operational, restoration)
between the multiple layers within the overall
system of systems.

Each network-based IR model is discussed briefly using a modified

interdependent infrastructure assessment framework proposed by Griot (2010). The most
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meaningful modifications include detailing how interdependencies are handled and which
interdependency subtypes are modeled. While only summaries of this assessment are
captured in this chapter, Appendix B includes assessment notes on each model included
in this research. The common assessment framework allows model comparison to
highlight both unique and common features. Particular emphasis will be given to the
formulations of Gonzalez’s (2017) time-dependent interdependent network design
problem (td-INDP) and Sharkey et al.’s (2015) interdependent integrated network design
and scheduling (IINDS) problem. These two models provided the most comprehensive
base in which to build the model presented later in this research.

Lee et al. (2007) developed the interdependent layer network (ILN) model. The
objective of this model was to find the least cost recovery strategy by minimizing the cost
of flow, the unmet weighted demand, and service disruption caused by interdependencies.
This was achieved by creating a deterministic mixed-integer program (MIP). This model
was built with the idea of modeling a similar event to the attack on and subsequent
disaster that resulted from the collapse of the World Trade Center. The model considered
power, telecommunications, and subway infrastructure systems on a dataset built with the
help of infrastructure managers within New York City. Interdependent layers were
connected by a dependency variable which created a binary relationship between the two
infrastructure systems. This model proved to be able to generate optimal recovery
strategies where all the damage and resources are known. Limitations of this model are
that it required an “acceptable timeframe” for recovery operations, without specifically
calling out what that was (Lee et al. 2007). This model could not support a scenario in

which resources changed over time or if damage occurred at multiple points in time.
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Variations or adaptations of this model also exist (Cavdaroglu et al. 2013; Loggins et al.
2019).

Building off of the work of Nurre et al. (2012), who presented the integrated
network design and scheduling (INDS) problem, Cavdaroglu et al. (2013) built upon the
work from the ILN and added elements of restoration task assignment and scheduling.
The objective of this model also was to find least cost recovery strategies by seeking to
minimize the cost of flow, unmet demand, unmet demand based on interdependencies,
recovery costs of arcs, and assignment costs. The authors similarly employed a
deterministic MIP, combined with some data pre-processing to try and shrink the instance
size. They employed a specialized heuristic to find solutions rather than solving to
optimality. This was largely due to the time index substantially increasing the number of
constraints and computer limitations with memory management. Similar to Lee et al.
(2007), the authors wanted to use a similar computing power to what would be expected
from an emergency manager using a laptop. The scenario tested was some unspecified
disruption to the power infrastructure and the effect on the telecommunications network.
This model was effective in combining and fully integrating restoration planning and
scheduling efforts for interdependent infrastructure systems. The formulation also
provided a way to measure how well the services were being recovered throughout the
process, rather than just at the end. Limitations with this model were assumptions that all
workers had sufficient skills to accomplish any task no matter the network, one work
group could accomplish any task, and no actual assignment costs were used based on an

assumption of an organic workforce.
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Sharkey et al. (2015) built upon the model proposed by Cavdaroglu et al. (2013)
and Nurre et al. (2012) to develop the interdependent integrated network design and
scheduling (IINDS) problem. The objective of this model was to more fully understand
the timing of recovery by selecting nodes and arcs to restore, scheduling repairs by
parallel work groups, and maximizing the cumulative performance of the network over a
finite period of time. This work added several unique elements to include the concept of
decentralized execution and the value of information sharing, integration of operational
and restoration interdependencies, and perspectives on interdependent infrastructure
datasets. The authors solved this problem by creating a deterministic MIP, solving it to
optimality. Various heuristics were used to simulate the different information-sharing
scenarios. Multiple binary interdependency variables were used to capture the various
types of interdependencies. The authors critiqued one dataset, due to it being energy-lead,
and therefore not completely telling of the ‘inter’-dependency between other systems.
This led to the use of a different, customizable dataset. Advantages of this model include
the ability to quantify the benefit of information sharing in a decentralized restoration
construct and the integration of multiple restoration interdependencies. Limitations of this
model include the assumption of instant and perfect information-sharing versus real-life
estimations of recovery from different stakeholders and the absence of including various
operational interdependencies.

Sharkey et al.’s (2015) objective function uses a node and time weight in order to
ensure critical nodes are recovered. The objective is to maximize performance, which
essentially measures the amount of demand met. Interdependency constraints are

formulated to address the function of supply, demand, and transshipment nodes in the
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interdependent (or child) infrastructure. Only two of five identified restoration
interdependency subtypes were evaluated. The only operational interdependency
subtypes used were physical and geospatial, with the geospatial being incorporated into
the damage simulation.

Gonzalez (2017) developed what he called the time-dependent interdependent
network design problem (td-INDP) model. This model served as a basis for subsequent
work by the author to include the iterative INDP and stochastic INDP described later
(Gonzalez et al. 2016, 2017). The objective of td-INDP model seeks to find the least cost
recovery strategies. This is achieved by first maximizing commodity flow through the use
of surplus and deficit costs, which are being minimized. The objective function also seeks
to minimize the costs associated with reconstruction activities, cost of flow, and by
capturing cost savings in preparation for reconstruction efforts based on the geospatial
repair interdependency subtype. This was achieved by developing a deterministic MIP,
which was both solved to optimality and solved using various decomposition strategies.
This model had a particular advantage of being capable of handling multiple operational
interdependency subtypes, though only physical and geographical were used in the
problem instance. This model used a one-to-any coupling strategy even though the
authors suggested the model had the capability of incorporating other coupling strategies.
The authors even presented some partial formulations of different coupling strategies.
The problem modeled examined interdependencies between gas, water, and power
networks after a simulated earthquake causing various levels of damage. The advantages
of this model include the ability to handle multiple operational interdependency subtypes

and coupling strategies. The limitations of this model include the lack of logical and
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cyber interdependency subtypes, the lack of explicit formulation to handle various
interdependency subtypes and coupling strategies within any given infrastructure system,
and the assumption of complete and perfect knowledge at the time of disruption.

Gonzalez (2017) included surplus and deficit cost parameters, which essentially
act as weights to ensure flow of commodities is restored as a first priority. This objective
then seeks to maximize performance, which is measured as commodity demand met, by
the use of penalty costs. This is a technique used by others as well who are seeking for
least-cost recovery strategies (Cavdaroglu et al. 2013; Lee et al. 2007). A distinct
difference in the scheduling constraints presented in the td-INDP is that they are not
employed in the context of a scheduling problem. Rather, they are employed as a general
restoration constraint. This generality means that it can encompass more than time
required and team assignment, but also does not explicitly include those things. This
generalization creates flexibility within the recovery model, but also lacks clarity and
details that other models provide. This is done by virtue of an assumption that the work
started in any given time will be completed in that time period. Therefore, the
functionality of a node or arc is determined by whether or not it was selected for repair in
one of the time periods under analysis.

Gonzalez et al. (2016) constructed the iterative INDP (iINDP), which removed
the time index and instead used the time periods as iterations in the INDP. This heuristic
solution to the td-INDP proved to change the computational burden from exponential to
linear, significantly improving the flexibility to use for near real-time employment in
disaster recovery. This heuristic also added a way to address previously fixed variables,

by offering an iterative update to parameters. The authors noted this may provide a closer

32



approximation to the changing nature associated with recovery operations. Other model
elements were very similar to the td-INDP and are not reported here. The advantages of
this model were the significant reduction of computational time with an expanding time
horizon and allowing the periodic update to parameters. Limitations include splitting the
time horizon and use of a heuristic, which might not accurately depict the optimal
solution. However, the heuristic did show convergence with the optimal solution. This
model also had the distinct limitation of assuming non-realistic recovery times.

Gonzalez (2017) then incorporated uncertainty and developed the stochastic
INDP (sINDP). This approach changed the strictly deterministic approach into one that
included stochastic elements by utilizing stochastic embedded optimization. This was
done over a number of discrete events using Monte Carlo simulation. This was
constructed within a modified MIP, which included certain parameters that changed over
the various events. The main advantage of this formulation was the addition of a set of
scenarios which added uncertainty to parameters including the supply and demand of
commaodities, availability of resources, and the use of resources in recovery operations.
This enabled a model user to adjust the levels of uncertainty. Disadvantages to this model
remain the same as from the td-INDP, and although uncertainty is added, the model still
assumes complete and perfect knowledge at the time of disruption and unrealistic
recovery times.

Almoghathawi et al. (2019) developed a multi-objective restoration model. The
multiple objectives of this model were to maximize the resilience, which was measured
as a ratio of recovered performance versus performance without disruption, and finding

the least-cost recovery strategy. Maximizing the resilience of the system was achieved by
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using an e-constraint method while minimizing the costs associated with the restoration
process, commodity flow, disruption, and unmet demand. This was done by developing a
deterministic MIP of discrete events over certain ranges. They analyzed power and water
systems by using a fictional dataset generated using algorithms. The primary advantage
of this model was the formulation and inclusion of a resilience measure in the objective
function that allowed the future exploration of the balance between “withstanding a
disruption” and “recovering from a disruption,” which represent the two primary
dimensions of resilience (Almoghathawi et al. 2019). Limitations of this model consist of
only one crew being assigned to a task with no allowance for multiple crews to be
assigned, no partial disruption or degraded conditions, only looking at physical
interdependency, and using a fictitious dataset.

From this review of network-based IR models it is clear that significant progress
has been made toward the integration of network design (selection of nodes and arcs to
repair) and scheduling (assigning work crews) for the purpose of restoring interdependent
infrastructure systems. More work needs to be accomplished and several aspects or
characterizations of recovery operations were found during this analysis and are
explained in the following section.

2.3. Characterization of Recovery Operations

Based on the literature and models evaluated three primary objectives were
discovered which form a recovery operations trilemma. Additionally, several
assumptions repeatedly characterized recovery operations and have implications in the
modeling and simulation of IIR. The first subsection discusses the recovery operations

trilemma and the second subsection discusses the characterizing assumptions.
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2.3.1. The recovery operations trilemma

Three primary objectives were discovered to include minimizing the cost of
recovery, minimizing the time of recovery, and minimizing the loss of operability. Each
of these objectives are briefly discussed and then are combined in the recovery operations
trilemma.

Finding least cost recovery strategies was the most prevalent objective. Gonzalez
et al. (2016) included specific fixed recovery costs for every node or arc that was
damaged and selected for repair. The SINDP formulation included uncertainty and
variability of recovery costs (Gonzélez 2017). Most authors used fixed costs, though this
is unlikely the case in true disaster recovery when scarce resources may drive recovery
costs up (Gonzélez et al. 2016; Sharkey et al. 2016).

Finding the quickest way to recover infrastructure systems was also a prevalent
objective. What was not as common was realistic times associated with tasks. Gonzalez
et al. (2016) used an assumption that a certain number of work tasks could be
accomplished within a given time period. They varied the number of work tasks that
could be accomplished within a given time period from 3 to 12, disregarding the notion
that some activities take longer than others. Only one set of authors included a notion that
some tasks under certain conditions make take longer than necessary (Sharkey et al.
2015).

Finding a recovery solution that minimized loss of operability or maximized
system performance was a common objective. One way to think about this objective is by
discussing the type of repair performed. Type of repair refers to two different ideas found

in the literature, namely 1) a notion of expedient or temporary repair versus full repair
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and 2) partial repair leading to partial operability. Lee et al. (2007) made a clear
distinction that the temporary repairs were representative of quick fixes and not full
repairs. Full repair of damaged facilities in terms of cost and time can be significantly
higher than the immediate burden of expedient repair which restores some level of
operability. Partial work was not permitted in any models prior to a work crew being
assigned to a new restoration task; every model assumed a non-preemptive environment
(Pinedo 2016). Some models took into account completion of certain restoration tasks
spanning multiple time periods (Cavdaroglu et al. 2013; Nurre et al. 2012; Sharkey et al.
2015). A common surrogate of operability or performance was meeting demand.

These three objectives are actually competing objectives and form a recovery
operations trilemma. One definition of trilemma is a difficult decision between three
options, where the person deciding can only pick two (“Trilemma” 2021a; “Trilemma”
2021b). This decision tradespace parallels the construction/project management trilemma
of cost, speed, and quality (Atkinson 1999) or the infrastructure asset management
trilemma of cost, performance, and risk (International Organization for Standardization
(1SO) 2014). The basic idea in terms of optimality is a Utopian point in one of these three
objectives will not result in a similar Utopian point in the other two, leading to the need
for a compromise solution or Pareto optimal solution (Arora 2017).

Table 2.6 summarizes which objective functions the above-mentioned IIR models
used. From this brief analysis 5 included cost, 3 included time, and 3 included some form

of operability.
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Table 2.6. Matrix of IR models compared to cost, time, and operability objectives
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2 Implicit inclusion by use of time dependent index; ° pseudo inclusion by using
penalty costs based on unmet demand; € includes td-INDP and sINDP models

2.3.2. Characterizing assumptions

Several assumptions characterized how recovery operations were modeled and
have implications in the resulting recovery strategies. These assumptions include teaming
structures, sufficient resources, negligible transit time, work efficiency, no degraded
conditions, no external support, compressed phases of recovery, and success of recovery.
This subsection explains each of these characterizing assumptions followed by an
assessment of which models addressed any of these assumptions.

Teaming structures used in recovery operations have typically employed parallel
teams capable of handling any restoration task necessary (Cavdaroglu et al. 2013; Nurre
et al. 2012). This means that regardless of the infrastructure system, it is assumed that the
right personnel are in every team to handle any task on any network. A closer
representation of reality is teams, whether equal in manpower or not, are designated for a

given infrastructure system (Almoghathawi et al. 2019; Sharkey et al. 2015). This equates
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to specific skill sets working on compatible infrastructure systems (e.g., electricians
doing work on the electrical power infrastructure and plumbers working on water
infrastructure). A different approach allows for flexible teaming structure, tailored to
meet the restoration task. This requires more granularity of requirements from the
restoration activities, which would likely be available after initial assessments are
completed.

Sufficient resources noted from the IIR models were mainly temporal or monetary
while all other resources were assumed to be sufficient. The resources of recovery time
and cost are appropriate and important. These two resources were addressed by the
objectives of the various models. However, the assumption and reliance on adequate
resources always being available may be inappropriate. The work by Gonzalez et al.
(2017; 2016) had an unspecified resource association in the model formulation. The text
suggested it was a general formulation that could account for any number of resources
required for the restoration activity. Although, this inclusion was unigue, no resource
management or accounting was noted except that the constraints required what was used
for recovery had to be less than what was available. It is suggested that low-quantity and
high-demand material, vehicles, and equipment should be considered in IR models
incorporating resource requirements.

Negligible transit time is a self-explanatory assumption and was not addressed by
any of the IIR models. Rather, it was mentioned by Aksu and Ozdamar (2014) and Yan
and Shih (2009). A concept of administrative delay could be added to account for transit
time between recovery task locations. It is also possible that certain equipment assets

travel at much lower speeds, making this perhaps more impactful and something to
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quantify if the assumption of sufficient resource availability is removed. Depending on
the length of time periods or the length of restoration tasks, this may or may not be
negligible (Aksu and Ozdamar 2014).

Work efficiency assumes that the rate of repair remains constant despite certain
conditions that could prolong an activity. The following could affect the efficiency of a
work crew, all of which are typically assumed away: skill level or proficiency, skill
matching, degraded work conditions (i.e., hazardous work conditions, contamination,
chemical spills, and confined spaces), and other procedures that require work stoppage
(i.e., military alarm response during attacks and shelter in place protocol). Sharkey et al.
(2015) are the only set of authors to include any concept of work efficiency based on
slower efficiency due to another task not being accomplished. As noted previously, some
authors did assume there was skill matching by assigning work crews within a given
infrastructure system, while others did not even mention whether or not this mattered.

No degraded conditions assumes that no adverse work conditions exist which
decrease work efficiency or could cause work to stop. Sharkey et al. (2015) somewhat
challenged the no degraded conditions assumption, which he referred to as effectiveness
precedence. The only other set of authors that addressed degraded conditions was Holden
et al. (2013). Holden et al. were the only authors that allowed for operations to continue
in a degraded condition. No specifics were given, but by allowing for partial
functionality, they were able to show how long a disaster scenario could be endured
before encountering a breaking point of a predetermined level of service. An additional
consideration of interest to the military could be activities associated with operating in a

chemical, biological, radiological, or nuclear environment.
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No external support assumes that all resources, personnel, and material are on
hand and within the management of the modeled organization(s) (Cavdaroglu et al.
2013). Most authors did not address whether or not this happened except for Cavdaroglu
et al. (2013) which specifically stated that all crews were part of the management team’s
inherent resources and therefore all assignment costs were zero, simplifying the model.
However, as pointed out by Lee et al. (2007), recovery operations are collaborative and
often require resources from outside an organization. This is the role of the Emergency
Operations Center, if one exists, in the disaster response and recovery.

Compressed phases of recovery assume complete and total knowledge at the time
of disruption disregarding the normal flow of information and stages of disaster recovery.
Gonzalez et al. (2016) and Sharkey et al. (2015) allude to the various stages of recovery
but still assumed complete and total knowledge. In the case of a disaster, there are often
many uncertainties and information accumulates piecemeal. This is reflected as the
sloped decline on the resiliency curve by Henry and Ramirez-Marquez (2012) in contrast
to other models, which show an abrupt drop (Attoh-Okine 2016). While the failure might
indeed be abrupt, often the damage information is not instantaneous; however, sensor
integration may change this in the future (Sotres et al. 2017). This assumption was only
partially addressed by Sharkey et al. (2015) when addressing the traditional precedence
and including information sharing analysis.

Success of recovery is an assumption that takes out the uncertainty of reality by
assuming every repair effort is successful. Gonzalez (2017) was the only author that
added any element of uncertainty, though he did not specifically address the success of

repair efforts. Therefore, no IIR models addressed this assumption and all models
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assumed that following recovery the node or arc restored is fully functional. This may
very well be a valid assumption, but it does not always reflect reality. It is highlighted as
a characterizing assumption since it was mentioned and may or may not be valid
(Cavdaroglu et al. 2013; Sharkey et al. 2015).

Table 2.7 shows which IIR models challenged, in some respect, the prevailing
assumptions. From this analysis all the characterizing assumptions had three or fewer
models challenging the prevailing assumptions to some level. No models challenged all
the assumptions. Three characterizing assumptions were not challenged by any 1IR
models, specifically negligible transit time, no external support, and success of recovery.
Each one of these prevalent assumptions represent areas of potential research.

Table 2.7. Indication of which IR models challenged characterizing assumptions
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Success of recovery - - - - - -

8 Includes td-INDP and sINDP maodels
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2.4. Interdependent Infrastructure Model Data and Validation

A revealing result of the foregoing analysis was the complication over data
involving interdependencies and their subsequent availability. This was also complicated
by no clear method of validation established for these models. These two problems will
be briefly described based on their importance to the current research.

2.4.1. Data availability

Mentioned by several authors is the lack of data on interdependencies, mostly due
to data availability (Almoghathawi et al. 2017, 2019; Buldyrev et al. 2010; Ouyang
2014). This led some to the creation of unique datasets (Gonzalez et al. 2016; Lee et al.
2007; Sharkey et al. 2015). Others used fictious datasets that were either theoretical
(Holden et al. 2013) or generated (Almoghathawi et al. 2019).

Sharkey et al. (2015) described this problem at some length and criticized a
dataset that had been used previously as being biased in terms of identified
interdependencies (Cavdaroglu et al. 2013; Lee et al. 2007). This led the authors to seek
another customizable dataset that was representative of a real system, but could provide
the necessary peculiarities for their modeling effort (Loggins et al. 2013).

Several issues surrounding data availability have been identified, but limited
solutions exist. One of the main issues is the sensitive nature of certain infrastructure data
(Lee et al. 2007). This is complicated by the complex management of various
infrastructure systems and some infrastructure system data being able to lead to
competitive advantage by some users (Rinaldi et al. 2001). Some data that is available is
at the wrong level of granularity and forces models to analyze interdependencies at a

higher abstraction (Barr et al. 2016; White et al. 2016; Zhang et al. 2018). Some data-
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sharing initiatives have been employed at the national level with limited success
(Department of Homeland Security 2013; Peretti 2014). There is a need for data to
perform meaningful analysis and to truly understand the implications of
interdependencies in operation and restoration activities (Eusgeld and Kréger 2008;
Ouyang 2014). This remains a challenging area of all interdependent infrastructure
modeling and simulation efforts.

2.4.2. Model validation

Ouyang’s (2014) review of various modeling and simulation efforts for
interdependent infrastructure resilience highlighted two ways in which validation is
typically undertaken. The first method of validation is to compare model outputs to
previous models and historical data. The second method of validation is to use empirical
methods on historical events to develop key metrics or indicators used for validation.
Both of these methods are useful, but may be insufficient. Systems are changing and the
interconnections from historic events are not necessarily the ones that will be relevant in
the future. Historical data may have a problem reflecting the evolutionary change in the
complex adaptive systems that constitute interdependent infrastructure systems (Ouyang
2014; Rinaldi et al. 2001). Use of empirical methods to develop metrics still has
challenges to determine how best to use these metrics in decision-making and in response
and restoration activities (Ouyang 2014).

Current validation strategies seen in the literature involve 1) comparison with
other models, 2) heuristics versus a mathematical model, and 3) a human-in-the-loop
structure. This last method was employed by Lee et al. (2007) and Gonzalez et al. (2016).

Improvements in model validation may be hard to make, since even a model that suggests
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optimal recovery strategies is only optimal based on the assumptions and biases
programmed into it. However, some effort of scaled real-world simulation may be
profitable, and implementation by the Department of Defense “pull-the-plug” exercises
might be a way to validate some aspects of models in the future (United States
Department of Defense 2019).
2.5. Summary of Literature Review
From this literature review, certain areas have little to no documented research.
These areas include integrating all known interdependency subtypes and coupling
strategies in a simultaneous manner and challenging common assumptions. The
following list compiles areas where further research is desired, though not all will be
addressed in the present work.
e No IIR model-to-date has included, inherent in the formulation, the four
operational interdependency and six restoration interdependency subtypes.
e No IIR model-to-date has included, inherent in the formulation, the four coupling
strategies.
e No IIR model-to-date has included a preemptive environment.
e All IR models use strict binary operability variables and do not allow for partial
operability.
e There are only a few interdependent network model datasets and none exist which
are defense- or military-focused
¢ |IR models have only challenged some of the prevalent characterizing

assumptions which have the potential to impact recovery solutions and objectives.
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I11. The Customizable Artificial Community (CLARC) Database?

3.1. Introduction

The CustomizabLe ARtificial Community (CLARC) Database represents a
region-sized database for modeling and simulation of interdependent infrastructure
systems (Little et al. 2020). This database has been used by multiple authors mainly
exploring recovery of interdependent infrastructure systems following a disruption
(Loggins et al. 2019; Loggins and Wallace 2015; Sharkey et al. 2015). The CLARC
Database consists of 1,305 nodes representing 47 different nodal asset types across ten
infrastructures and 4,764 arcs representing 21 different linear asset types across five
infrastructures. This database also has 2,631 interdependent relationships between
infrastructures, where infrastructure A depends on infrastructure B. These interdependent
relationships are defined by the database creators to exist when a node in infrastructure A
has a demand in infrastructure B. This definition also assumes the demand in
infrastructure B is required for the operation of the node in infrastructure A. These
relationships are representative of node-to-node interdependencies mostly of a physical or
cyber nature (Rinaldi et al. 2001).

These technical notes summarize data inconsistencies found within the CLARC

Database, identifies two underlying concerns, and presents suggested improvements.

! The contents of this chapter were independently submitted for publication by Moore and Jacques to
ASCE’s Journal of Infrastructure Systems on 10 June, 2021. The submitted article was titled “Technical
Notes on Using and Improving the CLARC Database for Interdependent Infrastructure Modeling and
Simulation.” Additional notes and explanations are found in Appendix A of this dissertation.
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3.2. Corrections to Use the CLARC Database

Data irregularities were identified and corrected addressing minor issues within

the Clarc_County _Social Ver4.accdb as found in Sharkey et al. (2018). These issues

included missing demand, erroneous demand, mislabeling, missing location information,

and other arc inconsistencies. Each one of these types of issues are explained briefly in

Table 3.1.

Table 3.1. Explanation of data inconsistencies found in CLARC Database

Type Issue Explanation
1 Missing When an asset had zero demand for a certain commodity while
Demand other like assets had a non-zero demand. Missing demand was
discovered by filtering by data fields Definition and Name and
comparing the demand across like assets.

2 Erroneous  When an asset had demand for a certain commodity that didn’t

Demand make logical sense. Erroneous data was detected when
examining stated interdependencies between systems.

3 Mislabeling Mismatch of haming convention which can cause confusion.
Found through line-item evaluation by examining other
parameters such as capacity or demand.

4 Missing Data field Census_Tract was empty on certain assets. This field

Locations  was used to simulate damage when using HAZUS-MH in
multiple papers®.

5 Other Self-explanatory. Several of the issues are duplications of arcs.

& See Loggins and Wallace (2015) and Sharkey et al. (2015) for examples

There were 322 data errors discovered across five different types of issues. Table

3.2 summarizes correction type, quantity, infrastructure layer, and identifies the asset

Name or Definition when appropriate. The data field Name is used with a numerical

indicator following the root name (e.g., Wastewater Treatment_Plant_7). The data field

Definition represents the asset type and is used for brevity when appropriate. The
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transportation and emergency response infrastructure layer is abbreviated as TER in the

CLARC Database and in these notes.

Table 3.2. Summary of 322 data errors found in CLARC Database

Type Qty Infrastructure Asset Definition or Name Notes (if applicable)
1 1 Wastewater Wastewater_Treatment_Plant_7
1 5 Wastewater Pump_Station_61 & 208 to 211
2 34  Water ATM 1to 34 ATMs do not require water
2 34  Wastewater ATM 1to 34 ATMs do not produce
wastewater
3 30  Power Def.: CF_Dist_Line, Def. changed to
Name(root): Power_Traffic_Line
Power_Traffic_Line
3 2 Water Waste_to CF 269 & 270 Changed to
Water_to CF_354 & 355
3 10 TER Def.: Local, Def. changed to
Name(root): Trans_CF_Conn Trans_CF_Conn
3 11  Wastewater Waste_Main_Pipe_367 to 377  Not labeled as bi-directional
pairs; Renamed as
Waste_Main_Pipe_366 to
371
3 2 Wastewater Waste_Main_Pipe_223 Arc is supposed to be bi-
directional arc between
nodes 9508 and 9319
rather than duplicate loop
on node 9508
4 4 TER Power_Traffic_Line
4 1 Wastewater Waste_Main_Pipe
4 55 TER Trans_CF_Conn
4 64  Wastewater Waste to CF
4 64  Water Water to CF
5 1 Wastewater Waste_Main_Pipe_380 Duplicate arc based on
change to
Waste_Main_Pipe 223
5 2 TER Trans_CF_Conn_403 & 415 Duplicate arcs,
and Trans_CF _Conn_405 & Trans_ CF_Conn_415 &
416 416 were deleted
5 2 Communications Signal_83 & 152 Reciprocal arcs missing; not

added
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In summary, these errors were mostly minor, but serve as an improvement upon
the original dataset. In addition to these errors, some underlying concerns arose and are
explained in the following subsection.

3.3. Concerns and Suggested Improvements in Using CLARC Database in Modeling
and Simulation

Two underlying concerns with the original data became apparent when using the
CLARC Database for modeling. The first concern was the lack of telecommunication
infrastructure connectivity. Of the 45 non-telecommunication node types, only four had a
communication demand, namely: ATM, Gas_Station,

Emergency Communication_Center, and Census_Point. The remaining 41 nodal asset
types that had no communication demand; however, 34 of the remaining 41 were
identified as having day-to-day and emergency telecommunication requirements. Table
3.3 lists all 34 assets and examples of possible telecommunication requirements.

The second concern was the lack of people or workers as a commodity within the
TER infrastructure layer. The TER commodities within the system are EMS, Police, and
Fire. While these listed commaodities are critical emergency response commodities that
use the roadways, they also must compete with essential workers, repair crews, and the
general populace. During response and recovery phases of an emergency, the general
populace provides the work crews to sustain response and recovery efforts. Additionally,
large portions of the populace may or may not be simultaneously trying to evacuate an
area due to a natural hazard event thus creating congestion and infrastructure capacity
competition. This competition is not part of the model due to the absence of supply and

demand of people as a commodity throughout the network. Table 3.4 lists the
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modifications and additions within the demand portions of the nodes to address these
additional communications and personnel demands. These suggested modifications must
also be accompanied by viable delivery pathways (i.e., new arcs) as necessary. These
concerns and suggested improvements enhance the reality of modeling efforts using the
CLARC Database.

Table 3.3. 34 nodal assets have day-to-day and emergency telecommunication

requirements not captured in the original dataset

Node Asset Types Information & Telecommunication
Requirements

Airport Air Traffic Control, radar, telephone, internet

Banking_Central_Office ATMs, bank transactions, telephone, internet

Bus_Terminal WIFI, telephone, internet

Central_Office Telephone, internet

Child_Residential_Facility Telephone, internet

College WIFI, telephone, internet

EMS_Station 911 calls, dispatch, telephone, internet

Ferry Telephone

Fire_Station 911 calls, dispatch, telephone, internet

Fuel_Terminal SCADA?Y telephone

Group_Home Telephone, internet

Hospital WIFI, dispatch, telephone, internet

Hotel WIFI, telephone, internet

Industry® SCADA, telephone, internet

Jail Telephone, internet

Nursing_Home Telephone, internet

Police_Station 911 calls, dispatch, telephone, internet

Pump_Station SCADA

School® Telephone, internet

Shelter Telephone

Substation® SCADA

Wastewater_Treatment_Plant SCADA, telephone

Water_Treatment_Plant SCADA, telephone

Well_Site SCADA

4 SCADA — supervisory control and data acquisition; ® Represents 8 different industry
types; ¢ Represents 3 different school types; ¢ Represents distribution and transmission

types
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Table 3.4. Suggested Communication and People demand data by node type

"Communication™ 'People™
Infrastr. Asset Orig. New New
PWR Dist_Substation 1
Steam_Plant 10 10
Trans_Substation 1
WTR Water_Treatment_Plant 5 5
Well_Site 1
WWT Pump_Station 1
Wastewater Treatment Plant 5 5
TER EMS_Station 10 10
Fire_Station 24 25
Police_Station 24 25
Banking_ATM 1 1
Banking_Central_Office 10 10
Fuel Gas_Stations 1 5 5
Fuel Fuel _Terminals 5 5
Hospital 95 100
Travel Airport 475 500
Bus_Terminal 5 5
Ferry 5 5
Hotel 10 10
Education  Jail 24 25
School_High_School 48 50
School_Middle_School 48 50
School_Elementary_School 24 25
College 475 500
Healthcare  Child_Residential _Facility 24 25
Group_Home 24 25
Shelter 5 5
Nursing Home 48 50
Industry Emergency_Communication_Center 1 24 25
Industry_Chemical_Plant 475 500
Industry_Solar_Plant 475 500
Industry Battery Plant 238 250
Industry_Xray_Plant 238 250
Industry_Distribution_Center 95 100
Industry_Software_Company 48 50
Industry_Steel Company 95 100
Industry Lumber Yard 24 25
Residential Census_Point 1 500
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3.4. Conclusions

The CLARC Database is a well-matched dataset for interdependent infrastructure
modeling and simulation. The 322 listed corrections to the original database should serve
to profit any future use of the dataset.

Two large concerns were apparent due to telecommunication connectivity and the
absence of people as a commodity within the standard dataset. These concerns are able to
be overcome with the information and suggestions expressed to include the connectivity

needed and the assets that require personnel for delivery of infrastructure services.
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IV. The Lite Base Interdependent Infrastructure Recovery Model (LiteBIIRM)?
4.1. Introduction

Changes in infrastructure management and protection are evident in current trends
with Industry 4.0, Smart Cities, and City of the Future initiatives (American Society of
Civil Engineers 2019; Rutgers and Sniderman 2018). Collectively these changes require
massive quantities of data which can be hard to acquire or access. While certain strategies
have been employed to overcome data access challenges, it remains a significant
problem.

The work presented herein addresses current work that proves useful when
encountering access issues for modeling and simulation of interdependent infrastructure
systems. It explores two of the six dimensions of interdependent infrastructure systems
called interdependency type and coupling (Rinaldi et al. 2001). This paper then leverages
these concepts of interdependency type and coupling as a way to overcome incomplete
data. This is accomplished by modifying a commonly used interdependency parameter to
incorporate these two elements, which allows for complex interdependencies to be
created based on the available infrastructure data. This work's applicability is shown by
comparing the results of recovery following a disaster for a network with all required

infrastructure data and a network with a significant portion of the data missing.

1 The contents of this chapter were independently submitted and accepted for publication by Moore,
Jacques, and Schuldt to INFORM’s Winter Simulation Conference 2021 on 9 April, 2021. The submitted
conference paper was titled “Leveraging Network Interdependencies to Overcome Inaccessible Civil
Infrastructure Data.”
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4.2. Literature Review

This section details relevant literature for two topics important to this research.
The first topic concerns current methods to overcome incomplete data for infrastructure
modeling and simulation (M&S). The second topic is handling operational
interdependencies by the use of an interdependency parameter in network-based
mathematical programs. This work combines these two topics by showing how
interdependency parameters and coupling strategies can help overcome partial or
incomplete infrastructure data.

4.2.1. Overcoming inaccessible infrastructure data for M&S

Issues with access to infrastructure data typically stem from one of three reasons:
the data is sensitive, proprietary, or lacks sufficient quality (Ouyang 2014). Sensitive
infrastructure information is the type of information that could cause security concerns
for a community if mishandled or inappropriately used. Geospatial coordinates of water
storage access points are an example of this. Proprietary infrastructure information is the
type of information that allows a private company providing an infrastructure service
(e.g., drinking water, electricity, etc.) some business advantage for sole ownership and
control of the information. Proprietary information is also not specifically mandated for
public disclosure. Data quality concerns may stem from sparse or randomly collected
data, lack of standardization in data collection, and subjective data. This last issue is
deeply concerning, seeing how emerging technology uses data to inform so many
decisions, and data quality is not always readily apparent.

The Cybersecurity and Infrastructure Security Agency (CISA) of the United

States Government has taken steps towards securing a data repository, and they have
53



incentivized critical infrastructure information (CII) sharing through the Protected CllI
(PCII) Program ( CISA 2005). The PCII was initiated in 2002, with the passing of the CII
Act, and updated in 2006 when additional regulations were added to ensure proper
handling and use of CIl (CISA). However, industries and communities are still reluctant
to exchange data and/or relinquish proprietary data (Peretti 2014).

These governmental efforts are commendable; however, the data is also not
widely available for use or research. Therefore, researchers and practitioners in the area
of infrastructure M&S have come up with different ways to overcome the access to data
issues. Ouyang (2014), in a review article on M&S for critical interdependent
infrastructure, identified three workarounds: 1) empirical data harvesting from historical
events, 2) random or characteristic-specific generated networks, and 3) representative
data that seeks to take real systems and remove sensitive or proprietary information.
While none of these are ideal, they have made substantial research and improvements
possible. The present work uses the third option by using a representative dataset.

4.2.2. Operational interdependency parameter in network-based programming

Rinaldi et al. (2001) identified six dimensions of infrastructure interdependent
relationships; however, only two are critical for the present work. These two are
interdependency type and coupling. In their study, they provided a useful classification of
the types of interdependencies that affect network operations. These are physical (i.e.,
dependency based on the flow of materials), cyber (i.e., dependency based on the flow of
information), geospatial (i.e., dependency based on proximity), and logical (i.e., any other
dependency). These authors also described the coupling as being either tight or loose and

either linear or complex. Tight coupling suggests a strict interdependency between
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systems (e.g., an electrically driven water pump). A loose coupling suggests there is an
effect of one system on another, but it may not be directly felt (e.g., mining operation
disruption may slow road repair and maintenance, but not immediately due to the buffer
of raw material). Linear relationships behave proportionally, while complex relationships
are not proportionally related or the proportions change over time.

Gonzaélez et al. (2016) introduced an idea of how to view these two dimensions in
their presentation of the interdependent network design problem (INDP). While the
authors only presented one coupling strategy, they described four variations that can
cover most situations. These four strategies can be described as one-to-one, one-to-any,
one-to-all, and one-to-many couplings. The authors suggested that multiple
interdependency types and coupling strategies could be implemented if necessary;
however, the method for employing multiple types and coupling strategies was to make
independent sets of constraints with new variables and new interdependency parameters
related to different types and coupling strategies. The four different coupling strategies
will be discussed in more depth in the following section.

Other authors modeling interdependent infrastructure recovery have also used an
interdependency parameter to describe whether infrastructure systems are interdependent.
Lee et al. (2007) used a series of connector parameters which allowed them to establish
node-to-node and node-to-arc relationships, both types being a one-to-one style of
coupling. This formulation was a build-as-you-go type of formulation depending on what
relationships were needed, and it also used special sets extensively. Cavdaroglu et al.
(2013) used a binary variable equal to 1 if the slack of unmet demand at the parent node

was zero, allowing the child node to be operable. This parameter did not include various
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interdependency types or couplings, thereby reflecting only a one-to-one relationship.
Sharkey et al. (2015) used a binary variable similar to Cavdaroglu et al., except that their
binary variable was arc-to-arc instead of node-to-node and didn’t require all demand to
be met, but rather a sufficient amount of demand. This, in essence, allowed for some
degradation of service before the interdependency rendered the child node inoperable.
This also represents a one-to-one relationship. In contrast to these methods,
Almoghathawi et al. (2019) and Karakoc et al. (2019) used an operability variable instead
of an interdependency parameter to relate physically interdependent infrastructure
systems. These examples also represent a one-to-one and node-to-node relationship.

There is currently no model that employs both interdependency types and
coupling strategies as an inherent part of the interdependency parameters or constraints.
This paper proposes a way to implement such an integration. This modified
interdependency parameter is then used to show how it can help overcome situations with
partial infrastructure data.
4.3. Methodology

This section pulls together the formalization of coupling strategies and integrates
those strategies in a combined network design and scheduling problem. First, the general
notation used in the mixed-integer program (MIP) is given. Second, coupling strategies
are explained in detail, given a mathematical expression, and provided with anecdotal
context. Third, the MIP integrates the coupling strategies and interdependency types into

the formulation to addresses the combined network design and scheduling problem.
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4.3.1. General notation for MIP

The combined network design and scheduling problem is based on a graph,

G(V, A), comprised of nodes and arcs divided into layers indexed by k € K. Each

infrastructure layer has one or more commodities indexed by [ € £¥. The network is

assumed to be damaged, which means that subsets of nodes and arcs within each layer

have become inoperable. These nodes and arcs must be repaired by assigning work crews

and repairing the nodes and arcs. Table 4.1 summarizes the relevant notation for the MIP.

Table 4.1. General notation for the MIP comprising sets, variables, costs, and other

parameters for flow and scheduling

Sets Description Variables Description
K The set of infrastructure Xt The variable of flow of [ in

layers. arc.
N The set of nodes, indexed as i. afie orafy,, Binary variable equal to 1 if
Nk The subset of nodes.* work crew w assigned to
N'E The subset of damaged repair arc or node.

nodes.* BE.we or Bl,. Binary variable equal to 1 if
A The set of arcs, indexed (i, j). arc or node was repaired by
A The subset of arcs.* work crew w.
A’k The subset of damaged arcs*. J’ikjt or yk The variable between 0 and 1
Lk The set of commodities.™ of operability of node or arc.
wk The set of work crews.* x The variable of unmet demand
v The set of interdependency of [ at node.

types, indexed as . x;;gk The variable of surplus of [ at
z The set of coupling strategies, node.

indexed as &.
T The set of Ttime periods

evaluated, indexed as t. Parameters

bk, The amount of supply or

Costs demand of .
Clk,{lf The cost of flow of [ in arc. u{‘jt The capacity of arc for all
ag: The cost rate of assigning w. commodities.
q;5; or qf; The cost of repairing arc or pf; or pf The processing time for repair

node. of arc or node.
ufse or ufy The value (cost equivalent [y OF Ug Priority weight between 0 and

priority) of arc or node.

1 for objectives A and B.

* Superscript k means in infrastructure layer k € X; subscript t means at time period t € T. Asterisk

is used only for sets but pertains to variables and parameters as well.



An additional parameter and set dealing with the integration of the coupling
strategies and the interdependency types are detailed in the following subsection.

4.3.2. Operational interdependency parameter and coupling strategies

Let Vﬂf} ¢ be a parameter that takes on a value from 0 to 1, describing a parent-

child relationship between parent node i € A% and child node 7 € ¥ based on some
interdependency type ¢ € W and coupling strategy ¢ € Z. This operational
interdependency parameter effectively integrates the elements of previous work, which
allows for a node-to-node pairing. This parameter expands upon previous work by adding
characterization of interdependency type and coupling. This means that a node can have
more than one type of interdependency relationship between node pairs. This also
expands the interdependency relationship of a child node to one or more parent nodes.
Before describing the coupling strategies in depth and describing how they affect
the interdependency parameter, it is worthwhile to define the sets W and E. The set ¥ =
{physical, cyber, logical, geospatial}, which encompasses the operational
interdependency types identified by Rinaldi et al. (2001). The set = =
{one2one, one2any, one2all, one2many}, where each of these relationships is

explained below. An additional subset, used as a filtering set, is advantageous in the
programming of the MIP. Let ]\f“’j,’g be a subset of nodes in a given network k € X, that
have an operational interdependent relationship of some type y with another node i €
K in a different network & € K based on some coupling &, where ]V““’j,’g c .

The one2one coupling describes when a child node i € Nk can be functional only

if a parent node i € V¥ is functional. This effectively means that when & = one2one,
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NV KE

4

wpe 1S asingleton set for a given interdependency type ¥ (Figure 4.1). The one2any
coupling is the case when at least one of any number of nodes i € Nlpf must be

functional for the child node 7 € V' to be functional (Figure 4.2). The one2all coupling
is where all nodes i € Nn’j,’g must be functional for the child node 7 € N to be
functional. This means that each one2all parent-child relationship receives an equal
portion of the interdependency parameter, where the sum of all parts equals one (Figure
4.3). Finally, one2many coupling means that a portion (not necessarily equal) of the

interdependency parameter is associated with each parent-child relationship, where the

sum of all parts equals one (Figure 4.4). Therefore, let wm/)t be the portion of

functionality or weight between nodes i € Ni" and 7 € VK, where 3. e Wk, =

Nik’g , Vi € ¥, t € T when & = one2many.

Each one of these coupling relationships will also depend on the operability or
functionality of the parent nodes. This is represented by yX, which in the present work is
allowed to take on a value between 0 and 1. A parent node is inoperable when yf = 0,
partially operable when 0 < yX < 1, and fully operable when y% = 1. In Figures 4.1 —
4.4 below, interdependent relationships are illustrated with either inoperable or fully
operable nodes. Partial operability in parent nodes is reflected by partial operability in

child nodes.
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b)
Network k May or may Network k N\
not be Not
i functional i functional
Network k - Iil . TFmeitened] Network k ;

......... | Not
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Fig. 4.1. lllustration of one2one coupling between two infrastructures k and k; a) when
node i € VX%

is functional, then node i € Nk may be functional depending on other
conditions; b) when node i € MK is not functional, then node T € M is not functional

based on the interdependent relationship

a) b)
Network k May or may Network k A\
not be Not
i j\ functional i l\ functional
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,‘; “ \‘\ do )
Network k o

\
i
autasenssreeeeed

) N \ None
B R S T functional
iy INg/
kk
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- )/5 _________ 3\( ....... ;'\ \ﬁm -

Fig. 4.2. lllustration of one2any coupling between two infrastructures k and k; a) when
any node(s) i €

are functional, then node 7 € V¥ may be functional depending on
other conditions; b) when all nodes i € ng are not functional, then node 7 € A% is not

functional based on the interdependent relationship
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Fig. 4.3. lllustration of one2all coupling between two infrastructures k and k; a) when all
nodes i € N
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Network k A gl Network k A
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¢ are functional, then node 7 € N* may be functional depending on other
conditions; b) when any node i € JV;

is not functional, then node € N°¥ is not
functional based on the interdependent relationship
a)
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Fig. 4.4. lllustration of one2many coupling between two infrastructures k and k; a) when
all nodes i € N

¢ are functional, then node T € NE may be functional depending on

other conditions; b) when some nodes i € Nlpf are functional, then node © € ' may be

partially functional based on a weighting factor (wmpt) and depending on other
conditions; ¢) when all nodes i € Nlpf are not functional, then node 7 € N'¥ is not

functional based on the interdependent relationship
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Table 4.2 summarizes these relationships and provides the mathematical
representation of the interdependency parameter. The MIP is presented following this
summary. It is important to note that although parent node(s) may be functional, that does
not directly equate to the child node's functionality. The child node must also have its
demand met, must not be damaged, or if damaged, must be repaired to be functional;
therefore, in the following figures, it is stated that the child node may or may not be

functional.

Table 4.2. Interdependency coupling strategies ¢ affects the

interdependency parameter Vﬂf} ¢ Dy changing possible values

*

Coupling, ¢ Description y%&

OneZone i € ¥ is only functional when a specific 1
singular node i € IV; % is functional and

N;K% s a singular set.

One2Zany i € Nk is functional when at least one node 1
of a subset is functional, namely some

node i € Nk,

Onez2all i € ¥ is functional only if every node from 1
a subset v; % is functional. | vk

One2many i € % depends partially on the functionality Wk,
. arkE. 4

of a subset of nodes i € V,;z; each node |]\fulzlé

i € Nu’jfg provides a fraction of the
functionality.

* This holds for all i € VXK, Te N*, ke K, eW,t €T
Of note, strict adherence to the one2all coupling relationship is most effectively

achieved with binary restrictions on operability. Another method of modeling is based on
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the understanding that one2all relationships are multiple one2one relationships and is

discussed in greater detail in the results section.

4.3.3. MIP formulation

The following presentation describes the multiple objectives used in a weighted

objective function followed by the applicable constraints.

Cost Objective: A = Yier Yrexc(Zwewk| X pear(aficaiine + aleplalineg) +

k k k k. k k ok
ZiEN’k(qitaiwt + yeDi aiwt)] + Yieck Z(i,j)ec/l" Cijltxijlt)

(4.1)

Operability Objective: B = Yer Yxex(Dienr eyl + Y i jyeak uievls) 4.2)

Minimize pyA — ugB.

Subject to

(4.3)

k kK _ 3k —k Ak k k
D j)eak Xijie — Nj(jieak XKue = bie + Xy¢ — %0, VIENY L€ LYk E

K,teT.

Yook i S uliyl, Vi, ) e AX ie N ke K, teT.

L

Yieck Xl S ulfeyfi, V0, ) € AR jeNK  keK teT.

Yieck ¥y < ulyke, V(i) EALKEK tET.

yE <Y e St BE,., VIEN  keK, tET.

Ve < Tewk Xhct Blwe, V(i) EAM KEK LET,
Yier Ywewk Bl <1, Vie Nk k € K.

Yier Zwewk Biawe < 1, ¥(i,j) € A% k € K.

DteT Zwewk a{f,vt <1 VieNk keXK.

Yier Zwewk Awe < 1, V(0 j) € A* k € K.
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mm[Tt pl] k

Bl <X _ ak , VieN* weWkkex,teT.
mln[Tt pu] k 1k K
Bl < X,o e, V@) €A, weWr keX,teT.

min[T,t+plk—1] k min[T,t+plkj—1]
=1 ZieN’k Ajwe T 21:1 Z(i,j)ec/l’k ale‘L' <1+

t k t k k
Lpmplsr Zien'k Bowe + Lo_pe 1y X jpeark Bijwe, YW EWEk €Kt €T

ZiENZ@% Vivevl = vk, VieN keX,peWE€E teT.

yEbE, = bk +x )k, vieNK e kex, teT.
0<xfy Sufy, Vi, ) eAX €L keK, teT.
x>0, vienklerfkeX,teT.
0<yk<1, vienkkex,teT.

0<yl <1, Vi, ) eAkEX, tET.

ak,, €{01}, VieN* ,we WK keX, teT.
afiwe €{0,1}, V(i,)) e A¥,w e WK ke K,teT.
pE.€{01}, Vie N we WK keX,teT.

Bfiwe €013, V(i,j) e A*¥,we WK ke K, teT.

(4.14)

(4.15)

(4.16)

(4.17)

(4.18)
(4.19)
(4.20)
(4.21)
(4.22)
(4.23)
(4.24)
(4.25)

(4.26)

Equation (4.1) includes repair and assignment costs for damaged arcs and nodes,

followed by the flow costs. Equation (4.2) represents a weighted operability, which is set

as a competing objective in (4.3). Basic flow balance is shown in (4.4). Multicommodity

flow is capacitated and flow is restricted in three different ways based on operable start-

nodes, end-nodes, and arcs in (4.5-4.7), respectively. A repaired asset can become

operable, as shown in (4.8-4.9). Assets can only be repaired once and assigned to one
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crew, as shown in constraints (4.10-4.11) and (4.12-4.13), respectively. Damaged assets
are only repaired after they have been assigned and sufficient processing time has
occurred, as shown in (4.14-4.15). Constraint (4.16) shows work crews may only be
assigned to one repair task at a time.

Constraint (4.17) represents the operational interdependency constraint, which
uses the interdependency parameter to determine child node operability. Constraint (4.18)
suggests that a node is proportionally operable to the met amount of demand. The
Constraints (4.19-4.26) represent the side constraints based on variable definitions.
4.4. Results and Discussion

This section describes the infrastructure network, the missing telecommunications
data, and the results when comparing optimization results with full and partial datasets.

4.4.1. Simulated military base

Using the CLARC database as a starting point, the data was reduced to about 10%
of the original size while still preserving the diversity of operations and asset types (T.
Sharkey et al. 2018). This was done to recreate a representative military base with bi-
directional system-to-system interdependencies inherent in the CLARC database. The
resultant reduced dataset was then constructed in a multiplex fashion, reflecting nodes
into layers where they had a demand, supply, or transshipment function.
An issue with the telecommunication infrastructure data was found due to only 4 of 47
different nodal asset types having any communication demand. For example, facilities
such as Fire Stations, Police Stations, Schools, Hospitals, and others had no
communication connections (i.e., arcs) and no demand. However, these facilities are

essential in recovery operations and are controlled largely by communicating with an
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Emergency Control Center (Lee et al. 2007). This issue represents partial infrastructure
data within a given layer, which was overcome using two different methods.

4.4.2. Overcoming telecommunications data gap with operational

interdependencies

The first method to overcome the partial telecommunication data represents
working with data owners and receiving the necessary data. This was accomplished by
creating a geospatial context for the reduced dataset and physically drawing each
connection to create a full representation of the complete infrastructure systems. This
became the full dataset. The second method used the partial data provided and created
various interdependency relationships to influence operability in lieu of acquiring
additional infrastructure data. This became the partial dataset with additional
interdependencies. The cost to produce such interdependencies is the time to
communicate with stakeholders on the actual or perceived connection and dependency to
establish the appropriate coupling relationship. The number of additional
interdependencies needed will be dependent on the amount of infrastructure data missing.

An example of overcoming missing infrastructure data by using an
interdependency is a Fire Station that requires communication to receive 911 emergency
calls. If this service is not available, then the emergency responders will not respond
because they are unaware of the call. Thus, the operability of one of two
telecommunication nodes (part of the partial telecommunications data) would allow the
Fire Station to remain as a supply node for the fire and emergency service commodity.
However, if both telecommunication nodes were inoperable, then the Fire Station would

also be inoperable since this represents no ability to send and receive 911 emergency
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calls. While actual systems have additional backups, this is used for illustration purposes
and as a proof of concept.

This example of the Fire Station depending on the telecommunication network is
an example of a one2any coupling based on a cyber (i.e., data and information flow) type
interdependency. This process was applied to every node that should have a
communications demand within a full dataset. The result was three variations of the
network: 1) dataset with full telecommunication data, 2) dataset with partial
telecommunication data and additional interdependency relationships, and 3) dataset with
partial telecommunication data without additional interdependency relationships. The
third set serves as a basis to judge the addition of interdependent relationships to
overcome infrastructure data gaps.

4.4.3. Comparison of optimization results

Comparing the full dataset and the partial dataset with additional
interdependencies shows the use of interdependencies as a viable option for overcoming
partial data. The time horizon for this comparison is 12 8-hour time periods. While not
the primary focus of this research, the model was programmed in GAMS v31.1.1 and
used CPLEX 12.10. All tests were conducted on a desktop computer with an Intel Xeon
CPU E5-1620 operating at 3.60 GHz with 16 GB of RAM. The average computational
time for the tests with partial data and additional interdependencies averaged at less than
8 mins, while the tests with the full dataset averaged at 18 mins.

Table 4.3 summarizes the number of nodes, arcs, and interdependent relationships
between the two different simulations. The full dataset represents 227 more nodes and

arcs than the partial dataset, whereas the partial dataset with additional interdependencies
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represents 102 more interdependency relationships than the full dataset. The same
damage was simulated in both simulations, even though additional arcs or nodes that

were not in the partial dataset could have been damaged in the full dataset.

Table 4.3. The full dataset represents more nodes and arcs, while the

partial dataset represents more interdependency relationships

Feature Full Dataset  Partial Dataset
Nodes 507 432
Arcs 886 734
Interdependencies 123 225

The two different datasets were evaluated over varying objective function
weights, establishing Pareto optimal values or a Pareto front. Due to the disparity in the
number of assets, the overall operability objective value for the full dataset was 1.25
times higher than that of the partial dataset across the Pareto fronts. There was one
anomaly when cost was weighted the most and operability the least (i.e., uy, = 0.9, ug =
0.1), which resulted in the operability objective function value being 1.57 times greater
than the partial dataset. After acknowledging the slight difference in the magnitude of the
operability objective function values, the overall trends were identical.

In the case with balanced objective functions (i.e., u4 = ug = 0.5), the full
dataset showed an increase in operability from 65.8%, representing immediate operability
following the disruption, to 68.1% within the first four time periods. Then the model
showed a significant jump in operability at time period 5 to 89.4%, where it remained for
the time periods being evaluated. This signifies that the bulk of the optimal recovery
trying to balance operability and cost was achieved by time period 5, or 40 hours
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following the disruption, based on 8-hr time periods. The partial dataset showed similar
trends, with slight deviation in the percent operable. The partial dataset showed an
increase in operability of 65.6% to 68.2% in the first four time periods and an increase to
91.8% at time period 5 and beyond. The partial dataset deviation from the full dataset in
the first four time periods ranged from -0.2% to +0.3%. With the jump in operability at
time period 5 the percent deviation also increased to +2.6% from time period 5 on. Partial
data without the additional interdependencies underestimated the recovery from as great
as -6.0% to as little as -3.8%, never achieving as accurate results as the partial dataset
with additional interdependencies. Figure 5 illustrates how the partial dataset with an
increased number of interdependency relationships closely approximates the operability
of the system during recovery. The final operability percentage in these scenarios ranged
from 86.1% to 91.8% and didn’t progress to 100% operability due to the presence of
redundant flow pathways and the desire to balance cost and operability. Additionally,

nodes and arcs that have extremely low value, denoted by uk or u{“jt, and high costs
repair costs, denoted by g5 or qf‘jt, tend to be excluded from optimal results. This can be

beneficial to emergency repair crews to ensure emphasis on the critical aspects of the

system, prior to addressing non-critical components.
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Fig. 4.5. Partial data simulation with additional interdependencies more closely

approximated a full dataset than the partial data without additional interdependencies

The partial dataset employed only one2one and one2any coupling strategies since
this most accurately reflected the same relationships that existed in the full dataset. The
partial dataset scenario was also run by modifying the MIP to restrict the operability
variables, yX and yi"jt, to binary values with no significant changes to the operability
objective value, being within 3% at the greatest point of deviation. In fact, the strict
adherence to the one2one, one2any, and one2all coupling strategies may be best seen
when operability is modeled as binary variables. If operability is modeled as binary
variables, the same formulation as presented above holds for all coupling strategies
except one2many, which inherently is incompatible with binary operability variables.

In contrast, the inclusion of all the coupling strategies with a non-binary
operability variable, as in the current work, also becomes problematic when desiring
strict adherence to all the coupling strategies. The use of non-binary operability variables
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means that child node partial operability is possible based on parent node partial
operability. Effectively this creates an upper bound on child node operability based on
full or partial parent node operability and the associated coupling strategy. A child node
in one2one relationships has an upper bound based on the parent node operability. A
child node in one2any relationships may be fully operable so long as one node is fully
operable or the sum of all parent nodes' partial operability amount to one or more. A child
node in one2all relationships has an upper bound of some fraction of parent node partial
operability. A child node in one2many relationships has an upper bound of some partial
operability based on the sum of partial operability of the parent nodes.

A comparative example between binary and non-binary operability variables for
one2all relationships illustrates the difference. A one2all coupling between three parent
nodes and one child node results in an inoperable child node if any one of the three parent
nodes is inoperable when operability is binary. In the case of non-binary operability, the
node may experience operability up to 2/3 operability based on one node being
inoperable and the other two being fully operable. To achieve strict adherence to the
one2all coupling strategy with non-binary variables, a modification is made to constraints
(4.17) by removing the summation over the set ]\Q%"’ff. This can be accomplished by
employing conditional constraint generation when programming the MIP.

Despite the need to slightly adjust the MIP presentation to accommodate one2all
relationships, the use of non-binary operability variables adds a significant level of reality
to the simulation. In very few instances will the termination of telecommunication
services result in complete inoperability. Therefore, partial operability is a closer

approximation to reality. This also allows the use of a pseudo node which can establish a
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baseline operability level regardless of the loss of service. For example, if an industry is

still 80% operable with the loss of internet and telephone services. A one2many
relationship can exist between 7 € V¥ and any number of nodes i € V¥, with 80% of the
weight times the cardinality of the set M%‘fg for some interdependency type ¢ € ¥

residing in the relationship with pseudo node i* € N'*.

An additional scenario was built based on the partial dataset, which included a
partial operability baseline of 80% despite lack of telecommunication services except for
the emergency responders, which rely on telecommunications to send and receive 911
emergency calls. This scenario resulted in a near-perfect match because only three
facilities in the power infrastructure system met the conditions to have 80% operability
versus being reduced to zero. A different damage scenario could highlight this better, but
consistency for comparison was chosen over introducing a different damage scenario.

This shows the ability to incorporate all the various coupling strategies and
leverage the one2many relationship to help model complex relationships that result in
some impact to operability but do not render a node inoperable. This effectively assigns a
lower bound to operability based on interdependencies.

During the construction of these datasets, it was assumed and then shown in
analysis that this model's applicability only worked if the actual known
telecommunication nodes were damaged or inoperable. Suppose the service disruption
was from a telecommunication node in the partial and full datasets downstream to the

point of interest, thereby only belonging to the full dataset. In that case, this method could
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not show similar disruption as can be seen in the full dataset. This lack of granularity
points to the limitations of using interdependencies in lieu of a full dataset.
4.5. Conclusion

This paper detailed issues concerning access to data and then highlighted how
interdependencies could be leveraged to overcome partial infrastructure data. This was
shown in using a representative full and partial dataset for a military base-sized system of
networks. The results showed comparable operability projections between the two
methods. Additionally, some flexibility was gained to model complex interactions by
using more robust interdependencies. The modification to commonly used
interdependency parameters integrated multiple interdependency types and coupling
strategies, which had not been done as an inherent part of a model before this work. Some
limitations exist in not capturing the same granularity of knowledge on damaged assets

that can be gleaned from full datasets.
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V. The Base Interdependent Infrastructure Recovery Model (BIIRM)?
5.1. Introduction

Infrastructure systems are becoming more complex and increasingly
interdependent. These interdependencies have implications on how best to recover
infrastructures following a disruption. Complexity due to interdependencies is increasing
due to trends in urbanization and incorporation of cyber-physical systems (Chee and Neo
2018; Jenkins et al. 2017; Thoung et al. 2016). Efforts such as City of the Future and
Industry 4.0 drive complex interconnections in order to realize the enhanced service level
being advertised (ASCE 2019; Hanley et al. 2019). The complexity is exacerbated by the
different types of interdependencies and dimensions used to describe and analyze
infrastructure networks (Haimes et al. 2007; Rinaldi et al. 2001). All of this is driving
higher and higher degrees of infrastructure interdependence.

A small sampling of several large-scale infrastructure service disruptions over the
last two decades is sufficient to highlight the interdependent nature of the underlying
infrastructure networks. From 2000 to 2001, disruption in the electrical power grid in
California ended up impacting the oil and gas industry, including the provision of natural
gas back to the power-generating elements of the electrical grid. This disruptive event
showed the propagation of failure in one infrastructure system to another infrastructure
system and then further degradation to the original system (Fletcher 2001). The

September 2001 terrorist attack on the World Trade Center highlighted a non-physical

! The contents of this chapter were independently submitted for publication by Moore, Schuldt, Grandhi,
and Jacques to ASCE’s Journal of Infrastructure Systems on 11 May, 2021. The submitted article was
titled “Impact of Operational and Restoration Interdependencies on Recovery Time, Cost, and Disruptive
Effect in Multilayered Infrastructure Networks.”
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interdependence between administrative policy and the aviation industry’s ability to
provide services, which ultimately resulted in $1.4 billion in lost revenue due to a three-
day airport closure (Faturechi et al. 2014). In 2003, a large scale blackout showed how an
initial fault in the power lines combined with a fault in the alarm system (i.e., information
control system) caused additional failures in the electrical distribution grid, resulting in
over 50 million people in the United States and Canada without power for up to two days
(Minkel 2008). Natural disasters to include 2005 Hurricane Katrina in Florida and
Louisiana, 2011 Tohoku earthquake in Japan and subsequent Fukushima nuclear disaster,
2012 Superstorm Sandy in New Jersey and New York, 2017 Hurricane Harvey in Texas,
and 2017 Hurricane Maria in Puerto Rico have time and again showcased the
interdependent nature of infrastructure systems in the provision and recovery of
infrastructure services (Comerio 2014; NIAC 2018).

This paper provides an overview of relevant modeling efforts focused on the
recovery of interdependent infrastructure systems. This paper establishes the need for a
model that simultaneously incorporates multiple interdependency relationships, which
impact infrastructure operations and restoration following a disruptive event. This paper
makes two contributions to the academic literature. First, a mixed-integer program (MIP)
is proposed as a way to integrate the three most common objective functions found in
infrastructure restoration literature in a multi-objective construct and the nine different
interdependency subtypes into a single model. Second, the proposed model is tested
against a modified realistic dataset and a simulated natural disaster. The damage scenario

is tested in various situations, both altering the weights of the multiple objectives and
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varying the inclusion of interdependency relationships. The results will demonstrate the
value of including multiple interdependencies when modeling recovery operations.
5.2. Literature Review

Efforts to incorporate more than one infrastructure in modeling have been
increasing over the last twenty years. These interdependent infrastructure recovery
modeling improvements are crucial to understanding the importance of interdependency
types, coupling strategies, and principal objectives of recovery operations. Traditionally,
infrastructure systems have been modeled as independent systems with little evaluation
of one infrastructure system’s effects on another (Buldyrev et al. 2010; Lee et al. 2007).
However, this has since become an emerging field of study (Bianconi 2018). This
increase in examination of multiple infrastructures within a given model is critical to
defining and quantifying the effects of interdependent relationships.

The application of network-based models in restoration is not new, but progress
toward interdependent recovery is still in a nascent stage. Guha et al. (1999) looked at the
recovery of power systems after disruptions. Ang (2006) likewise studied disrupted
power systems and sought to find optimal recovery strategies. Nurre et al. (2012)
developed an integrated network design and scheduling problem, which others have
similarly built upon (Cavdaroglu et al. 2013; lloglu and Albert 2018). lloglu and Albert
(2020) used a maximal covering problem construct to evaluate restoration activities.
While these models show continual improvement in network modeling to address
restoration, they were not specifically focused on interdependent infrastructure recovery.
Although not the primary focus of this paper, some models have focused on

interdependency’s role on preventive interventions which could be a promising
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application of this research (Benmokhtar et al. 2020; Kammouh et al. 2021; Robert
Professor et al. 2013). A brief overview of interdependency types is essential before
examining interdependent infrastructure recovery models.

5.2.1. Types of interdependencies

Interdependency relationships that are of interest to this study can be classified as
operational interdependencies (affecting the operations of infrastructure networks) and
restoration interdependencies (affecting the restoration of disrupted infrastructure
networks). Rinaldi et al. (2001) expressed a comprehensive set of operational
interdependencies subtypes, including physical, cyber, logical, and geospatial
interdependencies. Physical relates to the flow of commodities and asset functionality,
cyber relates to information flow through the telecommunications network, geospatial is
based on proximity, and logical is any other type of relationship. Using these definitions,
Ouyang (2014) categorized 10 critical infrastructure interdependencies based on
historical disaster scenarios. During this same analysis, no other set of operational
interdependency subtype definitions could categorize all 10 historical examples. Rinaldi
et al.’s four interdependency subtypes largely affect the operations of infrastructure
networks and constitute the operational interdependency types used in the present work.

Sharkey et al. (2016) identified five different restoration interdependencies
subtypes that only influence the recovery of disrupted networks and deal with recovery
task scheduling and resource management. These include traditional precedence,
effectiveness precedence, options precedence, time-sensitive options, and competition for
resources. Traditional precedence requires task A in network one to be accomplished

before task B in network two can be started (e.g., de-energize power lines before tree
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cleanup). Effective precedence means if task A in network one has not been completed,
work on task B in network two can continue at a slower rate or an extended processing
time (e.g., restoring power to pump house speeds flooded road recovery versus pumping
by truck). Options precedence means at least one task of two or more in a network(s)
must be completed before task B in a different network is allowed to start (e.g., either
power is restored or a generator is brought before a water pump can be used to clear
floodwater). Time-sensitive options must be done by a certain deadline, or an additional
recovery task will be generated (e.g., restore power to lift station by a certain time or a
cleanup task will be needed). Competition for resources can affect restoration activities
(e.g., one generator needed at two geographically separated locations). The restoration
interdependency subtype of competition for resources is not considered in this work
based on the assumption of sufficient resources due to the minimal damage event
simulated; however, an example of this type of relationship is expressed in the work of
Gonzélez et al. (2016).

Additionally, Gonzalez et al. (2016) also identified a way in which the geospatial
interdependency can be construed as a restoration interdependency by taking into
consideration cost savings from scheduling adjacent work and only expending resources
once for site preparation (e.g., excavation for the repair of co-located utilities that were
both damaged in an earthquake). Four of the five restoration interdependency subtypes
(excluding competition for resources) identified by Sharkey et al. (2016), plus the
geospatial repair subtype identified by Gonzalez et al. (2016), affect the restoration of
interdependent infrastructure networks and comprise the restoration interdependencies in

this work.
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5.2.2. Relevant interdependent infrastructure recovery modeling efforts

Although interdependent infrastructure recovery modeling is still an emerging
science, some significant progress has been achieved. Lee et al. (2007) developed the
interdependent layer network (ILN) model, which sought to find the least cost recovery
strategy by minimizing the cost of flow, the unmet weighted demand, and service
disruption caused by interdependencies. Using a MIP, this model generated optimal
recovery strategies while considering physical, logical, and geospatial operational
interdependencies; however, it did not include any restoration interdependencies. The
ILN model has been influential and other authors have used and modified it for various
interdependent infrastructure recovery applications (Cavdaroglu et al. 2013; Loggins and
Wallace 2015).

Sharkey et al. (2015) built upon the model proposed by Cavdaroglu et al. (2013)
and Nurre et al. (2012) to develop the interdependent integrated network design and
scheduling (IINDS) problem. This model’s objective was to understand the timing of
recovery, scheduling repairs with parallel workgroups, and maximizing the network's
cumulative performance over a finite period of time. This work added several unique
elements, the most important to the present work is the identification and addition of
restoration interdependencies, of which only traditional precedence and time-sensitive
options were modeled. This model was limited by the absence of three restoration
interdependency subtypes — effective precedence, options precedence, and geospatial
repair — and two operational interdependency subtypes — logical and cyber.

Gonzalez et al. (2016) developed what they called the interdependent network

design problem (INDP) and other variations to include the consideration of time
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dependency, iterative heuristics, and stochastics based on parameter uncertainty
(Gonzalez 2017). These models seek to find the least cost recovery strategies. These
models can handle multiple operational interdependency types based on certain coupling
strategies of interdependent layers, though only physical and geospatial operational
interdependency subtypes were used in the problem instances. This model’s limitations
include the lack of cyber and logical operational interdependency subtypes, the lack of
explicit formulation to handle various interdependency subtypes simultaneously, and the
exclusion of most restoration interdependency subtypes.

Almoghathawi et al. (2019) developed a multi-objective restoration model
seeking to maximize resilience while finding the least-cost recovery strategy. They
analyzed power and water systems by using a fictional dataset generated using
algorithms. The primary advantage of this model was the explicit inclusion of a resilience
measure in the objective function that allowed the future exploration of the balance
between “withstanding a disruption” and “recovering from a disruption.” This model’s
limitations consist of considering only physical operational interdependencies, no
restoration interdependencies, and using a fictitious dataset.

None of the aforementioned models address the multiple objectives and listed
operational and restoration interdependencies (Table 5.1). Every model examined
included one or more of the three primary objective functions. The most likely reasons
that not all models have included all three primary objectives are due to the facts that 1)
models are typically purpose-built for some stakeholder-specific objectives and 2) there
has not been a formalization of these primary objectives found in restoration literature.

The most common objective between these models was least-cost recovery, followed by
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minimal recovery time and minimal disruptive effect. Lee et al. (2007) included cost,
unmet demand, and weighted time in one objective function, which essentially combined
elements of all three objectives. Almoghathawi et al. (2019) used two objectives but
included an element of weighted time, which is considered as combining elements of all
three objectives.

Table 5.1. No model currently addresses the three most common objectives and all

operational and restoration interdependency subtypes

Criterion Model1* Model2® Model3® Model4? Model5¢  BIIRM
Obijective Function
Least cost v - v v v v
Recovery time v v - - v v
Disruptive effect v v - - v v
Operational
Interdependency v
Physical v v v v v v
Cyber - - - - - v
Logical v - - - - v
Geospatial v v v v - v
Restoration
Interdependency v
Traditional precedence - v - - - v
Effectiveness precedence - - - - - v
Options precedence - - - - - v
Time-sensitive options - v - - - v
Geospatial repair - - v v - v

2 Lee et al. (2007); P Sharkey et al. (2015); ¢ Gonzalez et al. (2016); ¢ Gonzalez (2017);
Almoghathawi et al. (2019); fincluded by virtue of time dependent indexing
Least cost, repair time, and disruptive effect are not the only objectives that are
possible in recovery operations, they have a striking similarity to the construction or
project management trilemma of cost, quality, and time. While there are critics of this

approach (Atkinson 1999), it has guided project management for over 70 years and
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perhaps has influenced these restoration objectives. There is validity in seeking least cost
recovery strategies since financial resources are finite. Optimizing repair time is an
objective that is critical for time-sensitive operations, such as defense sector
infrastructure with mandated uptimes and limited uninterrupted power supply (Theony
2020). Minimizing disruptive effect of critical assets ensures that infrastructure is
supporting life-saving functions (O’Rourke 2007; White et al. 2016). Therefore, these
common objective functions are assumed to have utility and value to stakeholders
involved in recovery operations.

The models listed in Table 5.1 don’t fully address all interdependency subtypes
for four reasons. First, the models have focused on some of the operational
interdependency subtypes and not considered the restoration-specific interdependency
subtypes since they were formalized only within the last five years (Gonzélez et al. 2016;
Sharkey et al. 2016) and have not been integrated into all restoration models. Second,
exploration of operational interdependency subtypes has been limited by data
accessibility issues, which continues to be a problem within interdependent infrastructure
restoration modeling (Buldyrev et al. 2010; National Infrastructure Advisory Council
(NIAC) 2018; Ouyang 2014; Peretti 2014; Rinaldi et al. 2001). Third, different model
purposes and goals have limited the need to include all the various types of
interdependency subtypes. Some of the models mentioned could have possibly been
adapted or expanded to include additional interdependency subtypes but how they were
presented in the literature was insufficient to incorporate all the various subtypes. The
limitation of inherently incorporating all known interdependency subtypes is exacerbated

by inconsistent nomenclature and categorization. For example, Lee et al. (2007) used a
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different set of operational interdependency subtypes, which can be considered as both
physical and logical from the subtypes used in this study. These problems have led to no
other model making the integration of all known interdependency subtypes an inherent
part of the model.

The present work seeks to address the absence of a model which considers all the
various interdependency types identified within the context of the most common
objective functions. The proposed model is designated as the base interdependent
infrastructure recovery model (BIIRM). The BIIRM provides a starting point for future
models that seek to incorporate interdependent infrastructure analysis in modeling and
simulation efforts.

5.3. Notation and Formulation of the BIIRM

This section lays out the MIP development, which is denoted as the base
interdependent infrastructure recovery model (BIIRM). The section starts by describing
the general BIIRM notation to include sets, variables, and parameters. The section then
describes the three BIIRM objectives followed by three sets of constraints. The first main
section of constraints is focused on network flow of commodities and scheduling damage
repair. The next section of constraints incorporates operational interdependencies. The
final section of constraints incorporates restoration interdependencies.

The multilayered nature of the BIIRM employs both multiplex structuring (i.e.,
one-to-one nodal reflections in various layers) and multi-slice structuring (i.e., adds
element of time) (Bianconi 2018). The combination of these multilayered structures
allowed for the analysis of operational and restoration interdependencies. These

multilayered structures will be employed for a network comprised of 150 key
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infrastructure assets and the associated linear assets to establish connectivity across five
infrastructure layers. This network is described in detail following the formulation of the
BIIRM.

5.3.1. General notation

To describe the overall system, let G(V', A) be a digraph consisting of a set of
nodes, V' and a set of arcs, A indexed as i and (i, j), respectively. To further define this
digraph, sets must be defined regarding infrastructure layers, commodities, node and arc
subsets, work crews, spaces, operational interdependency types, and time periods.

Let K be a set of infrastructure layers constructed in a multiplex fashion and let
L¥ be a subset of commodities that are restricted to flow only within the infrastructure
layer k € K, where Uycqc LX = L. Similarly, let v and A% be subsets of nodes and
arcs, respectively, that play an active role in the flow of commodities within a given
infrastructure layer k € K, meaning Ugese N'* = NV and Ugege A* = A. Also, let V'%
and A'* be the damaged subset of nodes and arcs respectively, where ' € N* and
A'F € Ak, Let there be a work crew w € W¥ who work within a given infrastructure
layer k € K, where U,ese W = W. Let there be a collection of spaces s € S that are
mutually exclusive and comprehensive of the region of interest, where every node is in
one and only one space, and every arc is in at least one space. Therefore, the set of spaces
S helps define the geospatial operational interdependencies. Let ¥ be a set of other
operational interdependency types, including physical, cyber, and logical. This additional

indexing based on operational interdependency subtype is what allows for layered
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relationships to exist between node pairs to handle complex interdependent operations.
Also, T is the set of time periods used in the evaluation of the model.

The preceding sets deal with the model at large, but specific interdependency sets
are also required to describe the various relationships. In all restoration interdependency
relationships included in this model, there is assumed to be a parent-to-child relationship,
where the child task in infrastructure layer k € K depends on the parent task(s) in
infrastructure layer k € XK. Either a node or arc may play the role of parent or child, thus
creating node-to-node, node-to-arc, arc-to-node, and arc-to-arc relationships, indexed as
G0, (i, @), (GN, D, and (G, ), (i, 1)) respectively. These parent-to-child
relationships are defined as node-based or arc-based depending on the parent asset type
being a node or arc, respectively. Therefore, for the four different restoration
interdependency subtypes defined by Sharkey et al. (2015) that are used in this model, we
have node-based traditional precedence (NTP), effectiveness precedence (NEP), options
precedence (NOP), and time-sensitive options (NTS). There are equivalent sets for the
arc-based relationships designated as sets ATP, AEP, AOP, and ATS. These eight
different sets provide a comprehensive manner in which to describe four of the five
restoration interdependency subtypes used. These special sets are similar to those
described by Sharkey et al. (2015), even though only two restoration-specific subtypes
were fully used. The geospatial repair subtype is described based on the repair of an arc
or node. The presentation of the mathematical formulation for the restoration
interdependency constraints is abbreviated by only explaining the relationships used in

the scenario described later.
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There are decision variables within the model responsible for the flow of material,
assigning recovery tasks, completing recovery tasks, operability, and recovery task

location. The flow of materials is designated by x{j—lt, which is the flow of commodity [ €

L¥ across arc (i, j) € A* within infrastructure layer k € X at time period t € T.

Assignment of recovery tasks is designated by a binary variable a¥ , or a{‘jwt [Greek

alpha], which is equal to 1 if work crew w € W is assigned to start work at time period
t € T and continue working until finished repairing node i € V'* or arc (i,j) € A'*
respectively within infrastructure k € %, and 0 otherwise. In an effectiveness precedence

relationship, there is an additional binary assignment variable denoted as a{‘ewt or a{‘jewt

[Greek alpha], which employs a subscript e on the node or arc index to denote an
assignment with an extended processing time. The completion of a recovery task is

denoted by the binary variable 8, or ﬁi"jwt, which is equal to 1 if node i € N''* or arc

(i,j) € A'* in infrastructure layer k € X is completed by work crew w € W¥ at the start
of time period t € T, and 0 otherwise. The binary variable y or yi"‘jt denotes the

operability of a node or arc, which is equal to 1 if node i € ¥ or arc (i, j) € A¥ in
infrastructure layer k € X is operable by the start of time period t € 77, and 0 otherwise.
Operability is controlled by whether the node or arc is damaged, the repair is completed,
and any operational interdependencies with other networks. The location of recovery
activities is controlled by binary variable z,;, which is equal to 1 if a recovery task (node-
or arc-based) is started in space s € § in time period t € 7.

Parameters within the model can be divided into those that affect the cost, flow,

scheduling, operational interdependencies, and restoration interdependencies. Cost
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parameters can be further delineated into site preparation, repair, assignment, and flow
costs. The site preparation cost is defined as g,;, which represents the average cost of
preparing a site s € § at time period t € T°. The repair costs are defined for all k € K and
t €T as qf and q{‘jt for any node i € V"% and arc (i, j) € A%, respectively, which is
generated from a unit cost table based on the type of facility and an assumed reference
size (DoD 2020). The assignment cost represents the national average for a general
laborer working on that type of infrastructure layer k € X at time period t € T and is
defined as a®, [Latin a] for every work crew w € W¥. The flow cost, c{j—lt, is based on
the infrastructure owner’s cost for operations and maintenance of flowing commodity [ €
L¥ along arc (i, j) € A* of infrastructure k € X at time period t € 7.

The flow and scheduling parameters are defined for supply and demand, flow
capacity, normal processing time, and extended processing time. Forall k € KX andt € T
the supply or demand of commodity [ € L¥ of a particular node i € N is defined by
bk, where if b¥, < 0 it is a demand node, if b, = 0 it is a transshipment node, and if
bk, > 0 itis a supply node. For ease of notation, subscripts are added to V'* to denote a
further subset indicating demand, transshipment, and supply by V¥, NV;¥, and NV,

respectively when necessary. Flow is capacitated through an arc (i, j) € A* by u{‘jt for

all shared commodities [ € £* within a given infrastructure layer k € K at time period
t € T. For all k € X each damaged node i € V'% or arc (i, ) € A'* has an associated
normal processing time, p¥ of pl’j respectively. Similarly, there is an extended

processing time for those nodes and arcs that are included in an effectiveness precedence
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relationship defined as e or ek, respectively. These sets, variables, and parameters

ijr
provide the background to discuss the formulation and development of the BIIRM.

5.3.2. Infrastructure recovery objectives

The literature focuses on minimizing cost, disruptive effect, and repair time. Costs
associated with recovery of a disrupted system include repair costs, assignment costs, site

preparation costs, and costs of flowing commodities. The equation associated with the

cost objective follows.

Cost Objective: A = Y ter (2565 GstZst +
k (o k K K
Trerc (Zwewr (Z(i,j)ecﬂ’k(qijt(aijwt + i) + G Pl + elatw) +

lEN’k(qlt(ath + alewt) + aWt(pl th +e; “zewt))) + Xiesk Z(L])Ecﬂk Cl}ltxlljlt))
(5.1)
The cost objective has 10 terms, as shown in (5.1). The first term is the cost of site
preparation. The second and third terms are the arc-based repair costs associated with
either normal or extended recovery assignments, respectively. The fourth and fifth terms
are the assignment costs for arc-based work, depending on whether a normal or extended
processing time is used. The sixth and seventh terms are the node-based repair costs, and
the eighth and ninth terms are the node-based assignment costs similar to the arc-based
ones. The tenth term is the flow cost of commodities throughout the entire network.
The second primary objective is minimizing disruptive effect and is shown in
(5.2). Various forms of this objective are presented in literature which seek to ensure
demand is met at critical nodes or that critical nodes and arcs are operational. In contrast

to using only unmet demand, which restricts applicability to a subset of nodes, the
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inclusion of all nodes and arcs based on operability allows the model to target critical
assets that are not strictly listed as a demand node. Therefore, the surrogate used for
minimizing disruptive effect is to maximize the operability at the critical nodes and arcs
based on the nodal weight, kX, and arc weight, u{‘jt. Weights are assigned by a

collaboration of stakeholders to reflect the value infrastructure or infrastructure services
provided.

Disruption Objective: B = Y,icr ZkeK(ZieNk uﬁy{% + Z(i’j)eﬂk ptll‘jty{‘jt). (5.2)

The third primary objective is reducing the time required to recover critical assets.
Time is integrated into nearly all the variables and parameters, which is a similar
integration of this objective, as shown in the works of Lee et al. (2007) and
Almoghathawi et al. (2019). The time index allows for capturing the importance of time
and ensuring rapid recovery of critical assets. Of note, the nodal and arc weight
parameters that signify an asset’s criticality are also indexed by time, thus allowing a user
to define when certain critical assets are most needed or relevant in the recovery process.

The two explicitly defined objectives A and B, along with the implicit time
objective, are weighted in a combined overall objective function. This combination
enables recovery personnel to tailor recovery to emphasize cost, operability, or speed.
Having described the notation and objective functions, the BIIRM can be presented. This
will be done by introducing the overall objective, the network flow and scheduling
constraints, the operational interdependency constraints, and the restoration

interdependency constraints.
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5.3.3. Network flow and scheduling

The following is the summarized version of the BIIRM based mainly on node-
based constraints for the network flow and scheduling portion. Any additional arc-based
constraints are noted where applicable but are shown in Appendix D. Restoration
interdependency constraints use the applicable asset-to-asset relationship, which is
defined in each subsection with additional relationships show in Appendix D.
Minimize p,A — ugB. (5.3)
Subject to

K kK _ ok —k _ +k K k
2 j)eak Xijit — Xj:(jieak Xjiue = bar + xgp — x50, VIENY €LY k€

K, teT. (5.4)
Yieck X S ulfeyi, V() € AX i eNK  keX, tET. (5.5)
Yok i S uliyf, Vi, ) €A jeNK ke, teT. (5.6)
Dieck xl]lt l]tyl]t' V(i j) € A kEX,tET. (5.7)
yE <Y ek S BE  VieNKkeK, teT. (5.8)
Yier Swewk Pl <1, Vie Nk € K. (5.9)
Yier Swewk Ay <1, ViE Nk k € K. (5.10)

mm[Tt pl] k Tk Kk
Bk, < Yo Ay VIEN wWeEW keEXK, tET. (5.11)
min[T,t+pl —1] mln[T t+pu 1]
2-5:1 ZLEN’k alW‘L’ + Z Z(i,j)ec/l’k auwr <1+

Z‘i=p£‘+12i€]‘f’k ﬁl]f/\/‘r + Z‘i=pg§-+12(i:]‘)6cﬂ’k :BikjW‘L" Yw € Wk, keX,teT. (512)

The combined objective function balances minimizing cost and disruptive effect
while addressing time by using a time index within the two objective functions (5.3). A
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general flow balance equation for all nodes is presented in (5.4). Two slack variables are

used to capture unmet demand of a specific commodity (xi_lg") and surplus of a specific

commodity (xf;ék)- Flow is restricted based on starting node, ending node, and arc
operability as shown in (5.5-5.7), respectively. A damaged node may become operable
once repairs are complete (5.8). A damaged node can be repaired only once, as shown in
(5.9). Only one work crew can be assigned to repair a node, limiting any compounding
positive or negative effect that could be possible with multiple crews being assigned
(5.10). A damaged node cannot be completed until it has been assigned and the normal
processing time has elapsed (5.11). A work crew can only be assigned to one restoration
activity at a given time until the work task is completed (5.12). Equations (5.8-5.11) have
corresponding arc-based equivalents not shown above, which substitute the arc indices
for the node index.

These flow and scheduling constraints provide the base recovery model similar to
other integrated network design and scheduling problems used in infrastructure recovery
(Gonzélez et al. 2016; Nurre et al. 2012; Sharkey et al. 2015). Specifically, Equations
(5.4-5.7) were adapted from Gonzélez et al. (2016) and Equations (5.10-5.12) were
inspired by Sharkey et al. (2015). However, both operational and restoration
interdependencies must be integrated to address interdependencies.

5.3.4. Integrating operational interdependencies

Operational interdependencies affect the operations of the infrastructure networks

by the propagation of failure. The controlling parameter, y;;{;,t, is a time-indexed parent-

child node pairing between infrastructure layers. A new set Nﬁ’;f‘ is used as a subset of
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parent nodes i € V¥, which have an operational interdependency relationship with a

given child node 7 € N'¥ based on some operational interdependency type . This
parameter takes on values of 1 or a fractional amount based on the number of parent
nodes in the pairing when an operational interdependency exists between the node pairs
consisting of parent node(s) i € ¥ and child node i € MK, This means if two parent
nodes are required for a child node to operate, then the interdependency parameter would

be equal to one half.

S Vi vk 2 vk, vienk kex,pewteT. (5.13)
p

yEbk, > bk 4+xf, vieNFleLFkeXK teT. (5.14)
The operability of a child node depends on the parent node's operability and the
operational interdependency relationship parameter, which is shown in (5.13) and

adapted from Gonzalez et al. (2016). For example, in a simple physical interdependent
relationship between i € N* and i € v k the operational interdependency parameter
y;;{',jt would be equal to 1, and therefore, the child node 7 € Nk depends on the

operability of the parent node i € V¥, If the parent node is a demand node, it is essential
to ensure that the demand must be met in order for the parent node to be operable, as
shown in (5.14).

5.3.5. Integrating restoration interdependencies

Restoration interdependencies include traditional precedence, effectiveness
precedence, options precedence, time-sensitive options, and geospatial repair constraints.
The first four subtypes exhibit various asset-to-asset relationships as follows: traditional

precedence utilizes arc-to-arc relationships, effective precedence utilizes node-to-arc
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relationships, options precedence utilizes arc-to-node relationships, and time-sensitive

options utilize node-to-node relationships. Each asset-to-asset type of relationship is

possible for the first four restoration interdependency subtypes with slight variations to

the subsequent constraints. Geospatial repair is handled differently and is addressed

following the presentation of the first four restoration interdependency subtypes.
5.3.5.1. Traditional precedence

Traditional precedence is when a parent recovery task at arc (i, j) € A'* must be
accomplished before a child recovery task at arc (7,) € A’k can be started, which is the

arc-to-arc or ((i, ), (i,J)) relationship in the arc-based traditional precedence (ATP) set.

to1 Zwewt Bliwe = T epi e, V(@ 1), G))) € ATP,t €T. (5.15)

Based on the definition of traditional precedence, the parent arc must be
completed ahead of the child arc before the child arc can be started, as shown in (5.15).
When the parent asset is a demand node, demand must be met to start the child
restoration task and maintain the total demand throughout the restoration activity. While
these are not shown due to the arc-to-arc relationship, similar constraints are shown in the
effective precedence relationship.

5.3.5.2Effectiveness precedence

Effective precedence is when a parent recovery task at node i € N''* must be

accomplished for a child recovery task at arc (,j) € A% to proceed at a normal
processing time; however, if the parent node is not completed, then the child recovery
task at arc (7,) € A'* can still proceed on at an extended processing time. It should be

noted that when programming these relationships, it is as if there is a traditional
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precedence relationship for the normal processing time and an extended processing time
if the traditional precedence conditions are not met.

min|T,t— k
[l

Z$=1 ZWEW" ﬂllf/vr = Z€=1 Zwewk a%(jewr + ZT=1 ] Zwewk alkwr ’
v(i,(1.j)) € NEP,t €T. (5.16)
_’k -
1-— fb+zl >3 i@, V(i (L)) € NTP|bE, <0, € LKt € T. (5.17)
ilt

The difference between traditional and effective precedence is the child node's
ability to be completed before the parent node, so long as the child task is processed at
the extended processing time (5.16). The traditional precedence restriction of meeting
demand at the parent node before starting on the child arc is still effective for the
assignment variable associated with normal processing time, as shown in (5.17).

Effective precedence relationships adjust several equations already previously
presented. The equations that are modified based on the addition of the extended
assignment variables are numbered the same as they were previously but are given an

asterisk to indicate a slight modification to allow for the extended processing time

assignment.
Ywewi(@iye +ai ) <1, VieN  keX, teT. (5.10%)
min T,t—pﬁ‘ min T,t—el-k . , .
Bk, < 21':1[ ]a{‘WT + Zle[ ]a{‘ewr, Vie Nk (1,0) €
NEP,((t.)),i) € AEP,w e WX k e KX, t € T. (5.11%)
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miH[T'HPk—l] Kk min[T,t+pk-—1] K
ZT:l L ZieN”‘ Ajyyr T Z-[:l K Z(i,j)ecﬂ’k Ajjwr +

min T,t+el-k—1 min T,t+el-k-—1
ZT=1[ Z( (Li)ENEP, )aliwr + ZT=1[ ! Z( (L(i,j)ENEP, >alkjewr <1+
(G),i)eAEP (@N.(,))eAEP

Z;plkﬂ Yienrk Bhye + Xt Y jeark Bliwe, YW EWR ke K, t €T. (5.12%)

r=p§+1

These modified constraints describe how only one work crew can be assigned to
repair a node either at a normal or extended processing time (10*). A damaged node
cannot be completed until it has been assigned and the normal or extended processing
time has elapsed (5.11*). For example, a damaged node i € N''* (e.g., Fire Station) with
a normal processing time of two time periods and an extended processing time of three
time periods at time period 4 could be repaired (i.e., BX,, = 1) so long as the repair was
assigned in time periods 1 or 2 at a normal processing time or in time period 1 at an
extended processing time. A work crew can only be assigned to one restoration activity at
a given time until it is completed, regardless of whether the work crew is working at a
normal processing time or at an extended processing time (5.12*). Therefore, returning to
the Fire Station example, there were three options to assign a work crew in order to make
sure the Fire Station was operable by time period 4, but only one of the three options can
be picked based on (5.12). Additionally, since the Fire Station was in an effectiveness
precedence relationship there is one other task that has to be complete prior to normal
processing time, therefore the options are trimmed down to at most two options — normal
processing assignment at time period 2 (based on mandatory task for normal processing
time equal to one time period) or extended processing time assignment at time period 1.

Equations (5.10*) and (5.11*) have corresponding arc-based equivalents.
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5.3.5.3. Options precedence

Options precedence is when at least one parent arc must be completed before a
child recovery task can begin. This precedence relationship is achieved by summing over
the parent-child pairs similar to the traditional precedence, as shown in (5.18). Similar to
traditional precedence, node-based relationships must ensure demand is met at parent

nodes and remains throughout the child recovery task’s duration.

Yr=1 wewk X((i,)1)eaop Bliwe = X, ek ak,., v((i,)),7) € AOP,t € T. (5.18)

Mathematically traditional precedence completion (5.15) can be thought of as a
special case of options precedence (5.18). However, in describing restoration activities
they are used differently. Traditional precedence relationships are often used in a chain of
events (e.g., Task A before B, Task B before C, and so on). Options precedence are
almost exclusively used as a single event where there are two or more tasks that could
satisfy the precedence relationship. Therefore, both restoration interdependencies are
used separately.

5.3.5.4. Time-sensitive options

Time-sensitive options are those in which a parent node i € '* must be operable
or child recovery task at node 7 € N'E must be accomplished by a certain deadline, Hi"ik.
gkk 7 % ,
Vi XY kP =1, t =05 ., T, V(i,1) € NTS. (5.19)

Yoewkal,, =0, t=1,..,06k —pk — 1, ¥(i,7) € NTS. (5.20)
The child recovery task must be completed by the deadline or the parent node

must be operable (5.19). By definition, the child recovery task cannot be assigned until
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the normal processing time before the deadline so that one task is completed by the
deadline (5.20).

5.3.5.5. Geospatial repair

Nodes and arcs are also geospatially located within at least one space s € §. Each
space is mutually exclusive and comprehensive. This restoration interdependency subtype
allows for cost savings during recovery operations by selecting tasks within a
geographical region, where recurring costs for mobilization and site preparation can be
avoided. This selection process assumes the crews work in a collaborative environment
and are managed by a central authority (Lee et al. 2007).

Ywewk gls(@ie + af ) Sz, ViENM,s€S,kEK,tET. (5.21)

When a recovery task at node i € "' is assigned at either a normal or extended
processing time, then a variable indicating work in that region is used to indicate some
site preparation costs will be necessary (5.21). Equation (5.21) has a corresponding arc
equivalent similar to others used in this model. This concludes the abbreviated
formulation of the BIIRM.
5.4. Computational Results

This section discusses the infrastructure data used, the unique damage scenario
used to showcase operational and restoration interdependencies, and the subsequent
analysis of the optimal recovery strategies over a series of scenarios.

5.4.1. Modified CLARC data and damage scenario

A realistic dataset was used based on a modified version of the CLARC County
dataset including the social infrastructure systems (Little et al. 2020; Sharkey et al. 2018).

The CLARC dataset represents a county or regional-scale database; however, a municipal
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size dataset was desired to parallel the size of a military installation. Therefore, a 10%
sampling size was taken based on asset type within the CLARC database while ensuring
that at least one of each asset type was represented to preserve the diversity of operations
by assets. This resulted in a network approximately the same size and scope as a military
installation. This dataset will be referenced as the BIIRM dataset.

The data was then reconfigured into a multiplex construct, a one-to-one mapping
of a given node as it is reflected in any layer in which that node functions as a supply,
transshipment, or demand node (Bianconi 2018). Each arc is assumed to operate and exist
only within a given layer. Reflecting nodes based on demand across multiple layers
increased the overall node count (if counting reflected nodes separately) well beyond the
original 10% sampling. While the reflection of nodes, increases the number of nodes used
for a given instance the multiplex structure is revealing of whether or not operational
interdependencies exist. The original CLARC database notes 2,631 instances where one
infrastructure depends on another (Sharkey et al. 2018). The construction of the database
into a multiplex structure maintained all uni-directional dependencies, but highlighted the
703 interdependencies within that number based on nodes having different functions (i.e.,
demand, transshipment, supply) within different reflected infrastructure layers. This
insight was critical in setting up the interdependency constraints correctly.

Additional significant changes to the dataset included integrating cost information
from DoD cost tables (DoD 2020), additional communications infrastructure information
to support cyber interdependencies, and addition of another transportation and emergency

response commodity of people, which are considered the workforce for the various assets
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within the networks. Table 5.2 summarizes the nodes, arcs, and additions made to the

dataset.
Table 5.2. The BIIRM dataset with reflected and new nodes and
arcs due to increased communication infrastructure data
Reflected
10% Sampling and New
Infrastructure Nodes Arcs  Nodes Arcs
Information Communication Technology 3 39 100 152
(ICT)
Electrical Power (PWR) 9 116 110 4
Transportation and Emergency Response 83 366 158 24
(TER)
Wastewater (WWT) 39 94 62 0
Water (WTR) 19 89 56 0
Subtotals 153 704 486 180
Total Nodes 639 Total Arcs 884

A critical part of the current research is incorporating various types of operational
interdependencies simultaneously. The original dataset included only physical and
geographic interdependencies; however, with the addition of communication
infrastructure and the commaodity of people, cyber and logical interdependency types
were established. The cyber interdependencies represent infrastructure systems that
depend on communication to provide the service from that infrastructure layer (e.g.,
emergency responders) or systems controlled by Supervisory Control and Data
Acquisition (SCADA) systems. The logical interdependencies are based on certain assets
or facilities that require workers to be present to provide the infrastructure service from
those infrastructure assets (e.g., power plant, water treatment plant). Table 5.3

summarizes the number of operational interdependency subtype relationships across the
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associated infrastructure layers. Geographical interdependency relationships were
employed during the damage event due to a simulated flood event to specific portions of
the network.

Table 5.3. Multiple operational interdependency subtype relationships

across all infrastructure systems are incorporated into the BIIRM dataset

Interdependency Parent Child
Subtype Relationships Infrastructures Infrastructures
Physical 59 PWR, WTR, WWT All
Cyber 51 ICT PWR, TER, WTR, WWT
Logical 13 TER PWR, TER, WTR, WWT
Geospatial 41 All All

The damage scenario represents a major flood event, which significantly
inundates the lower-lying areas of the network. This causes damage to all different types
of networks. The assets damaged include some that have operational and restoration
interdependencies and some that do not. Table 5.4 summarizes the damage simulated to
nodes and arcs across the five infrastructure layers within the BIIRM dataset.

Table 5.4. Nodes and arcs across all infrastructure

systems are damaged in a simulated flood event

Infrastructure Nodes  Arcs
ICT 9 2
PWR 12 6
TER 5 18
WTR 2 5
WWT 9 5

Based on the damage scenario, several of the recovery tasks exhibit restoration

interdependencies or precedence recovery. These recovery tasks range from downed
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power lines due to trees that have fallen to pumping flooded streets and refueling
generators if necessary. Table 5.5 summarizes the various restoration interdependencies,
the coupling method employed in the BIIRM formulation, and a description of the
scenarios.

Table 5.5. All infrastructure systems are involved across all five of the restoration

interdependency subtypes over 36 restoration activities (approx. 50% of damaged assets)

Parent, Child Coupling Method
Type Infrastructures Scenario Description Number
Traditional Precedence  PWR, TER arc-to-arc Power line 4
inspection/de-energize
TER, PWR Tree removal along 4
power lines
Effectiveness PWR, TER node-to-arc Pumping flooded 6
Precedence streets
Options Precedence TER, WTR arc-to-node Access to worksite 6
Time-sensitive Options  PWR, ICT node-to-node Refueling generators 2
PWR, WWT Cleanup due to loss of 6
power
Geospatial Repair All N/A N/A 8

5.4.2. Recovery operations landscape

The damage scenario was first analyzed using all nine of the interdependent
relationships across varying weights among the two explicit objective functions to
provide an overview of the solution landscape. These solutions resulted in a Pareto
optimal front which highlighted the intuitive low expenditure yield of minimal
operability improvement. The Pareto front also showed the diminishing returns on
increased spending over a particular weighted operability. The Pareto front could be used
to determine a “sweet spot” for temporary or expedient recovery operations. For example,

the initial weighted operability value following disruption was 35,538 and after $2.6M
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the weighted operability value increased to 45,563 which correlates to a 10,025-value
increase. However, over the next $7M the highest increase is only 1,534 which explains
diminishing returns. This correlates to infrastructure assets and services that have high
cost, but minimal impact to the weighted operability. This understanding can help focus
resources to achieve the greatest amount of recovery using temporary and expendable
assets. Additionally, some non-essential functions might be able to wait until follow-on
efforts are made.

Figure 1 illustrates the balance between cost and operability. The model's input
parameters remained constant throughout the evaluated time periods for this scenario
(e.g., costs, node-, and arc-priority weights did not fluctuate over time). Although the
operability objective and the combined objective values did not increase and decrease
monotonically, respectively, when compared to the cost, the overall objective did
decrease consistently at every time period, thus illustrating the tradeoff between cost and

operability within the overall convex combination.
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Fig. 1. The convex combination shown as operability vs. cost and the combined objective
vs. cost with some p, values annotated highlight diminishing returns above a certain
operability threshold

5.4.3. Impact of interdependencies

The ability to analyze a recovery scenario with and without interdependencies
shows the necessity of acknowledging both operational and restoration interdependencies
to create the most accurate site picture. Most current modeling efforts incorporate
physical and geospatial operational interdependencies subtypes, if any are included.
Therefore, this was used as a base and compared against a simulation that added all the

operational interdependency subtypes. These results are tabulated in Table 5.6.
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Table 5.6. Exclusion of cyber and logical interdependency subtypes can overestimate

operability projections

Operational Starting Ending
Interdependency Operability Percent Operability Percent
Subtype (%) Deviation (%) Deviation
Physical & 66.1 N/A 92.0 N/A
Geospatial

Physical, Geospatial, 65.9 -0.3 89.9 -2.3

Cyber, & Logical

The exclusion of cyber and logical operational interdependency subtypes in this
damage scenario meant overestimating the operability shortly after disruption by 0.3%.
Whereas by the end of 12 8-hr time periods, the operability was overestimated by 2.3%.
While these are the figures for this instance, other scenarios may show greater or lesser
disparities depending on the operational interdependency relationships. The ability to
include various, multiple, and sometimes compounding interdependent relationships
allows for a more accurate estimate of timelines and achievable operability.

A series of simulations were conducted to understand the effect of restoration
interdependencies on cost and operability. The simulation that included traditional
precedence (TP), effective precedence (EP), options precedence (OP), and time-sensitive
options (TS) was assumed to be the closest reflection to reality from the simulations.
Multiple simulations were done by removing one or more restoration interdependency
subtypes. In terms of cost, the simulation of TP, EP, and OP was the most closely
matched simulation of all the others, effectively showing that in this instance, TS did not
play a significant role when combined with the other restoration interdependency types.

All simulations except TP & EP overestimated the cost initially, which can be understood
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as assigning and repairing more work initially that might not be possible due to
precedence requirements. This means the model suggested fixing more than can be fixed
due to neglecting certain interdependencies. At time period 4, all the simulations except
for the one with no restoration interdependencies started to underestimate the cost for the
remainder of the recovery efforts, which can be interpreted as giving a low estimate of
the actual cost. Only the simulation of no restoration interdependencies consistently
overestimated the cost when considered against the assumed picture of reality. Figure 5.2
illustrates the overestimation and underestimation against the simulation with all the

restoration interdependency subtypes in terms of cost.
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Fig. 5.2. Cost differences based on the restoration interdependencies involved where TP,
EP, OP, and TS along with TP, EP, and OP represent the assumed closest to reality
The damage resulted in all the recovery simulations starting with 65.9% of the

network operable. The networks were then restored, with every simulation experiencing a
significant increase in operability around time period 5 due to a restoration of a critical

node. The closest approximation to reality on percent operable is assumed to be the
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simulation, including all the restoration interdependency types. In terms of operability, all
of the simulations followed the same general trend. The TP & EP simulation improved
rapidly along with all others except the TP, EP, OP, & TS simulation and then had no
improvement to operability over the later time periods 5 to 12. The TP, EP, OP, & TS
simulation lagged behind every other simulation for time periods 1 to 4, but then
achieved a greater percent operable than TP-only and TP & EP simulations. The
performance of the TP, EP, OP, & TS simulation over the other two seems to indicate
that options precedence appreciably affects the system’s operability or recovery time in
this scenario by creating desirable recovery strategies leading to higher operability.
However, the inclusion of time-sensitive options restricted the TP, EP, OP, & TS
simulation so it wasn’t able to achieve as high operability. In the instance of the
simulation with TP, EP, and OP interdependency subtypes and no restoration
interdependencies, the percent operable remained consistently over the assumed reality
(i.e., TP, EP, OP, & TS simulation). Figure 5.3 illustrates the percent operability
throughout recovery operations for the various simulations, with enlarged windows for
time periods 1 to 4 and 5 to 12. The TP-only and no restoration interdependencies
simulations both experienced a decrease in the operability, which is a manifestation
overall objective function balancing cost and disruptive effect as well as Equation (14)’s
limitation of operability being based on demand being met. Therefore, in both of these
simulations the model restricted flow for one or two time periods causing some assets to

be classified as non-operable.
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Fig. 5.3. Percent operability of various simulations based on restoration

interdependencies included where the simulation with TP, EP, OP, and TS represents the

assumed reality; (a) overview of time periods 1 to 12; (b) enlarged analysis of time

periods 5 to 12; (c) enlarged analysis of time periods 1 to 4

In summary, the inclusion and exclusion of restoration interdependency subtypes

made the estimations of overall network operability either high or low. In terms of

operability, effectiveness precedence and options precedence provide alternate recovery

strategies while constraining the solution space resulting in net positive increases. The

addition of recovery pathways increases the solution space, while traditional precedence

and time-sensitive options restrict possibilities and shrink the solution space.

5.5. Conclusions

Interdependent infrastructure recovery modeling is critical in the complex

infrastructure systems used today. The current research seeks to add elements to

simultaneously incorporate four different operational interdependency subtypes and five
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different restoration interdependency subtypes, which has not been done previously. This
effort also adds a military installation-sized dataset, complete with cost data, to the pool
of available datasets for interdependent infrastructure restoration modeling and
simulation.

The analysis showed that both over and underestimating cost and operability are
possible when excluding certain interdependency types. The inclusion of all
interdependency types ensures the closest approximation to reality. While the simulated
damage event didn’t show drastic difference in magnitude for overall deviation based on
the inclusion or exclusion of interdependency subtypes, the damage was only 5% of the
network, and a larger damage event or an event with a higher rate of interdependencies
would likely make the magnitude of inaccurate recovery prediction significantly larger.

The primary concern with future efforts includes providing a way to
address non-binary operability among nodes and arcs. The use of binary operability is
common in infrastructure recovery modeling; however, binary operability is not always a
good representation of reality. The restriction to binary operability is a shortcoming of the
current model and other models similar in construction. Additionally, even though most
of the parameters are indexed on time, they are bound by linear relationships within a
given time period, thus they can only approximate complex, non-linear relationships such
as multi-input cost structures. Expansion of work done by others to integrate resource
competition is similarly warranted, since resource limitations are likely to cause problems
with recovery as damage events grow in size. Finally, the interdependencies examined
were illustrated only between infrastructure pairs, and an expansion of this to include

greater complexity in the number of infrastructure layers could be explored.
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V1. The Flexible Team Base Interdependent
Infrastructure Recovery Model (tmBIIRM)?
6.1. Introduction

Civil infrastructure systems are complex (Lewe et al. 2014), interdependent
(Rinaldi et al. 2001), and critical to national security (Department of Homeland Security
2013). The critical nature of infrastructure systems to national security is recognized by
nations around the world (Hall et al. 2016). In the United States, the link between security
and critical civil infrastructure had a prominent place embedded in the first pillar of the
2017 National Security Strategy. In part, this strategy stated, “We must build a culture of
preparedness and resilience among our government functions, critical infrastructure, and
economic and political systems” (United States 2017). This strategy detailed additional
priorities to ensure resilient infrastructure.

Resilient infrastructure is a necessity in today’s interconnected world. A recent
example is the Colonial Pipeline cyberattack, which resulted in gas distribution
shutdown, subsequent gas price increases, fuel shortages in certain areas in eastern
portions of the United States, and a $4M ransom to the attacker (Turton and Mehrotra
2021). Due to a cyberattack in the control system, multiple other systems were impacted
including oil and gas distribution systems, transportation infrastructure, commercial
infrastructure, and social infrastructures. A disruption in one system caused some level of

disruptions across multiple other systems, signifying the interdependent nature of

! The contents of this chapter are anticipated to be submitted for publication by Moore, Schuldt, Grandhi,
and Jacques to the Military Operations Research Journal late 2021. The article is tentatively titled “Flexible
Recovery Team Management on Simulated Interdependent Civil Infrastructure Systems.”
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infrastructure systems. These systems did not respond as well as desired and therefore the
infrastructure system-of-systems lacked desirable resilient characteristics.

Resilient infrastructures are sometimes defined as 1) those infrastructure systems
capable of coping and bouncing back from unanticipated disruptions and 2) those
infrastructure systems which are able to maintain structure during external stresses
(Attoh-Okine 2016). In terms of defense-focused definitions, military installation
resilience is defined as the ability “to avoid, prepare for, minimize the effect of, adapt to,
and recover from” intentional or unintentional and anticipated or unanticipated effects of
disruptions in order to “maintain, improve, or rapidly reestablish ...mission-essential
functions” (Legal Information Institute 2021). These definitions essentially capture both
the vulnerability and recoverability sides of resilience in critical infrastructure and are
essential to the present research (Almoghathawi et al. 2017).

This research seeks to address the resilience of critical infrastructure systems in a
socio-technical framework examining interdependent infrastructure recovery (IIR) of a
simulated disrupted military installation. Many IR models assume certain characteristics
about recovery personnel and recovery teams. These assumptions can be vulnerabilities if
not properly addressed. This work seeks to analyze the effect of the education, training,
and skill of recovery personnel in the context of I1IR efforts. A novel mixed-integer non-
linear programming (MINLP) model is presented as a way to evaluate the contribution
recovery personnel make to the resilience of military installations. The MINLP requires
network, personnel, and damage data inputs in order to establish optimal recovery team

composition, work schedules, and least-cost recovery strategies (i.e., identification and
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order of assets to recover). A series of discrete disruptive events are simulated to show
the importance of recovery personnel in recovery operations.

The remainder of this article establishes relevant IR literature with an emphasis
on how recovery personnel or recovery teams are modeled. Then the MINLP is presented
followed by a description of the damage scenarios. Results of the model are discussed
and conclusions are drawn regarding the importance of considering personnel
contributions to the recoverability or resilience of interdependent infrastructure systems.
6.2. Literature Review

This research focused on network flow-based IIR modeling and examines the
assumptions surrounding modeling recovery personnel’s impact on system recovery. The
assumptions can be divided into four broad categories. These categories are team
composition, team management, resource management, and work conditions. These
assumptions were often made to reduce modeling complexity or were a subjective
assessment of the circumstances being modeled.

Team composition comprises the aspects of how the work crews are formed or
defined. IIR team composition modeling includes no team or ambiguous team structure,
parallel team structure, and parallel teams matched to given infrastructure systems.
Certian authors suggested that workers were necessary, but did not suggest any sort of
team composition structure (Gonzalez et al. 2016; Lee et al. 2007). The lack of
consideration for team composition suggests that how repair crews were pre-defined or
that team organization was not relevant to that modeling effort.

Nurre et al. (2012), building from general Scheduling Theory, defined the work

crews as parallel teams similar to parallel machines in processing applications. The
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authors used two to three teams in total to evaluate the various network disruptions with
the associated datasets. Cavdaroglu et al. (2013), building off the work of Lee et al.
(2007) in terms of model formulation and notation, identified three parallel work crews
for the simulations they were conducting, whereas Lee et al. did not identify any specific
crews. These assumptions implicitly make teams of equal size and equally capable to
repair damaged assets.

Sharkey et al. (2015) added an element of skill matching to team composition,
ensuring work crews were associated with a given infrastructure system. An example of
this skill matching is ensuring electricians work on downed power lines and water utility
personnel work on a broken water main. This practice has been used by others as a way
to ensure that team composition and skill matching is considered at least in a rudimentary
fashion (Almoghathawi et al. 2019). This rudimentary skill matching makes the
assumption that work in one infrastructure will not require work skills from another
infrastructure system.

None of these team composition strategies (i.e., no stated structure/ambiguous
team structure, non-specific parallel teams, and infrastructure-specific teams) are
sufficient to deliver tailored recovery operations and address specific military
requirements. Current military practice aligns with current research in disaster recovery,
requiring multi-disciplinary teams for assessment and repair (Cavallo and Ireland 2014;
Lahiri et al. 2021). Additionally, the U.S. Air Force desires to improve training and
education to cultivate multi-skilled personnel (Roberson and Stafford 2017).

Improvements can be made to team composition in order to incorporate personnel
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knowledge, skill, and abilities and by allowing flexible teaming structures in varying
sizes to meet the recovery operations’ specific needs.

Team management comprises the assumptions about how repair crews can be
utilized to recover disrupted systems. Every set of authors reviewed in this research who
addressed this concept incorporated the concept of a single team assignment within a
non-preemptive environment (Almoghathawi et al. 2019; Cavdaroglu et al. 2013; Nurre
et al. 2012; Sharkey et al. 2015). This largely meant only one work crew could work on a
recovery task at a time and that once a task was started the work crew would remain on
that task until it was complete. The requirement to remain on a task implies all damage is
known at the time of decision and nothing more important will come up. The requirement
for only one work crew per task precludes massing or teaming up on priority tasks.

An example of the single assignment within a non-preemptive environment
restriction is when Work Crew A finishes Priority 1 Task they cannot go and assist the
recovery of Priority 2 Task which is being worked by Work Crew B. If Work Crew A
were allowed to assist Work Crew B, then Priority 2 Task could be accomplished sooner.
Rather Work Crew A must be reassigned to a lower priority task due to this restriction.
While these scenarios might have potential application, experience and common sense
dictate that flexibility in team management and the ability to put more personnel on a
given task when determined effective should be possible.

Resource management addresses the assumption that each team has sufficient
resources to accomplish all repair tasks. One of the few authors to address this made a
general constraint suggesting that in order to repair a given asset some resources were

required (Gonzalez et al. 2016). This generalization allowed the same constraint to
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encompass a high-value, low-quantity material used in recovery, a piece of equipment, or
even a work crew. It was a unique formulation but at least some mention of resource
management was incorporated.

One resource not appraised at all in the IR models reviewed is experience,
though it is consistently ranked as one of the most important elements in construction
labor productivity (Ahmed et al. 2020; Alwasel et al. 2017; Johari and Jha 2020; Khanh
et al. 2021; Liberda et al. 2003; Pathirage et al. 2005; Rojas and Aramvareekul 2003). For
example, masonry workers’ experience level resulted in a range of 0.67 to 1.8 blocks per
minute, which is nearly a three-fold increase in productivity based on experience
(Alwasel et al. 2017). Another study on masonry productivity rates based on experience
level showed a range of 0.6 to 2.2 as a multiplier based on a number of circumstances
(Khanh et al. 2021). This somewhat intangible resource is underexplored as a factor in
IR modeling.

Work conditions addresses the assumptions regarding the circumstances,
effectiveness, or success of the work. Assumptions surrounding work conditions tend to
stem from the previous assumptions highlighted and include no effect of productivity rate
due to workers’ knowledge, skills, and abilities and the unstated assumption that all
repairs will be on-time and effective. Sharkey et al. (2015) addressed the first issue in a
very specific way by identifying a restoration interdependency called effectiveness
precedence. This relationship meant that unless a given task was accomplished the other
task would require additional time. An example is trying to clear standing water from a

flooded street. If power is restored to a nearby lift station, then the work will proceed at a
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normal speed. If power is not restored to the lift station, then pump trucks will continue to
be used and the time to clear the flooded street will be prolonged.

The only author to address on-time and successful repairs from the reviewed
literature was Gonzalez (2017) in his dissertation work on modeling interdependent
infrastructure networks. He employed stochastic optimization and conditional probability
in order to address uncertainty in repair success. While this specific challenge to work
conditions did not directly relate to work crews it was insightful as a way to incorporate
varying work conditions.

In summary, assumptions associated with team composition, team management,
resource management, and work conditions have the potential to impact the
recoverability of infrastructure systems. The recoverability of infrastructure systems then
impacts the resilience of systems. Specifically, relaxing the prevailing assumptions of
rigid parallel teams, the non-preemptive environment, not considering knowledge, skill,
and abilities of recovery personnel, and not allowing multiple crews to work on recovery
tasks will result in more realistic models for recovery operations within the military.

The remainder of this article presents a novel MINLP to address these
characteristics of recovery operations. The presentation of the model is followed by a
description of the damage scenario, followed by the results and discussion of the analysis.
6.3. Methodology

The purpose of this section is to present the MINLP that first seeks to balance
multi-commaodity flow within a disrupted network while simultaneously scheduling
repairs. Second the model then integrates both operational and restoration

interdependencies identified and presented in Moore et al. (2021). The output of the
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model is 1) a least-cost recovery strategy, 2) work crew assignments for each time period,
and 3) recovery progress on all damaged assets for each time period.

The unique MINLP presented in this work is denoted as the flexible team base
interdependent infrastructure recovery model (tmBIIRM). Most of the previous models
reviewed were mixed-integer linear programs (MIP) and solved to optimality by using
solvers (i.e., CPLEX), which employs linear relaxation of the integer problem and dual
feasibility to prove optimality (IBM Corp. 2017). Some authors chose to employ
heuristics to improve computational time to include iterations in lieu of time indices
(Gonzalez et al. 2016) and dispatching rules (Nurre et al. 2012). The non-linear nature of
the present work, precludes the use of the CPLEX solver but leverages a non-linear
solver BARON, which employs a branch and reduce algorithm to navigate the integer
program.

6.3.1. Combined network flow and scheduling repairs

Consistent with other models, the base model seeks to balance network flow and
scheduling repairs within the disrupted network (Nurre et al. 2012; Sharkey et al. 2015).
The infrastructure systems are modeled using a multilayered network consisting of nodes
and arcs which represent the built assets within the infrastructure layers. Multicommodity
flow is used to represent the infrastructure services that are necessary to support military
operations to be conducted within the network. An example of an infrastructure service
that is required to perform a military operation is fire and emergency services which are
necessary for crash rescue of aircraft experiencing an in-flight emergency. The ability to
meet the demand of the fire and emergency services at the node representing the airfield

implies the infrastructure is capable of supporting the military operations in this instance.
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If the delivery of fire and emergency services is prohibited as commodity flow based on
damaged intermittent nodes or arcs, then that infrastructure must be repaired before that
infrastructure service is available for the designated military operation.

Scheduling repairs is multifaceted. A brief description of scheduling repairs might
entail: identify infrastructure damage, assign repair crews, and repair the damage. This
simple description of scheduling repairs bypasses the formation and management of the
actual repair crew or assumes it is pre-defined and appropriate for the damage. The
current research includes team composition and skill-matching as part of the scheduling
process and therefore the brief description of scheduling repairs becomes: identify
infrastructure damage, assign and match personnel to repair crews, assign and match
repair crews to damaged infrastructure, and repair the damage. This intentionally adds in
the element of work crew composition and skill-matching for the completion of the
recovery tasks. These steps are often assumed away, but are part of the necessary process
to successfully repair damaged infrastructure systems.

Table 6.1 identifies sets, parameters, and variables associated with the network
flow and the infrastructure system’s operability. It is assumed that commodities flowing
within a given network share the overall arc capacity within that given network. An
example is recovery crews, essential personnel, fire trucks, police, and ambulance all

share the same capacity limitations of the damaged transportation infrastructure layer.
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Table 6.1. Sets, parameters, and variables associated with network flow and network

operations

Notation Description

A Set of arcs, indexed as (i, j).

Ak Subset of arcs within a given infrastructure layer k € X.

A’ Set of damaged arcs.

A’k Subset of damaged arcs within a given layer k € K.

L Set of commodities.

Lk Subset of commaodities able to flow within a given layer k € K.

N Set of nodes, indexed as i.

Nk Subset of nodes within a given infrastructure layer k € F. A further subset can be
designated using a subscript to denote demand (D), supply (S), and transshipment (T)
nodes.

N Set of all damaged nodes.

NE Subset of damaged nodes within a given layer k € ¥.

bk, Supply or demand of commodity I € £* at node i € V¥ at time period t € T.

e Cost of flowing commodity [ € £¥ through arc (i, j) € A" at time period t € 7.

uk Capacity parameter of arc (i, j) € A* shared by all commodities flowing along that arc
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Xit

k k
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attime period t € 7.

Weighting parameter for arc (i, j) € A'* or node i € V''* indicating the assigned value
for that asset to be operable at time period t € T'.

Weighting parameter for cost objective and operability objective.

Variable representing flow of commodity I € £¥ along arc (i, j) € A* at time period ¢t €
T.

Slack variable representing unmet demand of commodity [ € £¥ at node i € N* at time
periodt € T.

Slack variable representing surplus of commodity I € £* at node i € N* at time period
teqT.

Binary variable indicating if arc (i, j) € A* or node i € NV'* is operable at time period
teqT.

Table 6.2 identifies sets, parameters, and variables associated with the scheduling

and repair of infrastructure systems. It is assumed that damaged nodes and arcs are

initially inoperable and that damaged assets only become operable after they are fully

repaired. In reality, some partial operability might be possible if the damage is minor

enough; however, this operability assumption is consistent with other modeling efforts

(Almoghathawi et al. 2019; Gonzélez et al. 2016; Lee et al. 2007; Sharkey et al. 2015).

The repairs are assumed to be temporary fixes in order to restore infrastructure services.
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Temporary repairs are those repairs which restore the infrastructure services, but

sometimes do not completely achieve pre-disruption capabilities or performance. For

example, a blown transformer can be bypassed in order to restore power back to a critical

facility, and then the transformer can be repaired at a later time.

Table 6.2. Sets, parameters, and variables associated with scheduling workers and

repairing infrastructure systems

Notation Description

F Set of knowledge, skills, and abilities that are required for restoration tasks, indexed as
f={,.. F}

S Set of locations.

w Set of all work crews, indexed as w = {1, ..., W}, where W < P /2 since all work crews
must have at least two people in them

I Set of workers or personnel that can be assigned to a work crew, indexed as = =
{1,..,P}L

At Hourly cost rate parameter of assigning personnel € IT during time period t € 7.

Enf Parameter indicating the experience level of personnel = € I1 based on the skill set f €
F.

st Cost parameter of geospatial site preparation of space s € § started at time period t € 7.

k k
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Of, or Ofjf,

Parameter indicating normal processing time in manhours for repair of node i € V' or
arc (i,j) € A'* requiring skill set f € F.

Cost parameter of repair for recovery task at arc (i, j) € A’* or node i € V¥ at time
periodt € T.

Number of skill sets associated with the restoration activity at node i € '* or arc
(i,)) € A

Parameter designating the number of hours in a time period (e.g., 8-hour work shifts, 12-
hour half-day shifts, etc.)

Binary variable indicating if arc (i,j) € A* ornode i € M* isinspace s € S.

Binary variable indicating if a recovery task in space s € § is assigned during time
periodt € T.

Binary variable that is equal to 1 if personnel = € I is assigned to work crew w € W in
time period t € 7.

Variable indicating the number of manhours work crew w € W is assigned to a recovery
task at arc (i, ) € A'* or node i € N'* during time period t € T.

Binary variable equal to 1 if recovery task at arc (i, j) € A'* has been completed by the
end of time period t € T and 0 otherwise

Variable amount of work completed on restoration activity requiring skill set f € F by
the end of time period t € T.

Variable indicating what percentage of time personnel = € II is engaged in repair work
utilizing skill set f € F within time period t € T.

Variable amount representing the effective time at a restoration activity requiring skill
set f € F by the end of time period t € T.
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The MINLP has two primary objectives associated with cost and operability. The
cost objective seeks to minimize multiple costs associated with different aspects of
recovery operations. There are four different costs to include site preparation, worker
assignment, repair, and flow costs. These are summed in the cost objective shown in
(6.2).

Cost Objective: A = ZteT(ZseS GstZst + Xwew Zmen AtV pye +
ZREK(Z(i,j)EJl”‘ qlkjtﬁikjt + Lienk q{;ﬁi’; + Xieck Z(i,j)ecﬂk Cikjltxlkjlt))' (6.1)

The first term in (6.1) represents the site preparation costs. Site preparation costs
represent the costs associated with mobilization, detour planning and routing if necessary,
and excavation to reach buried utilities. There is one cost per area and is an average case
cost based on the type of terrain (i.e., urban, suburban, trees, open). The second term is
the assignment cost and is calculated based on the hourly labor rate for a given personnel
multiplied by the man-hours in the time period multiplied by a variable indicating
assignment to a work crew. The third and fourth terms are the repair costs based on
completed work on damaged arcs and nodes, respectively. The fifth cost is the cost to
flow commaodities through the network. Each of these terms are indexed by time so as to
handle fluctuating costs which are often experienced during recovery operations as scarce
commaodities drive costs (Sharkey et al. 2016).

The operability objective seeks to maximize the operability of nodes and arcs.
Operability is used instead of unmet demand in order to give critical linear assets, which
are represented by arcs, a chance to have equal weight as any given node. This choice

emphasizes critical linear assets to achieve military objectives to include airfield
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pavements, communication lines, and critical power lines. The operability objective is
shown in (6.2).

Disruption Objective: B = Yer Yrea(Dienk Hiyvi + i, j)eAk :ulkjtylkjt)' (6.2)

The first term is the weighted nodal operability and the second term is arc-based
operability. The priority weighting terms are also indexed by time, which allows
stakeholders to assign time-dependent values which can be an important element in
examining infrastructure resilience (Poulin and Kane 2021).

These two objectives are combined in a weighted summation using the negative
of the operability function to result in an overall minimization problem. This is shown in
(6.3), following which, several network flow and scheduling constraints are presented
and then explained. A suffix “arc” is attached to some of the equation numbers in this
section to denote an arc-based version of the same constraint.

Minimize  u,A — ugB. (6.3)

Subject to the following constraints

k k _ 1k -k +,k P k k
Zj:(i,j)eﬂk Xijie — Zj:(j,i)eﬂk Xjiie = bilt + X — Xt Vie N~ le Lk e

K, teT. (6.4)
Yieckxty <uliyl, v ) e A ieN ke, teT. (6.5)
Yieck X S ulfeyfi, V0, ) €AX jeNK  keK teT. (6.6)
Yook xty Suboyl, v D eA kex teT. (6.7)
yk <yt _ Bk, vieN*keK,teT. (6.8)
Vi S TEo Bl V) EARKkEK tET. (6.8.arc)
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Bl-ktszfe;?‘ﬂ,ViEN’k,kEK,tET. (6.9)
B < Z"%glfm, v(i,j) EA* keK,teT. (6.9.arc)
Alft—p‘;f ViENKkeX,fEF,teT. (6.10)
Afjpe = p”]ft V(i,j)) EA* keXK, fEF,teT. (6.10.arc)

lft ZWEW ZTL’EH nn:ftEn'on:Wtalwt' Vie N’k k € X, f EF,teT. (6-11)

l]ft ZWEWZnel‘[nnftEannwtauwtl V(L ]) € C’q,k k € X, f EF,teT.

(6.11.arc)

Yrerlnre <1, VI €It €T. (6.12)
YwewZawe =1, VR EILt €T. (6.13)
YrenZawe = 2, VWE W, t €T. (6.14)
Yien e e + X jyearc Aiwe <0, YW EW, t €T, (6.15)
x5 20, V(i,j) e ANl €LV ke XK, tET. (6.16)
x>0, VienNKleLkeX teT. (6.17)
x>0, vienkleLfkeK,teT. (6.18)
yi€{01}, VieNk keXK, teT. (6.19)
v €101}, V(i,j)) e A ke K, teT. (6.19.arc)
Zowt €{0,1}, VEETLLWwE W, t €T. (6.20)
0<afk,<Q vieN* weWkeX,teT. (6.21)
0<afiy: <0, V(i) EA*X,weWkeXK,teT. (6.21.arc)
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Bk ef01}, vie Nk  keXK,teT. (6.22)

Bi €101}, v(i,j)) e AM kEeXK, tET. (6.22.arc)
0<Af; <1, ViEN KkeXK teT. (6.23)
0<Aff <1, Vi, )EAMkeXK tET. (6.23.arc)
0<Nue<1l VmEINfEFLET. (6.24)
0< 0 <pfs, ViEN*keX,fEF,tET. (6.25)
0< 0 <plis Vi) EA*KkEK,fEF LET. (6.25.arc)

The general flow balance equation is shown in (6.4), where outflow minus inflow
is equal to supply or demand plus any unmet demand and minus any surplus. The term
bk, is used for both supply and demand, such that when b%, < 0 the node is a demand
node, when b¥, = 0 the node is a transshipment node, and when b%, > 0 the node is a
supply node. Only demand nodes can have a non-zero positive slack variable indicating

unmet demand, xi"l't". Only supply nodes can have a non-zero positive slack variable

indicating surplus supply, x;;k. The addition of slack variables is essential in a network
flow scenario where the nodes and arcs can be damaged and unable to be used in order to
flow commodities. Flow is restricted in (6.5) to (6.7) based on the arc capacity and
operability of the starting node, ending node, and arc, respectively. These general flow
equations follow the initial flow modeling of Gonzélez et al. (2016).

The next constraints describe the restoration activities and the requirements to
restore a damaged asset. A damaged node and arc must be completely repaired in order
for it to become operable as seen in (6.8) and (6.8.arc), respectively. A node and arc are

completely restored when all the work requiring various skills are complete as shown in
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(6.9) and (6.9.arc), respectively. These last constraints incorporate skill matching. For
example, a node requiring electrical, HVAC, and structural work in order to be completed

has the variables Ai-‘ft indicating the decimal percent of work accomplished at the given

node i € V'¥ requiring skills f € {electrical, HVAC, structural} would need to sum to
3, representing that the work associated with each of the necessary skills is complete. The
number would then be divided by the number of skills required for that job in order to be
complete. The completion status of a given node or arc based on certain skill f € F are
calculated in (6.10) and (6.10.arc), respectively.

The next set of constraints to be described are focused on the scheduling decisions
made during recovery operations. The effective man-hours applied toward completing a
task depends on the amount of time a person is using a certain skill, at a certain
proficiency, while working on a specific work crew for a given number of hours as seen
in (6.11) and (6.11.arc) for nodes and arcs, respectively. This is the only non-linear
constraint within the model and is what makes the overall model a MINLP instead of a
MIP. These constraints integrate the concepts of team composition and skill-matching
and are essential to this formulation.

A worker is capable of using only one skill at a time during a given time period as
seen in (6.12). A worker can be assigned to only one work crew within a given time
period, but they are able to be on different work crews across the several time periods
within the evaluation window as show in (6.13). An employee safety mandate was used
to ensure work crews consisted of at least two people, which can be eliminated as a
constraint if not applicable. Likewise an upper bound can be imposed on this same

constraint to restrict team sizes to manageable numbers, which was not done in this
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current effort. The minimum crew size restriction is seen in (6.14) and also sets a default
upper limit for the number of work crews as being half of the worker population, though
it can be restricted further. The final scheduling constraint ensures that work crews are
not assigned to work more than the number of man-hours available in a given time
period. For this formulation all the time periods were kept the same length, but, if
necessary, the Q-term could be indexed by t, which would allow for varying lengths of
time periods. This might be appropriate if smaller time frames are deemed critical for the
first 24 to 48 hours, and then the recovery operations will be looked at in larger time
frames.

The last constraints, namely (6.16) to (6.25) are side constraints. These constraints
explain the nature of the variables and also express some upper and lower bounds when
appropriate. These objectives and constraints form the basis of the model and capture the
network flow and scheduling restrictions. The next subsection will detail how operational
and restoration interdependencies are integrated into the MINLP.

6.3.2. Integrating operational and restoration interdependencies

Interdependencies are largely in two forms, operational — affecting the operations
of the system, and restoration-based — affecting the order and precedence in which
recovery operations are conducted. Rinaldi et al. (2001) provided a set of four operational
interdependencies, which are used in the present work. Sharkey et al. (2015, 2016)
identified five restoration interdependencies, of which four precedence-focused
interdependencies are used in the present work. Finally, Gonzélez et al. (2016) introduced
a final restoration interdependency and illustrated how operational interdependencies can

be coupled, which work was elaborated upon by others (Moore et al. 2021a).
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This subsection presents the constraints associated with various interdependency

subtypes followed by brief descriptions of the constraints. Table 6.3 identifies sets,

parameters, and variables associated with interdependencies.

Table 6.3. Sets, parameters, and variables associated with operational and restoration

interdependencies

Notation Description

ATP and NTP  Sets representing arc-based traditional precedence and node-based traditional
precedence.

AEP and NEP  Sets representing arc-based effectiveness precedence and node-based effectiveness
precedence.

AOP and NOP  Sets representing arc-based options precedence and node-based options precedence.

ATS and NTS  Sets representing arc-based time-sensitive options and node-based time-sensitive
options.

Nl{ffé Set of nodes in infrastructure layer k €EX that have a parent-child interdependent
relationship with child node i € V¥ based on some operational interdependency
subtype ¥ € W and some coupling strategy ¢ € E.

) Set of coupling strategies, indexed as €.

v Set of operational interdependency subtypes, indexed as .
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Parameter representing the extended processing time in man-hours for repair of arc
(i,)) € A'* requiring skill f € F.

Operational interdependency parameter based on parent-child node pairs i € ]\f“’;,’g with
some operational interdependency type ¢ € W.

Parameters indicating the deadline for time-sensitive options to start if parent assets are
restored for node-to-node, node-to-arc, arc-to-node, and arc-to-arc, respectively.

Variable indicating the number of extended processing time manhours work crew w €
W is assigned to a recovery task at arc (i,j) € A'* or node i € V'* with extended
processing time during time period t € 7.

Variable indicating the effective man-hours processed against the extended processing
time, which were accomplished at node i € V'* or arc (i, ) € A'* requiring skill
f € F attime period t € T.

Operational interdependencies can be illustrated as node-to-node parent-child

relationships. The behavior of the relationship depends on the coupling ¢ € E, which for

this model are defined as one-to-one, one-to-any, and one-to-all. Not included in this

model is a one-to-many coupling strategy, since it is inconsistent with a binary

operability variable (Moore et al. 2021a). Table 6.4 establishes the various values the
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operational interdependency parameter yi’%gt takes based on the coupling. The presence

of the ¥ index within the interdependency parameter allows for layered operational
interdependencies of differing subtypes (i.e., physical, logical, cyber, geospatial). An
example is a wastewater treatment plant requiring the raw wastewater, power, water, and
personnel to run the plant. The raw wastewater is handled within the wastewater
infrastructure layer as a single commodity flow problem, where a disruption in the system
would result in a treatment plant not servicing the total system demand. The power and
water represent physical interdependencies between the power and water infrastructure
layers and the wastewater infrastructure layer. The dependence on workers to run the
treatment plant is a logical interdependency and if workers are unable to arrive at the
plant, eventually there will be some lapse in service or a degradation of service. Since the
interdependency parameter is also indexed on time, the interdependency may be
temporary or experience a lag in the effects on the system of interest.

Table 6.4. Effect of coupling strategy ¢ € E on operational interdependency parameter

Vil%?/;ft given some sort of node-to-node parent-child relationship

Coupling, ¢ Description Vi'g/(;gt
One-to-one i € ¥ is only functional when a specific 1
singular node i € ;% .is functional.
One-to-any i € Nk is functional when at least one node of a 1
subset is functional, namely some node i €
Kk
Mg
One-to-all i € Nk is functional only if every node from a 1
subset VK% is functional. | Vo5
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The following two constraints concisely summarize how operational
interdependencies are incorporated within this model. The first constraint shown in (6.26)
is modified from Gonzélez et al. (2016) by adding interdependency subtype, coupling,
and time indices and controlling the summation over a specialized set of nodes that have

a pairing based on specific interdependent relationships and coupling strategies.

S ik Vi vk > vk, vieN ke, pew tegteT. (6.26)
423

yEbE, = bk +x )k, vieNK e kex, teT. (6.27)

The operability of a child node within an operational interdependent relationship
depends on the operability of the parent node and numeric value assigned to the
interdependency parameter as shown in (6.26). A general constraint is also included to
repress operability if demand is not met as shown in (6.27). This last constraint makes the
assumption that operability is contingent upon infrastructure services.

The remainder of this subsection describes how the various restoration
interdependencies are incorporated into the model. All of the precedence constraints
exhibit distinct parent-child relationships with distinct asset-to-asset coupling which can
be described as node-to-node (n2n), node-to-arc (n2a), arc-to-node (a2n), or arc-to-arc
(a2a). For brevity of presentation only node-to-node relationships are shown with the
other relationships presented in Appendix E. Suffixes are added to designate the unique
coupling being described on appropriate constraints.

The first four restoration interdependency subtypes are built following the logic of
Sharkey et al. (2015) and are also called precedence constraints. The first restoration

interdependency subtype is called traditional precedence. Traditional precedence is when
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a recovery task in the parent infrastructure must be accomplished prior to starting any
work on a recovery task in the child infrastructure. An example is downed trees that need

to be cleared prior to repairing an overhead electrical distribution line.
Yi_ Bk > éZweW ak ., v(i,0) e NTP,t€T. (6.28.n2n)

Qyk >ak,,, v(i,)) ENTP,w e W,t €T. (6.29.n2n)

Equation (6.28) ensures that the parent asset is complete, prior to any work on a
child asset. There is an additional constraint which ensures that for node-based traditional
precedence the parent node is not only repaired but is also operable, to include meeting
demand throughout the repair of the child node as shown in (6.29).

The second restoration interdependency subtype is effective precedence. Effective
precedence uses the same traditional precedence relationship for normal completion time,
but also allows for extended processing time of a recovery task if repair of the parent
node is not completed first. An example of this is clearing a flooded street of excess
water, which either requires restoring power to a combined storm water and wastewater
pump for normal completion time or requires a pump truck at a longer or extended
processing time. This type of precedence adds variables associated with assigning work
crews to tasks at an extended processing time. This extended processing time is only an
option for assets with an effectiveness precedence relationship. The addition of new
variables requires the modification to previously presented constraints, which retain their
original purpose and are shown in (6.10%), (6.11*), and (6.15*). An asterisk is used with
the previous numbering in order to designate a change to a previously presented

constraint.
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ek ok
Ak, = p+,i:+ ;;fft, vi e N’k (i,i) € NEP,((,)),i) € AEP,k € K,f € F,t €

T. (6.10%)

ok ok.
Mg =+ =Sl (i, j) € A, (3, ) € NEP, ((0.)), (i.))) € AEP, k €

Pijf ijf

K,feFteT. (6.10*.arc)
OF rt = Ywew Zren MnreEnf Zawe @l we, ¥V (1,1) € NEP,((1.)),i) € AEP, f €

FteT. (6.11%)
G)Ueft Ywew el nnftEannwtal]ewt: v (%G, ) € NEP,(L ), (i) €

AEP,f e F,t€T. (6.11*.arc)

K K K
Dienk Xiwe + Xi ek Aijwe + L/ @enep, \ Tipwe +
(@),i)eAEP

Y/ wajpener, \we SO YWEW, k€K, t €T. 6159
< ((i.]),(i,j))eAEP>
min|T,Qt-p; o
Yo Bl < Xici Zwew aleWT +2 1[ f] Ywew @k, V(i,0) € NEP,f €
e (6.30.n2n)
Oyl = afiy, V(i,0) € NEP,w EW, L ET. (6.31.n2n)

The main difference in the effectiveness precedence and traditional precedence is
seen in the option to start work at an extended processing time without the parent asset
being restored or allowing for proper normal processing time before the parent asset
would be complete as shown in (6.30). Similar to traditional precedence, if recovery of
the child asset is scheduled at normal recovery time, then the parent node must be

operable as shown in (6.31).
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The third restoration interdependency subtype is options precedence. This can be
thought of as a child recovery task requiring completion of at least one of the parent
recovery tasks. Options precedence can be considered as multiple parents to a singular
child in an asset-to-asset relationship. Traditional precedence is more than just a special
case of options precedence in that traditional precedence relationships are often built into
chains of events, where options precedence are single decision-point events. An example
of options precedence is restoring power to the hospital by repairing a downed power line

or by equipping the facility with a mobile generator for critical loads.
Yio1 D(inenor Bly = %Zwew “Z(wt: v(i,7) E NOP,t €T. (6.32.n2n)

Qyk > ak,,, v(i,1) e NOP,w e W,t €T, (6.33.n2n)

One of two or more parent assets must be repaired prior to work starting on a
child recovery task as shown in (6.32). Parent nodes must be operable to include having
demand met, in order to work on the child recovery task as seen in (6.33).

The fourth restoration interdependency subtype is time-sensitive options. Time-
sensitive options describe those instances when a recovery task must be accomplished by
a certain deadline or another recovery task will be generated. An example is power needs
to be restored to a cell tower before the fuel in the generator hits a critical level at a

specific time. If power is not restored by the deadline, then a crew needs to be dispatched

to refuel the generator.

v+ 2 a(Cwew . +BE) 21, t=06F5, .., T, V(i,]) € NTS. (6.34.n2n)

Ywewak =0, t=1,..,0% —1, v(i,1) € NTS. (6.35.n2n)
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At the time of the deadline, the parent asset must be operational or the newly
generated recovery task must be started. Beyond the initial deadline the parent asset must
be operable or the child recovery task must be actively being worked on or be completed
as seen in (6.34). In order to simulate the recovery task being generated at the deadline,
the child recovery task is not allowed to be worked on until just before the deadline as
shown in (6.35).

The fifth and final restoration interdependency subtype is geospatial repair.
Geospatial repair includes work to prepare a site (e.g., mobilization, site safety, detours,
notification, utility excavation) and represents the average work necessary for a given
location based on terrain type. An example demonstrating potential cost savings is
scheduling road repair and a water main repair which share one geospatial location to be
performed at the same specific time period, thereby only incurring the site preparation
fees once as shown in (6.36). The node- and arc-based constraints (6.36) are based on the
logic used by Gonzalez et al. (2016). The side constraint governing the work location

variable is shown in (6.37).

= Ywew 95 (ke + @) Sz, ViEN* sESKkEKLET. (6.36)
1y k(@b + ak ue) < zo, V(i,)) €A, s €S8,k € K,t €T. (6.36.arc)
qQ &wew gl]S ijwt ijewt) = 4str '] ’ ’ ’ A

z;: €{0,1}, Vse S, teT. (6.37)
Additionally, side constraints are added to define the extended processing time

variables of af’ ., af5 ¢, OF ;.. and Of;_r, similarly as they were defined for normal

processing time. These side constraints are implemented in the model but not shown.
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This concludes the formulation of the tmBIIRM and the following section discusses the
damage scenarios and results.
6.4. Computational Results

This section discusses 1) the simulated military network and damage scenarios, 2)
the integration of personnel data, and 3) the results of analysis. Each of these points are
discussed in the following subsections.

6.4.1. The simulated interdependent infrastructure military network

This subsection discusses the simulated military network and damage scenarios.
The simulated interdependent civil infrastructure networks were built based on a model
constructed by Valencia (2013) for risk analysis. The infrastructure networks were
constructed in a multiplex format which means there is a one-for-one mapping of nodes
across layers. Nodes are reflected when it operates as a demand node, supply node, or
transshipment node within the reflected network. An example of this is a water
distribution pump residing in the water infrastructure layer that also has an electrical
power demand. Therefore, the water pump is reflected in the power infrastructure layer.
A total of five infrastructure layers were used comprising telecommunications, power,
transportation, water, and wastewater.

Within the network two different scenarios were simulated using a minimum and
maximum extent of damage. A flattened representation of the network is shown in Figure
6.1 where the simulated damage is also identified. The military context is based on a
critical mission being conducted out of Admin Facility 1, which is the primary target of a
Kinetic attack using an improvised explosive device causing an explosion. The explosion

is combined with simultaneous cyber-attacks to key industrial control systems. The
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overall initial targeted attacks disrupt the infrastructure services and creates a state in

which repair crews must repair the network to continue to conduct military operations.
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Fig. 6.1. Flattened representation of the simulated military network and targeted
disruptions with both kinetic and cyber-attacks
In the damage scenarios, the most extensive damage is to the critical facilities and
support infrastructure in close proximity of the kinetic attacks. Table 6.5 summarizes the
network and damage scenario characteristics.

Table 6.5. Network and damage scenario characteristics within simulated network

Assets Percent
Asset Quantity Damaged Damaged
Node 67* 7 10.4%
Arc 105 10 9.5%

* 21 Nodes and 46 nodal reflections
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An important element of interdependent infrastructure recovery are the
interdependencies. The simulated military network exhibits multiple operational and
restoration interdependencies, which are not dominated by one system only, but rather
follows network-to-network interdependencies used in other public access datasets such
as the CLARC dataset (Little et al. 2020; Loggins and Wallace 2015; Sharkey et al.
2018). Table 6.6 summarizes the number and type of interdependencies within the
system.

Table 6.6. Number and type of interdependency relationships within the network

Parent-Child Parent-Child
Operational  Qty. Infra.* Restoration Qty. Infra.*
Physical 7 PWR-ICT Traditional 1 PWR-WTR
PWR-WTR precedence
\F;VV¥FF§¥V¥T Effectiveness 2 WTR-WTR
WTR-WWT precedence WTR-WWT
Cyber 5 ICT-PWR Options 6 TER-PWR
ICT-TER precedence
Logical 5 TER-TER Time-sensitive 2 PWR-PWR
TER-WWT options
WTR-TER
Geospatial 1 WWT-WTR Geospatial 3 Any-Any
repair

* ICT — telecommunications, PWR — power, TER — transportation, WTR — water,
WWT - wastewater

The combination of the networks with interdependencies and a military-focused
context creates a small simulated set of civil infrastructure networks for use to show the

veracity of challenging the prevailing teaming assumptions. Personnel information such
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as skill and experience had to be included into the dataset and is discussed in the
following subsection.

6.4.2. Integration of skilled labor data

A representative U.S. Air Force Civil Engineer personnel dataset used in other
simulation and planning scenarios was obtained and used. No personal identifiable
information accompanied the dataset. Each individual represented some type of
craftsman with associated skill sets. Table 6.7 lists the craftsmen and then lists the
primary skills associated with that craft. Some craftsmen have secondary or tertiary skills,
and all laborers have an unlisted skill called “general” — meaning general labor.

Table 6.7. Worker crafts and associated primary, secondary, and tertiary skills

Worker Craft Primary Secondary Tertiary

Cable & Antenna Systems Communications  Structures

Electrical Systems Electrical Generator

Engineering & Surveyors Surveying

Heating, Ventilation, Air HVAC Plumbing  Electrical
Conditioning, & Refrigeration

Pavement & Construction Equipment  Pavements Structures  Surveying

Power Production Generator Electrical

Structural Structures Pavements Surveying

Water and Fuel Systems Maintenance Plumbing Structures

A skill level is also associated with each individual for any skill listed in Table
6.7. It was assumed that secondary and tertiary skill proficiency were less than the level
attained within the primary skill. Additionally, the U.S. Air Force Civil Engineer
community uses a tiered skill level system of apprentice, journeyman, craftsman, and

superintendent. The first three skill levels are the most important in this research and
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roughly equate to the efficiency which is expected from an individual worker. This means
that an apprentice will take a little longer to accomplish the same task that a journeyman
could accomplish, while the craftsman will finish the same task faster than the
journeyman. These ideas contributed to the information embodied in E s —the
experience parameter.

6.4.3. The effect of flexible team management on infrastructure recovery

This subsection details the results of analyzing the effect of teams throughout the
damage events. The tmBIIRM was programmed using GAMS v31.1.1 on a desktop
computer with an Intel Xeon CPU-E5-1620 processor operating at 3.60 GHz with 16 GB
of RAM. The solver used was BARON v20.4.14. All tests were conducted using ten 8-
hour time periods with 25 work crew personnel. The average run time was 48 minutes.
Due to the nature of military operations, the operability objective was more heavily
weighted, i.e., ug = 0.8, in most of the analysis. Additionally, in order to achieve a
balance of computational time and accuracy, a relative optimality gap of lower than 5%
was allowed as a solver stopping criterion.

A comparative analysis was conducted using the flexible team MINLP denoted as
tmBIIRM and a parallel team MIP based on the authors’ previous work (Moore et al.
2021b) denoted as BIIRM. The same damage scenarios were used with both models. For
comparison’s sake six work crews were simulated, effectively adding an upper bound to
Equation (6.14). The tmBIIRM allowed varying team compositions from time period to
time period while the BIIRM simulated team assignment in a infrastructure-specific
parallel assignment fashion. This allowed for better evaluation of including flexible team

composition and skill matching.to levels of damage caused to nodes and arcs.
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The max extent of the damage in these scenarios yielded repair times
approximately three times greater than the min damage scenarios. Figure 6.2 shows a
comparison of the system operability based on the use of the flexible teaming model
(tmBIIRM) or the parallel team model (BIIRM) and damage level.

The tmBIIRM showed extremely quick recovery capability with the min damage,
while the max damage showed both greater and lesser overall system operability levels.
In total, both the min and max tmBIIRM scenarios did not recover as many of the
network assets, leaving some network assets in a disrupted state. Both models chose not
to repair some of the wastewater infrastructure. This is due to the model’s tradeoff of cost
to gain in weighted system operability. To change this outcome a modeler or
infrastructure stakeholder could adjust the nodal weight for a given system, which in
these scenarios weighted electrical systems the most important and wastewater some of
the least important. Of the 175 assets, the tmBIIRM did not repair 6 and 9 assets for the
min and max damage events, respectively. The BIIRM did not repair 5 assets for both
min and max damage events.

A general trend in the comparison of the flexible teaming and parallel teaming
models is the more abrupt nature of the parallel teaming model output. The flexible
teaming model output is more gradual, though it also has large increases at time periods 2

and 5 for the max damage event.
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Fig. 6.2. Comparison of flexible teaming and parallel teaming infrastructure recovery
based on a min and max level of damage evaluated within the same damage scenario
Figure 6.3 shows the worker skill usage by craft. Based on the given damage

scenario the electrical, plumbing, and structures craft were most heavily used in their
primary skill, with HVAC not significantly less. Communications and generator laborers
were largely used for their secondary skills. Pavements showed the highest idle time,
meaning they were employed at a work site for a portion of the time, but then had nothing
more to contribute before the work day was complete. General labor was mixed in among
all the crafts with two notable exceptions: one electrician and one surveyor were used
only as general laborers. This is a complete deviation from the parallel teams assumption,
since it was just assumed that either the crews had all necessary skills or the skill set was

only associated with a given infrastructure layer. Therefore, in contrast to the variety of
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skills used for optimal recovery incorporating flexible teams as seen in Figure 6.3. each

employee would be used only in the primary skill.
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Fig. 6.3. Percent usage of skill per employee as they are grouped by craft
There was a slight preference for the journeyman skill level, which might indicate
a balance between cost and competence. Figure 6.4 shows this slight preferential
treatment based on usage of that skill level over others. The summation of usage does not
add up to 100%, because not all the workers were needed during all the time periods
under evaluation.
While overall least cost recovery strategies between flexible teaming models and

parallel models are largely the same, the level of detail in organizing recovery crews is
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superior in the flexible teaming models. This allows visibility into how it is best to utilize

employees’ skills and match them with requirements.
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Fig. 6.4. Optimal assignment showed slight preference for intermediate skill level

6.5. Conclusions
Current modeling of interdependent civil infrastructure recovery uses parallel

teams and does not consider the use of multiskilled personnel and flexible teaming
structures. The presented MINLP or tmBIIRM incorporates team composition decision-
making and skill-matching to improve visibility for optimal human capital management
over the parallel teams. Recovery strategies are comparable between flexible teaming and
parallel teaming models. Some improvements noticed in system operability can be due to
several reasons to include teams can grow in size to more quickly handle large outages

and problems. Improvement is also seen in work crews being able to divide time among
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work tasks based on their skill sets, which can also cause some lag behind the non-
preemptive environment assumed in the parallel teaming models.

Computational performance is slower in the tmBIIRM with an average time of 48
CPU minutes. The same damage scenarios using the BIIRM was less than 1 CPU minute.
The increased team structure management would need to be weighed with the urgency of
the recovery task. Due to the current computational time, this type modeling effort would
best be utilized in planning and preventive analysis rather than in actual recovery
operations. Future considerations include reduction of the computational time in order to
make it a more viable option for recovery operations use as well as planning.

The assumptions and nuances of team management within recovery operations are
largely overlooked in modeling and simulation. The incorporation of team composition
and skill matching is an exciting development toward a closer approximation of real-

world recovery operations and the necessary decisions that accompany these events.
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VI1. Model Behavior, Performance, and Limitations

7.1. Introduction

This chapter summarizes various efforts to fully understand the BIIRM’s
behavior, performance, and limitations. An emphasis is on the BIIRM model, since it
serves as the base model for the LiteBIIRM and tmBIIRM models. This chapter is
divided into three sections covering the behavior, performance, and limitations of the
BIIRM.
7.2. Model Behavior

This section addresses the development of the objective functions and the integer-
behavior of the BIIRM. The objective functions’ development starts as a single-objective
problem and becomes a multi-objective problem, and includes a discussion on the scaling
of the objective functions. The integer-behavior of the BIIRM creates a disparity between
the MIP and the linear relaxation or relaxed mixed-integer program (RMIP) of the
BIIRM.

7.2.1. Single versus multiple objectives

The BIIRM was originally constructed using a single cost-centric objective with
one other objective considered as a constraint using an e-constraint method (Haimes et al.
1971). This idea mimicked the work of Almoghathawi et al. (2019) who used a similar
approach in their resilience-focused MIP. It was thought that a modification to the e-
constrained resilience objective could be modified to provide a defense- and mission-
focused objective. This constraint sought to give decision authority to a mission owner on

the desired level of mission assurance represented by e. This term mirrors a quantity
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representing a network’s resilience, where resilience is defined as R(t) =
recovery(t)/loss(t) (Almoghathawi et al. 2019).
Leveraging the notation from previous chapters, let the following additional

notation be defined as follows:
e uk: Weight of node i € V¥ at time period t € T, which emphasizes repair to
critical mission assets. This parameter takes a value from 1 to 100.
o 6{‘d: The total weighted demand met in a given infrastructure k € K at the time

when all damage is known, t,. This means that 6, = ¥,c« ZleNk uk(—bk, —

x; ), att =ty Vk € K.

. 6{‘0: The total weighted demand met in a given infrastructure k € X at a time that
is prior to the disruptive event, t,. This means that 6 = X,c .« ZleND TACI IR
att = ty, Vk € K. This assumes all demand is met prior to the disruptive event.

e &f,: The weighted demand met of commodity [ € L¥ at a demand node i € V¥
in infrastructure k € X at time period t € 7. This parameter is used strictly for a
more concise notation and reflects &%, = pk (=bk, — x).

With this notation defined, the following is the mission assurance e-constrained

objective described in Equation 7.1.

(7.1)

Z‘L’ 1[T[21€Lkzle]\/k6”1— 6td] (T 1)[2161:’{216]\/’](611(7 1) 6td]]
<eg,
ZkE?C (550—6511)

This represents the weighted recovery of all nodes over total loss. The numerator
defines the change in demand met from time period (t — 1) to t across all demand nodes
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in a given network k € XK. The first set of terms define the weighted demand met at a
given time against the demand met after all damage has occurred. The second set of terms
represents the same relationship at time period (¢t — 1). The denominator is the total
demand loss over all time periods. This expression was supposed to take a value between
0 and 1, with 1 being a fully capable mission (i.e., all critical demand met) and 0 being no
mission (i.e., no critical demand met). Thus, the mission assurance objective becomes
constrained by e, which was able to be controlled by decision makers to achieve the
desired target level of mission assurance.

This mission assurance objective became problematic during the actual runs of
the model. Due to the nature of the variables and summing over different periods of time,

the terms 6{‘(1 and 6{‘0 had to be pre-determined and set in order for the constraint to work.

This eliminated the dynamic nature that was intended during the formulation of the
model to determine the level of mission assurance. This likely could have been overcome
by setting up an initial run of the model over the necessary time periods with the
necessary conditions (i.e., no damage then initial damage) in order to obtain the right
values for the parameters. These initial runs could have been followed by a run of the full
model. This could have been coded in GAMS to become automatic using iterative solve
statements with submodel regimes including only the necessary equations. This possible
solution was conceived after a different approach was adopted and was never fully tested.
The inability to leverage the mission assurance objective as a constraint left the
BIIRM with only the cost-centric objective. Therefore, it is relevant to address the use of

penalty costs in the cost-centric objective function. Following the pattern of Gonzalez et

al. (2016) penalty costs were used to incentivize flow. The penalty costs, c;;'t" and ci‘,'t" :
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were associated with the slack variables representing the surplus, xf{;" , and unmet

demand, x;;;*. These are seen in an early version of the cost objective function in
Equation 7.2, where the first and second terms are the repair and assignment costs for
arcs, the third and fourth terms are the repair and assignment costs for nodes, the fifth and
sixth terms are the surplus and unmet demand penalty costs, and the seventh term is the

flow cost.

Minimize

k Kk ko k
o x Yter DkeX Lwewk (Z(i j)ecﬂrk(qijtaijwt + aijwt“ijwt) +
) :

Kk Kok th Hle L~k —k
Tienr(qitalye + aiwt“iwt)) + Yeer Zrew Bier(Ziewr(ciip X + cup ) +

Y pear(cliextin)). (7.2)

In a recovery-based cost minimization problem based on network flow, penalty
costs were essential to incentivize flow. In a least-cost optimization with no penalty costs,
the cheapest option is to do nothing (e.g., no repair, no flow). The complete reliance upon
penalty costs is a departure from traditional network flow, where constraints of meeting
demand ensure flow through the system, which are based on an underlying assumption of
a completely functional network. Due to the nature of damaged nodes and arcs in
recovery operations, some demand will not be met, thus the underlying nature of network
flow changes in recovery scenarios.

An initial estimate of representative penalty costs were 10 times the cost of repair
for a given node. However, the resultant objective value was extremely large (e.g.,

+

1 x 10° magnitude) mainly due to the slack variables, x;i* and x;*,

being non-binary
and ranging from 0 to 500. These variables were multiplied by 10 times the largest cost

parameter (i.e., repair cost), which could result in penalty costs as high as 5,000 times the
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cost to repair a given node. The concerns over the penalty costs expressed by a mentor, a
committee member, and other literature (Gonzalez 2017) emphasized the benefits of a
multi-objective construct balancing cost, time, and mission over the use of a single
objective highly dependent on penalty costs.

A set of three objective functions oriented around cost, time, and mission —
represented by unmet demand — was developed. These objectives are presented below in
Equations 7.3 to 7.5. These equations represent a combined desire to minimize cost,
minimize recovery time, and minimize the disruptive effect which is represented by
unmet demand. They were combined in an overall weighted sum objective function as

shown in Equation 7.6.

Cost Objective: A = Y ter (Zses IstZst +
Kk (o k K kK ok K Kk
Ykex (Zwewk (Z(i,j)ecﬂlk(qijt(aijwt + aijewt) + awe(Pijijwe T eijaijewt)) +

K (K Kk k (ko k k ok kL k
Tien (it (@iwe + i) + albe (Pl ey + €] aiewt))) + Xieck N jeak Cijltxijlt))'

(7.3)
Time Objective: B = % ZtET(ZieNk ,uf‘ttik + Z(i,}-)eﬂk ,u{‘jtti’j-). (7.4)
Disruption Objective: C = Yier Dikexc Dierk ZiENg H{_(tz,‘c}:k (7.5)
Z = pyA + upB + pcC. (7.6)

Equation 7.3 is similar to the cost function described as Equation 7.2 except that
Equation 7.3 includes the assignment costs for node and arc repair at extended processing
times as well as normal processing times. Equation 7.3 also removed the penalty costs

due to the introduction of what should be competing objectives. Equation 7.4 seeks to
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repair critical nodes and arcs as early as possible to minimize the time objective function
value. The time objective function introduces new variables £ and ti’j- which are defined
astf =T —Yieryl, VieN  keKand tf =T — Yer v, V(i) € AL kK EXK
for nodes and arcs, respectively. Equation 7.5 seeks to meet demand at critical nodes, by
minimizing unmet demand at those same nodes. Table 7.1 identifies the controlling
variables for each objective function. The time objective function (Equation 7.4) has an
explicit dependence on the £ variable, but also an implicit association with the y variable
based on the above-mentioned relationships. Also, due to another constraint relating
operability to having all of its demand met, the time function implicitly is associated with
the x~ variable. The disruption objective function (Equation 7.5) has an explicit
dependence on the x~ variable, but that slack variable is influenced on the repair of
damaged nodes (a) and the flow of commaodities through the system (x).

Table 7.1. Goals and variables for the cost, time, and disruption objective functions

Obijective Goal Variables

Cost (A) Minimizing a and x

Time (B) Minimizing £ (y and x~ implicitly)
Disruption (C) Minimizing x~ (a and x implicitly)

These three objective functions eventually were reduced to two after evaluating
the effect or lack of effect between the various objectives. The next subsection illustrates
this change and presents the finalized objective functions used in the BIIRM and other

models.
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7.2.2. Scaling and balancing the objective functions

In order to understand the nature of the multi-objective solution space a series of
comparisons were run. The idea was to use one of the three objectives as the minimizing
function, constrain a second, and let the third be free. Table 7.2 tabulates these runs and
provides a description of the results which correlate with Figures 7.1 to 7.6. Each figure
is explained individually below. The indicators A, B, and C refer back to Equations 7.3 to
7.5.
Table 7.2. Objective function analysis by minimizing one function, constraining another,

and allowing the third to be free

Minimize Constrained Free Descriptive Results

Cost (A) Time (B) Disruption (C) Reflected curves (Fig. 7.1)

Cost (A) Disruption (C) Time (B) Parallel flat lines (Fig. 7.2)

Time (B) Cost (A) Disruption (C) Parallel curves (Fig 7.3)

Time (B) Disruption (C) Cost (A) Parallel flat lines (Fig 7.4)

Disruption (C) Cost (A) Time (B) Pseudo parallel lines* (Fig
7.5)

Disruption (C) Time (B) Cost (A) Converging curves* (Fig 7.6)

* Solution was integer infeasible when run as a MIP, results are for runs as RMIP

Figure 7.1 shows the results of minimizing the cost objective while constraining
time objective values from 20,000 to 2,000 in increments of 2,000. Only seven of the ten
increments showed any results, with three being infeasible based on the constraints on
time objective value. Figure 7.1 shows that cost decreased as the time lengthened and that
disruption, in the form of unmet demand, increased over time. These were interesting

results and seemed to indicate that if less was expended (in terms of repair, assignment,

149



and flow) then there would be more unmet demand (more disruption). While instinctively

true, this is not what the model was intended to do and was the first indication that these

objective functions were not properly configured.
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Fig. 7.1. Objective function analysis minimizing Cost (A) and constraining Time (B)
Figure 7.2 illustrates the results as the cost objective was minimized and
disruption (unmet demand) was constrained from 10,000 to 1,000 in increments of 1,000.
These results indicated that constraining the disruption objective function had no effect

on either the cost objective or the time objective.
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Fig. 7.2. Objective function analysis minimizing Cost (A) and constraining
Disruption (C)

Figure 7.3 shows the results from minimizing the time objective while
constraining the cost objective from an objective value of 10,000 to 1,000 in increments
of 1,000. The model only produced results when the cost objective was between 9,000
and 6,000 and at all other times was infeasible due to the cost constraints. These results
were closer to what was expected. With an increase in cost, the time to repair could be
decreased and the unmet demand would decrease. The slight non-linear behavior was

likely due to non-uniform repair costs, repair time, and demand.
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Fig. 7.3. Objective function analysis minimizing Time (B) and constraining Cost (A)

Figure 7.4 illustrates the results as the time objective was minimized and the
disruption (unmet demand) objective was constrained from an objective value of 20,000
to 2,000 in increments of 2,000. Similar to Figure 7.2 constraining the disruption
objective had no effect on the cost and time objectives.

All combinations trying to minimize the disruption objective function and
constraining either the cost or time functions were infeasible using the standard MIP. It
was unclear why this was happening, but trying to minimize unmet demand with a
damaged network would set all x~ variables to zero causing several equations to become
infeasible. However, when the program was run as a relaxed mixed-integer program

(RMIP) there were some results which are shown in Figures 7.5 and 7.6.
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Fig. 7.4. Objective function analysis minimizing Time (B) and constraining
Disruption (C)

Figure 7.5 shows the results of minimizing the disruption objective function as an
RMIP while constraining the cost objective function from 10,000 to 1,000 in increments
of 1,000. These results show minimal change in both the time objective function value
and disruption function value when constraining the cost objective.

Figure 7.6 illustrates the results of minimizing the disruption objective function as
an RMIP while constraining the time objective from 20,000 to 2,000 in increments of
2,000. These results are similar to those seen in Figure 7.1 with a general decrease in cost
and a general increase in disruption as time increases. However, there are some
inconsistencies within the general trend, notably the sharp dip in cost at the constrained

time objective value of 12,000.
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Fig. 7.6. Objective function analysis as RMIP minimizing Disruption (C) and
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Based on the analysis, it was determined that the tri-objective configuration was
inappropriate and not performing as desired. The behavior of the objective functions on
one another are thought to be due to implicit associations between the variables. While
each objective on the surface seemed to be independent of one another, several
constraints created complex relationships that affected the behavior. It was determined
that the two independent variables were x and a which explain how commodities flow
through the system and what is scheduled for repair. All the other variables are dependent
upon these two and combinations of other variables.

The objectives were reconfigured to include a cost objective and an operability
objective. The latter objective effectively combined the time and disruption objectives
into one objective seeking to maximize the overall system operability. These equations as
they are used in the BIIRM are again listed here as Equations 7.7 and 7.8. These two
explicit objective functions constitute the multi-objective functions used in the
LiteBIIRM, BIIRM, and tmBIIRM (see Chapters 4 to 6) and are combined in a weighted
summation shown in Equation 7.9. Table 7.3 compiles the objectives, goals, and
associated variable when applicable. The cost objective is maintained in much the same
form with the goal of minimizing costs. The second objective is operability, which seeks
to maximize the overall operability of the system. Although there are only two explicit
objective functions, the use of a time index on variables and parameters allows for a

semblance of maintaining a third objective.

Cost Objective: A = Yier (Zseg IsiZst +
Kk (K K k ok ok Kk k
Ykex (Zwewk (Z(i‘j)ecﬂlk(qijt(aijwt + aijewt) + awe (P ijwe T eijaijewt)) +
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Yiewrn(ale(al, + aliwt) +al (pfal, + eik“fewt))) + Yierk i, j)eak Cikjltxlkjlt))'
(7.7)
Operability Objective: B = Y. er Zkex(zie]\fk ,uf‘tyikt + 2 j)eak ufjtyikjt). (7.8)

Z = uysA — ugB. (7.9)

Table 7.3. Goals and variables for the cost, operability, and time objective functions used

in the LiteBIIRM, BIIRM, and tmBIIRM

Obijective Goal Variables

Cost (A) Minimizing a and x

Operability (B) Maximizing y

Time N/A None, but uses time index

The relationship between the cost objective (Equation 7.7) and the operability
objective (Equation 7.8) was found by minimizing the overall objective Z, while varying
U, and ug, which sum to one to create a convex combination of the two objective
functions. Figure 7.7 shows this convex combination of the two explicit objective
functions. This relationship establishes the intuitive connection that little investment in
repair will yield poor operability within the damaged system. Of interest is what can be
seen as diminishing returns as significant resources are added to the repair without

significant changes in the operability.
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Fig. 7.7. Convex combination of the cost objective function and the operability objective
function with u4 values annotated by each data point

The relationship between cost and operability as seen in Figure 7.7 and explained
in Equations 7.7 to 7.9 establish the competing nature of the multi-objective space. In
order to understand the nature of the MIP, a linear relaxation was completed and is
discussed in the following subsection.

7.2.3. Disparity between integer program and linear relaxation of the integer

program

A relaxed mixed-integer program (RMIP) is a method used in order to relax the
integer constraints within a given upper and lower limit bounded by the original integer
boundaries. This relaxation helps determine the super-optimal objective value where the
integer solution can only be as good as the relaxed linear solution and not to exceed it
(Bazaraa et al. 2009). The BIIRM MIP was converted to a RMIP easily by virtue of

redefining the model type in GAMS. The CPLEX solver was still used to ensure
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continuity between solving methodologies. All other parameters and the damage scenario

remained the same between the two different runs.

Figure 7.8 illustrates the MIP versus RMIP convex combination results and show

a large disparity in terms of the operability objective value especially in the terminal

operability value for each run, respectively. This means the RMIP is able to achieve

significantly better operability results. The two runs also exhibited an increasing disparity

in cost when evaluating the difference of costs at the initial and terminal points of the

runs, respectively. The initial gap was close to $6M and the end gap was close to $8M.
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Fig. 7.8. Disparity between the RMIP and MIP existed in the terminal operability as well

as an increasing disparity in the cost

An investigation into this disparity showed that the allowance of partial

assignments compounded the disparity in terms of both cost and operability. The

assignment variable, a, was allowed to take on any value from 0 to 1 across multiple

nodes not to exceed summing to 1 in any given time period. This changed the underlying

158



assumption that a crew is assigned to a given node from the start of repair until complete.
Effectively, this meant that a work crew could be assigned for a portion of the time
period on one recovery task, then another, and so on until they had been assigned for an
entire work period. This alone is not a large problem, but this partial assignment
combined with the constraints shown in Equations 7.10 and 7.11 led to disparity in the
operability objective values. A partial assignment could sum over a number of time
periods to become a completed node, thus increasing the operability at a minimal cost
based on a one-time partial assignment.

in|T,t—pk
B, < 21”1‘[ ? ]a{‘m, VieN®weWrkeX, teT, (7.10)

in|T,t—pk
Bl < 2;“:1’[ gl abope, ¥(ij) € A", wE WK kEX, L ET. (7.11)

A quick example is demonstrative and provides a tangible example of what
happens during the relaxation. At time period 1, work crew “wTERa” was assigned to a
recovery task at Node 22 with a25® .-z, , = 0.125. At time periods 2 to 9, the repaired
value was repeatedly 228 pra 200 = 0.125, which over eight time periods summed to
be equal to 1, representing a completely repaired asset. This relaxation essentially created
unrealistic assignments, which compounded the level of disparity for operability and cost
at each successive time period. Figure 7.9 shows some model output highlighting the

assignment and the recurring repair values over multiple time periods as described above.
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Fig. 7.9. An example of a partial assignment, «a, at time period 1, and summing over eight
time periods as the repaired variable,

Having identified likely the main issue, an additional constraint was added to
lessen the effect of the relaxation. Equations 7.12 and 7.13 are a modified versions of
Equations 7.10 and 7.11 which sum over t and w. This effectively means that amount of
repair must be less than or equal to the sum of assignments.

Yeer Ywewk Bhive < Yter Zwewk @iwe, Vi € N,k € K. (7.12)

Yter Zwewk Bijwe < Dter Zwewk Xwe, V(i) € AN k € K. (7.13)

The addition of the two RMIP constraints produced similar cost growth among
the two runs and nearly eliminated the initial operability disparity. Figure 7.10 shows the
addition of the modified RMIP into the original RMIP and MIP. The modified RMIP and
MIP have similar cost growth of close to $4.5M, but still maintain a disparity between the
two sets of values. The initial operability disparity was nearly eliminated, but the terminal
operability disparity persisted. In general, the shape of the modified RMIP and MIP are

more similar than the MIP and the original RMIP.
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Fig. 7.10. The addition of RMIP constraints corrects the initial operability disparity and

maintains the cost disparity rather than increasing it

This concludes the notes regarding the underlying behavior of the BIIRM and the

development of the objective functions used in this research. The next section discusses

the BIIRM performance in terms of precision and computational time.

7.3. Model Performance

The model’s performance can best be described by precision and computational

time. Precision is used as a model performance measure since there is no established

“correct” answer to assess accuracy. One way to evaluate precision is the model’s

tendency toward the true optimal as the relative optimality gap decreases, where the

relative optimality gap is described in a later subsection. Computational time is a

commonly used model performance metric and is important when basing decisions off

IR model output (Cavdaroglu et al. 2013; Lee et al. 2007).
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7.3.1. Performance based on the number of time periods

A series of 25 runs were performed with an increasing number of time periods.
Run number 1 evaluated 1 time period, run 2 evaluated 2 time periods, and so on to run
25 with 25 time periods in the evaluation window. These runs used a damage scenario
identical to the one described in Chapter 5. The objective functions were balanced
between cost and operability (i.e., u4, = ug = 0.5). The resulting increase in
computational time appeared to be polynomial in nature with some anomalies at time
periods 19, 21, and 22. The total computational time increased from less than one second
to 879 seconds (14.6 minutes) as shown in Figure 7.11.

The first runs with one, two, and three time periods, respectively, did not
experience any repair or flow costs. The lack of expenditure is due to too short an
evaluation window. The small number of time periods was too short to effectively make
expending resources worth it to see an increase in the operability and thus decrease the
overall objective function. While no recovery effort is not an acceptable option typically
in disaster scenarios, it should be noted that a sufficient quantity of time periods is
required in order to ensure the model functions properly. The number of time periods that
are deemed sufficient will be unique to the damage scenario, the repair times, and how

time periods are defined.
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Fig. 7.11. Computational time experienced polynomial growth with some anomalies as
the number of time periods being evaluated increased
This shows that although the computational time increases with the number of
time periods being evaluated, every run was less than 15 minutes. The following
subsection discusses the performance with respect to relative optimality.
7.3.2. Performance based on the relative optimality gap
GAMS and the global solver CPLEX use a relative termination tolerance for
optimality. This relationship is described by a ratio between 1) the difference between the
primal and dual bounds and 2) the maximum of the absolute value of the primal and dual
bounds (GAMS Development Corp. 2021). This is mathematically shown in Equation
7.14 where PB stands for primal bound and DB stands for dual bound. Therefore, PB in
this case is the objective function value of the best feasible solution and DB is the lower
bound of the problem since it is a minimization problem.

|PB — DB|/ max( |PB|, |DB|). (7.14)
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This termination criterion is used within the GAMS model as a way to ensure the
returned solution is within a certain percentage of the true objective value. The solver
will stop as soon as a feasible solution is proven to be within the tolerance of the
optimality gap. For instance an optimality gap of 0.01 means that the objective value will
be within 1% of the true objective value (GAMS Development Corp. 2021).

Table 7.4 combines the results of the computational time associated with the
various relative optimality gaps. The table provides the range of computational time for
generating the convex combination based on a specified optimality gap as well as the
average time in seconds. The series of runs used the same damage scenario as explained
in Chapter 5 for consistency. Only two instances when the optimality gap was set to
0.01% timed out after a 24hr computational time, having only achieved up to that point a
relative optimal gap of 0.06% and 0.02%, respectively. These high computational times
were both associated with a low weighting on the cost function (i.e., u, = 0.1 and 0.2)
and a high weighting on the operability function (i.e., uz = 0.9 and 0.8). All other
computational times for 0.01% optimality gap averaged at 543 seconds. The two longest
computational times for optimality gap equal to 0.1% were the same weighting scenarios,
which made the average for that time so much higher than the previous ones. Excluding
the two highest computational times from the 0.1% optimality gap reduces the average

time to 195 seconds.
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Table 7.4. Range of computational time and average time for solving the same problem

with different specified optimality gaps

Optimality

Gap Range of Time (sec) Average Time (seconds)
10% 710 36 20

5% 14 to 37 21

1% 15 to 36 23

0.1% 21 to 3080 698

0.01% 21 to 86400? 19616

& Upper threshold for runtime was set at 86,400 seconds (24 hrs),
which was reached twice (uy = 0.1, up =09 & uy = 0.2,ug =
0.8)

The convex combinations were plotted based on the associated relative optimality
gap (Figure 7.12). This analysis showed close clustering except for a couple of the
extreme cases. Namely, when p, = 0.1 and up = 0.9 the spread between the costs were
the greatest, though the operability objective value were nearly the same. In general, the
10%, 5%, and 1% optimality gap objective values tended to cluster together, while the
0.1% and the 0.01% optimality gap objective values did as well. Another exception was
when u, = 0.8 and ug = 0.2, where the 10% optimality gap cost and operability
objective values were closer aligned to when cost was fully weighted. All other values in
this instance clustered tightly. This shows that the computational time burden is minimal

in most instances a 1% or 0.1% optimality gap is sufficient for this scenario.
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Fig. 7.12. A series of convex combinations with varying relative optimality gaps

These simple analyses showed that the model is able to perform efficiently with
the damage scenario and instance size presented thus far. The following section discusses
model limitations.
7.4. Model Limitations

This section discusses the known limitations of this model as presently
formulated. First it discusses the scalability from smaller to larger datasets and then it
discusses the possible solution and use of heuristics.

7.4.1. Scalability to larger datasets

A choice was made early on to employ a multilayered network approach.
Typically there are three styles of multilayered networks: multi-plex, multi-slice, and
network-of-networks (Bianconi 2018). The difference is in the mapping and temporal
nature of the layers. In multi-plex cases the nodes map one-to-one in each layer and are

reflected into layers as necessary. The multi-slice structure uses changes over time with a
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one-to-one mapping of nodes. The network-of-network structure discards the one-to-one
mapping.

Based on interpretation of academic literature it seemed infrastructure networks
were most often modeled as either multi-plex or network-of-network structures.
Literature seemed to promote multiplex as typical for infrastructure and this method was
selected (Bianconi 2018; Buldyrev et al. 2010; Gonzalez et al. 2016). Multi-plex network
structure was useful in order to evaluate operational interdependencies. However,
recovery operations involve a temporal nature of change in the system and required a
multi-slice approach. The multi-slice approach was required to examine the restoration
interdependencies. These choices created a complex structure of a multi-plex structure
within a mutli-slice structure to exploit the analysis of both operational and restoration
interdependencies (Figure 7.13).

This structural decision of the model has consequences on instance size. The
CLARC database comprises 1,305 nodes and 4,764 arcs (Sharkey et al. 2018). However,
when restructured for use in the BIIRM the nodes increased to 3,020 and the arcs
increased to 4,780. This caused problems within the execution of the BIIRM using
GAMS which started with an extremely large file and quickly would run into heap limits,
which is a way to describe memory management within the program.

Challenges with the full CLARC dataset and the desire to develop a military
installation-sized dataset were both influential in reducing the CLARC dataset into what
was used in this research. Additional information is provided in Appendix A on the
evaluation of the CLARC Database and the construction of the BIIRM Multi-plex

dataset.
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Fig. 7.13. The BIIRM represents a complex multilayered construct using a multi-plex
structure to evaluate operational interdependencies and a multi-slice structure to evaluate
restoration interdependencies

In summary of this subsection, structural changes to evaluate the operational and
restoration interdependencies have caused undue burden on computational time and
memory capacities. While this research is studying more relationships than others like
Sharkey et al. (2015), the network size is approximately 10% of the original CLARC
dataset. Therefore, the BIIRM model currently does not scale to very large instances to
include the region-sized CLARC dataset.

7.4.2. Using heuristics and modifications

Possible solutions to the scalability limitations may be achieved by using
heuristics or modifications to the BIIRM. Several heuristics were employed in similar IR

research to include heuristics to decrease the computational burden due to indexing time
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periods (Gonzalez et al. 2016), create better repair assignments (Nurre et al. 2012), and
simulate different stakeholder information sharing (Sharkey et al. 2015). Additional
solution strategies have also been used in network evaluation to include L-decomposition
(Gonzalez 2017) and Bender’s cuts (Kennedy 2003).

Additional solution methods and heuristics have not been extensively explored to
determine the feasibility of their use with the BIIRM. In particular, a stochastic solver
might be able to overcome the limitations currently experienced with increased instance
sizes. This is an area of significant future work.

Modifications to the BIIRM are also possible. One particular assumption seems to
largely drive the necessity of using a multi-plex structure, which doesn’t seem to exist for
other models. That assumption is that arcs can operate only within a given network and
flow commodities within a given network. An example of this besides the current
research is the work of Gonzaélez et al. (2016). A counter example is in the work of
Sharkey et al. (2015), where arcs go from one network layer to another and establish the
interdependencies. This latter example may, in particular, be why Sharkey et al. (2015)
were able to run analysis on the CLARC Database outside of not examining additional
interdependencies and coupling strategies.

7.5. Conclusions

This chapter examined the underlying model behavior, performance, and
limitations. The behavior of the model is largely based on the objective functions used
and the nature of the MIP. In particular the behavior of the BIIRM is driven by the binary
nature of the assignment variable a. The performance of the BIIRM is such that precise

solutions are achievable in relatively short time spans based on the damage scenario and
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instance size evaluated. The limitations of the model are the current challenges with
scalability to larger instance sizes. These challenges might be able to be overcome by

employing heuristics or by the use of stochastic solvers.
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VI11. Conclusions and Recommendations
8.1. Introduction

This chapter compiles the key contributions and main conclusions of this
research. This chapter also identifies recommendations for future work. There are three
main sections in this chapter. First, a section restates the research objectives and
discusses how they have been answered. Second, there is a section for the research
conclusions and contributions to the body of knowledge regarding interdependent
infrastructure recovery (1IR). Third, there is a place for recommendations for future work.
8.2. Review of Research Objectives

The primary objective of this research was to develop a defense-focused
interdependent infrastructure recovery (I1IR) model balancing cost, repair time, and
operability. This was achieved with the creation of a mixed-integer program using
multiple objectives addressing cost and operability explicitly, and including repair time
implicitly with the use of a time-based index. The primary model was denoted as the base
interdependent infrastructure recovery model (BIIRM).

There were three additional research questions which influenced the direction and
scope of the present research. These are listed below, followed by a brief answer to the
questions.

e Q: How can multiple and various interdependency subtypes and coupling
strategies be simultaneously be incorporated into an IR model?

A: The operational interdependency subtypes and coupling strategies were
integrated using a modified interdependency parameter, Yﬂf} ge» Where this term

took on different values based on the interdependency subtype and coupling
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strategy. The restoration interdependency subtypes and asset-to-asset coupling
strategies were incorporated through a series of constraints, mainly precedence
related.

e Q: How do multiple and various interdependency subtypes and coupling
strategies affect the cost, repair time, and operability of disrupted infrastructure
networks?

A: The exclusion of operational interdependencies tends to give false impressions
about infrastructure systems, overestimating operability in times of disruption.
Overestimating operability also includes analyses with only one operational
interdependency subtype. The inclusion or exclusion of restoration
interdependencies causes both over and under estimating on cost, repair time, and
operability, but the effects are situation-specific. It is most accurate to include all
the various interdependency subtypes when available.

e Q: How does work crew management including flexible team composition,
training, and education of recovery personnel affect the recovery of
interdependent infrastructure networks?

A: The ability to divide teams into multi-skilled composites, rather than rigid

parallel teams with all assumed skills, was powerful in determining optimal

strategies. This showed tailored response to the needs of the repair tasks and not

trying to make do with one-size-fits-all.

These research questions formed a basic framework to approach the research.
This research addressed these questions and also touched on tangentially related topics.

The following section discusses the research conclusions and contributions.
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8.3. Research Conclusions and Contributions

This section summarizes the conclusions and contributions to the body of
knowledge this research has accomplished. This is done by categorizing conclusions and
contributions based on literature review, coupling, interdependencies, modeling, and data.

8.3.1. Conclusions from literature review

Two main conclusions can be drawn from the literature review examining
network-based IR models. First, most IIR models pursued at least one of three primary
objectives focused on cost, repair time, and system operability or performance. While the
approaches and techniques differed on how to examine and quantify each of these
objectives, it became apparent that these three objectives constitute the basis of the
recovery operations trilemma. The recovery operations trilemma defines the tradespace
balancing cost, repair time, and system operability. The identification of this trilemma is
beneficial for stakeholders, modelers, and emergency managers as they seek to use this
frame of reference for future efforts in IIR.

Second, the identification of characterizing assumptions is beneficial to current
and future efforts to improve modeling and simulation of 1IR. Eight different assumptions
were prevalent and only superficially addressed across the IR models examined. The
eight characterizing assumptions are: teaming structures, sufficient resources, negligible
transit time, work efficiency, no degraded conditions, no external support, compressed
phases of recovery, and success of recovery. Assumptions are often made about these
elements of recovery operations and may not be valid in all instances, thus making
models less representative of actual conditions. Identification of these characterizing

assumptions allows future work to challenge these assumptions when appropriate.
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Challenging prevailing assumptions, to include building upon the limited work already
accomplished, will improve IIR modeling.

8.3.2. Conclusions about coupling

Four contributions regarding coupling are appropriate to highlight. First, this
research presented the first model to simultaneously integrate all four of the tight or linear
coupling strategies identified by Gonzélez et al. (2016). These coupling strategies were
identified as one2one, one2any, one2all, and one2many. Second, nuances associated with
integration of all four coupling strategies were detailed for models treating operability as
binary and non-binary. The differences are particular to each case and require slight
modifications to previously presented or explained relationships. Third, in models using a
non-binary operability variable, the addition of a pseudo-node in connection with the
one2many coupling can allow system modeling nodes that maintain some level of
operability despite disturbances or some degradation. This is particularly useful, since
this mimics many known systems that still function with manual overrides, but at a
reduced capacity or responsiveness when control systems are in need of system
maintenance. Fourth, coupling strategies can be used to overcome some data accessibility
issues in lieu of obtaining full data. The combination of partial data plus additional
interdependencies to compensate for the missing infrastructure data yielded results within
3% of the dataset representing complete data. These contributions exemplify the power of
incorporating coupling into IR models.

8.3.3. Conclusions about interdependencies

This research made three contributions to the modeling and understanding of

interdependencies. First, this research is the first to simultaneously integrate nine
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different interdependency subtypes within a single IR model. This enables a modeler to
identify multiple interdependencies between systems and evaluate the effect of these
relationships on the entire system in terms of cost, repair time, and operability. Second,
the combination of multiple interdependency subtypes and coupling strategies allows a
system modeler to articulate complex, multiple, and compounding interdependent
relationships. This is a unique modeling capability due to the inherent ability in the model
formulation rather than establishing unique sets and constraints in other work (Gonzalez
et al. 2016; Lee et al. 2007). Third, a method for identifying node pairs that might
experience interdependent relationships was developed through the process of nodal
examination in a multi-plex structure. Details regarding this nodal analysis are found in
Appendix A.

8.3.4. Conclusions about modeling

Several improvements to existing models have been highlighted already and this
subsection suggests improvements based on this research to benefit all network-based IIR
modeling. Models are often unique and specific and, therefore, are difficult to compare
output or results from one model to another. To aid in overcoming this challenge three
concluding thoughts are proposed to help model evaluation and selection.

1. Incorporate the recovery operations trilemma framework to establish and discuss
model focus and objectives. This may help articulate how a given model
addresses or does not address these three critical elements of interdependent
infrastructure recovery operations.

2. Establish and clearly articulate which interdependency subtypes and coupling

strategies are able to be used within a given model. Incorporating more
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interdependencies is not necessarily the goal, but rather calculated and intentional

inclusion of the appropriate interdependencies for the scenario is the goal for

modeler and stakeholders alike.

3. Identify characterizing assumptions within a given model. This should influence
model transparency and provide stakeholders with better information to make
decisions on appropriate models for the scenarios of interest.

These three conclusions are supported and informed by the present research but
are not fully accomplished by this present work. Some sort of model repository could be
beneficial to such ends. Such a repository could be expanded to be more inclusive by
using the six dimensional interdependency framework of Rinaldi et al. (2001) or using a
modified version of Griot’s (2010) model assessment framework.

8.3.5. Conclusions about data

Two significant contributions were made in terms of data. First, 322 errors were
identified in the CLARC Database which were corrected. Additionally, improvements to
the CLARC Database were suggested and implemented in the creation of four separate
databases. The BIIRM Multiplex dataset represents the CLARC Database restructured in
a multi-plex fashion. The BIIRM Multiplex+ dataset incorporates the improvements
suggested and adds additional telecommunication demand as well as an additional
transportation commaodity. The BIIRM Multiplex Reduced dataset is 10% of the BIIRM
Multiplex dataset, while still maintaining the nodal and arc diversity. Finally, the BIIRM
Multiplex Reduced+ dataset adds telecommunication and transportation demand
proportionally based on the reduced instance size similar to the BIIRM Multiplex

Reduced dataset. These latter two datasets are approximately the same size and scope of
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military installations and represent a first attempt at creating military specific IIR datasets
for academic research.
8.4. Recommendations for Future Research
The recommendations for future research are categorized in a similar fashion as
the conclusions and contributions with the exclusion of literature review. Therefore, the
following listed items are categorized as coupling, interdependencies, modeling, and data.
e Coupling

o Explore more scenarios of overcoming inaccessible data. A critique in the
review of one of the papers suggested it was limited by examining only
one scenario.

o Explore non-linear or complex coupling. These types of coupling
comprise an under-explored area, since most assumptions assume tight
and linear coupling characteristics and are normally node-to-node or arc-
to-arc based.

o Examine the time-delayed effects on system disruption based on loose
coupling. Time-delayed effects are common in real systems due to on-site
storage or some temporary capability to overcome outages. Common
examples include uninterrupted power supply systems for critical
electronic equipment. The inherent nature of the BIIRM can handle those
peculiar relations, but they have not been explored.

e Interdependencies
o Incorporate restoration interdependency resource competition in order to

address common assumption of sufficient resources. This can be done in
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part by adapting the general resource constraint presented by Gonzalez et
al. (2016).

o Incorporate degraded conditions such as chemical, biological, radiological,
and nuclear (CBRN) protocol to recovery operations. This may include the
identification of additional restoration interdependencies due to
decontamination and post-attack reconnaissance.

o Address each characterizing assumption and combinations of assumptions.
Efforts can build on others’ work to share ideas about how to better model
IIR nuances (e.g., increasing costs, shifting priorities).

e Modeling

o Establish a model validation method by integration with Energy
Resilience Readiness Exercises or “pull-the-plug” exercises performed
across the Department of Defense. Additional integration can be achieved
in general exercise planning and estimation of repair times and responses
to scenarios based on simulation.

o Integrate the BIIRM damage scenario simulation with HAZUS. This is
coupled with additional GIS data improvements, but would provide a way
to analyze likely damage scenarios and the impact of multi-plex structure
for damage scenario creation.

o Explore inherent model flexibility in additional ways to include non-static
costs throughout recovery operations and shifting priorities. Explore
additional scenarios such as a second wave of damage and incremental

information flow.
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o Examine time-based interdependencies, that materialize at moments of
peak value. Moments of peak value is a novel approach to resilience-based
analysis (Poulin and Kane 2021, under review).

o Develop heuristics and consider reformulation to improve BIIRM
execution with larger instances. Current issues may be in the complex
multilayer structure of multi-plex infrastructure layers within a multi-slice
construct. This might be addressed by reevaluating a network flow and
network design assumption which would allow arcs and commaodities to
cross infrastructure layers.

e Data

o Correct the GIS interface based on the CLARC Database corrections.

o Create a GIS interface for the BIIRM Multiplex datasets.

o Create a GIS context and interface for the BIIRM Multiplex Reduced
datasets and include military-specific nomenclature to asset types to better
align with military base analysis.

These conclusions, contributions, and recommendations express the culmination
of years of study in interdependent infrastructure recovery. The hope is this will profit the
future development of efforts to improve the recoverability and thereby the resilience of

civil infrastructures.
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Appendix A. Network Database Preparation for BIIRM?

This appendix details three main contributions to the preparation of the network
database used for the BIIRM. The first section details the CLARC Database and slight
corrections made based on the version available for download (Sharkey et al. 2018). The
second section explains the modifications needed to convert that data into a multiplex
layered system. The third section addresses the source and assumptions used to add cost
data in lieu of real-world data from an actual damage event.

A.l. CLARC Database

The data used for the BIIRM was constructed largely from a database called the
CustomizabLe ARtificial Community (CLARC) County Data (Little et al. 2020; Loggins
et al. 2013). This database represents a mixture of real geospatial and infrastructure
information of assets while removing proprietary or sensitive information. It was built
over the course of a couple of years by the information from the data stewards and
infrastructure managers. This database has significant advantages over other datasets
primarily due to the multi-directional operational interdependencies rather than strictly
defining dependencies on one infrastructure system (Sharkey et al. 2015). It also is
representative of actual infrastructure data for a region (on the scale of a U.S. county).

These data represent 1,305 nodes across 10 infrastructures including: power,
telecommunications, water, wastewater, transportation and emergency response (TER),

travel, education, healthcare, industry, and residential. These nodes represent 47 different

1 Some contents of this appendix were submitted independently as technical notes by Moore and Jacques to
ASCE’s Journal of Infrastructure Systems on 10 June, 2021. The submission was titled “Technical Notes
on Using and Improving the CLARC Database for Interdependent Infrastructure Modeling and
Simulation.”
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types of assets ranging from junctions in a power or water distribution system to power
plants, schools, and other commercial entities. There are 4,764 arcs across 5
infrastructures including: power, telecommunications, water, wastewater, and TER.
These arcs represent 21 different types of assets from bridges, interstates, and water
mains to cell tower signals. It is noteworthy that the nodes are distributed across 10 layers
and the arcs were categorized into 5 layers, but connected all the nodes using data fields
of “To_Infra” and “From_Infra” representing the infrastructure layers in which the to-
and from-nodes resided. Full descriptions are available with the original dataset (Sharkey
et al. 2018). Table A1 summarizes the network attributes that are relevant.

Table Al. CLARC Database represents a large interdependent network consisting of

nodes and arcs across five principal infrastructure systems (i.e., power,

telecommunications, water, wastewater, and TER) and five additional layers

Nodes Arcs

Infrastructure Type Asset Types  Number  Assets Types  Number
Power 5 63 4 919
Telecommunications 2 29 5 414
Water 3 183 3 749
Wastewater 3 373 3 1169
TER 11 391 6 1513
Travel 4 52

Education 5 41

Healthcare 4 78

Industry 9 18

Residential 1 77

Total 47 1305 21 4764

As mentioned previously, the CLARC Database exemplifies network-to-network
interdependencies. This is evident with 2,631 interdependent relationships between

various networks. The CLARC Database, for analysis of operational interdependencies,
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grouped the node-based infrastructure networks of travel, education, healthcare, and
industry as one aggregate layer called “Social” infrastructure. This resulted in a
recategorization of node layers into seven layers consisting of the five principal
infrastructure systems (i.e., power, telecommunications, water, wastewater, and TER),
social, and residential layers to describe the interdependencies. Table A2 summarizes
these operational interdependent relationships using these recategorized seven node-
based infrastructure layers.

Table A2. CLARC Database exemplifies infrastructure interdependencies

between all the network layers

Number of Child Number of

Parent Infrastructure Infrastructures Relationships
Power 6 845
Water 5 423
Wastewater 5 425
Telecommunications 3 143
TER 3 795
Total 2,631

This summarizes the CLARC data, which served as the initial starting point for
the databases used in the BIIRM. After the CLARC Database was downloaded some
errors or inconsistencies in the data were noted and are addressed in the following
subsection.

A.1.1. Correction of issues and irregularities

Data cleansing included identification of issues and irregularities and then
correction of those errors consistent with the other data. The inconsistencies included
missing demand, erroneous demand, mislabeling, missing location information, and arc

inconsistencies.
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A.1.1.1. Missing demand

One of eight wastewater treatment plants was missing a water demand. All others
had a demand of 75, but Wastewater Treatment_Plant_7 had a demand of 0. Five of 221
wastewater Pump_Stations were missing power demand, whereas all others had a power
demand of 30. The pump stations were Pump_Station_61 and Pump_Station_208 to 211.

A.1.1.2. Erroneous demand

All 34 Banking ATM machines had both water and wastewater demands equal to
10. It is not clear why an ATM required a water or wastewater service connection and
why they needed that demand met in order to fulfill their service as a monetary
dispensary. Therefore, these demands at these nodes were set to zero and associated
water and wastewater arcs were deleted.

A.1.1.3. Mislabeling

There were 107 lighted intersections out of 237 total intersections that each
required power; however, there were only 77 arcs listed as a Power_Traffic_Line,
indicating that 30 arcs were either missing or mislabeled. They were mislabeled under the
“Definition” field as CF_Dist Line, but properly labeled in the “Name” field. This
change also resulted in a need to correct the capacity of the arc to size it consistent with
the other Power_Traffic_Line arcs. The ArcIDs for these mislabeled arcs were: 1149,
1151, 1154, 1156, 1157, 1160, 1171, 1173, 1174, 1180, 1183, 1185, 1188, 1190, 1192,
1194, 1211, 1213, 1214, 1220, 1226, 1228, 1233, 1235, 1236, 1238, 4900, 4901, 4902,
and 5478.

Three Water_to_CF lines were mislabeled as Waste _to_CF lines, confusing the

definition and name. This was sorted out by observing which infrastructure they had a
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listed capacity for. In all three instances they were water lines. These arcs had ArclD
values of 3463 to 3465. Additionally, 10 Trans_CF_Conn arcs were mislabeled with the
definition of “Local”, but should have had definition of “Trans CF _Conn”. These were
Trans_CF_Conn_272 to 281.

11 Waste_Main_Pipe arcs were inconsistently numbered, since all other arcs were
paired in bi-directional groupings. This means arcs (i, j): (9579,9580) and
(i,7): (9580,9579) would both be labeled as Waste_Main_Pipe_197. This nomenclature
fell apart at Waste_Main_Pipe_366 and beyond, specifically involving
Waste_Main_Pipe_366 to 377. There is also another Waste_Main_Pipe_380, which is
discussed in the subsection addressing arc inconsistencies.

A.1.1.4. Missing locations

Many arcs were missing location information, which was under the field
“Census_Tract”. There were 77 census tracts or locations. 100% of all the nodes and 96%
of all the arcs had a specified location. It was chosen that the location of the point of
destination would be the location of the arc. It is important to note that arcs can be in or
transit more than one geographical location, which were considered as synonymous with
the census tracts. Listing all transited locations of arcs would be an improvement upon
the dataset and may support a more in-depth evaluation on the consequences of the
restoration interdependency subtype of geospatial repair. In total there were 192 arcs
without a listed census tract (location), with the following breakdown: 4
Power_Traffic_Line, 4 Main_Pipe, 1 Waste_Main_Pipe, 55 Trans_CF_Conn, 64

Waste to CF, and 64 Water_to CF.
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A.1.1.5. Arc inconsistencies

Each Census_Point had a duplicate connection with a Cell_Tower defined by the
Signal arcs except for two Census_Points. Signal_83 and Signal_152 were the only
connection from Cell_Towers to Census_Points_42 and 76 respectively.

Two duplicate bi-directional Trans_CF_Conn arcs existed, which connected node
149 to 5807. These arcs were Trans_CF_Conn_403 and 415 for arc (i, j): (5807,149)
and Trans_CF_Conn_405 and 416 for arc (i, j): (149,5807). Due to the numbering
Trans_CF_Conn_415 and 416 were deleted, since they represented the second instance of
the same arc.

Waste_Main_Pipe_223 had an arc (i,j) = (j,i): (9580,9580), making it a bi-
directional loop. However, in the GIS database the identified arc looked as if it should
have been connected to node 9319, but both terminal points listed node 9580. In the
database all Waste_Main_Pipe arcs were bi-directional, except Waste_Main_Pipe_380
which had an (i, j): (9580,9319) and no reciprocal arc. Therefore, it was determined that
Waste_Main_Pipe_223 was intended to be the bi-directional set of arcs connecting nodes
9319 and 9580. This eliminated the need for Waste_Main_Pipe_380.

In summary, these errors were mostly minor, but serve as an improvement upon
the original data set. In addition to these errors, some underlying concerns arose and are
explained in the following subsection.

A.1.2. Concerns about the database

Two major concerns arose in reviewing the data and network structure as it
pertained to the telecommunications infrastructure and the TER infrastructure. The

telecommunications infrastructure is also called the information and communication
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technology (ICT) infrastructure in some academic circles and is abbreviated as ICT in the
present work (Oughton et al. 2016). The concerns were unigue to each system and are
expressed below.

A.1.2.1. Concerns with ICT infrastructure.

The largest concern was the apparent lack of connectivity to assets, which in day-
to-day operations and in emergency situations rely heavily upon telecommunications. In
fact, only four of the 47 different nodal asset types had a communication demand in the
ICT network, namely: ATM, gas station, emergency communication center, and census
points. After removing the two asset types that are within the ICT infrastructure and the
four that originally had connectivity, there were 41 different nodal asset types that had no
communication links. Of those 41 nodal asset types with no original ICT requirement,
Table A3 lists 34 of them with examples of ICT services. Table A3 therefore represents
the connectivity gap within the original CLARC Database.

Of particular interest to the present research is the presence of Supervisory
Control and Data Acquisition (SCADA) systems, which are able to improve efficiency,
but also create interdependencies and are sometimes vulnerable to system degradation
(Bobbio et al. 2010). These relationships are primary sources of cyber interdependencies
where dependence or control is based on the transfer of information through the ICT
infrastructure (Rinaldi et al. 2001). One of the primary purposes of the BIIRM is to
capture cyber as well as other operational interdependency subtypes simultaneously.

Therefore, the absence of significant information in the ICT infrastructure is a concern.
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Table A3. 34 nodal assets have day-to-day and emergency telecommunication

requirements not captured in the original dataset

Node Asset Types Information & Telecommunication Requirements
Airport Air Traffic Control, radar, telephone, internet
Banking_Central_Office ATMs, bank transactions, telephone, internet
Bus_Terminal WIFI, telephone, internet

Central_Office
Child_Residential_Facility
College

EMS_Station

Ferry

Fire_Station

Fuel _Terminal
Group_Home

Hospital

Hotel

Industry®

Jail

Nursing_Home
Police_Station
Pump_Station

School®

Shelter

Substation®
Wastewater_Treatment_Plant
Water_Treatment_Plant
Well_Site

Telephone, internet

Telephone, internet

WIFI, telephone, internet

911 calls, dispatch, telephone, internet
Telephone

911 calls, dispatch, telephone, internet
SCADA?, telephone

Telephone, internet

WIFI, dispatch, telephone, internet
WIFI, telephone, internet

SCADA, telephone, internet
Telephone, internet

Telephone, internet

911 calls, dispatch, telephone, internet
SCADA

Telephone, internet

Telephone

SCADA

SCADA, telephone

SCADA, telephone

SCADA

4 SCADA — supervisory control and data acquisition; ® Represents 8 different industries;
¢ Represents 3 different school types; ¢ Represents distribution and transmission types

Additionally, the layout and structure of the ICT network does not seem accurate

or straight forward. There are two nodal asset types within the ICT network to include a

central telephone office or hub and a cellular tower. Both types of nodes originally had a

transshipment type function, which is an accurate representation of how they these types

of nodes function in reality; however, it is not the only way to view these nodes. There is

also an issue with the imbalance of the supply and demand nodes. The only supply nodes
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are the census points (population nodes), which discounts any other asset type as an
origin of a communication link (i.e., business-to-business, business-to-private
transactions). It was intended to be modeled as a multicommodity flow of origin-
destination (O-D) pairs also commonly done for telecommunication networks (Ahuja et
al. 1993). In the CLARC Database there are 77 census points being the only supply of
communication at a value of 1 each, and the network has a cumulative demand of 143.
Due to the imbalance, it is impossible that all O-D pairs would have been successful in
meeting the demand. Therefore, the structure and design of the ICT network was a
concern both because of the lack of other O-D pair possibilities and the imbalance of
supply and demand.

A.1.2.2. Concerns with the TER infrastructure.

While slightly less obvious, the TER infrastructure has an inherent disparity based
on the multiple commodities flowing within that network. The TER infrastructure has
three commaodities which flow across the network and are the emergency services of
“EMS”, “Police”, and “Fire”. While these are very important commodities in a response
to and recovery from a disruptive event, there is a missing commodity of “People” that
compete for the same transportation resources. In effect, by not modeling people or how
the population moves from place to place in competition with the Emergency Response
the TER network analysis is limited and only partially reflects recovery. People that need
to be modeled include infrastructure work crews, workers for all the social and
commercial entities modeled, and if necessary, based on the scenario (e.g., hurricane
event), the excess population as it evacuates the area. The omission of “People” as a

commodity in the TER network was also a concern.
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The combination of these concerns prompted additions and modifications to the
original CLARC Database in order to address these items of interest in the BIIRM. The
details of these additions are explained in the following subsection.

A.1.3. Additions to the database

Additions or modifications were made to both the ICT and TER infrastructures in
order to address the concerns mentioned above. Modifications to the ICT network
included the identification of additional demand nodes, substitution of binary
telecommunication demand with a range of demand, and a restructuring of the network to
emphasize connectivity.

The 34 additional nodal asset types identified in Table A3 that have a day-to-day
and emergency telecommunications demand were given a non-zero demand for a single
type “Communications” commodity. Additionally, the original nodes that had a
telecommunication demand equal to one were all given a non-zero demand scaled to
represent either the number of working personnel at a given location or the demand for
information exchange or some combination of the two.

In order to address the network structure concern, the ICT network was
reconfigured to emphasize connectivity and ability to meet demand. Therefore, it was
restructured as a supply and demand network flow versus the original O-D pairing. This
was accomplished by turning the telephone central offices and cell towers into source
nodes and then making all others demand nodes. This essentially allowed for an analysis
of whether or not the demand nodes were connected via operable links to an ICT node,
which then would connect to any other node via operable links. This allowed for

identification of inoperable or damaged links or nodes that required repair and satisfied
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the intent of ICT infrastructure analysis. Figure Al illustrates the reconfiguration of the
ICT network as a supply-demand network model to emphasize connectivity.

To address the concerns in the TER infrastructure every node was evaluated to
determine if there was a need for a constant workforce. A constant workforce was
defined as active laborers to perform the work or provide the service from that location.
An example is a hospital requires doctors, nurses, and staff in order to provide the
healthcare and life saving services they offer. In contrast to these types of nodes there are
nodes like a distribution level substation, which houses electrical equipment, but is not
manned constantly in order to provide the electrical service. Rather, if an issue arises,
then a crew would be dispatched to that location. Such nodes were not considered as
having a constant workforce and are therefore not demand nodes in terms of the
commodity “People”. All nodes that have a constant workforce requirement were given a
representative demand of commodity “People”. This then meant that during recovery of
infrastructure and social services, the essential personnel or workforce were also included
in the network analysis. Table A4 records the original and new “Communication” and

“People” demands.
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Origin or Supply Destination or Demand

(e.g., Census Point) (e.g., ATM) Origin-Destination Model:
* Focus is on path from origin to
. > . > . destination . :
Transshipment * Original CLARC data had only
(e.g., Central Office 77 census tracts as origins
or
Cell Tower)

Comm. network nodes
become the supply nodes

Demand . Demand Supply-Demand Model:
(¢.g., Census Point) (e.g.. ATM) » Focus is on connectivity/met
demand
. € . > . * Allows for identification of
Supply broken pieces of what would be
(e.g., Central Office along the path of any O-D pair

or
Cell Tower)

Fig. Al. Reconfiguring the ICT network in standard supply-demand construct
emphasizes the connectivity and meeting demand of all demand nodes rather than
focusing on the origin-destination path
Not captured in Table A4 is the supply data due to the changes in the ICT and
TER infrastructure layers. The amount of supply of “People” at the population centers
represent 65.4% of the total population at those locations, which is a national average
percentage for those in the working age in the United States (OECD 2021). The supply
quantity of “Communication” was scaled to meet the cumulative demand divided among

the ICT nodes that were represented as supply nodes.
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Table A4. Additional ICT & TER demand data required for BIIRM analysis

""Communication"' "People"
Infrastr. Asset Orig. New New
PWR Dist_Substation 1
Steam_Plant 10 10
Trans_Substation 1
WTR Water_Treatment_Plant 5 5
Well_Site 1
WWT Pump_Station 1
Wastewater_Treatment_Plant 5 5
TER EMS_Station 10 10
Fire_Station 24 25
Police_Station 24 25
Banking_ATM 1 1
Banking_Central_Office 10 10
Fuel Gas_Stations 1 5 5
Fuel _Fuel _Terminals 5 5
Hospital 95 100
Travel Airport 475 500
Bus_Terminal 5 5
Ferry 5 5
Hotel 10 10
Education Jail 24 25
School_High_School 48 50
School_Middle_School 48 50
School_Elementary_School 24 25
College 475 500
Healthcare Child_Residential_Facility 24 25
Group_Home 24 25
Shelter 5 5
Nursing_Home 48 50
Industry Emergency Communication_Center 1 24 25
Industry_Chemical_Plant 475 500
Industry_Solar_Plant 475 500
Industry_Battery Plant 238 250
Industry_Xray_Plant 238 250
Industry_Distribution_Center 95 100
Industry_Software_Company 48 50
Industry_Steel_Company 95 100
Industry_Lumber_Yard 24 25
Residential  Census_Point 1 500
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Another interesting complexity arose when within the TER infrastructure layer
there were five nodal asset types that had both supply and demand type functions based
on different commodities. While uncommon in network flow problems in general this is
closer to reality, where within the transportation network a certain commodity must
arrive before a different commodity may be sent out (e.g., replacement firefighting crews
or replacement police officers must come on shift to take over for the others). These
additions and modifications to the CLARC Database provide an overview of the changes
to the data. In the next section the structure of the data is addressed.

A.2. Modifications of the Database for the BIIRM

This section outlines the modifications made in the structure of the CLARC
Database in order to accommodate a multiplex structure where a node is mapped one-for-
one in each network layer in which it is present (Bianconi 2018). This process entailed
reconfiguring the data in the database to accommodate the multiplex structure. The
restructuring of the data provided insights into operational interdependencies. Finally,
this section will discuss the creation of a reduced dataset, the damage scenario data used
for initial analysis with the BIIRM, and geospatial considerations.

A.2.1. Conversion of the database to a multiplex structure

The organization of the original CLARC Database made it difficult to use in a
true multiplex sense and therefore it was restructured. One of the primary differences in
the structure of the database can be understood by considering the nodes. A node in the
CLARC Database was listed once, and then regardless of the various uses across
infrastructures (i.e., supply, demand, capacity) all the node’s data was on one row. In a

multiplex database, each node has some parent infrastructure (i.e., power plant is in the
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power infrastructure). This node may or may not be reflected into another infrastructure
(i.e., power plant has a water and wastewater demand and therefore is reflected in those
networks) and each instance of the node is a separate entry. This significantly increases
the number of nodes, since the node may be represented in the case of the BIIRM on up
to five different infrastructure layers. The number of arcs stays relatively the same under
the assumption that a commaodity flows only within its given infrastructure layer. An
oversimplification of the process involves taking a fat and short data table and converting
it into a skinny and tall data table.

Additionally, the original CLARC Database consists of nodes across 10
infrastructures and arcs across five infrastructures, which if used directly suggests that
five infrastructure layers are disconnected or that arcs cross infrastructure boundaries.
The latter was true for the original CLARC Database. Therefore, it was determined all
nodes, including reflected nodes, and all arcs could be captured in just five infrastructure
layers including: power (PWR), telecommunications or information and communication
technology (ICT), water (WTR), wastewater (WWT), and transportation and emergency
response (TER).

When reflecting nodes into the various infrastructures it was seen that only five
infrastructure layers were needed. Table A5 maps the same five infrastructure layers used
in the CLARC and BIIRM models. Table A6 maps the unique CLARC infrastructure
layers to the BIIRM layers. These tables represent 47 different asset types and the nodes
or reflected nodes across the infrastructure layers used in the BIIRM. In Tables A5 and
A6, the indicator “H” represents the host infrastructure layer and the indicator “R”

represents a reflected infrastructure layer.
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A.2.2. Operational interdependency insights from multiplex construct
Organizing nodes in a multiplex manner provides an easy or visual way to
determine whether or not some type of operational interdependency might exist between

a node in a given infrastructure layer and that same node’s reflection in another layer.
This is possible by realizing that a node may have or will likely have a meaningful
operational interdependency of the physical, cyber, and logical type when a given node
performs more than one function across the various infrastructure layers it is reflected in.

In order to illustrate this, three scenarios are given. First, analyze the functions of
a Fire Station across the various layers and one understands the Fire Station has a demand
for power, communication, water, wastewater, and people. But that same Fire Station
also supplies the emergency service of firefighting. Therefore, one can quickly see that
due to the different functions across the various infrastructure layers there is the potential
that one of the demand layers could impact that same node being able to respond to a fire
or act as a supply node for the “Fire” service commodity. By employing engineering
judgment or historical knowledge one can decide if there will be an interdependency
between these sets of systems. For instance, no communication might inhibit the Fire
Station from responding. Lack of personnel at the time of shift change might likewise
impede or degrade responsiveness. While some of these things will not render a node
inoperable or completely incapable of performing the other function, it is a starting point
for assessment of how the various infrastructure services affect operations. This same

pattern of evaluation is followed in the other two examples.
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Table A5. CLARC node mapping to BIIRM infrastructure layers and commaodities; H — host layer, R — reflected layer

PWR ICT WTR WWT TER
CLARC Infra. Node Asset Type Power Comm Water  Waste EMS Police  Fire  People
Power (PWR) Dist_/Trans_Substation H R
External_Demand H
Power_Node H
Steam Plant H R R R R
Telecommunications Cell Tower R H
(ICT) Central_Office R H
Water (WTR) Water Node H
Water_Treatment_Plant R R H R R
Well_Site R R H
Wastewater (WWT) Pump_Station R R H
Waste Node H
Wastewater Treatment Plant R R R H R
Transportation, Banking_ATM R R
(ETrTéigjency Response Banking_Central_Office R R R R H H
EMS_Station R R R R H H
Fire_Station R R R R H H
Fuel Fuel_Terminals R R R R H H H H
Fuel Gas_Stations R R R R H
Hospital R R R R H H H
Intersection H H H H
Intersection_Lighted R H H H H
Police_Rally_Point H
Police Station R R R R H H




L6T

Table A6. CLARC non-primary node mapping to BIIRM infrastructure layers; H — host layer, R — reflected layer

PWR ICT WTR  WWT TER
CLARC Infra. Node Asset Type Power Comm  Water Waste EMS  Police  Fire  People
Travel Airport R R R R H H H H
Bus_Terminal R R R R H H H H
Ferry R R R R H H H H
Hotel R R R R H H H H
Education College R R R R H H H H
Jail R R R R H H H H
School_Elementary/ Middle/ High R R R R H H H H
Healthcare Child_Residential_Facility R R R R H H H H
Group_Home R R R R H H H H
Nursing_Home R R R R H H H H
Shelter R R R R H H H H
Industry Emergency_Communication_Center R R R R H H
Industry_Battery Plant R R R R H H H H
Industry_Chemical_Plant R R R R H H H H
Industry_Distribution_Center R R R R H H H H
Industry_Lumber_Yard R R R R H H H H
Industry_Software_Company R R R R H H H H
Industry_Solar_Plant R R R R H H H H
Industry_Steel_Company R R R R H H H H
Industry Xray Plant R R R R H H H H
Residential Census_Point R R R R H H H H




Second, a pump station functions as a transshipment node in the wastewater
infrastructure layer, but has a power demand and is controlled by a SCADA system in the
ICT infrastructure layer. Therefore, it is possible that the power or the SCADA system
could impact the operability of the pump station within the wastewater network thereby
creating an operational interdependency of the physical or cyber type.

Third, an airport has demand across all five of the infrastructure networks
examined. Therefore, if demand is not met by one or more infrastructure service there is
no service with an associated alternate nodal function that is being evaluated that would
be impacted by unmet demand. In reality, an airport provides travel by air, but if that is
not being modeled then that won’t be considered as some operational interdependency.
These scenarios are visually seen in Figure A2 where red indicates a demand, yellow a

transshipment, and green a supply function.

PWR/ICT/WTR/WWT
& some TER may

PWR ICT WTR  WWT TER impact other TER

PWR ICT WWT PWR & ICT may

. impact WWT
All demand; no

infrastructures may
PWR  ICT WTR  WWT TER impact another

Fig. A2. Use of color coding for demand (red), transshipment (yellow), or supply (green)
function provides visual method for understanding whether or not operational

interdependencies are likely
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While this is not a primary reason for structuring the database in this fashion, it
does help answer infrastructure managers’ and researchers’ consternation of having
elusive operational interdependencies (Ouyang 2014). The restructuring of the CLARC
Database also provided a multiplex structure of the original data intended for analysis in
the BIIRM. This newly structured database without the additions of new communications
connections and people mentioned is called the BIIRM Multiplex dataset. The dataset
with the ICT and TER additions is called the BIIRM Multiplex Plus dataset. Additional
modifications are explained in the following subsection.

A.2.3. Reduced dataset for base-level scope

One of the primary objectives of the BIIRM was to analyze interdependent
infrastructure recovery as it relates to a military base. While the diversity of support
operations on a military installation are similar to the CLARC Database, the size is
substantially smaller than a regional size database. Therefore, a 10% sampling of all asset
types within the CLARC Database provides an approximation of the diversity and
quantity of infrastructure on a medium- to large-sized military installation. Such a
sampling produced a reduced dataset called the BIIRM Multiplex Reduced dataset. This
reduced dataset has a companion which includes proportional ICT and TER additions and
is called the BIIRM Multiplex Reduced Plus dataset.

In the BIIRM Multiplex Reduced dataset there were at least one of all the 47
different types of nodal assets and all 21 arc assets included. Table A7 provides a brief
summary and comparison between the CLARC Database, the BIIRM Multiplex dataset

(MP), the BIIRM Multiplex Plus dataset (MP+), the BIIRM Multiplex Reduced dataset
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(MPR), and the BIIRM Multiplex Reduced Plus dataset (MPR+) with key network
elements.

Table A7. Multiplex structure adds significant node count as seen in comparison of
CLARC, BIIRM Multiplex (MP), Multiplex Plus (MP+), Multiplex Reduced (MPR), and

Multiplex Reduced Plus (MPR+) datasets

CLARC MP MP+ MPR MPR+
Nodes 1305 1305 1305 153 153
Reflected Nodes 0 1715 2366 227 312
Arcs 4764 4761 4761 648 648
Additional Arcs 19 1302 2 176

The additional arcs in the BIIRM Multiplex dataset are due to 19 electrical
generator lines for 19 cell towers, which were incorporated into the analysis done by
Sharkey et al. (2015). Similarly, the 2 additional arcs in the BIIRM Multiplex Reduced
dataset are 2 electrical generator lines. The other additional arcs in the BIIRM Multiplex
Plus and BIIRM Multiplex Reduced Plus datasets are the necessary arcs to satisfy the
increased demands in the ICT and TER infrastructure layers. The compilation of the
damage scenario data is expressed in the next subsection.

A.2.4. Damage scenario data

The damage scenario was created to mirror the magnitude of damage scenarios
found in literature, specifically the damage scenarios of Sharkey et al. (2015). The
damage scenarios simulated by Sharkey et al. (2015) were chosen due to the use of the
CLARC Database as a starting point and the authors’ inclusion of restoration
interdependencies. The original intent was to use the results of Sharkey et al. (2015) as a

benchmark and calibration point against the BIIRM. However, details regarding the exact
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damage scenario and all data associated with the network were not available. Therefore,
it served as a target magnitude of a damage scenario. Across the three damage scenarios
performed by Sharkey et al. (2015), 3% of nodes and 6% of arcs were damaged on
average. That became the target values for the created damage scenario used for the
BIIRM. While these values were the target values, damage is scenario specific and
shouldn’t preclude analysis with varying levels of damage.

The main reason the damage scenario was created was there hasn’t been a
simulated damage event which allowed for the evaluation of all nine interdependency
types simultaneously. However, real-world scenarios often include these types of
interdependencies affecting operations or restoration (Ouyang 2014). Therefore, to ensure
realistic scenarios, the damage scenario was created to showcase the cause and effect of
including operational and restoration interdependencies.

It should be noted, in an actual damage scenario information will come in
sporadically and will be unique to the disruptive event. Some operational
interdependencies will be known prior to a disruptive event and as mentioned above,
some analysis may identify additional operational interdependencies. History has shown
that time and again we will also be surprised by some unknown operational
interdependencies (Matthews 2005; National Infrastructure Advisory Council (NIAC)
2018). Restoration interdependencies are inherently situation-specific; however, there
may be historical instances which drive local protocol that can be construed as pre-
determined restoration interdependencies, especially if these protocols affect the
precedence of recovery. Such protocol-driven scenarios can be pre-programmed into the

restoration interdependencies of given infrastructure systems within the model. These
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pre-programmed interdependencies can be given conditional coding that will generate
precedence constraints only if both assets within the interdependent infrastructure
systems are damaged. This was tested during model debugging of the base model;
however, it is not likely that most of the restoration interdependencies would come from
this type of protocol-driven origin. Therefore, in this scenario each component of the
restoration interdependency was damaged and precedence was relayed through the
command structure to develop the restoration interdependencies.

An anecdote helps illustrate how restoration interdependencies might be
established during a damage assessment following some disruptive event. For instance, a
city crew is dispatched after a major storm and notes that trees had been knocked down
and are lying on some power lines. This is called in to a disaster management center and
is a task for the city crew to clean up, but requires an electrical crew to ensure everything
is de-energized prior to tree removal. Following tree removal, the electrical crew will
need to repair the power line and re-energize the system. This type of damage report
should establish precedence relationships (restoration interdependencies) which will
inform calculations of system recovery times.

The completeness of the damage scenario in terms of restoration interdependency
subtypes is illustrated by comparison. Table A8 compares the damage inclusion of
restoration interdependency subtypes by Sharkey et al.’s (2015) work and the BIIRM
MP+ dataset. Additionally, the BIIRM MPR and MPR+ datasets also had damage
scenarios that leveraged all restoration interdependency subtypes. In the case of the
traditional precedence relationships the BIIRM MP+ is double the number of

relationships used by Sharkey et al. due to counting both directions of bi-directional arcs.
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Table A8. Damage scenario created for the BIIRM Multiplex Plus dataset is the

only one incorporating all restoration interdependency subtypes of interest

Sharkey et al., 20152

BIIRM

Interdependency Type Infrastructures ~ Med.-Scale  Lrg.-Scale MP+
Traditional Precedence PWR & TER 1 10 20

TER & PWR 1 10 20
Effectiveness Precedence PWR & TER 0 0 80
Options Precedence TER & WTR 0 0 56
Time-sensitive Options PWR & ICT 19 19 57

PWR & WWT 52 52 52
Geospatial Repair All 0 0 77

This tailored damage scenario also highlights the variety of coupling possibilities
within restoration interdependencies. There are four coupling strategies for these types of
relationships, namely: node-to-node, node-to-arc, arc-to-node, and arc-to-arc. Table A9
shows that the damage scenario utilizes all four coupling strategies possible for the
restoration interdependencies.

Table A9. BIIRM damage scenario showcases all four coupling strategies

possible in restoration interdependencies

Interdependency Type Coupling Strategy
Traditional Precedence arc-to-arc
Effectiveness Precedence node-to-arc
Options Precedence arc-to-node
Time-sensitive Options node-to-node
Geospatial Repair n/a

An alternate damage scenario creation mechanism was explored, but not fully
exercised. If a fully developed GIS representation of the BIIRM Multiplex dataset had

been available or created (see next subsection), then damage could be simulated using an
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ArcGIS plugin like HAZUS, developed by Federal Emergency Management Agency.
Unfortunately, this was not accomplished in the present work and is an area of
improvement for future work. In combination with the HAZUS damage simulation, the
use of stochastics for associating a probability of damage to certain asset types across the
various infrastructure layers might be able to generate more robust damage scenario
profiles to test overall system response.

A.2.5. Geospatial considerations

The original CLARC Database consisted of some geospatial information, which
allowed for the nodes, arcs, and census tract polygons to be loaded into ArcMAP. All the
nodes and arcs were included in one shape file and needed to be parsed into each
individual infrastructure layer to support either the original CLARC “layers” or the
BIIRM multiplex structure. This effort was started; however, missing data, mislabeled
data, as well as disconnected components of the network slowed the data transformation.
This problem was exacerbated by trying to turn the original CLARC GIS data into a GIS
representation of the BIIRM Multiplex. The final issue became the missing portion of the
ICT network which was deemed as critical information. Therefore, attempts to correct
and add missing GIS information was abandoned for the present work and the effort was
shifted to only the node and arc information in the databases.

The BIIRM Multiplex Reduced network represents an approximate 10% sampling
of the CLARC Database constructed in a multiplex fashion. This reduced dataset was
given a geospatial context in order to inform the damage scenario creation and also the

associated interdependencies. This geospatial context allowed for a simulated damage
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event to consider geospatial operational interdependencies by having some reference of
proximity.

Future work can address GIS compatibility with the changes mentioned above.
This is an area where significant improvements can be made in terms of data
visualization and synchronization with other GIS tools and analysis. While not the focus
of the present research, some efforts were made to incorporate aspects of geospatial
context in order to fully evaluate the operational interdependency geospatial subtype.

The following section explains the largest contribution to the primary data, by
adding cost figures to the data.

A.3. Addition of Cost Data

The CLARC Database had no cost data associated with it, which presented a
concern, since the most common objective functions in interdependent infrastructure
recovery analysis were cost-centric. Therefore, generic cost data was constructed for all
the various asset types and all other associated costs used in the cost objective of the
BIIRM. These costs include site preparation, repair, assignment, and flow costs. These
are each given an individual subsection below. Additionally, penalty costs are discussed
since they were used intermittently throughout the model for various reasons.

As a general note, actual cost data associated with an actual network would be
superior to any cost data created. While the creation or fabrication of the cost data is not
flawless, extensive efforts were employed to render a representative cost structure. The
resulting cost data are flexible and responsive to varying types of analyses of interest to
the research based on tailorable assumptions on the amount of damage, unit costs, etc. It

is important to remember much of the cost data related to infrastructure may be

205



proprietary or protected and therefore representative costs may be all that is publicly
accessible for research.

The purpose in creating cost data for the CLARC Database and associated BIIRM
datasets is to more fully understand the multi-objective behavior of infrastructure
recovery and to provide a proof of concept. At best these costs should be considered as
project comparison cost estimates with no greater accuracy than —20% to +40% (DoD
2010). The following subsections explain how each of the different types of cost were
created.

A.3.1. Site preparation costs

The CLARC Database had four different terrain types including: open, heavy
trees, city, and suburbs. Each of these areas were used in order to establish the cost of site
preparation. While each repair project in reality might have unique site preparation costs
and unique requirements, these four terrain types were assumed to be unique enough to
apply a single cost for work within a geospatial area. The CLARC Database had 77
geospatial sites called Census Tracts, which were the same for the BIIRM Multiplex
datasets, and which were reduced to 8 Census Tracts for the BIIRM Multiplex Reduced
datasets. Three different websites were consulted to determine price ranges for site
preparation within the various terrain types (homeadvisor.com 2021a; howmuch.net
2020; kompareit.com 2021). Table A10 shows the costs for site prep for work within the

four various terrain types.
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Table A10. The four terrain types used in CLARC Database have site preparation costs

ranging from $1,000 per job to $3,500 per job

Terrain Type Site Prep Cost
Open $1,000
City $2,750
Heavy Trees $3,500
Suburbs $1,750

A.3.2. Repair costs

Each of the 68 different asset types found in the CLARC Database were given a
unique cost using Table 3 of Unified Facility Criteria (UFC) 3-701-01, DoD Facilities
Pricing Guide, with change 6. Each asset type was compared with the Facility Analysis
Category (FAC) within the DoD Real Property Classification System and the respective
FAC title. A Plant Replacement Value (PRV) is given for each FAC, where PRV is
defined as the “cost to design and rebuild a notional facility to current standards [in
order] to replace an existing facility on the same site” ( DoD 2020). This was considered
as what was required in the case of catastrophic failure or total damage of the assets.

Using the chosen FAC for each asset, Table 3 of the above-mentioned UFC
provides a PRV Unit Cost (PUC). The PUC in combination with a reference size or asset
quantity (completely tailorable) were used to obtain the total cost of an asset (see
Equation A.1).

Total Cost of Asset = PUC X Quantity. (A1)

The total cost of an asset was then split into an appropriate number of portions

based on the number of infrastructure systems affecting that asset plus one. For example,
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a lighted traffic intersection has a transportation (TER) and electric (PWR) aspect to this
asset. Therefore, the total cost of repair for that intersection was divided into 2+1 equal
portions. The “lead” or “host” infrastructure system received a double portion of the cost
and the reflected aspects of that node received only one. Another example takes an
airport, which has a demand in all five infrastructure layers, and divides the total cost into
six equal portions. In this instance the double portion is also associated with the TER
infrastructure layer since that is the “host” layer for that node. Equations A.2 and A.3

represent the cost per asset system and the cost for the lead asset system respectively.

Total Cost of Asset
(Number of layers+1)

Cost per Asset System = (A.2)

Cost per Lead Asset System = 2 X Cost per Asset System (A.3)

The costs of the asset systems were then used to determine the cost of the damage
to that asset system, based on an assumed percentage of damage. The percentage of
damage is completely tailorable, to include variations within different systems, based on
the damage scenario. The percentages used in the BIIRM Multiplex and BIIRM
Multiplex Reduced datasets ranged from < 1% to 100% based on the expendability of
the asset systems. Only the Census_Point assets had damage less than 1%. This was
determined because it was assumed that the cost to a community would be far less than
the cost to private owners and their insurance companies for reparation. Equation A.4
shows how the cost of a damaged asset system was calculated. Equation A.4 also applies
to the lead system.

Cost of Damaged Asset System = Cost of Asset System X Damage. (A.4)
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All UFC cost data reflected FY2020 dollars and was not adjusted any further,
being considered present value. Again, it is reiterated that actual cost data would be of
greater and of a more valuable quality to a user of the BIIRM, but in the absence of that
data this offers a realistic tailorable cost based on the assumptions a user imposes to
develop the cost of repair for damaged assets.

A.3.3. Assignment costs

It is assumed in the BIIRM that each infrastructure layer has fully trained and
equipped craftsmen associated with that network to fix any of the problems associated
with damaged assets within that layer. This means that parallel work crews can be
developed for each layer similar to other work in this research field (Cavdaroglu et al.
2013; Nurre et al. 2012; Sharkey et al. 2015).

Assignment costs were developed for work crews that would repair various
infrastructure assets within a given infrastructure system. While these costs are
representative, actual shop rates or employee wages for given recovery crews can be
substituted if available. Hourly rates were found on a variety of sites ranging from $15 to
$200 per hour (homeadvisor.com 2021b; c; payscale.com 2021a; b). Table Al1 lists all
the assignment costs based on an assumption of three-person crews for 8 hours using

average hourly rates.
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Table A11l. Assignment costs for the five infrastructure systems used

in the BIIRM range from $600 to $2,520 per work crew assignment

Infrastructure Hourly Rate Daily Rate?
PWR $75 $1,800
WWT $105 $2,520
WTR $105 $2,520
ICT $25 $600
TER $25 $600

@ Based on 3-person crew for an 8-hour work day

A.3.4. Flow costs

The first challenge in assigning flow costs was having to deal with unitless
demand values in the CLARC Database. Various nodal asset types within the CLARC
Database had a relative scale in terms of supply or demand of a given commaodity. For
example, the commodity of “Power” varied across the demand nodes from 5 for a lighted
traffic light to 500 for a census point housing tens of thousands of residents. Each
commodity within a network was unitless with some relative scale.

These relative scales within the CLARC Database did not perfectly match values
for similar types of facilities from national databases. However, in most instances each
commodity’s relative scale roughly followed actual data in terms of magnitude. For
example, the power usage over a month for residential dwellings was approximately 914
kWh, where commercial entities used on average 6,189 kWh, and industry used 99,221
kWh on average (U.S. Energy Information Administration (EIA) 2020). This approaches
a near tenfold increase across these different sectors and when converted to KWh per day

the values nearly matched those assigned in the CLARC Database. Therefore, the units
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assigned to the supply and demand for the power infrastructure was kWh/day. A similar
analysis was completed for all the infrastructure networks. Table A12 shows the results
including the range of values from the BIIRM Multiplex Plus dataset for demand and the
assigned unit of measure.

Table A12. Relative nodal demand scales and units of measure based on commodity

Infrastructure Relative Demand Scale  Units Assigned
PWR 5t0 500 kwWh/day
ICT 1 to 500 peak connections
WTR 10 to 120 kGal/day
WWT 10 to 120 kGal/day
TER 2 to0 20 (EMS) calls/day

2 to 30 (Police) calls/day

2 to 15 (Fire) calls/day

5 to 500 (People) commutes/day

Establishing units of measure allowed for investigation into the average cost of
providing utility services. It was assumed that utility companies owned and operated by a
municipal are compensated for expenditures to include operations and maintenance, but
are not necessarily for-profit enterprises. While some public services are for-profit and
are structured more like businesses, it was assumed that the costs associated with utility
payment represents the cost to flow materials to customers. The identification of unit cost
of the commaodity did not fix correlating the CLARC or BIIRM relative demand scale to
actual demands.

Correlation of the CLARC or BIIRM relative scale and real values from national
databases presented a further challenge. The main way the relative scale was applied to
the national database figures was by using a percent deviation of the mid-range. This

permits the use of the relative scale inherent in the CLARC Database and BIIRM
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datasets, while still being able to associate it with the real cost data. This strategy will be
shown in certain instances and contrasted against other methods used for certain
commodities. In general, some infrastructure systems shared commonalities, while each
infrastructure network displayed some uniqueness.

Power, water, and wastewater. The U.S. Energy Information Administration
(2020) publishes an annual report with cumulative energy sales, customers, and prices.
While this report encompasses various forms of energy generation, the averages were
used to establish the cost for three different sectors including: residential, commercial,
and industrial. The cost for each sector was found by taking the 2019 “Sales to Ultimate
Customers” (Table 2.2 in reference) and dividing it by the 2019 “Number of Ultimate
Customers” (Table 2.1 in reference). This was then converted to kwWh/day and multiplied
by the 2019 “Average Price” (Table 2.4 in reference) to achieve a cost for each of the
three sectors in $/kWh.

The Department of Energy produced a report in 2017 with quantities, prices, and
trends of water and wastewater data from 2008 to 2016 (U.S. Department of Energy
2017). The water consumption data (Table 1 in reference) were used to develop sector
averages for water consumption and wastewater production across the three sectors of
residential, commercial, industrial. Additionally, the data from the water rates (Figure 3
in reference) and wastewater rates (Figure 4 in reference) over time were used to find the
price for water delivery and wastewater treatment in FY2020 dollars. This was
accomplished by using the trends identified in the report.

Table A13 shows the relative demand range for the CLARC and BIIRM datasets

within a given sector, excluding the census points from the residential ranges. The census
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points used in the CLARC Database and BIIRM datasets are unique in that they are a
single node which represents a cluster of similar type facilities (called cluster nodes). Due
to their unique nature, they are treated separately in calculating the flow cost to those
particular nodes. Table A13 also displays the average demand based on national
databases and the associated unit cost per sector.

Table A13. Model demand ranges, average national demand [units/time], and average

unit cost [$/units] vary across infrastructures and asset sector grouping

Sector PWR WTR WWT
Residential 50 to 75° 10 to 15° 10 to 15°
30 kwh/d 0.37 kGal/d 0.49 kGal/d
0.1301 $/kWh 3.89 $/kGal 5.07 $/kGal
Commercial 20 to 500 50 to 50 5to 50
202 kwh/d 6.61 kGal/d 8.61 kGal/d
0.1068 $/kWh 3.89 $/kGal 5.07 $/kGal
Industrial 0to 500 0to 75 0to50
2,918 kWh/d 211.93 kGal/d 276.22 kGal/d
0.0681 $/kWh 3.89 $/kGal 5.07 $/kGal

& Census tracts have a power relative demand of 500.
b Census tracts have a water and wastewater relative demand of 120.

These average costs were then converted into a representative unit flow cost for
the model using one of two general equations. Equation A.5 represents the general
conversion equation for the census tracts (cluster nodes). The unit prices are converted
into a unit flow cost, c{‘ﬂt, based on the number of units or dwellings represented by node
j € V¥ in the CLARC or BIIRM datasets. The conversion is achieved by taking the
average usage for a given sector, multiplied by the number of facilities represented by a

node, multiplied by the average cost, all divided by the “To_Node” usage or b}it, where
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j € (i,j). Equation A.6 represents the second general equation for non-cluster nodes. The
only difference between Equations A.5 and A.6 is the substitution of “number of
facilities” with a percent deviation from the mid-range, which is an expression of central
tendency that can be utilized to leverage the relative demand scale in the CLARC and

BIIRM datasets.

units facility $
k $ _ Avg Usage[day-facility]XQty[ node ]xAvg COSt[unitS]
Cijlt ; - units . (A5)
units-day To Node Usage[node]
k =k
units , (bjlt_blt> $
Avg Usage day-node]x<1 — b;cu‘ - b?zt XAvg Cost[units]
k $ jeny jenk
Cijlt ; = units ) (AG)
units-day To Node Usage[node]

—k
where, b, represents the mid-range value of the model demand scale for a given
commodity [ € £¥ within an infrastructure k € X at a time period t € 7. The mid-range

value is calculated using Equation A.7.

k oo ok
_k (_ma’,g bije+ min bilt)
b __ \ienNp IEND
it —

,VIeELk keXK, teT. (A7)

An example calculation for a residential arc between nodes 2501 and 5001 is
shown in Equation A.8. Where node 2501 represents a transmission substation and node
5001 represents a census point (concentration of individual residential dwellings), with
the commodity being “Power” and the time period being t1. The high price of delivering
electricity to this one node is due to the fact that the census points represent a collection
of residential facilities, and in this particular case supporting over 19,000 people. In
essence, the census points tend to reduce the quantity of similar, co-located facilities

together into one node in order to reduce the overall number of nodes.
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kWh residence $
CPWR — 3 [d-residence]X5619[node5001]Xo'lsol[kWh] = 43 25[ $ ] (A 8)
2501,5001,Power,t1 SOO[nOZZVh ] ) kwWh-dl® '
5001

Additionally, an example calculation for an industrial arc between nodes 6001 and
5761 is shown in Equation A.9. Where node 6001 represents a power node and node
5761 represents a solar panel plant. In this instance the demand value is 500 in a scale 0
to 500 with a mid-range value of 250 for node 5761. Therefore, the overall cost to flow

power is less to the single industrial node versus the aggregate residential node.

kWh  (500-250) $
2918[d-node ] ( 500 )XO'0681[W] $
C6001,5761,P t1 = 276 = 0.60 . (A9)
> 7OLEOWeT, 500[ kWh ] KkWh-d
nodesyg1

Theses general equations and examples provide an illustration of how unit cost
flows were developed for power, water, and wastewater infrastructures.

Telecommunications. The BIIRM seeks to increase the focus of the
telecommunication connections and requirements across multiple assets throughout the
dataset. This is achieved by providing updated values to the communications demand,
which roughly equates to 95% of the working population at a given node based on the
average percentage connectedness across the U.S. (Pew Research Center 2019). While it
is unlikely that a single entity will be making 500 telephone calls in any one given point
in time, 500 was chosen as the upper range of the demand used in the BIIRM
commensurate with other commodities. This demand value can be considered as a
combination of the following types of connections: telephone, cellular, internet, and
industrial control systems. Only one generic commodity called “Communication” is used,

when in reality there could be multiple for each of the above-mentioned ICT connection
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types. This means that in developing the flow cost both internet/data and
telephone/cellular prices were considered.

For census points cellular prices were used based on costs ranging from $70 to
$114/customer/month (Akhtar 2021; Webber 2019), which had an average of
$92/customer/month. These prices seem to reflect both customers with and without
multiple lines, but are used to reflect a household (Webber 2019). Residential internet
average price is $60/household/month (Dilley 2021). These two costs sum to be
$3.65/household/d. By using Equation A.5 above, a unit cost can be calculated for census
tracts.

For commercial, industrial, and the remaining residential facilities corporate
telephone prices were used based on an average cost of $25/user/month (Dinardi 2019).
Corporate internet prices depended on what level of data was needed ranging from
$70/facility/month to $500/facility/month, with an average over the top four internet
packages being $375/facility/month (Frost 2020). This translates to a
commercial/industrial base cost of $12.50/facility/day plus a variable cost of
$0.83/person/day. This is a straight forward unit cost, which is expressed in Equation
A.10, where [ € L¥ is “Communications” and k € X is the ICT infrastructure.

12.50+(o.83b’-CT )
IcT _ j(Comm)t . IcT
Cij(Comm)t = Ty , VA, j)e A" teT. (A.10)

Transportation and emergency response. There are various methods used to
determine cost of vehicular traffic in terms of wear and tear on the road surfaces. Most
experts claim that weight is one of the largest factors determining damage to road

surfaces; however, there are lots of hidden costs and lots of complications. An

216



organization out of Canada published an article that seeks to define the cost to society of
a 5 km commute (McLaren et al. 2015). While not perfect, this serves as the basis of the
cost, which is then multiplied by how heavy the vehicle is that is driving on the road as
compared to the standard automobile. The cost was converted from 2.78 2015 Canadian
dollars per 5 km to 0.014¢ per linear foot of road traveled per vehicle. This unit price is
then multiplied by the distance of each road to develop unique costs per vehicle for each
TER arc for all the commodities. Table A14 shows the summary of the unit costs for each
of the commodities within the TER network.

Table Al4. Unit costs for TER commodities based on weight

Vehicle Unit Cost
Commodity Weight (Ibs)  Weight Multiplier  ($/LF/vehicle)
People 4000 1 0.00014
Police 4500 1.125 0.00016
EMS 12000 3 0.00043
Fire 50000 12.5 0.00181

A.3.4. Penalty costs

Penalty costs were used in some of the initial model formulations, but were
eventually removed. The primary reason penalty costs were included was to incentivize
flow in a minimum cost of recovery scenario. With a damaged network, traditional
network flow may be disrupted leaving some nodes with unmet demand or a surplus
supply due to an inability to deliver the commodities to the demand nodes. This changes
the steady state network minimum cost flow problem to an inherently different problem.
With a minimizing objective function on cost and the allowance of unmet demand and
surplus supply the easiest way to minimize cost in terms of flow is to not flow any

commaodities throughout the network. Penalty costs were used to incentivize flow and
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penalize unmet demand that could be met due to an operating network as seen in other
work (Gonzalez 2017; Gonzélez et al. 2016).

Penalty costs were removed for two primary reasons, namely the addition of
competing objectives and the inherent challenges with proper scaling. When the BIIRM
was originally built it was seeking least cost recovery strategies. In this scenario with no
other competing objective and due to a damaged network, penalty costs were essential to
incentivize flow. However, the addition of other competing objectives eliminated the
need of penalty costs. This was a welcome thing since penalty costs must be
appropriately calibrated to not overly skew a model because they are too large or be
overlooked by the model because they are negligible (Gonzalez et al. 2016). While
penalty costs have some utility, they were abandoned in light of competing objectives.
A.4. Summary of Changes

This appendix has detailed the issues that were found in the CLARC Database. It
also listed the concerns with missing data and network structure issues within the ICT
infrastructure network. The appendix also detailed how the CLARC Database was
reconfigured into a multiplex construct. This resulted in a significant increase in the
number of nodes used in the BIIRM datasets. Finally, this appendix detailed the addition
of cost data and explained which aspects of the data are tailorable.

These changes are included to summarize notes, assumptions, and decisions

regarding the preparation of the BIIRM datasets used in the foregoing research.
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Appendix B. Interdependent Infrastructure Recovery Model Reviews

This appendix details the interdependent infrastructure recovery (I11IR) models that
were reviewed in connection with Chapter 2. This appendix provides a location to explain
the categories and subcategories used in the modified evaluation of models in the
literature based on Griot (2010). Each model reviewed is provided with a one-page
summary of notes in chronological order based on publication date.

This appendix first addresses the inclusion criteria, then the main categories of the
interdependent infrastructure model evaluation framework, and then followed by
subcategory explanations. Finally, this appendix then presents the notes on the models
that met the inclusion criteria.

B.1. Inclusion Criteria, Category Definitions, and Subcategory Definitions

Table B1 explains the inclusion criteria used in the evaluation of the 1IR models.
The inclusion criteria consist of modeled as network flow, inclusion of assignment or
scheduling elements, ability to simultaneously look at multiple infrastructure systems,

and incorporation of operational or restorations interdependencies.
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Table B1. Definitions of model evaluation inclusion criteria

Inclusion Criteria

Description

I Network flow based modeling
and simulation

Il Assigning/Scheduling repair
of damaged assets

1l Simultaneous modeling and
simulation of multiple
systems

IV Operational or restoration
interdependencies

Model or problem formulation must exhibit
network flow, or flow of one or more
commodities across a network of nodes and
arcs (vertices and edges).

Model or problem formulation must include
element of scheduling or repair to damaged
components of the network(s).

Model or problem formulation must include
multiple infrastructure systems or layers.

Model or problem formulation must address
interdependencies (i.e., operational,
restoration, other) between the multiple layers
within the overall system of systems.

Table B2 describes all the main categories used in IR model evaluation which

was adopted from Griot’s (2010) framework. The categories include everything from

modeling focus to characterization of interdependencies to software programs used for

the employment of a model and references to publications using this model. There are 13

categories used with two of them distinctly unique to this research.
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Table B2. Description of categories used as adapted from Griot (2010)

Category

Description

10

11

12
13

Modeling focus and main
objectives

Domain and scale of application

Methodological design strategy
Conceptual paradigms

Mathematical features

Requirements and resources

Types of outputs
Advantages and limits
Tools

Interoperability

Recovery Operations*

References
Miscellaneous*

Purpose of model and stated objectives using
descriptive language.

Infrastructure sectors, cause of disruption, and
scale.

Bottom-up or top-down approach.

Describes how critical infrastructures,
interdependencies, and cascading failures are
handled. This includes how these are viewed
as well.

Describes the type of program or mathematical
approach underlying the model. Also may
address specific features such as
deterministic/stochastic, dynamic/static,
geospatial/non-geospatial, etc.

Inputs, how model is validated, and how output
is verified.

Describes results in words.
Self-explanatory.
Software, computer, solver, etc.

Connection to larger modeling and simulation
frameworks or efforts.

Key areas of interest in how recovery operations
is modeled mainly dealing with explicit or
implicit assumptions.

Self-explanatory.
Self-explanatory.

* Added or modified categories or fields from Griot (2010) for clarity of comparison in
present work.

Tables B3 to B6 describe the subcategories used in the evaluation of 1IR models.

Table B3 describes the general model attributes such as model focus, model scenario, and

methodology. Table B4 describes the interdependency and coupling characterization and
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handling. Table B5 describes the mathematical approach, data requirements, advantages,

and limitations. Table B6 describes the recovery operations, prevalent assumptions

associated with those operations, and then additional categories.

Table B3. IR model evaluation subcategories describing general model attributes

Subcategory Description
1A Model name* Self-explanatory and only when applicable.
1B Modelling focus Stated or inferred use or application of the model. May also
include generalized category defined by Gonzalez (2017):
analytical models, performance evaluation models, design
methodologies, mitigation models, and recovery
methodologies. May include focus as defined by Eusgeld
et al. (2018): interdependency analysis or system analysis.
Recovery or restoration methodologies is the implied
category for this study.
1C  Listand description Includes description of the objective function(s).
of the objectives
of the approach
2A  Sectors being Enumeration of infrastructure systems. Note that this may be
considered dependent on the problem or the associated data used in
modeling.
2B Types of threats Cause of the (simulated) damage or network disruption. May
also include Eusgeld et al.'s (2008) categorization of
accidents, attacks, or failures.
2C  Granularity Scale of model or infrastructure: Global, Regional/National,
Local.
3A  Bottom-up ortop-  Bottom-up: Specific information on network/model

down

components leads to general information.
Top-down: General information leads to specific results
or outputs at network/model components.

* Added or modified categories or fields from Griot (2010) for clarity of comparison in

present work.
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Table B4. 1IR model evaluation subcategories describing interdependencies and coupling

Subcategory Description
4A Critical infrastructure Description of how critical infrastructures are
handling modeled. Network flow is the default for this study.
4B Critical infrastructure Description of what critical infrastucture needs and
characterization how they are identified (e.g., weighting factor).
4C Interdependency Description of how two interdependent infrastructures
handling* are related (e.g., binary parameter or constraint
based on an interdependent subset).
4D Operational Enumeration of operational interdependency types and
interdependency type how the different types are identified.
and characterization*
4E Restoration Enumeration of restoration interdependency types and
interdependency type how the different types are identified.
and characterization*
4F Coupling handling and Description of coupling between interdependent
characterization* infrastructure systems (e.g., one-to-one, node-to-
node, etc.).

4G Cascading effect handling  Description of how failure propagates through the
network. May include Eusgeld et al.'s (2008)
categorization of cascading, escalating, common
cause, and confined.

* Added or modified categories or fields from Griot (2010) for clarity of comparison in
present work.
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Table B5. IR model evaluation subcategories describing mathematical approach, data

requirements, advantages, and limitations

Subcategory

Description

S5A

oB

5C

6A

6B

6C
7A
8A
8B
9A

Mathematical
techniques

Model &
simulation
approach
properties

Solution approach*

Data required by
the model(s)

Validation and
verification

Expertise

Result description
Advantages
Limits

Available tools

10A Type of framework

10B Models of interest

Description of mathematical technique or type of model, e.g.,
linear program, mixed-integer program, quadratic
program, min cost flow, max covering, origin-destination
pairs, etc.

Model properties such as deterministic/stochastic,
dynamic/static, geospatial/non-geospatial, etc. Key
assumptions may be listed here as well.

Description of how solution is found. Identification of
heuristics if used.

Enumeration of data required by the model, i.e., input sets
and parameters.

Description of how the model was validated that it worked as
planned/programmed and how the results were verified.

Skills or training required to use the model.

List and description of what results show.
Self-explanatory.

Self-explanatory.

Can include software, computer, solver descriptions.

Description of whether or not model is part of larger
framework.

Description of other models of interest that the present model
relates to or is built from/informed by.

* Added or modified categories or fields from Griot (2010) for clarity of comparison in

present work.
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Table B6. IR model evaluation subcategories describing recovery operations

Subcategory

Description

11A

11B

11C

11D

11E

11F

11G

11H

111

11J

11K

12A
12B
12C
12D

13A

Teaming structure*

Resource
requirements™

Recovery time*

Recovery costs*
Type of repair*
Transit time*
Work efficiency*
Degraded
conditions*
External support*
Phases of recovery*
Success of
recovery*
Bibliography
Expertise resources

Websites
Maturity

Notes*

Description of how repair teams are determined, assigned,
and utilized if stated.

Description of assumptions surrounding resources, i.e.,
material, equipment, vehicles, scarce or long-lead items
are handled if stated.

Description of how recovery/repair time is calculated and
whether any conditions affect the time of recovery or
repair if applicable.

Description of which costs are used, how they are used, and
sources of cost data if applicable.

Description of the type of repair work that is being
accomplished if stated.

Description of how transit time is accounted for to include
between jobs if applicable.

Description of how work efficiency impacts repair schedule
if applicable.

Description of circumstances which effect ability to or
effectiveness of repair work if applicable.

Description of use of other resources beyond those inherent
in the system if applicable.

Description of the phases of recovery, e.g., damage
assessment, response, recovery, etc. if applicable.

Description of how repaired assets are determined to be
successfully repaired if applicable.

Self-explanatory.
Organization producing model if applicable.
Self-explanatory.

Number of times article or report is cited. For consistency
use one site. Google Scholar is used for the present
report. Low (<25), Medium (<50), High (<100), Very
high (>100).

Self-explanatory.

* Added or modified categories or fields from Griot (2010) for clarity of comparison in
present work.
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B.2. Model Evaluations

This section uses the modified IIR evaluation framework described above and

displays one-page summaries of notes taken during model evaluation. The following

notes are only for those IR models which were included based on all the above-

mentioned inclusion criteria. The models are listed in chronological order by publication

date. These notes are not referenced as tables or figures, but are just listed as part of the

appendix content, even though they are structured similar to tables. The following

shorthand references lay out which models are included to include model name when

available.

1.

2.

Lee et al. (2007) — Interdependent Layered Network (ILN)

Cavdaroglu et al. (2013)

Sharkey et al. (2015) — Interdependent Integrated Network Design and Scheduling
(IINDS) Problem

Gonzaélez et al. (2016) — Iterative Interdependent Network Design Problem
(iINDP)

Gonzélez (2017) — Time-dependent Interdependent Network Design Problem (td-
INDP)

Gonzaélez (2017) — Stochastic Interdependent Network Design Problem (SINDP)

Almoghathawi et al. (2019)
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main objectives

1 Modeling focus and Model name*

Modelling focus
List and description of the
objectives of the approach

Interdependent Layer Meatwork (ILN)

Least cost recovery strategies

Minimize cost of flow;

Minimize unmet weighted demand at nodes and in origin-destination pairs;
Minimize disruptions to flow costs associated with interdependent service disruption

2 Domain and scale
of application

Sectors being considered
Types of threats

Services: power, telecommunications, subway/transit
Undetermined event caused tunnel collapse (magnitude similar to W orld Trade Center
disaster of September 11, 2001)

characterization
Interdependency handling*

Operational interdependency
type and characterization*

Restoration interdependency
type and characterization®
Coupling handling and
characterization*

Cascading effect handling

G ranularity Local (communlt}.r}
3 Methodological Bottom-up or top-down Bottomup
design strategy
4 Conceptual Critical infrastructure handling Metwork flow
paradigms Critical infrastructure Demand met

Connector variable y between two infrastructure networks; variable r used for EXCLUSIVE
OR interdependencies

Usesfive types of interrelationships between infrastructure networks: 1) input dependence,
2) mutual dependence, 3) shared dependence, 4) EXCLUSIVE OR dependence, and 5)
colocated dependence

Connector variable y represents either node-to-node or node-to-arc coupling on a one-to-
one basis

Unclear, seems to be input manually when setting up the problem based on knowledge of
planned event;

Some propagation will occur due to interdependencies inserted in the data set
D oCur gy e (o T depente — —

5 Mathematical
features

Mathematical techniques

Model & simulation approach
properties
Solution approach*

Metwork based model,
Mixed integer pragram (MIP)
Deterministic

O ptimality found using MIP;
.*\Ilus_ions to using LP relaxation and Essible IineeLalgorithms

6 Requirements and
resources

Data required by the model(s)

Validation and verification
E xpertise

Built data set and database;

Physical layout of system including supply, demand, and capacities;

Due to telecommunications and subway requirements, origin-destination pairs were needed
(0-D matrix)

Set of solution options delivered to decision makers and used to inform decisions

This is a event specific model, buil from the building blocks and may require additional
constraints to be prog_rammed (AMPL coding eXperience)

7 Types of outputs

Result description

Restoration plans;

Showed several different cases with varying constraints that was then used to develop
decision space for infrastructure managers,

Lists of unmet demands for service

8 Advantages and Advantages Builds in interdependencies between networks;,
limits Able to generate optimal recovery strategy where all damage and resources are known
Limits Requires"acceptable timeframe’ for recov ery operations without defining term;
Can not support where resources change over time;
Damage can not occur at mitiple points in time
9 Tools Available tools Laptop with Pentium M processor operating at 1.6 GHz and 1 GB RAM,

Programmed in AMPL using CPLEX;
Integrated with GIS as a user interface

10 Interopembmty

Type of framework
Models of interest

11 Recovery
Operations™*

Teaming structure*

Resource requirements®
Recovery time*
Recovery costs®

Type of repair*

Transit time*

Work efficiency*
Degraded conditions*
External support*
Phases of recovery*
Succeg of recovery*

Fixed costs or charges associated with temporary arcs ortemporary nodes listed in
notation, g and gg, but not in formulation

Temporary fixes or shunts for power distribution, where a delineation existed when a full
repair was needed, variable z is mentioned as an indicator if temp arc or node is to bein an
infrastructure and shown in constraints (39-40)

12 References

Bibliog raphy

E xpertise resources

Leell, E. E., Mitchell, J. E., & Wallace, W. A. (2007). Restoration of servicesin
interdependent infrastructure systems: A network flows approach. [IEEE Transactions on
Systems, Man, and Cybernetics, Part C (A pplications and Reviews), 37(8), 1303-1317.

Websites hitps:iieeexplore.ieee.orgfabstract/document/4343992
Maturity \ery high; cited 360 times as of 20 April 2021
13 Miscellan eous* Notes* Good general definitions including service, material, disruption, service degradation,

interdependence, etc. Introduces computional power of a laptop being required in order to
be of use to emergency managers.
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1 Modeling focus and Model name*

main objectives

Modelling focus
List and description of the
objectives of the approach

Mo name given in the article; however, | have referred to this as the Interdependent Layer
MNetwork Plus (ILN+) based on similarity to Lee |l et al. (2007)

Least cost recovery strateqy

Minimize the cost of flow:

Minimize the cost of unmet demand;

Minimize the cost of unmet demand based on interde pendencies;

Minimize the cost of installation or recovery of an arc;

Minimize the assignment cost

2 Domain and scale
of application

Sectors being considered
Types of threats

Granularity

Services: power, telecommunications
Unspecified damage to power system
Local (community)

3 Methodological
design strateqy

Bottom-up or top-down

Bottom-up

4 Conceptual

Critical infrastructure handﬁng

MNetwork flow

paradigms Critical infrastructure Demand met
characterization
Interdependency handling® Connector variable y between two infrastructure networks;
Special set F{m,n) where the interde pendency is (i ) in F(m.n) where iin B*m and jin A%
Operational interdependency type Physical or input dependency similar to Lee |l et al. (2007)
and characterization®
Restoration interdependency type
and characterization®
Coupling handling and MNode-to-node as defined by interdependency set Fm,n), which represents a one-to-one
characterization® coupling
Cascading effect handling Unclear;
Some propgga_tion will occur due to interdependencies inserted in the dita sat
5 Mathematical Mathematical techniques MNetwork based model;
features Mixed integer program (MIP);

Model & simulation approach
properties
Solution approach®

Damage considered only as arcs by using network extension technigue
Deterministic

Data pre-processing, which significantly reduced instance size (e.g., 547 nodes in
V_telecom. Wentto 17), which still caused problem and no instance was solved to
optimality with model due to CPLEX memory management;

Specialized heuristic solution method

6 Requirements and Data required by the model(s)

resources Validation and verificati
Expertise
1 Types of outputs Result description
§ Advantages and Advantages Use of two cost penalty structures on unmet demand can be used to get large portions of
limits the network back up and operational within a specific timeframe;
Model fullyintegrates restoration planning and scheduling efforts;
Objective function provides a measure of how well the services are being restored
throughout the recovery effort, rather than at the end
Limits Assumed all workers had sufficient skills to accomplish any task in the set:
Assumed each task onlyrequired one work crew;
Assumed all crews were under jurisdiction of manager and so no assignment costs were
given;
Managers may have limited access to commercial software for MIP;
9 Tools Available tools Laptop with the Intel Core 2 Duo processor at 2. 26 GHz and 4 GB RAN:

OPL Development Studio 6.3 using CPLEX 121

10 Interope rabmt\f

Type of framework
Models of interest

11 Recovery
Operations™

Teaming structure®

Resource requirements*
Recovery time*
Recovery costs™

Type of repair*

Trans it time*

Work efficiency”
Degraded conditions™®
External support*
Phases of recovery*
Success of recovery”

Three work parallel work groups

There is time required by work group to complete a task

There is an assignment cost in the formulation but it is not used;
There is a fixed ccost of installing a temporary arc

Temporary fixes with no specific mention of anything else

12 References Bibliography Cavdaroglu etal., 2013
E xpertis e resources
Websites https-#link springer.com/article/10.1007/510479-011-0959-3
Maturity
13 Miscellaneous® Notes* MNo model name given in article, introduces integrated network design and scheduling

problems, but the formulation is closer to the ILM (Lee et al. 2007) than the INDS (Nurre et
al. 2012) and adds a scheduling/assignement problem component
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main objectives

1 Modeling focus and Model name*

Modelling focus

List and description of the
obiectives of the approach

Interdependent Integrated Metwork Design and Scheduling (IINDS) Problem
Timing of recovery activities;

Selection of nodes and arcs to restare;

Scheduling repairs on parallel identical work groups;

Interdependent network flow;

Walue of information sharing across networks

Maximizing the cumulativ e peformance of the network over a finite period of time

2 Domain and scale
of application

Sectors being considered

Types of threats

Services for Hannov er data. power, telecommunications, water, wastewater
Senvices for CLARC data: power, telecommunications, transportation, wastewater
Matural disaster: Hannover - Category 3 hurricane; CLARC - unspedfied medium- and
large-scale

Model & simulation approach
properties
Solution approach*

G ranularity Hannover Local CLARC: Regional
3 Methodological Bottom-up or top-down BottormHup
design strategy
4 Conceptual Crifical infrastru cture handling M etwiork flow
paradigms Crtical infrastru cture Cummulativ e weighted flow
characten zation
Interdependency handling* Binary variables for physical connection (v ), traditional and effectiveness precendence (),
time sensitive options (o and rho )
Operational interdependency O perational interdependencies in Hannover data are power lead meaning t is
type and characterization* dependencies on power fromthe other networks;
O perational interde pendencies in CLARC data are multi-directional (e. g, powerto-trans &
transto-power), see Table 14
Restoration interdependency Restoration interdependencies in CLARC data were developed by visual examination of
type and characterization* the GIS datato determine proximity between power lines and roadway s for tradtional
precedence & flood zones and wastewater pumps for time-sensitive cleanup tasks; time-
sensitive refuelding tasks were constant through varous scenaros based on refueling
requirements for generators at cell towers
Coupling handling and O ne-to-one and node-to-node by using set Fimal for operational (physical)
characterization* interdependencies; Restoration interdependencies largely were arc-to-arc based on the
presentation using the Network Extension technique which allowed all nodes to be
represented by arcs
Cascading effect handling Physical interdependencies cause failure propagation in the system, but disaster scenarios
were createdusing HAZUS on their datasets.
5 Mathematical Mathematical techniques MNetwork based model,
features Mixedinteger program (MIP);

Discrete events;

Deterministic

O ptimality using MIP;

Metwork extension technique for model presertation brevity;
W arious heuristics for decision-making environments

6 Requirements and
resources

Data required by the mod el(s)

Validation and verification

Expertise

Modes, arcs, interdependencies, restoration interdependencies (precedence reguirements))
damage scenario

For different decision-making environments it uses the centralzed optimal solution to base
the effectiveness of the others on;

Mo general validation of the model was discussed;

T Types of outputs

Result description

i) set of components to be installed (design decisions)
i) assignment of selected components to work crews (scheduling decisions)
iii} flow of services based on current operational components (interdependent decisions)

Ability to quantify value of information-sharing;
Integration of multiple restoration interdependencies;
Perfect information-sharing vs. real life estimations (no uncertainty);

Mot all aperational interdependencies or restoration interdependencies are examined

10 Interoperability

8 Advantages and Advantages
limits
Limits
9 Tools Available tools

Laﬁop computer using [BM [LOG CPLEX Optimtf_a@n Studio 12.2

Type of framework
Models of interest

11 Recovery
Operations*

Teaming structure*

Resou rce requirements”
Recovery time*

Recovery costs®
Type of repairt

Transit time*
Work efficiency™

Deqgraded conditions*
External support*
Phases of recovery*
Success of recovery”

Teams associated with a giv en infrastructure m, meaning they have the skills and ability to
address any issues on that infrastructure

Processing time used as the only resource requirement including normal and extended
processing time

Repaired only arcs, with the idea that a node could be viewed as an arc by splitingthe
node and adding an arc

Called effectiveness precedence andit means that if certain tasks are not done in order
they will continue at a slower rate
Only example of this is in the measure of work efficiency

Certain tasks need to be accomplished first and then others
Alluded to as future work

12 References

Bibliography

Expertise resou rces

Sharkey, T. C., Cavdaroglu, B., Mguyen, H., Holman, J., Mitchell, J. E., & Wallace, W. A.
(2015). Interdependent network restoration: On the v alue of information-sharing. European
Joumal of Operational Research, 244({1), 309-321.

. sciencedirect. comiscience/article/abs/pil 30377 221714010698

Websites https:f
Matu rity High: cited 71 times as of 23 April 2021
13 Miscellaneous* Notes*

Wery tharough and one of the better models capturing all the salient madel charactenstics
of importance in the present research
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1 Modeling focus and Model name*

main objectives

Modelling focus
List and description of the
objectives of the approach

lterative Interdependent Network Design Problem (ilNDP)

Least-cost recovery strategies

Maximize commadity flow (using surplus and deficit costs);

Minimize costs associated with reconstructionfrestoration of damaged arcs/nodes;
Minimize cost of flow;

Rﬂze savin_gs in prepara_tion for reconﬂrucﬂon pased on geospatial relationships;

2 Domain and scale
of application

Sectors being considered
Types of threats

Services. Gas, water, power
Matural disaster (earthquake)

erlan’w Regional (cournty)
3 Methodological Bottom-up or top-down Bottom-up
design strategy _
4 Conceptual Cntical infrastructure handling  Metwork flow

paradigms

Critical infrastructure
characterization
Interd ependency handling*

Operational interdependency
type and characterization®

Restoration interdependency
type and characterization*

Coupling handling and
characterization®

Cascading effect handling

5 Mathematical
features

Percentage of demand supplied

Interdependency parameter based on four different coupling strategies (used any-to-one
coupling strategy)

Physical

Stated that model can additionally support cyber, logical, and geographical from Rinaldi et
al.'s (2001) four interdependency types

Geographical repair, though this is just cited as one of the operational interdependencies
since the distinction between operational and restoration interdpendencies is not used by
the authors and not part of the lexicon of the original interdependency type definition (see
Rinaldi et al., 2001)

Mentions four different coupling strategies which can be classified as one-tc-one, one-to-
any, one-to-all, and one-to-many;

Text definitions are given for all of them, with one-to-any being chosen as the one usedin
the model,

Authors suggested additional v ariables and parallel constraints would be necessary to
incorporate all of the different coupling strategies and interdependency types

Failure models based on regional model developed by Adachi and Ellingwood (2008)

Mathematical techniques

Model & simulation approach
properties
Solution approach*

Metwork based model;

Multiplex construct;

Mixed integer programming (MIP);
Deterministic;

Discrete events;

Small instances sobved to optimality;

Iterative heuristic for larger instances leveraging td-INDP

6 Requirements and
resources

Data required by the model(s)

Validation and verification

Information associated with partially destroyed network (costs, capacities, damaged
components, etc.)
td-MNDP results (optimal solution)

Expertise
7 Types of outputs Result description Recavery processthat maximizes the resilience ofthe system
8 Advantages and Advantages Significant reduction of computational time (able to use in real-time applications)
limits (exponential increase changes to linear increase with increases to time periods analyzed);
Allows periodic updates to parameters, which may reflect reality better during recovery
Limits Splitting the time horizon and iterativ ely solving shorter periods might not accurately depict
aptimal recavery;
Depends on level of interdegendenc:y. resource limitations, gnd level of initial destruction
9 Tools Available tools G5 interface used for data visualization;

10 Interoperability

Type of framework
Models of interast

11 Recovery
Operations*

Teaming structure*

Resource requirements*
Recovery time*

Recovery costs*

Type of repair*
Transit time*

Work efficiency™
Degraded conditions*
Extemal support*
Phases of recoverny™*
Success of recovery*

12 References

Model capable of handling multiple types of resources for a given node or arc

Assumed to be able to be completed within time period;

Mo specific time requirements were given for any nodes or arcs, though the model seems
to be able to support this level of information

Cost was modeled as recovery costing one resource unit (not specified) and interpreted as|
able to recover specified amount of nodes and arcs each time period;

Mo realistic costs were associated with the recovery time

Mo partial repair and no dilineation between expedient, temporary, or full repair

Bibliography

Expertise resources

Gonzalez, A. D, Duefias-Osorno, L., Tanchezoiva, M., & Medadna, & L (2010, The

interdependent network design problem for optimal infrastructure systemrestoration.
Computer-Aided Civil and Infrastructure Engineering, 31(5), 334-350.

Websites https://enlinelibrary. wiley.com/doifull 10. 1111/mice. 12171%casa token=0bOYXDZhECAA
AAASIASAObargEDAGCs0xa 25pu0 G-
epYrlCxGR3B5cgssMndjoeT OBCCAKDxJQAKKPRKMAZWZ 1hoE EGCsAfg
Maturity Very high; cited 138 times as of 23 April 2021
13 Miscellaneous* Notes* This model provides a way to insert partial knowledge or developing knowledge after a

disruption as well as a way to capture the shifting priorities; very good basis for
considering mutliele interdependencies and couEIings between inirastrudures
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main objectives

1 Modeling focus and Model name®

Modelling focus
List and description of the
objectives of the approach

Time-Dependent Interdependent Network Design Problem (td-INDP)

Least-cost recovery strategies

Maximize commodity flow (using surplus and deficit costs);

Minimize costs associated with reconstruction/restoration of damaged arcs/nodes;
Minimize cost of flow;

Realize savings in preparation for reconstruction based on geospatial relationships:
e prepal — SIS N—

2 Domain and scale
of application

Sectors being considered
Types of threats

Granularity

Services: Gas, water, power
Matural disaster (earthguake)
Reqionil {county)

3 Methodologica
design strateqy

Bottom-up or top-down

Bottomup

4 Conceptual
paradigms

Critical infras tructure han dﬁng
Critical infras tructure
characterization
Interdependency handling®

Operational interdependency
type and characterization®

Restoration interdependency
type and characterization®

Coupling handling and
characterization®
Cascading effect handling

5 Mathematical
features

Network flow
Percentage of demand supplied

Interdependency parameter based on four different coupling strategies (used any-to-one
coupling strateqy)

Physical

Stated that model can additionally support cyber, logical, and geographical from Rinaldi et
al's (2001) four interdependency types

Geographical repair, though this is just cited as one of the operational interdependencies
since the distinction between operational and restoration interdpendencies is not defined by]
the original developer of the interdependency type.

Uses a one-to-any coupling with a node-to-node construct

Failure models based on regional model developed by Adachi and Elingwoad (2009)

Mathematical techniques

Model & simulation approach
properties
Solution approach®

MNetwork based model;

Multiplex construct;

Mixed integer programming (MIP);
Determinisitic;

Discrete events

Sobved to optimality;
Decompos_ition (Bender's Cut)

6 Requirements and
resources

Data required by the model(s)

Validation and verification
Expertise

Information associated with partially destroyed network (costs, capacities, damaged
components, etc.)

i Tlees of outputs Result descri Etion

8 Advantages and Advantages
limits
Limits Doesn't model communication/authority through crisis command structure (e.g., inclusion of

ICT infrastructure network and some logical interdependencies);
Although capable of different configurations or coupling all nodes were coupled in the same
manner;
Assumes comelete and perfect knowledge a_ttime of disruption:

9 Tools Available tools

10 InteroperabmtwI

Type of framework
Models of interest

11 Recovery
Operations™

Teaming structure®

Resource requirements™
Recovery time*

Recovery costs”

Type of repair*
Transit time*
Work efficiency”
Degraded conditions™®
E xternal support*®
Phases of recovery
Success of recovery*

12 References

Model capable of handling multiple types of resources for a given node or arc

Assumed to be able to be completed within time period;

No specific ime reguirements were given for any nodes or arcs, though the model seems
to be able to support this level of information

Cost was modeled as recovery costing one resource unit (not specified) and interpreted as
able to recover specified amount of nodes and arcs each time period;

No realistic costs were associated with the recoverytime

Mo partial repair and no dilineation between expedient, temporary, or full repair

Bibliography

Expertise resources
Websites

Maturity

Gonzalez Huertas, A. D. (2017). Resilience optimization of systems of interdepedent
networks (Doctoral dissertation).

Gonzalez, A D., Duefias-Osorio, L., Medaglia, A. L., & Sanchez-Silva, M. (2016, May). The
time-dependent interdependent network design problem (td-INDP) and the evaluation of
multi-system recov ery strategies in polynomial time. In The 6th Asian-Pacific Symp. on
Struct. Reliab. its Appl (pp. 544-550).

httpsfscholarship.rice. edu/handle/1911/105511

Low: cited 15 times as of 23 April 2021 (Conf_Article). dissertation not cited

13 Miscellaneous*®

Notes™*

td-INDP serves as a basis for ilNDF, sINDP, and INRG: all model spin offs are included
because they generally address the same things, but have nuances that make them better
in certain regards
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1 Modeling focus and Model name*

main objectives

Modelling focus
List and description of the
objectives of the approach

Stochastic Interdependent Network Design Problem (sINDP)

Least-cost recovery strategies

Maximize commodity flow (using surplus and deficit costs),

Minimize costs associated with reconstructioni/restoration of damaged arcsinodes;
Minimize cost of flow;

Realize savings in preparation for reconstruction based on geospatial relationships;
Account for uncertainty about the physical and logical properties ofthe system

2 Domain and scale
of application

Sectors being considered
Types of threats
G ranularity

Services: Gas, water, power
Matural disaster (earthquake)
Regional (county)

3 Methodological Bottom-up or top-down Bottom-up
desiﬂ strategy
4 Conceptual Critical infrastructure handling Metwork flow

paradigms

Critical infrastructure
characterization

Interdependency handling*

Operational interdependency
type and characterization*

Restoration interdependency
type and characterization*

Coupling handling and
characterization*

5 Mathematical
features

Mathematical technigues

Model & simulation approach
properties
Solution approach®

6 Requirements and
resources

Percentage of demand supplied

Interdependency parameter based on four different coupling strategies (used any-to-one
coupling strategy)

Physical

Stated that model can additionally support cyber, logical, and geographical from Rinaldi et
al's (2001) four interdependency types

G eographical repair, though this is just cited as one of the operational interdependencies
since the distinction between operational and restoration interdpendencies is not defined by
the original developer of the interdependency type.

Lsed one-to-any in a node-to-node construct

Cascading effect handling Eailure models based on regional model developed by Adachi and Ellingwood (2009}

MNetwork based model;

Multiplex construct;

Mixed integer programming (MIP};
Stochastic embedded optimization
Stochastic optimization;

IMonte Carlo simulation;

Solved tE optimality wﬂh MIP

Data required by the model(s)

Validation and verification

Information associated with partially destroyed network (costs, capacﬁes. damaged
components, etc.)

Expertise
7 Types of oum Res_ult dacriﬂtion
& Advantages and Advantages Introduces set of scenarios which add uncertainty to certain parameters (supply & demand
limits of commuodities, av ailability of resources, use of resources in recovery);
Ability to adjust levels of uncertainty and level of knowledge
Limits Doesn't model communication/authority through crisis command structure (e.g., inclusion of

ICT infrastructure network and some logical interdependencies);

Although capable of different configurations or coupling all nodes were coupled in the same
manner,

Assumes complete and perfect knowledge at time of disruption;

9 Tools

Available tools

Julia modeling language for Mathematical Optimization (JulMP);
Solvers: Gurobivy.0.1, Xpress-MP v7.9, CPLEX v12.7, and L-shaped decomposition of
CPLEX v12.7

10 Interoperability

?ype of framework
Models of interast

11 Recovery
Operations*

Teaming structure*
Resource requiremen ts*

Recovery time*

Recovery costs®

Tvpe of repair*
Transit time*

Work efficiency™
Degraded conditions*

E xternal support*
Phases of recovery*
Success of recovery*

Added uncertianty and v ariability to the availability of resources at any given time t andthe
amount of resources required for repair;

Assumed to be able to be completed within time period;

Mo specific time requirements were given for any nodes or arcs, though the model seems to
be able to support this lev el of information

Cost was modeled as recovery costing one resource unit (not specified) and interpreted as
able to recover specified amount of nodes and arcs each time period;

Mo realistic costs were associated with the recovery time

Mo partial repair and no dilineation between expedient, temporary, or full repair

Lncertainty added to parameters such as flow cost (c), availability of resources (v),
resources required to repair (p and ), penaltty costs (M+ and M-)

LIncertainty was added to the following v ariables dealing with runctionality and operations of
the networks: flow (x ), operability (w and y}. slack (delta+ and delta- )

12 References

Bibliography

E xpertise resources

Gonzalez Huertas, A. D. (2017). Resilience optimization of systems of interdepedent
networks (Doctoral dissertation).

Websites https:/ scholarship.rice.edu/handle/1911/105511
Maturity Low, cited 0 times as of 23 A pril 2021 (dissertation)
13 Miscellaneous* Notes* Addresses uncertainty of 1) failure modes and 2) physical and logical properties of the

system and possible errors gquantifying them
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1 Modeling focus and
main objectives

Model name®

Modelling focus

List and description of the objectives

of the approach

Mo name given in reference article; | have referred to it as Multi-object ive Restoration Model
(MORM)

Maximum resilience for leastcost recovery strategies

Maximizing the resilie nce of the system of interdepent infrastructure networks;

Minimizing the costs associated with the restoration process, including flow, disruption, and
restoration coits

2 Domainand scale of
application

Sectors being considered
Types of threats
Granularity

Simulated services: power and water
Dizruptions random, malevolent (capacity and degree), and spatial

3 Methodological design
strat

Bottom-up or top-down

Bottom-up

4 Conceptual paradigms

Critical infrastructure handling
Critical infrastructure characterization
Interdependency handling*®

Network flow

Contribution to resilience

Interdependency set;

Separate set of node couples that have interdependence;

Formulation allows for i_bar in k_bar can't be operational unlessiin k is operational. i in k can be
operational and i_bar in k_bar may or may not be operational to satisfy the inequality congraints
(22)

Operational interdependency type and Physical

characterization®

Restoration interdependency type and None

characterization®
Coupling handling and
characterization®
Cascading effect handling

Cascading failures are not considered in this work;
Failure propagation may happen due to interdependencies following d sruptions (i.e., manmade
accidents, malevolent attacks, or natural disasters);

—— e —

5 Mathematical features

Mathematical techniques

Model & simulation approach

properties
Solution approach®

Network based model;

Multiplex construct;

Mixed integer programming (MIP);

Multi-objective handled by e psilon-constraint method;
Dete rminisitic;

Discrete events over certain ranges

Soled to optimality using MIF;

6 Reguirements and
resources

Data required by the model(s)

Validation and verification

Used fictional dataset, generated from extended algorithm for proximal topology generator;
Generated individual networks and then built interdepe ndencies among them;

Expertise
7 Types of outputs Result description
8 Advantages and limits Advantages Including a resilience measure in the objvective function enablesfuture exploration of the balance
between "withstanding a disuption” and "recovering from a disruption” which represent the two
primary dimensions of resilience;
Limits One crew to task and no allowance for multiple crews to task;

No partial disruption, either disrupted or operational;
Only physical interdependency;
Ficticous data set

9 Tools

Available tools

LINGO 17.0

10 Interoperability

Type of framework
Models of interest

11 Recovery Operations®

Teaming structure®

Resource requirements®
Recovery time*

Recovery costs®

Type of repair®
Transit time*

Work efficiency®
Degraded conditions®
External support®
Phases of recovery®
Success of recovery®

Set of work crews assigned to each network and assumed to have the necessary resources to
accom plish that task;

Work crews may be different from one infrastructure network to another (non-parallel or non-
identical work groups);

Other resourcesare asumed to be inherent to recovery crews and are not considered seperately
Restoration time associated with recovery;

Recovery durastions are not fixed or the same for all disrupted components;

Cost associated with node or link recove ry/restoration;

Different for each link and node, but constant over time;

No partial repair

12 References

Bibliography
Expertise resources

Almoghathawi et al., 2019

Websites htt ww. science direct.com/scie nce/article/abs/p
Maturity

13 Miscellaneous® Not&s‘

——
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Appendix C. The Lite Base Interdependent
Infrastructure Recovery Model (LiteBIIRM)
This appendix details the goals, assumptions, notation, and formulation for the
complete LiteBIIRM model as seen in Chapter 4.
C.1. LiteBIIRM Goals
The goal of this model is comprised of two parts to allow for all four coupling
strategies and partial operability.
C.2. LiteBIIRM Assumptions
The assumptions for the LiteBIIRM are nearly identical to the assumptions of the
BIIRM except for the following assumptions:
e A node or arc that is directly damaged is not operational until it is restored. A
node that has some operational interdependency with a damaged node may be
inoperable or partially operable based on the coupling strategy. Direct damage is

assumed to create total inoperability, which can be repaired.

e Operational interdependencies subtypes (i.e., physical, cyber, logical, or
geospatial) are assumed to exist between node pairs and can be described based
on the interdependency subtype and a coupling strategy. Operational
interdependency coupling of node pairs can be achieved at least four ways,
including one-to-one, one-to-any, one-to-all, and one-to-many (Gonzalez et al.

2016).

234



e Operational interdependencies may affect a node’s level of operability and the use
of a pseudo node within an infrastructure layer can be used to ensure some level

of operability remains in a one-to-many relationship.

e No restoration interdependencies are included, due to the focused concentration

on the coupling of interdependent systems.

C.3. LiteBIIRM Notation
This section lists the sets, parameters, and variables used in the LiteBIIRM. The
listing is alphabetical with symbols from the Latin alphabet first followed by the Greek
alphabet. Unless otherwise explicitly stated the index t denotes “during time period t €
T where T is the set of all time periods.
A = overall set of arcs, indexed as (i, j);
AK = subset of arcs within a given infrastructure layer k € X;
A' = overall set of damaged arcs;
A'* = subset of damaged arcs within a given layer k € X;
ak, = cost of assigning work crew w € W¥*;
bk, = supply or demand of commodity [ € L¥ at node i € N';
¢l = cost of flowing commodity [ € £* through arc (i, j) € A¥;
L = overall set of commodities;
L* = subset of commodities able to flow within a given layer k € X;
NV = overall set of nodes, indexed as i;
N* = subset of nodes within a given infrastructure layer k € K;

N = set of all damaged nodes;
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N'* = subset of damaged nodes within a given layer k € K;

p¥ or p{‘j = normal processing time for repair of node i € V'* or arc (i, j) € A'¥;
q{‘jt or gk = cost of repair for recovery task at arc (i, j) € A'* or node i € N'¥;
uf‘jt = capacity of arc (i, ) € A* shared by all commodities flowing along that arc;
W = set of all work crews;

Wk = subset of work crews able to perform tasks in infrastructure layer k € X;
x{‘ﬂt = variable representing flow of commodity [ € £* along arc (i, j) € A*;

xj't" = slack variable representing unmet demand of commodity [ € £* at node i € NV'¥;

L

x;;;k = slack variable representing surplus of commodity [ € £* at node i € N'¥;

yikjt or yX = variable taking a value between 0 and 1, indicating if arc (i, j) € A* or
node i € V¥ is operable;

gy or af,, = binary variable indicating if work crew w € W¥ is assigned to a
recovery task during time period t € T,

,Bikjwt or Bf,. = binary variable indicating if work crew w € W¥ has completed the
recovery task by the beginning of time period t € T

Vil%?/;ft = operational interdependency parameter based on parent-child node pairs i €

l

Nl’,‘,’g with some operational interdependency type ¥ € ¥;

U4 and up = weighting parameter for cost objective and disruptive effect objective;

y{‘jt or u¥ = weighting parameter for arc (i, j) € A’* or node i € N''¥ at time period t €
T,

= = set of coupling strategies, indexed as ¢&;
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Y = set of operational interdependency subtypes, indexed as y;
C.4. LiteBIIRM Formulation

The following is the full formulation of the LiteBIIRM. Equations may have a
suffix ascribed denoting a variation based on being arc-based instead of node-based (ho
suffix). The formulation of the LiteBIIRM was builds upon the work of Gonzalez et al.
(2016) and Cavdaroglu et al. (2013).

C.4.1. Objective functions

Cost Objective: A = Yer Yrex(Ewewk| X pear(aficaline + aloeplatineg) +
ZieN’k(qgctagzvt + a\]fvtpi th)] + Yieck Z(L])Ec/lk Cl]ltxult) (C.1)

Disruption Objective: B = Yyer Yex(Tienk tieVis + X ek e vise)- (C-2)

These two explicit objective functions also include a time index, thus

incorporating repair time into the combined objective functions implicitly as follows.
Minimize  u,A — ugB. (C.3)
Subject to the following constraints

C.4.2. Network flow and scheduling constraints

2j(1,)eAk xlkjlt — Xji(iear X llt =bf, +x —x¥, vienklerkke

K, telT. (C.4)
Yieck X S ulfeyis, V(@) €eAX i e NK keX, teT. (C.5)
Yieck X S ulfeyfi, V@) € AR jeNK  keK teT. (C.6)
Yieck Xl S ulseyise V(i) €AY kX, tET. (C.7)
yE <Y ek X BE,., VIEN K kEK, tET. (C.8)
VE < Swewr Xee1 B, V@)D EA  kEK tET. (C.8.arc)
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T=pk+1

Yier Swewk Bl <1, Vie Nk k € K.
Yeer Zwewk Biwe < 1, V(i,j) € A k € K.
Yier Swewk Ak <1, Vie Nk k€ K.
Yier Zwewk Qe < L, V(i,j) € A%,k € K.

T,t—
By < me[ ] ak, , VieEN* weWKkeXK,teT.

mln[Tt pu] k

Bliwe < Xpey A VO, ) EAX, weWK keX,teT.

min[T t+pl

) -1 min|T,t+pk
Z‘r=1 ] ZlEN’k alW‘L’ + Z [ v

-1 K
D jeak Xijwr < 1+

C.4.3. Operational interdependencies

k t k k
Zie]\/"k BiW‘[ + Zr=p£€j+12(i'j)€cﬂ’k ﬁijwrl VvweW keK,teT.

(C.9
(C.9.arc)

(C.10)

(C.10.arc)

(C.11)

(C.11.arc)

(C.12)

kk k k _ - o7
Zie]\fi@k‘g YiwpeeYit = Vitr & = one2one, one2any, one2many,Vi € N'%, k €

KYeVteT.

yEE vk 2 vk, & = onezall,vie MiE e N ke X, Y eW teT.

yEbk, > bk 4+x )k, vieNFleLfkeK teT.

C.4.4. Side constraints

L]lt 20, V(i,j) Equ:l ELk,k EX,teT.

k>0 vienNklertckek,teT.

th =

x>0, vienNKleLfkeK,teT.

0<yk<1 VienNKkex,teT.

0<yk <1, V(i) EA kX, tET.
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(C.13)

(C.14)

(C.15)

(C.16)
(C.17)
(C.18)

(C.19)

(C.19.arc)



ak . €{01}, ViEN*¥,weWrK keK,teT. (C.20)

afiwe €101}, V(i,)) € A¥,weWr ke K, teT. (C.20.arc)
Bk, €{01}, vie N ,we WK keK, teT. (C.21)
Bliwe €{0,1}, V(i,)) EA*,w e W k€K, tET. (C.21.arc)

C.4.5. Equation descriptions

Table C1 summarizes and categorizes the equations. The equations are
categorized as either objective functions, flow constraints, recovery constraints,
scheduling constraints, interdependency constraints, or side constraints. Table C1 seeks

to strike a balance between completeness and brevity by combining like equations.
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Table C1. Summary of objective function and constraints for LiteBIIRM

Ref Category

Description

C.l Obijective func.

C.2 Obijective func.
C.3 Obijective func.

C4 Flow constraints

Cb5to Flow constraints
C.7

C.8, Recovery
C.9, constraints
C.11

C.10 Scheduling
C.12 constraints

C.13to Interdependency
C.15 constraints

C.16to Side constraints
c.21

Least cost recovery strategies. The first and second terms
are the arc repair costs and arc assignment costs, the third
and fourth terms are node repair costs and node assignment
costs, and the fifth term is the flow cost.

Weighted operability of nodes and arcs, which represents a
surrogate for mission impact or disruptive effect.

Weighted and combined multi-objective function using C.1
and C.2.

Standard flow balance. Where slack variables representing
unmet demand and surplus supply help balance the
equation.

Restricts flow if starting node (C.5), ending node (C.6), and
arc (C.7) is inoperable.

Ensures that a restored asset becomes operable (C.8), assets
are only repaired once (C.9), and assets are repaired after
sufficient processing time (C.11).

Ensures that only one work crew is assigned per repair task
(C.10) and that crews work on only one job at a time (C.12).

Child node operability depends on parent node’s operability
and coupling (C.13) and (C.14), and nodes are operable if
demand is met (C.15).

Flow variables are positive continuous, operability is
continuous between 0 and 1, and assignment and repair
variables are binary.
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Appendix D. The Base Interdependent Infrastructure Recovery Model (BIIRM)
This appendix details the goals, assumptions, notation, and formulation for the
complete BIIRM model as seen in part in Chapter 5.
D.1. BIIRM Goals
The goal of this model is to find optimal recovery strategies of disrupted
interdependent infrastructure networks while balancing cost, disruption, and repair time.
In order to accomplish this goal the model has three sub goals enumerated below.

1. Integrate network design and scheduling problems in order to model infrastructure
recovery.

2. Incorporate 9 interdependency subtypes including 4 operational (i.e., physical,
cyber, logical, and geospatial) and 5 restoration interdependency subtypes (i.e.,
traditional precedence, effectiveness precedence, options precedence, time-
sensitive options, and geospatial repair).

3. Allow for and evaluate multiple complex interdependency relationships between
node pairs simultaneously.

D.2. BIIRM Assumptions
The assumptions for the BIIRM may be categorized into network flow,
scheduling, interdependency, and cost assumptions.
D.2.1. Network Flow Assumptions
e Each infrastructure network layer is composed of arcs and nodes, both of which

are subject to failure and can be repaired or reconstructed.
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Each infrastructure network may flow one or more commaodities. An example of a
single commodity network is the drinking water network, which supplies potable
water for consumption. An example of multicommodity flow is the transportation
and emergency response layer which flows EMS, Police, Fire, and People as

commodities.

Each commodity flows through only one infrastructure network.

Networks have a known supply and demand structure for all commaodities

associated with that given network.

There is a known flow capacity for each arc in every infrastructure network,

which is shared by all commodities flowing through a given network.

A damaged node or arc is not operational until it is restored. Damage creates total

inoperability, which is a simplification of reality.

D.2.2. Scheduling Assumptions
When a recovery task is started it will be completed, before a work crew will be

assigned to a different one. This means it is a non-preemptive environment.

Recovery of nodes and arcs are assumed to be expedient and possible (i.e., no
total losses). This also neglects the real processes of insurance claims,
estimations, project bidding, material acquisition, project execution, and project
closing which should follow any temporary repairs done during recovery

operations.
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Additional tasks on or near nodes or arcs that are not directly related to repairing a
damaged node are designated by a pseudo-node or pseudo-arc. An example is a
power line inspection and deenergizing, which must be accomplished prior to

downed tree removal and before the actual repairing of the power line.

Work crews are skilled and proficient to handle any necessary repair in the

assigned network layer.

Sufficient materials are available for repair of assets.

D.2.3. Interdependency Assumptions
Interdependencies, which are by definition bi-directional, are captured by
capturing all uni-directional dependent relationships between infrastructure pairs

(Sharkey et al. 2016).

Operational interdependencies (i.e., physical, cyber, logical, and geographical) are
known. This is a simplification of reality, since some interdependencies manifest
themselves only in unique situations and are not generally known (National

Infrastructure Advisory Council (NIAC) 2018).

Operational interdependencies subtypes (i.e., physical, cyber, logical, or
geospatial) are assumed to exist between node pairs and can be described based
on a coupling strategy. Operational interdependency coupling of node pairs can be
achieved at least four ways, including one-to-one, one-to-any, one-to-all, and one-
to-many (Gonzaélez et al. 2016). Due to the binary nature of the operability

variable only one-to-one, one-to-any, and one-to-all coupling strategies are
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compatible with the BIIRM. Additional modifications are required to enable all

coupling strategies. Coupling was removed in Chapter 3’s reduced presentation of

the BIIRM due to brevity.

The operational interdependency geospatial subtype may be and is incorporated

during damage scenario generation.

Four of the five restoration interdependency subtypes identified by Sharkey et al.
(2015) (i.e., traditional precedence, effectiveness precedence, options precedence,
and time-sensitive options) are assumed to exist between nodes and arcs. This
creates coupling strategies for restoration interdependencies of node-to-node

(n2n), node-to-arc (n2a), arc-to-node (a2n), and arc-to-arc (a2a).

The geospatial repair restoration interdependency subtype assumes the site
preparation cost burden during a specific period of time is shared. This can be
thought of as the cost of site preparation for co-located network components being
shared between the networks. This is achieved by a cost being associated with

each geographical region as a worst-case scenario (Gonzélez et al. 2016).

Interdependencies affect node operability. Multiple interdependency subtype
connections between node pairs in different infrastructure networks can all

influence node operability.
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D.2.4. Cost Assumptions
e There is a known fixed cost of flowing a given commaodity in a network during a
certain time period. This is a simplification since costs in reality could depend on

the amount of commaodity flow during a time period.

e The reconstruction costs for each node and arc are known fixed costs for a given
time period. This is a simplification of reality. Typically, repair costs are
dependent on the severity of the damage and on the type of repair selected. They
are also initially given as estimates, which may be high or low depending on the

unforeseen site conditions and the experience of the estimator.

e Cost for recovery crew assignment and associated materials happens when work

is assigned, not completed.

D.3. BIIRM Notation

This section lists the sets, parameters, and variables used in the BIIRM. The
listing is alphabetical with symbols from the Latin alphabet first followed by the Greek
alphabet. Unless otherwise explicitly stated the index t denotes “during time period t €
T where T is the set of all time periods.
A = overall set of arcs, indexed as (i, j);
AK = subset of arcs within a given infrastructure layer k € X;
A' = overall set of damaged arcs;
A'* = subset of damaged arcs within a given layer k € X;
ak, = cost of assigning work crew w € W¥*;

bk, = supply or demand of commodity [ € £* at node i € N'¥;
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¢l = cost of flowing commodity [ € £* through arc (i, j) € A¥;

ek or e{‘j = extended processing time for repair of node i € NV'* or arc (i, j) € A'¥;

gl or gi = binary variable indicating if arc (i, j) € A or node i € N¥ is in space s €
S,

Jst = cost of geospatial site preparation of space s € S;

L = overall set of commodities;

L¥ = subset of commodities able to flow within a given layer k € K;

N = overall set of nodes, indexed as i;

Nk = subset of nodes within a given infrastructure layer k € K;

N’ = set of all damaged nodes;

N’k = subset of damaged nodes within a given layer k € K;

pk or p{‘j = normal processing time for repair of node i € V'* or arc (i, j) € A'¥;
q{j-t or gk = cost of repair for recovery task at arc (i, j) € A’* or node i € N'¥;

S = set of spaces;

u{‘jt = capacity of arc (i, ) € A* shared by all commodities flowing along that arc;
W = set of all work crews;

Wk = subset of work crews able to perform tasks in infrastructure layer k € K;

x{‘ﬂt = variable representing flow of commodity [ € £* along arc (i, j) € A¥;

X?tk = slack variable representing unmet demand of commodity I € £* at node i € V;

L

+,k

x;¢ = slack variable representing surplus of commodity [ € £¥ at node i € V'¥;

yikjt or y& = binary variable indicating if arc (i, j) € A* or node i € V¥ is operable;

246



zg. = binary variable indicating if a recovery task in space s € § is assigned during time
periodt € T;

a{‘jwt or ak,, = binary variable indicating if work crew w € W¥ is assigned to a

recovery task during time period t € T,

af, we or af . = binary variable indicating if work crew w € W* is assigned to a

recovery task with extended processing time during time period t € T';

,Bi"jwt or X . = binary variable indicating if work crew w € W* has completed the
recovery task by the beginning of time period t € T

y{%ﬁt = operational interdependency parameter based on parent-child node pairs i € ]\/“u’f,’g

with some operational interdependency type ¢ € ¥;

6%k = node-to-node time-sensitive option deadline (other variations exist);
U, and up = weighting parameter for cost objective and disruptive effect objective;
y{‘jt or u¥ = weighting parameter for arc (i, j) € A’* or node i € N''* at time period t €
T,
= = set of coupling strategies, indexed as ¢&;
Y = set of operational interdependency subtypes, indexed as y;
D.4. BIIRM Formulation

The following is the full formulation of the BIIRM. Equations may have a suffix
ascribed denoting a variation based on being arc-based instead of node-based (no suffix).
A suffix is also used on all restoration interdependency constraints based on coupling of
node-to-node (n2n), node-to-arc (n2a), arc-to-node (a2n), or arc-to-arc (a2a).

Additionally, an asterisk is used to denote modifications to previously listed equations if
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including the applicable relationships. The formulation of the BIIRM was builds upon the
work of Gonzélez et al. (2016) and Sharkey et al. (2015).

D.4.1. Objective functions

Cost Objective: A = Yter (Zses IstZst +
k (. k k k (kK k k
Ykex (Zwewk (Z(i'j)ec,qlk(qijt(aijwt + aijewt) + awt(Pij“ijwt + eijaijewt)) +

Yienrn(ale(al, + aliwt) +al (pfaf,, + eikagcewt))) + Yierk i, j)eak Cikjltxlkjlt))'
(D.1)
Disruption Objective: B = Y,icr Zkeg((zie]v-k uﬁyi’% + Z(i’j)eﬂk ug‘jty{‘jt). (D.2)
These two explicit objective functions also include a time index, thus
incorporating repair time into the combined objective functions implicitly as follows.
Minimize  uyA — ugB. (D.3)
Subject to the following constraints

D.4.2. Network flow and scheduling constraints

K kK _ ok “ktk k k
2 jyeak Xijie — Dji(neak Xae = bie + xgp —xe, VIEN LE LYk E

K, telT. (D.4)
Yieck Xl S ulseyl, V() € AR i e N  keX, teT. (D.5)
Sieck X S ufyf, Vi) €AY jEN  keK,teT. (D.6)
Yieck X Subyl, v D e A ke, teT. (D.7)
yE <Y ewk i BE,, VIEN K KkEK,tET. (D.8)
VEe < Bwewr Xbe1 B, VG D EA*  kEK tET. (D.8.arc)
Nter Zwewk Biwe < 1, Vi€ N'K k € K. (D.9)
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Yier Zwewk Biwe <1, V(i,j)) e A k e K.
ZtETZWEWk a{;\/t S 1, Vl E N’k,k E :]C.
Yier Zwewk Aiwe < 1, V(i) € A%,k € K.

mm[T t=pf|

B <Y, ak, , ViEN*weWKkeXK,teT.

T,t—
Bliwe < 21:1111[ gl Wfoe, V(i) EA*, we WK keX, tET.

min[T,t+pl

)

mm[T t+p”

-1] 1] K
ZLEN”‘ alW‘L’ + Z Z(i,j)ec/l’k aijwr <1+

t K t K k
z:r=1o§‘+1 Dienk Biwe Zr=p{‘j+1 2 jeark Bijwe, YW E W k€K, tET.

D.4.3. Operational interdependencies
Zie]\fi’:b%yi’ngtyikt >yk VieNKRkeX, YEWEEELET.

k
yltbllt = bllt+xllt ’

VieENKleLfkkeK,teT.
D.4.4. Restoration interdependencies

D.4.4.1. Traditional precedence
fe1 Ywewk Bliyr 2 X ek Gt » V(D) ENTP,t €T
L.y Br.=X  zak.., v(i,])) ENTP,t €T
=1 LaweWwk Piwt = Liyewk Yijwe L J ’ .
tt Ywewk Bliwe 2 2 ek Thwe» V((0,)),T) € ATP,t €T

t et Ywewk Bliwe 2 2 ek Twe» V(). (5))) € ATP,t €T

-k
1-2 >y eak,, V(1) € NTPIbf, <0,l€ Lt ET.

ilt

-k
1— Xilr
—_pk =

ilt
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>Y or@ue, V(i, () € NTP|bE, < 0,1 € LK t € T.

(D.9.arc)

(D.10)

(D.10.arc)

(D.11)

(D.11.arc)

(D.12)

(D.13)

(D.14)

(D.15.n2n)
(D.15.n2a)
(D.15.a2n)

(D.15.a2a)

(D.16.n2n)

(D.16.n2a)



1 -k - -
= ‘% (1 - ’i) > Y kB, t =DpF, .., T,V(i,1) € NTP|bfj, <

0,1 € Lk, (D.17.n2n)

zl"‘

_k ~ ~
=3 (1 — Zut ) > Y i Bowe t =8, ... T,¥(i,(1,))) € NTP|bfj, <

P55 T=t—pi7+1 —bl‘it
0,1 € Lk, (D.17.n2a)

D.4.4.2. Effectiveness precedence

Yier Zwewk(@e + @i y) <1, VieN'K ke K. (D.10%)
Yier Zwewk( @ + aliwe) <1, V@, j) € Ak € X. (D.10*.arc)
Bk, < me[Tt vi] ak, . + Z;mrll[” “t] lkWT, vie Nk (1,0) €
NEP,((t.)),i) € AEP,w e WX k e K,t € T. (D.11%)
k min[T.t=pf| min[7,t—efj] o~ 3
Bijwe < 2y Aiiwe + Doy ajwrr V(i J) €A (L (i, j)) €
NEP,((i,)), (i,j)) € AEP,w e WKk € K,t €T. (D.11*.arc)
min|T,t+pf-1] mln[T t+pf-1] k
) Yienk Al + Yo i jea’k Tijwe T

min|T,t+ek—1 min|T,t+ek-1
) k )
Z‘r:l[ ‘ ]Z< (1,i))ENEP, )aiewr + Z-r:l[ 7

Z (i,(i,j))ENEP, U wT <1+
(G@),i)eAEP

(@D.(i,))eAEP

Z‘f’:pll(+12iEN’k ﬁllf/VT + Z‘f’ p +1Z(i,j)ecﬂ”‘ ,Bikjw.[, Vw € Wk, k € .7(, te7T. (D12*)
i min T,t—pll‘ e
Zg:l Zwewk .Bllf/vr = Z‘E’:l Zwewﬁ aiiwr + Z-L-=1[ ]ZWEWk agm" v(i,0) €
NEP,t €T. (D.18.n2n)
7 min T,t—pllc
Zg:l Zwewk .Bll;vr < Z‘E’:l Zwewﬁ a%cjewr + Z-L-=1[ ] ZWEWk all(wr ’
v(i,(i,j)) € NEP,t € T. D.18.n2a
J
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Kk mm[T t—p; ] k
Z$=1 ZWEW" ﬁijwr ZT 1 ZWEWk aleWT + Z-[ 1 K ZWEWk Aijwr

v((i,j), i) € AEP,t € T. (D.18.a2n)
k

k
Z$=1 Zwewk ﬁijwr = Z$=1 ZWEWE Atjewr +

min[T,t—p{"’j]

Yoo Ywewk @ie, V(). (L)) € AEP,t €T, (D.18.a2a)
-k
1- Z,i = Y af,,, V(i,7) € NEP|bk, < 0,l € Lt €T. (D.19.n2n)

-k

G Y ek @owe, ¥(i,(LD) € NEP|bE, < 0,1 € L¥,t € 7. (D.19.n2a)

—pk, =

D.4.4.3. Options precedence

Stos Twewk Dinenor B = ey Qe ¥(i,0) € NOP,t €. (D.20.n2n)

St Bwewk X(i.ap)enor Bive = Zpewr @owe, (i, G))) € NOPt €T
(D.20.n2a)

St Twewk (i pi)eaor Biwe = Toewi Qe V((0,)),7) € AOP,tET.
(D.20.a2n)

Yio1 Ywewk X (). ()))eaop :Bikjwr =X ek aikjwt' v((i, /), (I))) € AOP,t € T.

(D.20.a2a)

-k

1- ",it >y ek, V(i,0) € NOP|bk, <0,l€ LK teT. (D.21.n2n)

k ~
11— > 5wk a5we, V(i, (.))) € NOP|bj, < 0,1l € L¥,t € T. (D.21.n2a)
ilt

1 e k k
p_z:— . . +1 (1__blt ) Zzwewﬁﬁ{;’t’ t:p%c’ T V(l l) ENOPlbllt
0,1 € LF. (D.22.n2n)
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-k - ~
i.@z‘ 7 (1 -l ) > Y kB, t =08 ..., T.V(i,(5))) € NOP|bf, <

3 T=t—pi7+1 —bl‘it
0,1l € LF. (D.22.n2a)

D.4.4.4. Time sensitive options

kk
yE+ Yoy BE.=1, t =08 .., T, v(i1) € NTS. (D.23.n2n)
gLk e
YE+T YUY iBe =1, =0k T, v(i,(5))) € NTS. (D.23.n2a)
kk Kk _
Ve + 2,2 o Y e B =1, t= 0Kk, T, v((i,)),1) € ATS. (D.23.a2n)
kk

ym +3. ”” Wewkﬁum >1, t= 9{;’5], T, ¥(@, ), @))) € ATS.

(D.23.a2a)
Yook @, =0, t =1,..,08% —pF — 1, v(i,7) € NTS. (D.24.n2n)
Ywewk @y =0, t=1,..,0K —pk —1, v(i,@))) € NTS. (D.24.n2a)
Ywewk @ =0, t =1,...,08% — pF — 1, v((i,)),17) € ATS. (D.24.a2n)

Ywewk e = 0, t = 1,...,6K% —pk — 1, v((i,)), (1)) € ATS.  (D.24.a2a)
D.4.4.5. Geospatial repair

Ywewk gis(alye + af ) <z, ViEN*,seSkeK teT. (D.25)
Ywewk Iiis(@ue + aliwe) < zor, V(i,j) € A*,s €S,k € K,t € T. (D.25.arc)

D.4.5. Side constraints

xfe =0, Vi, ) eAN e Lt keX, tET. (D.26)
x>0, vienkleLMkeK,teT. (D.27)
x>0, vienNKleLfkeK,teT. (D.28)
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yke{01}, vie Nk keX, teT. (D.29)

vi €101}, V(i,j)) e AN ke K, teT. (D.29.arc)
ak,, €{01}, VieEN* we WKk keX,teT. (D.30)
afiwe €01}, V(i) EA*¥,weWr keX, teT. (D.30.arc)
af e €01}, V@D, (i,@)) E NEP,w e WK ke K, t €T. (D.31)

aliwe €013, v((i,),1), (), @) e AEP,w e WKk e K, t €T.

(D.31.arc)
BE.€{01}, VieN* ,weWKkkeXK,teT, (D.32)
Btwe €101}, V(i,j)) e A*¥,we WK ke K, teT. (D.32.arc)
z;: €{0,1}, Vse S, teT. (D.33)

D.4.6. Equation descriptions

Table D1 summarizes and categorizes the equations. The equations are
categorized as either objective functions, flow constraints, recovery constraints,
scheduling constraints, interdependency constraints, or side constraints. Table D1 seeks

to strike a balance between completeness and brevity by combining like equations.
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Table D1. Summary of objective function and constraints for BIIRM

Ref Category Description

D.1 Objective func.  Least cost recovery strategies. The first term is the site
preparation cost, the second and third terms are arc repair
costs, the fourth and fifth terms are arc assignment costs, the
sixth and seventh terms are node repair costs, the eighth and
ninth terms are node assignment costs, and the tenth term is
the flow cost.

D.2 Objective func.  Weighted operability of nodes and arcs, which represents a
surrogate for mission impact or disruptive effect.

D.3 Obijective func.  Weighted and combined multiobjective function using C.1
and C.2.

D.4 Flow constraints Standard flow balance. Where slack variables representing
unmet demand and surplus supply help balance the
equation.

D.5to  Flow constraints Restricts flow if starting node (C.5), ending node (C.6), and

D.7 arc (C.7) is inoperable.

D.8, Recovery Ensures that a restored asset becomes operable (C.8), assets

D.9, constraints are only repaired once (C.9), and assets are repaired after

D.11 sufficient processing time (C.11).

D.10 Scheduling Ensures that only one work crew is assigned per repair task

D.12 constraints (C.10) and that crews work on only one job at a time (C.12).

D.13, Interdependency Child node operability depends on parent node’s operability

D.14 constraints (C.13) and nodes are operable if demand is met (C.14).

D.15to Interdependency Traditional precedence completion order (C.15), assignment

D.17 constraints requires met demand (C.16), and sustainment (C.17).

D.18, Interdependency Effectiveness precedence completion order (C.18) and

D.19 constraints traditional assignment demand (C.19).

D.20to Interdependency Options precedence completion order (C.20), assignment

D.22 constraints requires met demand (C.21), and sustainment (C.22).

D.23, Interdependency Time-sensitive options completion requirement (C.23) and

D.24 constraints restriction of assignment until deadline (C.24).

D.25 Interdependency Geospatial repair of nodes and arcs, which can enable cost

constraints savings for co-located work.

D.26to Side constraints  Flow variables are positive continuous while assignment,

D.33 repair, operability, and location variables are binary.
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Appendix E. The Flexible Team Base
Interdependent Infrastructure Recovery Model (tmBIIRM)

This appendix details the additions and modifications to the goals, assumptions,
notation, formulation, and computer code of the BIIRM which are associated with the
complete tmBIIRM model as seen in part in Chapter 6.

E.1. tmBIIRM Goals

The goal of tmBIIRM maintains the primary goal and subgoals of the BIIRM to
find optimal recovery strategies of disrupted interdependent infrastructure networks while
balancing cost, disruption, and repair time. However, the tmBIIRM adds three additional
subgoals in order to incorporate the elements of flexible teaming structures.

1. Integrate varying knowledge, skill, and abilities among work crew members,
which could impact team composition and restoration effectiveness.

2. Ability for a work crew manager to assign more than one work crew to a task to
realize efficiency benefits.

3. Allow for starting and stopping of restoration activities, thus creating a
preemptive environment.

Three observations from academic literature and USAF initiatives motivates this
exploration. First, Ouyang (2014) identified that no network-flow based models evaluated
were able to “[inform] organizational and administrative structure to increase response
and coordination of restoration activities.” An output of the tmBIIRM is a coordinated
schedule of restoration activities and a schedule of work crew teaming. Second, the
United States Air Force is seeking to improve the way they educate and train personnel to

achieve multi-skilled Airmen (Roberson and Stafford 2017). An input of the tmBIIRM is
255



a skill matrix, which can be altered to evaluate the impact of varying and multiple skill
sets to system recovery. Third, the United States Air Force Civil Engineer Enterprise has
an effort entitled “Revitalizing Civil Engineer Squadrons” to more appropriately train,
equip, and resource squadrons to enhance resiliency (United States Air Force (A4) 2020).
The tmBIIRM improves modeling and simulation of teams’ impact on recovery
operations, which is a direct element of resilient infrastructure and resilient personnel.
E.2. tmBIIRM Assumptions
The majority of the assumptions for the BIIRM remain in effect for the tmBIIRM.

This section details the exceptions. To most concisely provide this information the
assumptions being modified or challenged from the BIIRM are listed followed by the
updated assumptions for the tmBIIRM. Both a tag of BIIRM or tmBIIRM at the
beginning of the bulleted items helps identify which model the assumption is valid for.
This is also done visually with the original assumption from the BIIRM listed at the first
indentation level and those modified for the tmBIIRM at the second indentation level.

e (BIIRM) Work crews are skilled and proficient to handle any necessary repair in

the assigned network layer.

o (tmBIIRM) Work crew personnel have varying levels of knowledge, skill,
and abilities which can be roughly classified as beginner, intermediate,
and advanced skills.

o (tmBIIRM) Skill level affects the efficiency of restoration activities
where beginner skill level yields extended processing time, intermediate

skill level yields normal processing time, and advanced skill level yields
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shortened processing time. While this is a generalization, it reflects a
closer approximation of reality that integrates skill level into task
processing time.

o (tmBIIRM) Certain tasks require specific training, skills, and abilities.
Personnel are able to support efforts across infrastructure systems so long
as their knowledge, skills, and abilities match the required restoration
activities.

¢ (BIIRM) Restoration activities may only be assigned to one work crew.

o (tmBIIRM) Work crews may be assigned to the same restoration activity
which will impact the processing time of the task.

o (tmBIIRM) The effect on the processing time is restoration activity
specific. There are circumstances when increased personnel speed up the
processing time, circumstances that don’t speed up the processing time,
and circumstances where additional personnel slow down the processing
time of a task.

e (BIIRM) When a recovery task is started it will be completed before a work crew
will be assigned to a different one. This means it is a non-preemptive
environment.

o (tmBIIRM) Restoration tasks may be started and stopped as needed. This
creates a preemptive environment.

o (tmBIIRM) Progress of a restoration activity will not be lost if a task is
stopped and restoration activities may continue from the point of stopped

progress with no additional penalty.
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e (BIIRM) Cost for repair and recovery crew assignment with associated materials
happens when work is assigned, not completed.
o (tmBIIRM) Repair costs are summed at the completion of a repair, but

assignment costs are based on assigned personnel per manhour.

E.3. tmBIIRM Notation

This section lists the sets, parameters, and variables used in the tmBIIRM. The
listing is alphabetical with symbols from the Latin alphabet first followed by the Greek
alphabet. Unless otherwise explicitly stated the index t denotes “during time period t €
T where T is the set of all time periods.
A = overall set of arcs, indexed as (i, j);
AF = subset of arcs within a given infrastructure layer k € X;
A' = overall set of damaged arcs;
A'* = subset of damaged arcs within a given layer k € X;
a,: = hourly rate cost of assigning personnel = € II at time period t € T;
b¥, = supply or demand of commodity [ € £* at node i € N'¥;
¢l = cost of flowing commodity [ € £* through arc (i, j) € A¥;
el-’} or ei"jf = extended processing time in manhours for repair of node i € N''* or arc
(i,j) € A'* requiring skill f € F;
E.; = parameter indicating the experience level of personnel 7 € IT based on the skill set
f € F. This serves as both an indication of the existence of a given skill set for a specific
personnel € IT and embodies the concept of varying skill levels. For example, a master

carpentry worker with novice skills in electrical work and no skill in plumbing may have
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an Er = 1.25,0.75, and 0 for carpentry, electrical, and plumbing work respectively.
This parameter is tunable by the modeler and is specific to each individual worker and
should typically take a value between 0 and 2, with 2 representing a worker’s efficiency
being double the standard or normal efficiency of 1;

F = A set of knowledge, skills, and abilities that are required for restoration tasks,
indexed as f = {1, ..., F}. This generally can parallel the infrastructure systems —
plumbing in water network, but may include other things or finer granularity — welding in
water network vs. welding in liquid fuels network;

g{j-s or gk = binary variable indicating if arc (i, j) € A* or node i € ¥ is in space s €
S,

Js: = cost of geospatial site preparation of space s € S;

L = overall set of commodities;

L* = subset of commodities able to flow within a given layer k € X;

N = overall set of nodes, indexed as i;

N* = subset of nodes within a given infrastructure layer k € K;

N' = set of all damaged nodes;

Nk = subset of damaged nodes within a given layer k € K;

p{‘f or p{‘jf = normal processing time in manhours for repair of node i € V'% or arc
(i,j) € A'* requiring skill set f € F;

q{‘jt or gk = cost of repair for recovery task at arc (i, j) € A’* or node i € N'¥;

§ = set of spaces;

u{‘jt = capacity of arc (i, ) € A* shared by all commodities flowing along that arc;
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W = set of all work crews, indexed asw = {1, ..., W}, where W < P/2 since all work
crews must have at least two people in them;

x{‘ﬂt = variable representing flow of commodity [ € £¥ along arc (i, j) € AF;

x};" = slack variable representing unmet demand of commodity [ € £* at node i € N;

i
x;;'t" = slack variable representing surplus of commodity [ € £* at node i € NV'*;

& or yfi = binary variable indicating if arc (i, j) € A or node i € V¥ is operable;

zg = binary variable indicating if a recovery task in space s € § is assigned during time
periodt € T

Zwe = binary variable that is equal to 1 if personnel «r € II is assigned to work crew w €
W in time period t € T. Therefore, the number of personnel on a given work crew w €
W in time period t € T is equal to n: = Y ren Zawe,

a{‘jwt or ak,, = variable indicating the number of manhours work crew w € W is

assigned to a recovery task at arc (i,j) € A'* ornode i € N'¥;
k

a;j,wt OF a{‘ewt = variable indicating the number of extended processing time manhours
work crew w € W is assigned to a recovery task with extended processing time during
time period t € T;

ﬁi"jt or X = binary variable equal to 1 if recovery task has been completed by the

beginning of time period t € T and 0 otherwise;

y{%ﬁ,& = operational interdependency parameter based on parent-child node pairs i €

N{jfg with some operational interdependency type ¥ € W and coupling strategy ¢ € Z;

L
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A’i‘ft or Ai-‘jft = variable amount of work completed on restoration activity requiring skill
set f € F by the end of time period t € T
Nxre = variable indicating what percentage of time personnel « € II is engaged in repair

work utilizing skill set f € F within time period t € T;

6%k = node-to-node time-sensitive option deadline (other variations exist to include

oKk, 6%, and 6%);

G){-‘ft or (E){-‘jft = variable amount representing the effective time at a restoration activity

requiring skill set f € F by the end of time period t € T based on work crews working at

a normal processing time;

@{-‘eﬁ or @{-‘jeﬁ = variable amount representing the effective time at a restoration activity

requiring skill set f € F by the end of time period t € 7" based on work crews working at

an extended processing time;

U, and up = weighting parameter for cost objective and disruptive effect objective;

y{‘jt or u¥ = weighting parameter for arc (i, j) € A’* or node i € N"'* at time period t €

T,

= = set of coupling strategies, indexed as ¢&;

[T = set of workers or personnel that can be assigned to a work crew, indexed as T =
{1,..,P};

¢f or ¢f5 = number of skill sets associated with the restoration activity. An example of

this is a recovery task i € V¥ requiring some plumbing, electrical, and carpentry work

would have a ¢¥ = 3;

Y = set of operational interdependency subtypes, indexed as y;
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Q = parameter designating the amount of hours in a time period (e.g., 8 hour work shifts,
12 hour half days, etc.);
E.4. tmBIIRM Formulation

The following is the full formulation of the tmBIIRM. Equations may have a
suffix ascribed denoting a variation based on being arc-based instead of node-based (no
suffix). A suffix is also used on all restoration interdependency constraints based on
coupling of node-to-node (n2n), node-to-arc (n2a), arc-to-node (a2n), or arc-to-arc (a2a).
Additionally, an asterisk is used to denote modifications to previously listed equations if
including the applicable relationships. The formulation of the tmBIIRM builds upon the
work of Gonzélez et al. (2016) and Sharkey et al. (2015).

E.4.1. Objective functions

Cost Objective: A = Yier(Tses IseZse + Zwew Lmen Ane Wmpe +
Yrer (i peark @eBise + Lienrk aieBl + Tieck X pear Chieiie))- (E.1)

Disruption Objective: B = Yo ke (Tient sVl + X jyear eyl ). (E.2)

These two explicit objective functions also include a time index, thus
incorporating repair time into the combined objective functions implicitly as follows.

Minimize  uy,A — ugB. (E.3)

Subject to the following constraints

E.4.2. Network flow and scheduling constraints

2 f)eAk xlkjlt — Xj(j.ieak x]l(ilt = bfi, + xi_z.'tk - x;;ék' vie Nk leLkke
K,teT. (E.4)

Yieck Xl S ulfeyl, V(i) € AR ieNK  keX, teT. (E.5)
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Dleck xl]lt = ul]ty]t' v(i,j)E A jEN  kEK,tET.
Yoeck X < ufiyiin Vi) € ALK EK, tET.

yk <yt Bk, vieN keK,teT.

yEe < T Bl Vi) EAMKEK LET.

ZfET i ViEN* keK,teT.

ﬁlt <

l

2k, . )
Bl < Zfef;,k It v(@i,j) € A* kEXK, tET.
ij

Tt=1 @ffr
plf

Afye = ,VieN keK,feF,teT.

Afjfe = 2;—‘” v(i,j)e A* keX,feF,teT.

ijf

lft ZWEW Zn'el'[ nn'ftEann'wtalwt' Vie le k € *7( f € :F te7.

(E.6)
(E7)
(E.8)

(E.8.arc)

(E.9)

(E.9.arc)

(E.10)

(E.10.arc)

(E.11)

l]ft ZWEWZnel'lnﬂftEﬂfZﬂwtauwp V(l ]) € c/qlk keX, f eEF,teT.

Yrertnse <1, VI EILtET.

Ywew Zowe =1, VI EILt €T,

Yorern Zowe =2, VWE W, t €T,

Dienrk alkwt + Z(i,j)ec/l’k af‘}wt <O VweW,teT7.

E.4.3. Operational interdependencies

Ziemfpﬁg YRk vk > vk vieN keX,yewEeEteT.

yEbk, = bl 4+x )k, VieNFleLfkeXK teT.
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(E.12)
(E.13)
(E.14)

(E.15)

(E.16)

(E.17)



E.4.4. Restoration interdependencies

E.4.4.1. Traditional precedence

Sy BE = —Syewak,, V(D) ENTPtET. (E.18.n2n)

Ty BE 2 = Vwew @, V(i (L)) ENTP,tET. (E.18.n2a)
t k 1 k LN~

Yio1 Bl = 5 Zwew e, V(L)1) EATP,LET. (E.18.a2n)
t k 1 k C N e

Yio1Blir 2 5 Zwew e, V(@ 1), (L)) € ATP,t €T (E.18.a2a)

Qyk >ak ., v(i,)) e NTP,w e W,t €T, (E.19.n2n)

ayk > ok, v(i,)) ENTP,w e W, t €T, (E.19.n2a)

E.4.4.2. Effectiveness precedence

ek ok
Afye = gzl( CA :f’) Vi € N'%, (i,i) € NEP,((i,)),i) € AEP,k € K,f €

Dir if
F,teT.
(E.10%)
Ofife | Oligsr 1k -
e = Thea (T2 4 2457), V() € A%, (1,G.) € NEP, (61D, 11) €
ij ij
AEP, ke K, f eF,teT. (E.10*.arc)
left ZWEWZTL’EH nnftEann'wtalewt' V(l l) € NEP ((Z j) L) € AEP f €
F,teT. (E.20)

®ljeft ZWEW Zn'el'[ nnftEannwtaert' V(l (l ])) € NEP (( ): (l;])) €

AEP,f e F,t€T. (E.20.arc)

264



K k K
Dienk Aiwe + Nii eark Xijwe T X/ @enep, \ Xiowe T
(G),0)eAEP

Z( (i.G6,/))ENEP, >a§‘jewt <O, VWEW,teT, (E.14%)
(@N.G,))eAEP
k
. min T,t_z_ fs;zlf]
Z$=1 ﬁlli < Z€=1 ZWEW aiiwr + ZT=1 ' ZWEW alkwrr V(i, z) € NEP'f €

F,teT. (E.21.n2n)
k
~ min[T,t—LET:lf]
Z‘tr=1 .Bll‘cr < Z€'=1 ZWEW aikjewr + 21-:1 ' ZWEW ag/vr ) V(i, (Z'j)) €
NEP,f e F,t eT. (E.21.n2a)

k
Yrer P
min T,t—fe—k”f
Qo

t k t k
=1 ﬁij‘[ < =1 ZWEW aiewr + 21:1

ZWEW alkjW‘L' ’ V((i,j), Z) €

AEP,t €T. (E.21.a2n)

k k
Z-t;=1 .Bijwr < Z-€=1 Zwew aijewr +

. [ Srer Pl
min T,t—T
Zr:l Y Zwewk agcjw-[: v((l)])l (ilj)) E AEP;f E T, t E T (E21a2a)
Qyk > ak ,, v(i,)) e NEP,we W, t €T. (E.22.n2n)
ayk = ok, v(i,(L)) E NEP,WEW,tET. (E.22.n2a)

E.4.4.3. Options precedence
1 % P
Yio1 D(inenor Bly = EZwew e, V(i,7) ENOP,tET. (E.23.n2n)
1 % P
Z-i:]_ Z(i,(i,]))ENOP ﬁll-c[ = EZWEW aikjwt, V(l, (l,])) € NOP, te7T. (E23n23.)

1 k L~
Yio1 XG0 i)eaor Bije 2 5 Zwew atiye, V((0,)),1) € AOP,LET. (E.23.a2n)
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1 i DN e o
PR Z((i,j),(i,j))eAOP ﬁllj‘[ = EZWEW aikjwt ) V((l;]), (l;])) € AOP,t €T.

(E.23.a2a)
Qyk > ak,,, v(i,1) e NOP,w e W,t €T, (E.24.n2n)
ayk > ak,., v(i, L)) ENOP,wEeW,tET. (E.24.n2a)

E.4.4.4. Time sensitive options

vie + 21_ g Zwew af,. +BX) =1, t =06k, .., T, v(i,7) € NTS. (E.25.n2n)

vk + Z;eg’;&(ZWEW ak. +pE) =1, t=0k ., T, v(i,())) € NTS.
(E.25.n2a)

Vise + Zt gkk(ZWEW ak,. +BE) =1, t=0K%, .., T, v((i,))1) € ATS.
(E.25.a2n)

Vije + Xo_ e (Bwew afjur +Bi5) 21, t= oKk, ... T, v((i, /), (5 ))) € ATS.

Uy

(E.25.a2a)
Ywewak =0, t=1,..,0%% — 1, v(i,1) € NTS. (E.26.n2n)
Ywew @ =0, t =1,...,0K — 1, v(i, (i ))) € NTS. (E.26.n2a)
Ywew @ =0, t = 1,...,05 — 1, v((i,/),7) € ATS. (E.26.a2n)
Ywew @ =0, t =1,..,0K5 — 1, v((i, ), @ ))) € ATS. (E.26.a2a)
E.4.4.5. Geospatial repair
=~ wew 95 (ke + @) Sz, ViEN* sESKEK LET. (E.27)

= Swew b5 (@le + @) < 2, V(i) € A5 €S,k € K, t € T.(E.27.ar0)

266



C.4.5. Side constraints
x5 20, V(i,j) e AR L €LV ke X, tET.

x¥>0, VienNklerkkex teT.

th =

x>0, VieNnNkleLkkex,teT.

th =
yke{01}, ViENK  keXK, tET.
vk €{01}, V(i) e A5 keXK, tET.
z;: €{0,1}, Vse S, teT.
Zowt €{0,1}, VEENLLWE W, t €T.

0<ak.<Q VieN* weWkeK,teT.

iwt

0<aff: <0 Vi, )EAXwWeEWkEXK,tET.
0<ak

leWt

0<ak

< Afjowe S0, V((l]) l) ((L]) (L]))EAEPWEWkE?CtET

Bk e{01}, vieN* keK,teT.

BE €101}, v(i,)) e A* kEK tET.
0<Af <1 VieN* keX,teT.
0<Af; <1, Vi, )EAM keXK teT.
0<ng: <1, VmEILfEF,teT.

0<Of <ps ViEN keXK feF teT.

0< O <pfip Vi, )EAXKEK,fEF tET.

0<Of; <efs, ViEN* keX,feF,teT.
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(E.28)
(E.29)
(E.30)
(E.31)
(E.31.arc)

(E.32)
(E.33)
(E.34)

(E.34.arc)

(E.35)

(E.35.arc)
(E.36)
(E.36.arc)
(E.37)
(E.37.arc)
(E.38)
(E.39)
(E.39.arc)

(E.40)



0<0f 5 <efsp, Vi) EAXkEX,fEF,tET.

0<Yier Ay <1, VieEN  keX

0<Yier A <1, V(i j) e ARk EXK.
0<Yter O <pls, ViEN* k€K, fEF.

0 < Yier Ofipe <Pl V(i) EA*KkEK,fEF
0<YierOf sy Sefs, ViEN keXK,fEF.

0<Yter 0f, 5t < efip V(i) EAX kEX,fETF.

E.4.6. Equation descriptions

Table E1 summarizes and categorizes the equations. The equations are

categorized as either objective functions, flow constraints, recovery constraints,

(E.40.arc)
(E.41)
(E.41.arc)
(E.42)
(E.42.arc)
(E.43)

(E.43.arc)

scheduling constraints, interdependency constraints, or side constraints. Table E1 seeks to

strike a balance between completeness and brevity by combining like equations.
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Table E.1. Summary of objective function and constraints for tmBIIRM

Ref Category Description

E.l Objective func.  Least cost recovery strategies. The five terms are 1) site
preparation costs, 2) assignment costs, 3) arc repair costs, 4)
node repair costs, and 5) flow costs.

E.2 Objective func.  Weighted operability of nodes and arcs, which represents a
surrogate for mission impact or disruptive effect.

E.3 Objective func.  Weighted and combined multiobjective function using E.1
and E.2.

E.4to  Flow constraints Standard flow balance (E.4), restriction of flow based on

E.7 operable starting node (E.5), ending node (E.6), and arc
(E.7).

E.8to  Recovery Ensures that a restored asset becomes operable (E.8), assets

E.10 constraints are repaired once work is completed (E.9), and work
completed is defined as work being assigned for required
amount (E.10).

E.11to Scheduling Effective work time assigned is based on worker experience

E.15 constraints level (E.11). Ensures workers spread their time across the
skills they have (E.12), can only be assigned to one work
crew in a time period (E.13), every work crew must have at
least two people (E.14), and that every work crew isn’t
assigned more hours than in a time period.

E.16to Interdependency Child node operability depends on parent node’s operability

E.17 constraints (E.16) and nodes are operable if demand is met (E.17).

E.18to Interdependency Traditional precedence completion order (E.18), assignment

E.19 constraints requires operable parent node (E.19).

E.20to Interdependency Effective work time assigned is based on worker experience

E.22 constraints level (E.20). Effectiveness precedence completion order
(E.21) and traditional assignment requirement (E.22).

E.23to Interdependency Options precedence completion order (E.23) and traditional

E.24 constraints assignment requirement (E.24).

E.25to Interdependency Time-sensitive options completion requirement (E.25) and

E.26 constraints restriction of assignment until deadline (E.26).

E.27 Interdependency Geospatial repair of nodes and arcs, which can enable cost

constraints savings for co-located work.
E.28to0 Side constraints Variable definitions and bounds.
E.43
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