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Abstract

Future national security can be strengthened by verifying and securing the quan-
tum computing supply chain. This dissertation proposes physically unclonable char-
acteristics (PUCs), a method of quantum hardware verification inspired by classical
physically unclonable functions, for future application to quantum processors imple-
mented with transmon qubits. Qualitative and quantitative analysis is provided on
the development of PUCs, including identifying qubit characteristics and qubit dis-
crimination methods suitable for PUCs. Characteristics tested on IBM Quantum
services include T1 and T2 coherence times, single-qubit and multi-qubit gate error
rates, readout error rates, quantum process tomography metrics, and random bench-
marking metrics. Results show that non-parametric qubit discrimination methods
are best-suited for the characteristics tested, but require refinement before real-world

implementation can be achieved.
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PHYSICALLY UNCLONABLE CHARACTERISTICS
FOR VERIFICATION OF TRANSMON-BASED QUANTUM COMPUTERS

I. Introduction

1.1 Motivation

Advanced computing capabilities that are being enabled by quantum comput-
ing will facilitate significant technological improvements across multiple industries,
including machine learning for decision support and training, simulation for phar-
maceuticals and materials, and optimization for logistics and financial services [82].
Most notably, quantum computing advancements will provide exciting possibilities
for the Department of Defense (DoD) to provide additional capabilities for hardware
verification in support of national security. In fact, the 2018 National Defense Strat-
egy identifies advanced computing as a technology “that will ensure we will be able
to fight and win the wars of the future” [116]. As a result, the DoD is investing in the
advancement of quantum computing technologies, as indicated by R. Cohen’s FY-20
Program Objective Memorandum [60].

Quantum computing, which has been described as a “disruptive technology” by
Dr. Michael Hayduk!, Deputy Director, Air Force Research Laboratory Information
Directorate, would enable improvement of many warfighting applications, including
secure communications and GPS-denied navigation [42, 73]. However, if an adversary
can gain knowledge from unintended information leakage in quantum computing sys-

tems, sensitive communications may no longer be secure. Likewise, if an adversary

!Dr. Hayduk was a Division Chief within the Air Force Research Laboratory at the time of his
comment.



can change the design or fabrication of quantum computing hardware implemented in
navigation systems, secure missions may become compromised or thwarted through
adversarial acquisition of asset location, inaccurate navigation calculations, or spoof-
ing of location data.

It has been established that classical computing systems need to be hardware
verified and secured as part of ensuring the systems’ trustworthiness [40]. Counter-
feit and tampered hardware can lead to unauthorized access to high-value corporate
secrets and sensitive government networks. Such unauthorized access was recently
observed in 2018 when it was reported that unauthorized Chinese microchips had af-
fected server motherboards utilized by almost 30 companies, including a major bank,
government contractors, Apple, and Amazon [138].

This work seeks to apply the concept of hardware verification and security to
quantum computing systems as part of ensuring quantum computing systems’ trust-
worthiness, especially in the current climate of supply chain vulnerability that jeop-
ardizes technology leadership [130]. Early consideration as quantum systems are
being created and developed will enable quantum hardware verification and security
development to keep pace with quantum system development and to avoid pitfalls
experienced with classical computing system development [125].

In this work, the phrase “hardware verification” refers to the process by which one
ensures that a fabricated computing system is not counterfeit and is free of malicious
insertions or modifications [98]. Although the phrase “hardware security” often en-
compasses the concept of “hardware verification” [66], in this work, the definition of

7

“hardware security” is limited to the concept of ensuring a system (that is either as-
sumed or verified to be free of malicious insertions or modifications) does not provide
any unintended information to the adversary post-fabrication.

The main contribution of this work to the literature is the proposal of new ap-



proaches for the verification of transmon quantum computers and the initial devel-
opment of physically unclonable characteristics (PUCs), the application of physi-
cally unclonable functions (PUFs) to transmon quantum computers. Results of this
work show greatest potential for the one-dimensional Kolmogorov-Smirnov (KS) test,
multi-dimensional KS test, and Jensen-Shannon divergence (JSD) test (with binning
algorithms that do not assume normally distributed data) to function in PUCs for a

variety of qubit characteristics.

1.2 Problem Description

It has been established that, like classical computers, quantum computers need
to be hardware verified and secured [125]. Effective quantum hardware verification
and security methods do not currently exist to my knowledge? [53], and the process
of developing these methods is expansive in breadth. Many different types of quan-
tum computer implementations are in development, which require different types of
verification and security techniques to suit each implementation.

One proposed first step towards developing quantum hardware verification and se-
curity techniques is to investigate the techniques that exist for classical components
and determine to what extent they apply to quantum components. It is possible
that some techniques are directly applicable; some will need modification; and others
will be completely inapplicable. Additionally, quantum computers may likely intro-
duce uniquely quantum vulnerabilities, and entirely new techniques will need to be
developed.

While the scope of the problem described above is appropriate for an entire com-

munity of researchers over many years, the main premise of this work is to begin the

2Chong has suggested some ideas for functional verification through simulation, but concludes
that this type of verification is severely limited by the number of qubits, and there remains “a strong
need for a methodology for verifying the correctness of both quantum software and hardware” [53].



process of applying classical hardware verification and security methods to quantum
computers. The first step is to provide a framework for evaluating the extent to
which a given classical method applies to a quantum computer with a given qubit
implementation. Preliminary evaluations of potential applications and limitations are
conducted within this framework for a subset of classical methods and for the silicon
spin and transmon qubit implementations (Part A). Next, PUCs, the application of
PUFs to transmon quantum computers, are developed (Part B).

The problem description for PUCs begins with the acknowledgment that PUFs
do not directly apply to the transmon processor (more details in Chapter II), but
they do follow a cause-and-effect paradigm, where the causes are fabrication varia-
tions, and the effect is inter-chip variation in performance parameters. The object of
verification for PUFs is a function of performance characteristics (that is, bit value
output from an arbiter is a function of path delay). Similarly, the causes for PUCs
are fabrication variations and noise, and the effects are inter-qubit and intra-qubit
for PUCs are the performance

performance variations. The objects of verification

characteristics themselves.

PUFs PUCs
Cause-and-Effect Cause = fabrication varia- | Cause = fabrication varia-
Paradigm tions tions and noise

Effect = inter-chip vari- | Effect = inter-qubit and

ation in performance pa-
rameters

intra-qubit
variations

performance

Object of Identifi-

cation

Function of performance
characteristics (that is, bit
value output from an ar-
biter is a function of path
delay)

Performance characteris-
tics

Table 1: Cause-and-effect Paradigm for PUFs and PUCs (reproduced from [94])

The role of PUFs is to contribute to supply chain security by serving as a technique

to track and verify classical components [156]. An objective for PUCs is to serve in

4



Figure 1: IBM superconducting quantum processor (reproduced from [63]). The
image features a solid-state chip, where the five “squares” are the transmon qubits
and the “squiggles” are waveguide resonators.

the same role for the quantum computing domain. Consider the situation shown in
Fig. 2 in which a manufacturer fabricates a transmon processor, collects N; sets of
characteristic data for each qubit (one set each day from Day 1 through Day Ny),
and sends the processor and characteristic data to a customer at the next stage of
the supply chain through separate channels. After the processor is delivered to the
customer, the customer collects Ny sets of characteristic data (one set each day from
Day N; + 1 through Day N; + N;). The customer then compares their data to the
manufacturer’s data using PUCs to ensure that a third party did not change or replace
the processor.

Once PUCs develop to the point of real-world implementation, other use cases for
PUCs can be considered. For example, once PUCs have advanced enough to account
for the minor physical changes that occur during chip maintenance sessions, PUCs
can function to verify the chip throughout the lifetime of the chip rather than just

the initial deployment of a chip. For example, if a company owning a transmon-



based quantum computer were to hire a third party to perform maintenance on the
computer, the owner could use PUCs to verify that the third party did not tamper

with or replace the processor during the maintenance session.

3. Manufacturer sends \ 3" party tampers with
Manufacturer processor to customer or replaces processor?
1. Fabricates transmon
processor

2. Collects N1 sets of
characteristic data 4. Manufacturer sends characteristic data to
customer through secure channel

Customer

5. Receives transmon processor and
manufacturer’s characteristic data
6. Collects N2 sets of characteristic
data

7. Compares to manufacturer’s data

Figure 2: Concept diagram of use case scenario for PUCs proposed in this research

1.3 Research Objectives

The research is organized into Parts A and B. The research objective of Part A
is to determine potential applications of current hardware verification and security
techniques to emerging quantum computing technologies. This process requires a
survey of the state-of-the-art in both areas, and the establishment of a framework for
evaluating the relationships.

The research objective of Part B is to begin the process of developing and evalu-
ating PUCs for transmon-based processors. The process of developing PUCs includes
selecting and testing different characteristics (or combinations of characteristics) and
selecting and testing qubit discrimination methods. PUCs are evaluated using the

metrics of probability of detection (PD) and probability of false alarm (PFA).

1.3.1 Literature Review Questions and Research Questions

As few publications exist on the topic of hardware verification or security for
quantum computing technologies (aside from those by Arapinis et al. [46], Chong [53],

and Naveh et al. [125]), the central question for this research is as follows: How can



quantum computing technologies be hardware verified and secured? All literature
review questions and research questions for Part A and Part B contribute to exploring

this central question.

1.3.1.1 Part A — Determine Potential Applications

The literature review questions and research questions for Part A are intended
a) to prompt a survey of the fields of quantum computing technologies and classical
hardware verification/security techniques and b) to prompt consideration of the ap-
plications and limitations of relationships between the two fields. The questions are

as follows:

e Literature Review Question A-1: What are current state-of-the-art hardware

verification and security methods?

e Literature Review Question A-2: What are the current state-of-the-art quantum

computing implementations?

e Research Question A-1: How might the techniques identified in Literature Re-
view Question A-1 be applied to verification and security of the quantum com-

puting systems identified in Literature Review Question A-27

The scope of this document is limited to responding to the literature review and
research questions above. However, the continued pursuit of developing quantum
hardware verification and security requires additional research questions. These ad-

ditional questions are:

e What vulnerabilities are inherent in quantum computing systems? Are any of
these vulnerabilities unique? For example, are there vulnerabilities related to

quantum noise [158] or the Aharonov-Bohm effect [144]7



e What new quantum hardware verification and security techniques can prevent

the exploitation of these vulnerabilities?

1.3.1.2 Part B — Develop PUCs

The research questions for Part B are intended to guide the development of phys-

ically unclonable characteristics (PUCs). The questions are as follows:

e Literature Review Question B-1: What characteristics are used to describe
individual qubits for transmon processors? What characteristics are used to

describe sets of qubits for transmon processors?

e Literature Review Question B-2: What techniques exist to perform qubit dis-

crimination?

e Research Question B-1: How can the underlying concept of the PUF be applied

to a transmon-based quantum processor?

e Research Question B-2: Which characteristics identified in Literature Review

Question B-1 are best suited for PUCs?

e Research Question B-3: Which techniques identified in Literature Review Ques-

tion B-2 are most effective as qubit discrimination methods for PUCs?

e Research Question B-4: What obstacles exist in the development of PUCs and

how can they be overcome?

The scope of this document includes responses to each of the literature review and
research questions for Part B. However, the responses are not fully comprehensive,
and additional answers to each of the questions require exploration beyond the scope

of this document.



1.4 Contributions
The contributions of the research in this dissertation are listed below:

1. A foundation® for exploring the relationships (applications and limitations) be-
tween classical hardware verification and security techniques and quantum com-

puting systems with differing qubit implementations (Part A).

2. A proposal to include radio-frequency (RF) distinct native attributes (DNA)

(RF-DNA) [111] for future applications in transmon-based processors (Part A).

3. A proposal of physically unclonable characteristics (PUCs) for future applica-

tion to transmon-based processors (Part B).

4. An evaluation of different qubit characteristics, discrimination methods, and

data conditioning methods for application to PUCs (Part B).

1.5 Scope

As previously stated, the scope of the quantum hardware verification and security
problem is appropriate for an entire community of researchers over many years. This
section summarizes the scope (including the assumptions and limitations) of this
research as a contribution to the community effort to verify and secure quantum
hardware.

The scope of Part A is restricted to a high-level comprehensive (but not exhaus-
tive) survey of emerging quantum computing implementations, classical hardware
verification methods, and classical security methods. It additionally includes a pre-
liminary analysis of the relationships between a subset of quantum computing im-

plementations and a subset of classical hardware verification and security methods.

3This foundation is provided in the form of a list of metrics used in evaluation tables. Please
refer to Sections 3.2.3 and 4.2.3 for details.



An in-depth analysis of the relationships is beyond the scope of this work, except for
the relationships between PUFs, RF-DNA, and the transmon qubit. Furthermore,
research into vulnerabilities introduced by quantum computing systems and the devel-
opment of new quantum techniques to prevent the exploitation of these vulnerabilities
fall outside the scope of this work.

The scope of Part B is limited to evaluating the suitability of a subset of charac-
teristics and a subset of qubit discrimination methods for application to PUCs. Due
to the unavailability of data provided by a manufacturer or customer as described
in the use case, the scope is additionally limited by using data collected through the
IBM Quantum Experience [41] to simulate a manufacturer’s and customer’s data.
Furthermore, the following assumptions related to the use case apply to the analysis

for Part B:

1. The manufacturer is trusted.

2. The manufacturer’s characteristic data is trusted and secure through customer

receipt.

3. The characteristic data is stored securely while in possession of both the cus-

tomer and the manufacturer.

4. The future production process of transmon processors will be similar to the

current production process of classical processors.

5. Differences between the manufacturer’s testing conditions/control equipment

and the customer’s testing conditions/control equipment are negligible.

6. Only negligible physical changes to the transmon chip occur throughout the

verification process.
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1.6 Implementation

1.6.1 Part A — Determine Potential Applications

Implementation for Part A of the research involves three parts:

e Part A1l — Survey state-of-the-art classical hardware verification and security

techniques
e Part A2 — Survey state-of-the-art quantum computing technologies

e Part A3 — Evaluate the relationships between a subset of hardware verifica-

tion/security techniques and a subset of quantum computing technologies

Future implementation for Part A (not within the scope of this dissertation) will
involve the evaluation of the remaining relationships between classical hardware veri-
fication /security techniques and qubit implementations. Furthermore, it will investi-
gate and address verification /security measures for new vulnerabilities introduced by

quantum computing systems.

1.6.2 Part B — Develop PUCs

Implementation for Part B, which encompasses the preliminary development of
PUCs, also falls into three parts. In Part B1, best-fit distribution types are determined
for the PUC characteristics of T1 coherence times, T2 coherence times, single-qubit
gate error rates, multi-qubit gate error rates, readout error rates, and metrics obtained
by quantum process tomography and randomized benchmarking.

In Part B2, outlier removal and data set truncation are tested as methods to reduce
sampling errors. In Part B3, the t-test, one-dimensional KS test, JSD test, quadratic
discriminant analysis (QDA) test, and two-dimensional KS test are evaluated as qubit

discrimination methods for each of the characteristics.

11



1.7 Results

1.7.1 Part A — Determine Potential Applications

Results of this dissertation research have yielded an evaluation of the relationships
between a subset of the hardware verification/security techniques (low power visual
inspection, scanning electron microscopy (exterior), scanning electron microscopy (in-
terior), x-ray fluorescence, gate-/transistor-level analysis, temperature cycling, DC
power consumption test, functional verification, path delay fault test, PUF imple-
mentations, passive/active/reconfigurable hardware obfuscation, optical dissimula-
tion, self-destruction, uniform timing for all operations, adding noise to the power line,
power line filtering, power supply shielding, uniform power consumption, transistor-
and gate-level secure logic, dynamic reconfiguration, temporal desynchronization, and
spatial jamming) and a subset of the qubit implementations (silicon spin and trans-
mon). The most notable result is the identification that RF-DNA and PUFs are

applicable with modifications to transmon processors.

1.7.2 Part B — Develop PUCs

In Part B1, results indicate that the distribution types vary across each of the
characteristics, with individual characteristics often having more than one “best-fit”
distribution type. Although an initial analysis is performed for each characteristic to
understand the results and/or identify interesting areas requiring additional research
and analysis, the most important result from Part B1 is the identification that none
of the characteristics are normally distributed.

Results for Part B2 show that data set truncation, which ensures that data sets
only include data points collected between two consecutive maintenance sessions,
eliminates most sampling errors and will be a continued data conditioning method.

Outlier removal is observed in this section to have little impact on reducing sampling

12



error rates, and since the validity of outlier removal is uncertain, it is discontinued
as a data conditioning method except for the outliers of multi-qubit gate error rate
data points equal to 1, which are confirmed true outliers.

Part B3 results show that for single-qubit and multi-qubit gate error rates, the
KS test has better PD but worse PFA results compared with the corresponding t-
test results. For the readout error rate characteristic, the KS test provides better
PD and PFA results than the t-test. Poor results in areas of balanced PD and PFA
performance for JSD tests reveal the need for bin selection rules that do not assume
normally distributed data. High PFA in conjunction with high PD values for QDA
tests indicate that the QDA test is not appropriate for PUCs since QDA assumes
multivariate normality, but the data are not normally distributed according to Part
B1 results. The two-dimensional KS test results in overfitting for the majority of
characteristic pairs, and underfitting for other characteristic pairs, indicating that

the two-dimensional KS test requires more refining.

13



II. Background and Literature Review

This background and literature review chapter explores topics that are related
to classical hardware verification and security techniques (Section 2.1.1), emerging
quantum computing technologies (Section 2.1.3), transmon characteristics for physi-
cally unclonable characteristics (PUCs) (Section 2.2.1), and other related works (Sec-
tion 2.2.4). Background information on topics related to sampling error rate reduction
and qubit discrimination are deferred to Chapter III. The information is organized

into subsections that correspond to the identified parts of this research.

2.1 Part A — Determine Potential Applications

2.1.1 Part Al — Survey the State-of-the-Art Classical Hardware Ver-

ification And Security Techniques
2.1.1.1 State-of-the-Art Classical Hardware Verification Techniques

Hardware verification techniques implemented by Defense Advanced Research
Projects Agency (DARPA) TRUST and similar programs [40] have taken on many
different forms with the evolving sophistication of counterfeiting techniques. Be-
ginning with visual inspection of parts, verification techniques have included DC
bias testing and failure analysis, functional testing, physically unclonable function
(PUF) implementations, gate- and transistor-level testing [39, 61, 74], topological
constraints, [91, 92, 95], radio-frequency (RF) distinct native attributes (DNA) (RF-
DNA) fingerprinting [58], and dynamic power analysis [68]. Many of the different
forms of hardware verification techniques are organized into a taxonomy [86, 156]

and summarized below.

Physical Inspection Techniques

14



Incoming Inspection — Low power visual inspection, X-Ray imaging

Exterior Tests — Blacktop testing, microblast analysis, package configuration
and dimension analysis, scanning acoustic microscopy (SAM), scanning electron

microscopy (SEM)

Interior Tests — Optical inspection, wire pull, die shear (hermetic devices), ball

shear, SAM, SEM

Material Analysis — X-Ray fluorescence (XRF), Fourier transform infrared spec-
troscopy (FTIR), ion chromatography (I0), Raman spectroscopy, energy dis-

persive spectroscopy (EDS)
Connectivity Analysis — Gate-/transistor-level analysis, topological constraints

Miscellaneous - Temperature cycling, hermeticity testing

Electrical Inspection Techniques

Parametric Tests — DC contact test, DC power consumption test, DC leakage
test, DC output short current test, DC output drive current test, DC threshold
test, DC bias test, AC propagation delay test, AC set up / hold time test, AC

access time test, AC rise/fall time test

Functional Tests — Functional verification, memory march test, microprocessor

functional Fmax analysis

Structural Tests — Stuck-at fault test, transition delay fault test, path delay

fault test

Burn-In Test

15



Identification Techniques

e Chip ID — PUF implementations, RF-DNA, hardware metering, secure split
test (SST), combating die/IC recovery (CDIR), poly fuse-based technology for

recording usage time, electronic chip ID (ECID)
e Package ID — DNA markings, nano-rods, magnetic PUFs.

A subset of the hardware verification techniques is described below. One technique
from each category of inspections is selected to provide an introduction to the full

scope of hardware verification tests.

Physical Inspection Techniques

Incoming Inspection

e Low Power Visual Inspection — Generally the first verification test performed,
low-power visual inspection verifies that the component’s packaging is undam-
aged and originates from the original component manufacturer (OCM). Addi-
tionally, it verifies that all shipping labels and documents are correct; all com-
ponents are protected by the necessary electrostatic discharge (ESD) sensitive
or moisture sensitive bags; all components in the lot are oriented in the same di-
rection; all components are labeled with valid markings and date codes; and all
components are free of significant visual anomalies (color variations, damaged

leads, sanding/grinding markings, etc.) using up to 100X magnification [156].

Exterior Tests

e SEM -~ SEM is an imaging method that uses an electron column to generate
a focused electron beam that scans the exterior surface of an electron compo-

nent, generating an emission of scattered electrons and x-rays that an electron

16



detector uses to form an image with superfine resolution. Exterior SEM is
used to inspect leads and the exterior of the component. Leads are checked
for modification, incorrect metals, scratches, oxidation, and other anomalies.
The exterior of the component is checked for sanding/grinding, ghost markings,
burn marks, improper texture, oxidation, corrosion, contamination, and other

packaging anomalies [156].

Interior Tests

SEM — Using the same technique as exterior SEM, interior SEM is implemented
after decapsulation of the electronic component to inspect the die for markings,

reworked bond wires, damage, or other modifications [156].

Material Analysis

X-Ray fluorescence (XRF) — XRF is a type of spectroscopy in which X-Ray
emissions excite electrons from the material of the component, and the material
emits photons when the electrons return to their ground state. The frequencies
of the photon emissions are used to analyze the material composition of the

component [156].

Gate-/Transistor-Level Analysis

Gate-/Transistor-Level Analysis — This detailed level of analysis is a destructive
process in which a fabricated chip is de-layered, the metallization and connec-
tivity of the chip are captured photographically, images are converted to an
electronic format, and netlists are generated algorithmically. The netlists are

then compared to a golden standard to detect any deviations [92].
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Electrical Inspections

Parametric Tests

e DC Power Consumption Test — As the name implies, the DC power consump-
tion test measures the maximum power consumption under worst-case static
(steady input logic) and dynamic (changing input logic) situations. Worst-case
situations are created by increasing the ambient temperature to worst-case con-
ditions and creating an open circuit on device outputs. The power consumption
is determined by measuring the current drawn from the power supply at the

specified power supply voltage [51].

Functional Tests

e Functional Verification — Functional verification can occur for both a component
and a system of components. Functional verification for a (system of) compo-
nent(s) determines that the (system of) component(s) produces the expected

outputs for a given set of input sequences [86].

Structural Tests

e Path Delay Fault Test — A path-delay fault occurs when the delay of a combi-
national path exceeds a specified duration. In a path-delay fault test, an input
is transitioned, and the output after a specified delay is measured to determine

if the output matches expectations [51].
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Identification

Chip ID

e PUF Implementation — PUFs (for example, arbiter PUF, ring oscillator PUF
(RO-PUF), aging-resistant ring oscillator (ARO) PUF, and SRAM PUF [9])
are circuits that, through fabrication variations, serve as unique fingerprints for
an integrated circuit (IC). In an arbiter PUF, two or more challenge bits are
implemented simultaneously through a set of multiplexers, and the value of the
output depends on which signal traveled the fastest through the circuit. This

value is unique per IC [74].

Chip ID

e Radio-Frequency Distinct Native Attribute (RF-DNA) fingerprinting - Finger-
printing has been demonstrated for emitters [99], receivers [111], and integrated
circuits [58, 59, 129]. It follows a fundamental process of collecting a burst of a
passive or active RF emission for a class of data (for example, a log-periodic an-
tenna (LPA) with open termination or an LPA with load termination), dividing
the emission into R regions, dividing each region into sub-regions, and calculat-
ing statistics on each region that are used as features to form a fingerprint for
device classification [58, 59, 99, 111, 129]. From each sub-region, the responses
collected from the RF emission are the amplitude (a), phase (¢), and frequency
(f). The variance (%), skewness (7), and kurtosis (k) of each region’s responses
are calculated and concatenated into a single vector per region of a burst. The
burst composite vector composed of the region vectors serves as a fingerprint for

device classification, which is accomplished with multiple discriminant analysis

with maximum likelihood (MDA-ML) [58, 59, 99, 111, 129].
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2.1.2 State-Of-The-Art Classical Hardware Security Techniques

Two long-standing security vulnerabilities that have existed for classical comput-
ing hardware in defense applications include reverse engineering and side channel
attacks (SCA). With regard to reverse engineering, some of the countermeasures in-
clude hardware obfuscation [66], optical dissimulation [85], and self-destruction [81].

Side-channel attacks exploit the side channels of classical computing systems,
which include timing, power, electromagnetic, and acoustic [57]. Countermeasures for
SCA exist at the transistor level, gate level, circuit level, and algorithmic level [115].
Only the hardware (transistor-, gate-, and circuit-level) countermeasures are consid-
ered in this work. Some of the hardware countermeasures for SCA include uniform
timing for all operations [137], power line filtering [78], power supply shielding [57],
EM shielding [157], transistor- and gate-level secure logic [157], dynamic reconfigu-
ration [143], temporal desynchronization [110], and jamming [132]. Countermeasures

for reverse engineering and SCA are described below.

2.1.2.1 Reverse Engineering Countermeasures

e Hardware Obfuscation — Three categories of hardware obfuscation exist: pas-
sive, active, and reconfigurable logic-based. In passive hardware obfuscation
(also known as keyless hardware obfuscation), the design description is obfus-
cated and/or encrypted with cryptographic primitives. As an example, one
type of passive obfuscation technique renames signals and reorganizes code to
obscure the meaning and function. In active hardware obfuscation (also known
as key-based hardware obfuscation), techniques are used to modify the func-
tionality of a design. Key-based logic is inserted into combinational logic paths
and /or finite state machines, and the user must provide the correct key to get

correct results. Reconfigurable logic-based obfuscation techniques involve mak-
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ing part of the chip design-reconfigurable to hide the details of the obfuscation

methods during the manufacturing process [66, 142].

Optical Dissimulation — Optical dissimulation techniques aim to make delayer-
ing a chip and analyzing the images difficult by adding dummy wires/intercon-

nections/gates, scrambling the memories, and using custom cells [85].

Self-destruction — Silicon wafers are manufactured such that they are either
attached to or fabricated into tempered glass, which shatters explosively when
broken. A heating element within the glass can be remotely triggered, causing

the chip to shatter, physically destroying the chip [81].

2.1.2.2 SCA Countermeasures

Uniform timing for all operations — By implementing uniform timing (same
number of cycles) for all operations, variations in data-dependent instruction

cycle counts are removed [137].

Adding noise to the power line — Using a noise generator to add noise to the
power line, the signal-to-noise ratio is decreased. Thus, more power traces are

needed for power-analysis attacks, making the attacks less efficient [78].

Power line filtering — Connecting a filter to a power line attenuates patterns in

power consumption, making power-analysis attacks more difficult [78].

Power supply shielding — Large shielding capacitors and other shielding devices
are used to isolate the internal time-varying requirements of a circuit from easily

probed terminals like the power supply [57].

Uniform power consumption — One method to help ensure uniform power con-

sumption involves matching all interconnect capacitances. This task is accom-
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plished by implementing parallel interconnect routes on the same layer, and by

shielding the routes on both sides with a power or ground line [157].

Transistor- and gate-level secure logic — In addition to matching interconnect
capacitances, transistor- and gate-level logic is made secure by implementing
techniques such as: dual-rail pre-charge logic, current mode logic (the logical
value is represented by current rather than voltage), gate-level randomization
(each internal signal is masked by a mask bit), random switching logic and
dual-rail random switching logic (a random bit changes every clock cycle), and
masked dual-rail pre-charge logic (a mask signal changes every clock cycle and

is shared between all gates) [120].

Dynamic reconfiguration — For field-programmable gate array (FPGA) applica-
tions, configurable look-up tables can be integrated to change hardware internals
of cipher implementations. As a result, different sets of circuits can operate at
the same location at different times, which makes it difficult for an external

attacker to predict circuit behavior [143].

Temporal desynchronization — By implementing random process interrupts in
hardware, random delays are inserted in the execution flow, and attackers are

unable to synchronize power traces with events of interest [62].

Spatial jamming — Used in combination with the data encryption standard
(DES), spatial jamming has two parts. First, a random number generator cre-
ates an input signal for a multiplexer. The multiplexer then causes a cyclic
permutation of the stored data based on the random number. Second, each bit
is sampled and stored at multiple different (random) positions as determined

by the random number generated [132].
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2.1.3 Part A2 — Survey State-of-the-Art Quantum Computing Tech-

nologies

At present, a standard does not yet exist for the implementation of qubits in
a quantum computing system, as there are several emerging technologies, including
silicon spin qubits, ion traps, superconducting qubits (transmons), diamond vacan-
cies, topological qubits, and quantum rings. In a silicon spin qubit implementation,
qubits, which are defined by the spin states of a single electron, are embedded in
silicon and are addressed and controlled by classical CMOS technology [57, 81]. In an
ion trap implementation, “atomic clock” qubits are manipulated with laser light and
read out through state-dependent fluorescence [108]. In a superconducting qubit im-
plementation, the quantum state of a qubit is manipulated by electromagnetic pulses
to control the magnetic flux, electric charge, or phase difference across a Josephson
junction [56]. In a diamond vacancy implementation, the spin of free electrons as-
sociated with a dopant-vacancy “center” in a diamond’s crystal lattice is used as a
qubit [89]. In a topological qubit implementation, quantum information is encoded
in topological properties of matter so that the qubits are protected from local pertur-
bations [103]. In a quantum ring implementation, the spin of ring-shaped quantum
dots placed in a magnetic field serve as qubits that are either controlled electrically
or optically [167]. The silicon spin qubit and superconducting qubits are described in

greater detail below.

2.1.3.1 Silicon Spin Qubit

Since the relationships between the silicon spin qubit implementation and vari-
ous hardware verification techniques are discussed in this research [93], background
information is provided about this type of implementation. In general, the qubit is

implemented by an electron contained in either a single or double quantum dot [123].
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Only the single quantum dot will be explored within the scope of this dissertation.

Single Quantum Dot The single quantum dot, which is connected through
tunnel junctions to a gate, source, and drain, each with respective capacitances,
prohibits electrical conduction through the Coulomb blockade phenomenon. The
Coulomb blockade exists when the potential energies of the source and drain (xS and
uD, respectively, in Figure 3) exist in the energy gap between N and N + 1 electrons
in the quantum dot, where the energy gap is equal to the charging energy (Ec¢) plus
the single electron energy spacing (Ae€). The gate voltage (V) can be adjusted to
lower the energy gap below uS, so that electrons may enter and exit the quantum dot
(Figure 4).

The concept of the Coulomb blockade is translated to the implementation of a
quantum dot in a quantum computer (Figure 5). Whereas a source and drain exist
in the Coulomb blockade model to enable the flow of electrons from source to quan-
tum dot to drain, a quantum dot in a quantum computer only contains an electron
reservoir, and electrons flow back and forth between the dot and the reservoir. In
concept, the reservoir is both the source and drain, and there are electrodes attached

to the reservoir to serve as gate voltages on the reservoir.

Measurement of a Single Quantum Dot Several methods have been de-
veloped to conduct measurement of single-qubit operations, including readout based
on the Zeeman energy, readout based on singlet-triplet energy, and readout through
the Pauli spin blockade. Readouts based on Zeeman energy [71, 123] and the Pauli

spin blockade are discussed [162].

Readout Based on Zeeman Energy In a readout based on Zeeman en-

ergy [123], a large magnetic field (on the order of 10 T) is applied to align spin
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Figure 3: Diagram of energies in a Coulomb blockade (adapted from [123])

Figure 4: Gate voltage adjusted to allow an electron to enter quantum dot (adapted
from [123])

directions (either up or down) and induce separate spin-up and spin-down energies
through the Zeeman effect, such that the spin parallel to the magnetic field has a lower

energy than the spin anti-parallel to the magnetic field. The temperature is lowered
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Figure 5: Concept diagram of a quantum dot in a quantum computer with readout
based on Zeeman energy (adapted from [123])

to approximately 2K so that the thermal energy is below both the Zeeman splitting
energy and the charging energy (E¢) to prevent thermal energy from changing the
number of electrons in the quantum dot. Then, the gate voltage on the quantum dot
is set to OV and the gate voltages on the reservoir are adjusted so that the spin-up
and spin-down energies of an electron in the quantum dot are higher than the Fermi
energy of electrons in the reservoir. This process causes any electrons in the quantum
dot to move to the reservoir. Next, a positive gate voltage is applied to the quantum
dot to lower the spin-up and spin-down energies of the electron in the dot below the
Fermi energy of the electrons in the reservoir. The gate voltages on the reservoir
are adjusted to inject only a single electron from the reservoir into the quantum dot,
in either the spin-up or spin-down state. To change the spin state of the electron,

a microwave pulse at the electron’s resonant frequency is applied to create an AC
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magnetic field that drives the transitions between the spin-up and spin-down states
of the quantum dot [163]. To read the spin state of the electron, the gate voltage on
the quantum dot is lowered so that the Fermi energy of the reservoir is between the
spin-up and spin-down energies of electrons in the dot. Thus, if the electron is in a
spin-up state, it remains in the dot and no changes occur. However, if the electron
is in a spin-down state, it escapes to the reservoir and is replaced by an electron in
the spin-up state. The actions of an electron entering or leaving the quantum dot are
observed by measuring a quantum point contact current, Iqpc, which is affected by

the charge of the quantum dot.

Readout Based on Pauli Spin Blockade Single-spin readout based on the
Pauli spin blockade uses the Pauli exclusion principle, which states that two fermions
in a quantum system cannot exist in the same state. This type of readout [162] uses
two neighboring quantum dots, with one dot operated as a reference dot, and the
other operated as a measurement dot. The dots are initialized to a (0, 2) singlet
ground state, meaning that one dot contains zero electrons, and the other dot is in
a singlet ground state. A singlet ground state is an electronic state in which the
electron spins are paired (one spin-up and the other spin-down) in the ground state.
Next, the quantum dots are brought into a (1, 1) state, where each dot contains one
electron. One quantum dot contains the spin-up electron, and the other contains the
spin-down electron. Then, any operations are conducted with a microwave pulse.

To conduct measurement, the reference dot is placed in a spin-down state if it
is not already in a spin-down state, and then an attempt is made to bring the dots
back into a (0, 2) singlet ground state. If the attempt is successful, the qubit in the
measurement dot is known to be in the spin-up state. If the attempt is unsuccessful,
the quantum dots remain in the (1,1) state and the qubit in the measurement dot is

known to be in the spin-down state. Observation of the quantum dot states (0, 2)
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or (1, 1) is accomplished by using an RF circuit connected to the qubit control gate
(circuitry that adjusts the voltages on the qubit). Since each qubit is capacitively
coupled to its respective qubit control gate, a greater capacitive difference will exist
between dots in a (0, 2) state versus a (1, 1) state. By connecting an RF circuit to
each qubit gate, this capacitive difference can be observed by measuring the difference

in reflected power in the RF circuit.

Qubit Entanglement for Spin Qubits Entanglement for spin qubits can
be achieved through capacitive coupling [150]. The process of entanglement begins
with two adjacent qubits that are capacitively coupled, but tunneling is suppressed.
Since the (0,2) and (1,1) states have different charge configurations, one qubit im-
poses a different electric field on the other qubit and causes a shift in the precession
frequency [23] of the other qubit, and vice versa. Evolving both qubits under this
condition causes a capacitively mediated dipole-dipole coupling that generates an

entangled state [150].

Computer Architecture for a Single Quantum Dot Qubit In order
to implement a silicon spin qubit in a universal quantum computer, a scalable ar-
chitecture must exist to implement, couple, address, and control multiple qubits for
useful computations. One such architecture based entirely on complementary metal-
oxide-semiconductor (CMOS) technology is proposed by Veldhorst et al. [162] and
uses classical circuitry to address and control a silicon-based quantum processor. The
proposed general architecture begins with a silicon wafer, which contains the classical
circuitry, and an isotopically enriched silicon-28 layer, which contains the quantum
processor. The silicon wafer with classical circuitry is subdivided into layers of bit
lines, word lines, and gates (floating qubit gates and J-gates). The diagram in Figure

6 depicts how each component of the classical circuitry is connected to control the
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qubits. The J-gates and qubit gates are arranged in a 2-dimensional array, such that
each qubit gate is surrounded on each side by a J-gate (Figure 7). In Figure 6, the
qubit gates Q;; and Q1 control the electron occupancy of each qubit and perform
the spin qubit readout, and the J;; gate couples qubits Q;; and Q;.1; and controls the

qubit resonant frequency.
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Figure 6: Qubit gate and J-gate circuitry (adapted from [162])

Qubit Gates FEach qubit gate is connected to one word line, one bit line,
and one data line. For example, the Q;; gate in Figure 6 is connected to word line
W3j, bit line Bs;, and data line Dy;. By applying a positive voltage on W3; and Ba,
floating memory Ms; ; is adjusted through a voltage on Dy; to either load an electron
into or unload an electron from the quantum dot. The voltage on Dy must be set so
that the exchange coupling between qubits is negligible when the J-gate is not set to

an “on” bias.

J-Gates The J-gate between Q;; and Qj; is connected to two word lines
(W1; and Wy ;) and two bit lines (B;; and By;). W ; and By ; enable individual qubit
selection by adjusting the qubit resonant frequency by using the floating memory M; ;

to adjust the magnetic field. By applying an additional positive voltage to Wy ; and
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Figure 7: Arrangement of qubit gates and J-gates (adapted from [123])

Baj, the floating memory Moy; ; is charged to create an electric field that couples qubits
Qi1 and Qi (“on” bias) [136, 7, 164]. For two-qubit operations, the J-gate is set
to an “on” bias, and the microwave pulse is applied through the data line Dy;. The
resultant oscillating magnetic field triggers the two-qubit operation. To conduct a
one-qubit operation on Q;;, the resonant frequency of Q; ; is tuned to be distinct from
the resonant frequency of all other qubits, and a microwave electron spin resonance

(ESR) pulse is broadcast at that frequency.

Readout Readout based on the Pauli spin blockade is conducted with Do;.
The information provided by Veldhorst et al. [162] appears to present a discrepancy
on the qubit initialization process. Section II of the document [162] indicates that
the quantum dots are initialized by loading a single electron in each dot. However,

readout based on the Pauli spin blockade begins by loading two electrons in a singlet
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ground state into one quantum dot while leaving the neighboring dot empty. The
remainder of the readout process in the document [162] is consistent with the process

for readout based on the Pauli spin blockade.

2.1.3.2 Superconducting Qubit

The next type of qubit implementation to investigate is the superconducting qubit.
Superconducting qubits are implemented by creating nonlinear resonator circuits with
Josephson junctions [114]. Prior to discussing Josephson junctions, however, one must

first explore foundational concepts.

Quantum LC Oscillators As the name suggests, quantum LC oscillators
connect an inductor L and a capacitor C' with superconducting wires to create discrete
energy levels [77]. The LC oscillator is analogous to the linear harmonic oscillator [80],
such that the inductance L, the inverse capacitance 1/C, the flux of the inductor ¢,
and the charge on the capacitor () are analogous to the mass m, force constant
k, position z, and conjugate momentum, respectively [88, 141, 149]. As with the
linear harmonic oscillator, the energy level spacing is the linear AE = hw, which is
unsuitable for serving as a two-level qubit system. A non-linear LC circuit element

like the Josephson junction is necessary for qubit applications.

Josephson Junctions Josephson junctions are composed of two supercon-
ducting electrodes with a thin insulator between them. They behave like a nonlinear
LC circuit, where the tunnel junction behaves like a non-linear inductor (Josephson
element), and the parallel electrodes behave like a capacitor in parallel [65, 114].
The inductive element facilitates Cooper pair tunneling, and the capacitive element

localizes Cooper pairs [49, 114, 141].
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Quantum Description of a Josephson Junction There are two main
state bases and two main operators that are used to describe the behavior of a Joseph-
son junction [104]: |N), |8), N, and e®. N is the integer number of Cooper pairs
on the island, and ¢ is the phase difference across the junction. As a note, N can
be negative, where N < 0 corresponds to a positive charge on the island; N = 0
corresponds to a neutral charge; and N > 0 corresponds to a negative charge. The
operator N = 3 N [N) (N[, and intuitively N |N) = N |N). The operator e is
given by the equation! ¢® = = OQW '™ |6} (5|, and likewise, ¢® |§) = ¥ |§). The

relationships between the two bases are defined by the equations

)= > eMIN) (1)

N=—00

and

N} = /O " eV |5y 2)

Given these equations, one can calculate the phase operator acting on the |N)

state as a Cooper pair tunneling from/to the island with the equation,
e |N) = [N F 1). 3)
The phase operator can also be written as the expressions

e’ =D IN 1) (V] (4)

and
e =3 IN)(N-1]. (5)

'The notation differentiates §’, the variable of integration, from J, the phase state as seen in the
ti . b _ 1 2m d /i’ / /
equation: €® |p) = = [T de'e™ |¢) (¢'])
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Computer Architecture for a Single Quantum Dot Qubit The charge
superconducting qubit, based on the Cooper pair box, is created by connecting a
Josephson junction and a capacitor in series with superconducting wires, and a voltage
source is placed across them (Figure 8). Other elements that exist in the circuit are
a superconducting Cooper pair reservoir (located in the superconducting wire) and a
superconducting island (located between the insulator of the Josephson junction and
the insulator of the capacitor). The charge of the superconducting island is biased by

the voltage source.

Figure 8: Diagram of a charge qubit circuit (reproduced from [77])

The Hamiltonian H of this circuit is?

(0-a)

H= .
2(C’J+C’g) — Ejcosd

(6)

Note that cos(d) = %(ei‘§ + e ¥). Oy is the capacitance of the Josephson junc-
tion, and C, is the capacitance of the capacitor. Together, C; + C, gives the total
capacitance of the island. @), is the offset charge induced by the voltage on the gate

capacitor. Written in terms of the operator N, the Hamiltonian can be represented

2The first term of the equation comes from the equation for energy U stored in a capacitor,
U=[24dg= Q
o ¢ =7
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according to the expression
A~ ~ 2 o
HzE%N—M)—&mM, (7)

where F, is the energy required to store a Cooper pair on the island, given by the
equation
(2¢)°

REEICE) Y

and Ny is a unitless number related to the offset charge @), by the equation N, =

Qy _ Vi
5 = Cone-
To operate the circuit as a qubit, the value for NN, is set so that N, ~ % For

N, = %, the Hamiltonian is the same for N = 0 and N = 1, and a large energy
difference exists between states where N > 1. Hence, a two-level system can be ap-
proximated. However, the degeneracy between N = 0 and N = 1 prevents this system
from being useful as a qubit (except for when creating superposition states). Setting

N,

s = 3 +0, breaks the degeneracy while maintaining a two-level approximation [104].

The results of varying the ratio of E; to E¢ and varying NN, are displayed in
Figure 9. For traditional charge qubits, when F; < E¢ and N, ~ %, the energies
corresponding to |0) and |1) represent a qubit without degeneracy.

To perform operations with a charge qubit, N, is set to 0 so that a large energy
gap exists between |0) and |1) [104]. After a large amount of time has passed, there
is a high probability that the system has relaxed into the ground state |0) based on
thermodynamics. For fast single-qubit gates, N, is instantaneously changed to 1 at

2

time to, such that ¢ (¢y) = |0) and the Hamiltonian for the qubit in |0) becomes

(1) = — (%) o ()

The eigenstates for the new Hamiltonian are |+) and the probabilities of measuring
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Figure 9: Plots of energy levels in the charge qubit vs. the offset charge as the ratio
of E;/E¢ is increased
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the system in states |0) and |1) at time ¢ are given by

polt) = % (1 + cos (M)) (10)

and

H(ty)) = — (&) 0. (11)

After the desired delay, the qubit can be measured or N, can be changed instan-
taneously again for the next operation.

Adiabatic (slow) single-qubit gates rely on the theory of adiabaticity, which states
that “a quantum system that begins in the nondegenerate ground state of a time-
dependent Hamiltonian will remain in the instantaneous ground state provided the

1

Hamiltonian changes sufficiently slowly” [52]. N, is changed very slowly to 3, such

that the final state will become |+) = \%G) due to adiabaticity.

Transmission-line Shunted Plasma Oscillation Qubit (Transmon) Since
the operation of the basic charge qubit depends on the value of Ny, its sensitivity to
charge noise renders it difficult to implement. As a less charge-sensitive variation on
the charge qubit, the transmon is operated where E; > Es. As seen in Figure 9,
the energy spacing becomes independent of /N,, meaning that the qubit is no longer
sensitive to the gate voltage, and the qubit is less sensitive to charge noise [77]. As a
disadvantage, there is reduced anharmonicity in the energy levels, and methods like
Derivative Removal Adiabatic Gate shaping are needed to correct for leakage into
higher energy levels [79, 121].

Modifications to the basic charge qubit circuit are needed to implement a trans-
mon qubit (depicted in Figure 10). The first modification is to the Cooper pair
box. Instead of creating a Cooper pair box with one Josephson junction as in the

basic charge qubit, two Josephson junctions are implemented in parallel as a super-
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Figure 10: Transmon circuit schematic (reproduced from [101])

conducting quantum interference device (SQUID). While the SQUID behaves like a
single Josephson junction from the perspective of the circuit, the SQUID allows for
tuning of the Josephson energy by applying an external magnetic flux ® [101].

The other modifications are in the form of additional circuit elements. The addi-
tional elements are: (1) a large shunting capacitor (Cg > C}), (2) a resonator LC
circuit (harmonic oscillator), (3) a drive circuit flux-coupled to the SQUID, and (4)

a microwave drive circuit. The shunting capacitor is used to achieve the relation-

(202

ship E; > FE¢. Given that Eo = —2(0J+CB+C) ;
g

a large C'p causes FE¢ to become
small [101].3 The resonator LC circuit serves as the transmission line resonator (specif-
ically, coplanar waveguide resonator) to apply microwave pulses to the qubit. The
drive circuit creates the external flux through the SQUID to tune the qubit energy.
The microwave drive circuit is capacitively coupled to the resonator to operate the
qubit.

Operations on the qubit are achieved by applying a microwave pulse at the qubit
resonant frequency. Readout of the qubit is achieved by applying a weak microwave

pulse (just a few microwave photons) close to the resonant frequency [43, 101]. Since

the microwave pulse is weak, amplification techniques such as using quantum-limited

3The author of this source uses e? instead of (26)2 (which is the convention used by other authors
cited previously in this work) in the equation for Ex. However, the author recovers the factor of
4 for the Cooper pair in the Hamiltonian, which uses 4F¢ instead of E¢ (the convention used by
other authors).
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amplifiers (QLA) [43] or superconducting low-inductance undulator galvanometer
(SLUG) amplifiers [109] are required. The frequency of the resonator experiences
a dispersive shift dependent on the qubit state due to the AC Stark effect.* Thus,
by measuring the phase or amplitude of the transmitted radiation of the microwave
drive field, the state of the qubit can be inferred [101]. It is worth noting here that
inter-qubit and intra-qubit variations occur in the operation and readout of transmon
qubits due to fabrication variations, environmental noise, and temperature fluctua-

tions [155].

2.2 Part B — Develop Physically Unclonable Characteristics (PUCs)

2.2.1 Part Bl — Determine Best-Fit Distribution Types for PUC Char-

acteristics

The characteristics tested for implementation in PUCs in this work fall into three
categories: IBM calibration data, quantum process tomography metrics, and random-
ized benchmarking metrics. For the first category of IBM calibration data, as a result
of intra-qubit variations, IBM calibrates their transmon qubits on a near-daily basis
and collects data on the characteristics of T1 and T2 coherence times, single-qubit
and multi-qubit gate error rates, and readout error rates [41]. It has been observed
that variation exists in the T1 and T2 coherence times and in the single-qubit gate,
multi-qubit gate, and readout error rates of different qubits and links [155]. T1 and
T2 coherence times vary significantly due to process variation, biasing, and temper-
ature drifts. Gate errors occur when small perturbations or experimental conditions
cause drifts in device characteristics, and temporal variation of the error rates are

demonstrated.

4The AC Stark effect is associated with the displacement of atomic energy levels in the presence
of an electromagnetic field [83].
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2.2.1.1 T1 and T2 Coherence Times

The T1 coherence time refers to the time for a qubit that is in an excited state
to decay to the ground state (that is, € in Figure 11 decays to 0). The T2 coherence
time refers to the time for the environment to cause a qubit phase error (that is, a

change in ) [155].

|9) = cos(g)lﬂ) + €' sin(g) 1)

Figure 11: Bloch sphere and equation representing the state of an arbitrary qubit

2.2.1.2 Single-Qubit and Multi-Qubit Gate Error Rates

An example of a single-qubit gate error can be observed through the application
of a quantum bit-flip gate to a qubit prepared in the ground state (Figure 12). In
a quantum simulator, the output of the bit-flip gate is the excited state 100% of
the time (Figure 13). However, in a noisy quantum computer (ibmq_poughkeepsie in
Figure 14), the excited state is measured only 91.8% of the time. Part of this error
is due to decoherence, part is due to gate error, and part is due to readout error.

Similarly, an example of a multi-qubit gate error can be observed through the

application of a controlled-not (cx0_1) gate on two qubits prepared in the ground state.
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Figure 12: Quantum bit-flip circuit
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Figure 13: Results of quantum bit-flip gate on simulator
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Figure 14: Results of quantum bit-flip gate on a ibmq_poughkeepsie qubit
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Since the function of a controlled-not gate is to change the state of the target qubit
only if the control qubit is in the excited state, the output of this circuit should result
in both qubits remaining in the ground state, as shown by the simulation (Figure 16),
but this output is obtained only 95.4% of the time on an ibmq_poughkeepsie qubit

(Figure 17).
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Figure 15: cx0_1 circuit
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Figure 16: Results of ¢x0_1 circuit on simulator

2.2.1.3 Readout Error Rates

As the name implies, readout errors take place during the process of qubit readout.

These errors are caused by transmission line noise (similar to a classical readout bit-
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Figure 17: Results of cx0_1 circuit on ibmq_poughkeepsie

flip error) and by T1-readout errors, where the qubit decays from an excited state
to the ground state during readout. Another source of readout errors is the small
probability of measuring the opposite value due to the overlap in the measurement

probability distributions corresponding to the ground and first excited states [122].

2.2.1.4 Other Calibration Data

Recently, IBM has included additional characteristics in their calibration data:
anharmonicity, readout assignment error, probability of measuring |0) for a qubit
prepared as a |1), probability of measuring |1) for a qubit prepared as a |0), and ID
error. These characteristics are not investigated in this work, but should be evaluated

for consideration in PUCs in future work.

2.2.1.5 Quantum Process Tomography

Quantum process tomography metrics differ from the calibration data. While
the calibration data characteristics described individual qubits and physical links

between connected qubits, quantum process tomography (QPT) provides information
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for individual gates on individual (sets of) qubits [55]. In QPT, the gate output for

a d-dimensional system is represented by the equation

d2—1

6(:0) = Z anBmijm (12)

m,n=0

where p is an arbitrary input state density matrix, B, are operators that form a
basis in the space of d x d matrices, and y is the gate matrix. By evaluating the
experimentally obtained input and output states, y can be determined empirically.
The experimental input and output states are obtained by preparing each of n qubits
in the |0), |1), |+), and |+i) states, and then measuring the qubits in the X, Y, and
Z bases [31]. By comparing Xezperimentat With Xidgear, the gate fidelity can be obtained.

The gate fidelity is an ideal candidate to test as a characteristic for verification.

2.2.1.6 Random Benchmarking

In contrast to quantum process tomography, which describes individual gates for
individual (sets of) qubits, randomized benchmarking (the third category) measures
the average error rate of individual (sets of) qubits, up to an entire processor [135].
The process of randomized benchmarking involves performing random sequences of
Clifford gates® [159] that, under ideal conditions, would return the qubits to their
original state, and then measuring the qubits to determine if they have returned to
the original state. The survival probability of the qubits returning to the original
state is plotted against the sequence length and fit with non-linear least squares to
the exponentially decaying model for sequence fidelity: Fi, = A(a™) + B. A and
B are terms that absorb the state preparation and measurement errors, m is the

sequence length of Clifford gates, and « is the growth factor that determines the

5Clifford gates have the unique property of transforming Pauli gates into other Pauli gates. This
property makes it possible to easily compute a reversal element to return the qubits to their original
state [30, 32].
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error per Clifford (EPC). The EPC is calculated by EPC = £=1(1 — a) where n
is the number of qubits. There are also error limits determined for each of these
parameters. The parameters and corresponding error limits can potentially serve as
characteristics for transmon verification. The EPC characteristic, however, should be

excluded as a characteristic since it does not provide unique information about the

qubit or set of qubits beyond what is provided by the a parameter.

2.2.1.7 Other Characteristics

Other characteristics can be explored in the future for potential PUC implemen-
tation. One such characteristic is magnetic flux crosstalk. In an ideal transmon
processor, control microwave pulses would only act on targeted qubits; however, this
has not been achieved in implementation, causing crosstalk that reduces the fidelity
of untargeted qubits. This crosstalk can be described as a measure of magnetic flux;
specifically, the ratio X¢ = d®,4/d®p, where a flux applied to qubit B results in a
flux felt by qubit A [44].

Rigetti has developed two methods for directly measuring DC flux crosstalk: the
resonator method and the qubit method. In the resonator method, when a DC flux
is applied to qubit B, a shift occurs in the phase of the periodic response for the
resonator of qubit A, and the magnitude of the phase shift is proportional to the flux
crosstalk. In the qubit method, qubit A is flux biased such that the qubit’s frequency
response is a nearly linear function of applied flux. By measuring the frequency

response of qubit A (f4') at multiple values of ®4 and at multiple values of ®p, the

relation 4
d(I)A - ﬁ

dbp 43

®p

can be used to determine the crosstalk ratio [44]. This crosstalk ratio is another ideal

candidate to test as a characteristic for PUCs.
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Beyond magnetic flux crosstalk, two other potential characteristics for PUCs are
response curves generated from frequency sweeps and response curves generated from
Rabi experiments for ground to excited state pulse amplitudes [6]. Both characteris-

tics describe individual qubits.

2.2.1.8 Methods to Determine the Best-Fit Distribution

Please refer to Section 3.3.1 for a discussion that includes relevant background

information on methods for determining the best-fit distribution types.

2.2.2 Part B2 — Reduce Sampling Errors

Please refer to Section 3.3.2 for a discussion that includes relevant background

information on methods to reduce sampling errors.

2.2.3 Part B3 — Test Qubit Discrimination Methods

Please refer to Section 3.3.3 for a discussion that includes relevant background

information on qubit discrimination methods.

2.2.4 Other Related Works

Works Related to Qubit Characteristic Distributions Other works
have discussed the concept of variation in qubit performance parameters and have
presented histograms to demonstrate the variation. A journal paper by Tannu and
Qureshi presents distributions of T1 coherence times, T2 coherence times, single-
qubit gate error rates, and multi-qubit gate error rates for all qubit and links of IBM-
Q20 [155]. The figures display an envelope outlining the shape of the histograms,
suggesting that a distribution model has been fit to the data in the histograms. How-

ever, the authors do not describe the generation of the envelopes or any distribution
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models. The authors provide the means and standard deviations of the data in addi-
tion to the histograms, suggesting that they assume a normal distribution, although
they do not state this explicitly.

Additionally, a journal paper by Burnett et al. presents a distribution of T1 co-
herence times, and the authors fit a Gaussian (a.k.a. normal) distribution model to
the data points [50]. However, the authors neither evaluate the goodness of fit nor

determine if the Gaussian distribution is the best-fit distribution.

Works Related to Quantum PUFs Two papers applying PUFs to quan-
tum computers have been identified. The first paper on quantum PUFs was submitted
to the International Association for Cryptologic Research Cryptology ePrint Archive
and made available on arXiv, but withdrawn for currently unknown reasons [46]. The
paper was then published on 15 June 2021 in Quantum, an open journal for quantum
science [47]. While the dissertation work proposed in this document approaches the
concept of quantum PUFs from the engineering perspective of developing methods
of implementation (determining which characteristics to use, which qubit discrimina-
tion methods to use, etc.), the paper by Arapinis et al. approaches quantum PUFs
(qPUFs) from the perspective of cryptographic theory. It presents a general quantum
game-based framework for analyzing cryptographic primitives. Then, the authors use
the framework to provide cryptographic definitions of qPUFs and state the robust-
ness, uniqueness, and collision resistance requirements for qPUFs.

The second paper on quantum PUFs was accepted for publication in the IEEFE
Journal on Emerging and Selected Topics in Circuits and Systems and made available
on arXiv [131]. The article focuses not on the security of the supply chain from man-
ufacturer to customer, but rather on the security of cloud-based access to quantum
computers. The main risk of cloud-based quantum computing arises from the cloud

service’s allocation of access to the quantum computers. If the cloud service allocates
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one device to two different users at the same time, cross-talk interference will reduce
the reliability of the results. Results are also affected if the user requests access to a
high-quality device (low gate error rates, for example), but the cloud service instead
allocates access to a lower-quality device.

To combat these risks, the authors propose Basic Quantum PUFs (QuPUFs) and
Resilient QuPUFs to obtain measurement results from a quantum circuit to verify
unique device signatures. Basic QuPUFs create signatures from either the probability
of measuring a 1 after conducting a Hadamard gate, or the probability of measuring a
1 after placing a qubit in an excited state and waiting for decoherence by implementing
idle gates. Results demonstrated that the characteristics for Basic QuPUFs do not
provide clear signatures. Resilient QuPUF's, on the other hand, show greater potential
to provide unique signatures. Resilient QuPUFs based on the Hadamard gate have
an added variable rotation gate, and Resilient QuPUFs based on decoherence have
a variable number of idle gates. The authors sweep the rotation angle from 1 to 5
degrees in steps of 1 degree, and they sweep the number of idle gates from 100 to 500
in steps of 100. The means and standard deviations of the measured probabilities are
reported for each step.® The probabilities for each step are converted into a signature
per qubit, and the signatures per qubit are combined into a signature per chip.

Rather than determining probability of detection (PD) or probability of false
alarm (PFA), the authors report the effectiveness of the QuPUFs in terms of inter-
die Hamming Distance, which measures the change in response between all pairs
of identical chips for the same challenges, and intra-die Hamming Distance, which
measures the change in response of a single chip with respect to time under temporal
variation. Ideal results are an inter-die HD of 50% and an intra-die HD of 0%. For

the Hadamard-based Resilient QuPUF, experimentation achieved best results of a

6The paper does not mention any research demonstrating that the measured probabilities follow
a normal distribution.
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13.82% intra-die HD for ibmq_essex, 3.94% intra-die HD for ibmq_london, and 55.3%
inter-die HD for ibmq_essex and ibmq_london. For the decoherence-based Resilient
QuPUF, experimentation achieved best results of a 13% intra-die HD for ibmq_vigo,

and the authors did not report inter-HD distance.

Works Related to Other Quantum Hardware Verification A blog post
published by the Association for Computing Machinery Special Interest Group on
Computer Architecture (ACM SIGARCH) discusses the need for quantum hardware
verification. In particular, the author focuses on verification through simulation.
The conclusion of the blog post is that verification through simulation is not an
adequate long-term solution, since “we will always be bootstrapping from simulator
to hardware, from hardware to larger hardware,” which becomes “more challenging
since each qubit we add to future machines makes the verification and simulation

problem exponentially more difficult for current machines” [53].

2.3 Summary

This chapter discusses background information related to Part A of this research
in Section 2.1. In particular, Sections 2.1.1 and 2.1.2 list and describe classical hard-
ware verification and security techniques, and Section 2.1.3 lists emerging quantum
computing technologies and describes the silicon spin qubit and transmon qubit in
detail. Furthermore, Section 2.2.1 discusses information regarding calibration data,
quantum process tomography metrics, and random benchmarking metrics as trans-
mon characteristics for PUFs. Background information on topics related to sampling
error rate reduction and qubit discrimination are deferred to Chapter III. Finally,
Section 2.2.4 describes other works related to quantum PUFs and quantum hardware

verification.
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III. Methodology

3.1 Overview

This chapter describes the methodology of Parts A and B as introduced in Sec-
tion 1.2. The methodology is organized into subsections, where each subsection cor-

responds to the different research parts identified in Section 1.6.

3.2 Part A — Determine Potential Applications

The goal of Part A is to determine potential applications of current hardware
verification and security techniques to emerging quantum computing technologies.
The methodology for Part A describes a survey of the state-of-the-art in both areas,

and the establishment of a framework for evaluating the relationships.

3.2.1 Part A1l — Survey State-of-the-Art Classical Hardware Verifica-

tion and Security Techniques

The methodology of Part Al is simply to conduct a literature search on the various
types of state-of-the-art classical hardware verification and security techniques. This

literature search was reported in Section 2.1.1.

3.2.2 Part A2 — Survey State-of-the-Art Quantum Computing Tech-

nologies

Like with Part A1, the methodology of Part A2 is simply to conduct a litera-
ture search on the various types of state-of-the-art quantum computing technologies.
This literature search was reported in Section 2.1.3. As a result of background re-
search conducted for Part A2, the silicon spin qubit and the transmon are selected as

quantum technologies considered in Part A3.
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3.2.3 Part A3 — Evaluate the Relationships Between a Subset of Hard-
ware Verification/Security Techniques and a Subset of Quantum

Computing Technologies

In order to evaluate the relationships between classical hardware verification /se-
curity techniques and quantum computing technologies, one must first develop a
framework. The following sets of labels are proposed in order to determine the ap-
plications and limitations between classical hardware verification/security techniques

and quantum computer implementations:

e Destructive (D) / non-destructive (N) — Destructive hardware verification tech-
niques are identified, since destructive techniques may not be appropriate for

certain qubit implementations due to high costs.

e Trusted manufacturer required (TMR) / not required (TMNR) — For some of
the hardware verification methods, like PUF implementation, a trusted man-
ufacturer is required to provide correct component identification. As trusted
manufacturers do not yet exist in this initial stage of quantum computer devel-
opment, it is important to identify which methods require a trusted manufac-

turer.

e Object of verification/security exists (E) / does not exist (DNE) — Each of
the hardware verification/security methods verifies/secures one or more specific
aspects of a classical component. An equivalent aspect (or object of verifica-

tion/security) may or may not exist in a quantum component.

e Modifications to hardware verification /security technique are required (R) / not
required (NR) — For the relationships in which the object of verification/security
exists for a quantum component, it might be necessary to modify the hardware

verification /security technique in order to apply it to a quantum component.
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In addition to developing a framework, a subset of techniques and quantum com-
puter implementations must be selected for evaluation. The subset spans the breadth
of the various categories of hardware verification and security techniques. The subset
of classical hardware verification methods considered in this dissertation research is:
low power visual inspection, scanning electron microscopy (exterior and interior), x-
ray fluorescence, gate-/transistor-level analysis, temperature cycling, DC power con-
sumption test, functional verification, path delay fault test, and PUF implementa-
tions. The subset of classical hardware security methods considered is: hardware ob-
fuscation (passive, active, and reconfigurable), optical dissimulation, self-destruction,
uniform timing for all operations, adding noise to the power line, power line filter-
ing, power supply shielding, uniform power consumption, transistor- and gate-level
secure logic, dynamic reconfiguration, temporal desynchronization, and spatial jam-
ming. The subset of quantum computer implementations is: silicon spin qubit and
transmon.

Chapter IV presents and discusses the results of applying the proposed labels in or-
der to evaluate the relationship between the subset of verification/security techniques

and quantum computer implementations.

3.3 Part B — Develop Physically Unclonable Characteristics

Although the work in Part B is divided into three sub-parts (B1, B2, and B3),
it should be noted that these sub-parts were not executed in sequential order when
performing the research. Probability of detection (PD) and probability of false alarm
(PFA) results for calibration data characteristics were calculated with the #-test be-
fore discovering the need for sampling error rate reduction through data conditioning.
Furthermore, the t-test, Jensen-Shannon divergence (JSD) test, and quadratic dis-

criminant analysis (QDA) test were implemented on data-conditioned calibration data
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characteristics before realizing the need to determine the best-fit distribution types
for each characteristic. Since the sub-parts were not executed sequentially, data con-
ditioning is already implemented in Part B1 although it is not discussed until Part B2.
Also, some research in Part B3 implements parametric qubit discrimination methods
although research in Part B1 shows that none of the characteristics are normally
distributed. Despite the non-sequential execution, the research in this document is
organized into Parts B1, B2, and B3 because information obtained from Parts Bl

and B2 should influence future decisions made in Part B3.

3.3.1 Part B1 — Determine Best-Fit Distribution Types for PUC Char-

acteristics
3.3.1.1 Part B1.1 — Collect Data

Naturally, the first step towards determining the best-fit distribution types for the
characteristics is to collect the data for these characteristics. As previously noted,
fabrication variations, environmental noise, and temperature fluctuations cause inter-
qubit and intra-qubit variations. Transmon qubits require frequent calibrations be-
cause of these variations, and at least once per day, IBM calibrates the characteristics
of T1 and T2 coherence times, single-qubit and multi-qubit gate error rates, and read-
out error rates [41]. The screenshot in Figure 18 shows an example of the calibration
data published by IBM on the IBM Quantum Experience website. The calibration
data for each of the transmon processors is downloaded daily from the website and
imported into a database using a custom program (Figure 19) designed in C# in
Microsoft Visual Studio. The custom program also creates the MATLAB m-files that
execute the data conditioning and PD/PFA /sampling error tests in Parts B2 and B3.

Additional characteristics for continued development of PUCs are metrics obtained

by randomized benchmarking [55, 135] and quantum process tomography [55]. Ran-
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Qubit T1(Aps) T2 (Aps) Frecuency | Readout € Single-qubit CNOT error rate

Qo 44,79331253 52.31846409 5.2863131 3.35E-02 9.79E-032 CX0_1:5.721e-2, CX0_2:5.214e-2
Ql 59.79923879 56.88993557 5.237848 2.48E-02 A4.12E-03 CX1_2:6.776e-2

Q2 70.67636957 00.64315892 5.0302726 1.32E-02 7.04E-03

Q3 63.87970288 320.97101352 5.2960752 35.62E-02 1.02E-02 CX3_2:6.85%e-2, CX3_4:3.961e-2
Q4 47.92653377 43.12488541 5.0846544 3.00E-02 5.32E-03 C¥4_2:5.931e-2

Figure 18: Screenshot of ibmq_yorktown calibration data for 25 August 2019 provided
by IBM

domized benchmarking is performed for sets of one, two, and three qubits. Quantum
process tomography is performed on the X gate (1 qubit), Hadamard gate (1), CX
gate (2), SWAP gate (2), CCX gate (3), and CSWAP gate (3).

In order to collect data for metrics obtained by randomized benchmarking and
quantum process tomography, programs executed through the IBM Quantum Expe-
rience submit quantum process tomography circuits to quantum processor backends
and perform calculations on the circuit results to generate the data. While the cal-
ibration data is collected on a daily basis, the data from randomized benchmarking
and quantum process tomography are collected on a near-daily basis. Due to the lim-
itations of the research environment, usage of the quantum devices available through
the IBM Quantum Experience is shared amongst users, meaning that circuit jobs
must wait in a queue for execution. Furthermore, for two- and three-qubit random-
ized benchmarking and quantum process tomography circuits, the job size is so large
that performing randomized benchmarking or quantum process tomography on just
one set of qubits must be divided into several jobs, with each job occupying a space
in the queue. Thus, the randomized benchmarking and quantum process tomogra-
phy programs can take up to several days to execute to completion, particularly for

three-qubit circuits.
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IEM Quantum Computer Calibration Data Archive Processor
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Figure 19: Graphical user interface of a custom program created to process charac-

teristic data
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3.3.1.2 Part B1.2 — Characterize Differences Between Individual

Qubits and Links

After collecting the characteristic data, it is necessary to ensure the data differs
from qubit to qubit and from link to link. Otherwise, the qubits and links cannot be
individually identified. By comparing histograms, corresponding means and standard
deviations, and chronological plots of each of the calibration characteristics for each
of the qubits and links, the different behaviors for each qubit and link become appar-
ent. While the means and standard deviations do not in general fully describe non-
normally distributed data, they are sufficient to demonstrate that the distributions
differ among qubits and among links. As an example, Table 2 shows the histograms
and corresponding means and standard deviations of T1 data for Yorktown qubits
Q00 and QO1, and Figure 20 shows the chronological plot of T1 data for Yorktown
qubits Q00-Q04. Histograms and chronological plots for the set of calibration data

for all of the Yorktown qubits are provided in Section 4.3.1.2.

Yorktown Q0-Q4 - T1(us)
—Q00 —Q01 —Q02 Q03 —Q04|

100 ‘

0 50 100 150 200
Data Set #
Figure 20: Chronological plot of T1 data for Yorktown qubits Q00-Q04
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Qubit Number \ Histogram Mean \ Standard Deviation

T1

N A O
o O

Number of
Occurences
o

o

40 60 80
Q00 T1 (i8) 56.56 9.28

N b O
o O

Number of
Occurences
o

=]

40 60 80
Qo1 T1 (us) 59.10 9.00

o

Table 2: Yorktown Q00 and QO1 Histograms for T1 Data
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3.3.1.3 Part B1.3 — Calculate p-values and the Negative Log-Likeli-
hood, Akaike’s Information Criterion, Corrected Akaike’s
Information Criterion, and Bayesian Information Criterion

Metrics

As discussed in Chapter IV, determining the distribution types that best fit the
characteristic data is necessary to guide future development of physically unclonable
characteristics (PUCs). The main goal of Part B1.3 is to determine whether or not the
characteristics follow normal distributions so that qubit discrimination methods can
be selected accordingly in Part B3. The distribution types tested are the Birnbaum
Saunders (2 parameters), Burr (3), exponential (1), extreme value (EV) (2), gamma
(2), generalized extreme value (GEV) (3), generalized Pareto (3), half-normal (2), in-
verse Gaussian (2), logistic (2), loglogistic (2), lognormal (2), Nakagami (2), normal
(2), Rayleigh (1), Rician (2), t location-scale (3), and Weibull (2). These distribution
types are selected since they are readily available distribution types in MATLAB and
cover a wide range of symmetric and skewed probability density shapes. In order
to test the distribution types and determine the p-values, a distribution model is
generated using maximum likelihood estimation for each characteristic, each distri-
bution type, and each qubit/link. Then, the median of the p-values is taken over all
qubits/links per characteristic and distribution type.

Two tests are performed to calculate the p-values: the Chi-square goodness-of-fit
test and the Kolmogorov-Smirnov goodness-of-fit test. The Chi-square test requires
binning of data, and the test statistic value depends on how the data is binned [1].
The main weakness of the Chi-square test is that an insufficient number of data points
will cause the Chi-square method to fail. While the Kolmogorov-Smirnov (KS) test
does not require data binning, it is more sensitive than the Chi-square test to data at

the center of a distribution and less sensitive to data at the tails [22]. In this research,
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distribution types are rejected for p-values below the significance level of o = 0.05.
In addition to the p-values, the negative log-likelihood (NLL), Akaike’s information
criterion (AIC), corrected AIC (AICc), and Bayesian information criterion (BIC)
metrics are calculated to determine which of the distribution types provide the best
fit.

For each of the four metrics (NLL, AIC, AICc, and BIC), the distribution model
that provides the lowest value indicates the best fit to the data. NLL is simply the
negative of log-likelihood, which is used to compare the likelihood of observing a given
set of data points under different parameters [28, 67, 84]. NLL is calculated according

to the expression,

nll(0]z) = — 3 _log f(6]z:), (13)

where n is the number of independent samples from the distribution f(@|x). The
benefit of presenting NLL instead of log-likelihood is that, like the AIC, AICc, and
BIC, the lowest NLL value indicates the best fit (whereas the highest log-likelihood
value indicates the best fit) [28]. AIC, AICc, and BIC are based on a goodness-
of-fit term (here, NLL) and introduce a penalty to prevent overfitting [69]. AIC is
calculated as

AIC =2 - nll + 2k, (14)

where k is the number of independently adjusted parameters in the model. AIC has a
strong negative bias when k increases relative to the number of data points n, which
can lead to overfitting [45, 96]. AICc corrects AIC at small values of n and converges

to AIC at large values of n. AICc is calculated as:
AlCc =2 -nll+ (2kn)/(n — k —1). (15)

BIC is often paired with AIC in model selection. BIC has a larger penalty term than
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AIC, and as a result, prefers models with fewer parameters [145]. BIC is calculated
as:

BIC =2 nll+ In(n) - k. (16)

Since values for the NLL, AIC, AICc¢, and BIC metrics have a meaningful in-
terpretation only when comparing models for the same set of data, the process for
generating and comparing the NLL, AIC, AICc, and BIC values differs slightly from
the process for p-values. For each characteristic, each distribution type, and each
qubit/link, a distribution model is generated with maximum likelihood estimation.
From this point, the methodology follows two different paths. In the first path, for
each metric, the distribution type with the lowest value is selected for each qubit/link.
The distribution type selected for the greatest number of qubits/links is considered
the best distribution type for the characteristic. In the second path, for each metric

M, the metric’s weight is determined with the equation [165]:
1 .
exp (—1(M; — min(M))))

My = : 17
) > exp (—3(M; — min(M))) (17)

where J is the total number of models tested for a set of data. The median of the
weights is then taken across all qubits/links for the given distribution type. The
distribution type with the highest median weight is considered the best fit for the

characteristic.

3.3.2 Part B2 — Reduce Sampling Errors

As a workaround for the unavailability of data from a manufacturer and customer
as proposed in the use case, the data collected in Part Bl is partitioned into two dis-
joint, chronologically-ordered sets. The first set represents the N; data sets provided

by a manufacturer (from Day 1 to Ny), while the second set represents the N, data
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sets collected by a customer (from Day N; + 1 to Day Ny + N,).! The partitioning
repeats multiple times for N; = 20, 40, 60, ... and N, = 20, 40, 60, .... This
variation in data set size reflects the numbers of data points per characteristic that a
manufacturer and customer would need to collect to achieve a desired PD or PFA.
The fact that the data points are ordered chronologically, however, introduces a
complication. In general, it is important to select samples randomly. Samples not
chosen randomly are more prone to sampling bias leading to sampling errors, in which
the sample test statistics (for example, the mean and variance) have a statistically
significant difference from the population [39, 41]. However, the proposed use case
makes random sample selection impossible. As a result, sampling bias can cause
sampling errors that potentially reduce the accuracy of qubit and link discrimination.
Part B2 evaluates the extent to which sampling errors are present and tests different
methods to reduce sampling errors. To accomplish this, a multi-stage process for data
conditioning is proposed. The data conditioning action taken on each paired set (the

Ni set and the Nj set) changes with each stage.

e First stage - No data conditioning occurs in order to develop a baseline for

sampling errors.

e Second stage — The presence of apparent outliers exists in Table 10 in Sec-
tion 4.3.1.2. Outliers are removed during this stage. Five different methods for
outlier removal are tested: quartiles, mean, median, Grubbs, and GESD. Each
of these methods is a built-in MATLAB function [96]. The quartiles, mean, and
median methods are expected to out-perform the Grubbs and GESD methods,
as the Grubbs and GESD methods assume a normal distribution (results for

Part Bl in Chapter IV show that the characteristics do not follow a normal

deally, the data points are collected on a daily basis (once per 24-hour time period). However,
as mentioned previously, some characteristic data points take longer than 24 hours to collect. As
such, the term “Day” does not refer to a strict 24-hour time period.
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distribution).

Third stage — Multiple segments of “flat tops” appear in Table 10 in Sec-
tion 4.3.1.2. These “flat tops” represent periods of time that the device is down
for maintenance, and new characteristic data are not available. The main-
tenance process involves “manual recalibration of qubit control pulses, issues
with the dilution refrigerator or the control electronics, software/configuration
issues, etc.” Additionally, “On rare occasions the maintenance may require a
partial warmup of the dilution refrigerator housing the device, and some of
the qubits’ frequencies and/or coherence times may be slightly different after
such an excursion due to microscopic changes in the materials that make up
the qubits” [117]. As a result, the maintenance process potentially violates the
assumptions that the differences between control equipment are negligible and
that any physical changes to the chip are negligible. Thus, data sets need trun-
cation to include only the points collected between two consecutive maintenance

sessions.

Fourth stage — Other potential sources of sampling errors could be detected
through autocorrelations in the time series. By computing the autocorrelation
time (if it exists) and changing the sampling rate to avoid autocorrelation (that

is, sample every few days), sampling errors potentially can be reduced.

Fifth stage — Another source of sampling errors could be caused by the effects of
device aging. To determine the existence of any aging effects, a moving average
can be calculated for each qubit/link and for each characteristic. The moving
averages can be inspected to identify and quantify any aging trends. There
exists a potential obstacle to obtaining useful results, however. Often, device

aging is measured in terms of number of power cycles [64], time under voltage
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stress [154], hours of burn-in treatment, or radiation dosage [76]. However, given
the data currently available for this research, device aging can be measured
only in number of days, which may prove useless since each qubit experiences

a different amount of stress (that is, number of gate operations) per day.

3.3.3 Part B3 — Test Qubit Discrimination Methods

It is necessary to select and test different characteristics and different qubit dis-
crimination methods to determine which are best suited for PUCs. Two metrics are
calculated: probability of detection (PD) and probability of false alarm (PFA). These
metrics are common in detector performance analysis and are implemented by De-
fense Advanced Research Projects Agency (DARPA) [61]. The following tests and
algorithms are proposed as detectors: t-test [151], two-sample KS test [2, 22], Jensen-
Shannon divergence (JSD) [107], quadratic discriminant analysis (QDA) [11, 67], and
multiple discriminant analysis with maximum likelihood (MDA-ML) [90]. The meth-
ods are described below, and comparisons of the methods are provided in Tables 3

and 4.

3.3.3.1 Qubit Discrimination Methods

t-Test As one of the most common types of hypothesis tests, the ¢-test was
selected as a simple starting point. However, the ¢-test assumes a normal distribution,
which is anticipated to cause poor qubit performance since a normal distribution of
qubit characteristic data is not guaranteed. The ¢-test is conducted with significance

levels of = 0.001 and o = 0.05.

Kolmogorov-Smirnov Test The KS test was selected to remedy the lim-
itations of the t-test, as it does not assume a normal distribution. The KS test

determines if two samples come from the same population based upon the greatest
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distance between two empirical cumulative distribution functions (ECDFs). The KS

test statistic is

D = max (‘Fl (z) — B, (:U)D, (18)

where F(z) is the proportion of values from a sample distribution less than or equal
to x. Like the t-test, the KS test is conducted with significance levels of o = 0.001

and a = 0.05.

Jensen-Shannon Divergence While the Jensen-Shannon divergence (JSD)
algorithm is primarily used in clustering and classification applications rather than
same/not-same applications [10, 127, 160], it can also be applied to qubit discrimina-
tion. The algorithm was selected for its application to quantifying the distinguisha-
bility between two or more distributions and for the fact that it does not assume a
normal distribution. The JSD measure is a symmetric version of the Kullback-Leibler

divergence (KLD) measure for two distributions and is calculated as

1 1
Js(php?) = §KL(p1, m) + §KL(p2,m), (19)

where m = 1(p1 + p2) and where KL(p1,p2) = >, ¢ p1(z) In i;g; for discrete prob-

ability distributions and KL(p1,p2) = [ pi(z)In i ;Eg dx for continuous probability

functions [87, 107, 140].

The calculation for the JSD measure returns a value between 0 (identical distribu-
tions) and 1 (distributions have no overlap). In order to make the same or not-same
determination for the qubit, a cutoff point between 0 and 1 must be selected. Ad-
justable parameters for this test are the number of bins b and cutoff point ¢, where
0<e<1.

Two different approaches are taken for bin count selection. The first approach is

heuristic, where bin counts b = 15 and b = 25 are arbitrarily chosen and then increased
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or decreased based on performance. The second approach is to apply the following
binning algorithms available in MATLAB to determine the number of bins: Scott’s
rule, Freedman-Diaconis rule, Sturge’s rule, and the square root rule [20]. Scott’s rule
and the Freedman-Diaconis rule are based on the standard deviation and interquartile
range of the data set, respectively, while the simpler Sturges’ rule and square root rule
simply calculate the number of bins as a function of the number of elements in the
data set. The square root rule and Sturge’s rule are expected to perform well for small
sample sizes and for characteristics that have non-skewed normally distributed data,
but will otherwise cause oversmoothing [146]. Scott’s rule minimizes the integrated
mean square error and is expected to perform best for normal distributions since it is
based on the standard deviation of a distribution [20, 147]. The Freedman-Diaconis
rule is similar to Scott’s rule but is expected to perform better for characteristics
with many outliers in the data, as it is based on interquartile range rather than the
standard deviation [20, 147].

The cutoff points for JSD are selected heuristically. As the number of bins de-
creases, the probabilities of detection and false alarm are expected to decrease, and as
the cutoff point decreases, the probabilities of detection and false alarm are expected
to increase. Chapter IV presents results for bin counts b = 15 and b = 25, for the
binning algorithms of Scott’s rule, Freedman-Diaconis rule, Sturge’s rule, and the
square root rule, and cutoff points ¢ = 0.05, ¢ = 0.10, ¢ = 0.15, and ¢ = 0.20.

As demonstrated in Chapter IV, optimal performance requires exploration of more
complex rules, like cross-validation [148], since the data are not normally distributed.
Further development of JSD as a qubit discriminator (and as a technique for deter-
mining sampling errors) should investigate methods of creating test statistics for the
JSD test so that the statistical power of this test can be analyzed [5]. One method

of creating test statistics involves comparing divergence scores of two known distri-
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butions to a significance level « in order to determine the cutoff for testing a null
hypothesis [126]. A method for unknown distributions proposes estimating a test
statistic for the two-sample JSD test with a jackknife estimator. The test statistic

then can be compared to chi-square statistics [153].

Quadratic Discriminant Analysis Quadratic discriminant analysis (QDA)
is a generalization of linear discriminant analysis (LDA) and is advantageous for dis-
criminating qubits represented by multiple characteristics at one time. QDA first
models a class density as a multivariate Gaussian. The quadratic discriminant func-
tion is

—w0+2w$2+22wwx%, (20)

i=1 j=1
where d represents the dimensionality of input vector z, and w represents elements in
a weight vector [67]. The input vectors are unweighted in this implementation. Since
the QDA models allow each class to have different means and covariance matrices,
the outputs of QDA are quadratic decision boundaries [11].

QDA models predict the classifications of new observations. Three quantities
are implemented in the calculation for the prediction: posterior probability, prior

probability, and cost [29]. The equation for the prediction is
K
g = rgmlnz (k|z)C(ylk), (21)

where ¢ is the predicted classification, K is the number of classes, P(k‘ | ) is the
posterior probability of class k for observation x, and C(y | k) is the user-defined cost
of classifying an observation as y when its true class is k. The equation for posterior

probability is P(k | z) = % where P(x | k) is the density function of the
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multivariate Gaussian given by the equation,

1 1
Pla|k)=———exp|—=(z— )5, (z — )" ), 22
= p (3t = ms o - ) 2

and where > is the d x d covariance matrix for point x and py is the 1 X d mean.
Applying QDA for qubit discrimination has a few significant drawbacks. First,
QDA models the classes with multivariate Gaussians, but the data are not guaranteed
to follow a Gaussian distribution. Second, QDA makes classification decisions, not
same/not-same decisions. Thus, QDA will assign all test data to the class with the
best fit, even if it is a poor fit. This can potentially reduce the probability of detection,
as a qubit is considered different in this test only if it receives an incorrect label.
For example, imagine a comparison between Processor A and Processor B, where
the first qubit in each processor is called “Q00.” Given a model for Processor A, if
an observation from qubit Q00 from Processor B is labeled as “Q00,” then the two
qubits will be considered the same by the test, even though they are different. Q00
from Processor B will only be identified as different if given a label other than “Q00.”
Furthermore, QDA has a bias in performance towards larger processors, as processors

with more qubit classes will improve the “fit” of the classifications.

Multiple Discriminant Analysis - Maximum Likelihood (MDA-ML)
Like QDA, MDA-ML enables consideration of multiple characteristics at one time.
Multiple discriminant analysis (MDA) is a generalization of the Fisher linear dis-
criminant analysis (reduced-rank linear discriminant analysis) [90], which reduces
dimensionality by finding the best separation of classes. Maximum likelihood (ML)
estimation (which can use JSD as a goodness-of-fit measure [106]) is then applied

for any type of distribution to determine the classification boundaries. An exten-

sive discussion of MDA and ML is provided by Duda et al. [67]. While MDA-ML
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is applied to the first four statistical moments of RF data regions as implemented
in radio-frequency (RF) distinct native attributes (DNA) (RF-DNA), MDA-ML for
PUCs would be applied to the raw data of the characteristics themselves, as too few
data points exist to divide the characteristic data into enough regions for MDA-ML
to be advantageous in such an application. MDA-ML is not tested in this work, but

is recommended for future research.

Multi-Dimensional KS Test Experimentation with the above discrimina-
tion methods showed the most promising PD/PFA results for the KS test, as discussed
in Chapter IV. For this reason, the multi-dimensional KS test is also selected for ex-
perimentation in this work. While the test statistic in the 1-dimensional KS test is the
maximum absolute distance between the cumulative distribution functions (CDFs)
of two datasets, the CDF is not well defined in more than one dimension. In the
algorithm for the two-dimensional KS test proposed by Fasano and Franceschini [75],
instead of comparing CDF distances, the two-dimensional KS test finds the maximum
difference between the integrated probability in each of four natural quadrants around
a given point. Thus, for each data point, the proportion of remaining data points in
each quadrant is calculated for each sample, and the test statistic is the maximum
difference between the proportions.

In a simple example to demonstrate the algorithm, suppose a data set contains
three red triangles and three blue stars. First, the area around the first red triangle is
divided into four quadrants (Figure 21). The upper left and lower left quadrants con-
tain zero triangles and zero stars (0), with the absolute difference between proportions
equal to zero. The upper right quadrant contains one of two triangles (0.5) and zero
stars (0), with the absolute difference between proportions equal to 0.5. The lower
right quadrant contains one of two triangles (0.5) and three of three stars (1.0), with

the absolute difference between proportions equal to 0.5. This analysis is continued
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for all remaining data points (Figures 22-26). The greatest absolute difference exists
in the lower right quadrant of Figure 24, where there are two of two stars (1.0) and
zero triangles (0), with an absolute difference equal to 1.0.

Once the maximum absolute difference is determined, the p-value can be calcu-

lated with the equations

o0

p= 22 (_1)]—1 672]'2)\2 (23)
j=1
and
N-D N, N
A= VN ,where N = —2 (24)

Ny + Ny’
0.75

r is the coefficient of correlation, and D is the maximum absolute difference.

This dissertation research adapts the two-dimensional KS test from code pro-
vided by Lau [105] and from code provided by Press, Teukolsky, Vetterling, and
Flannery [133, 134], both of which are based on the above algorithm proposed by
Fasano and Franceschini [75]. The algorithm can be expanded easily to additional
dimensions, but is limited to two dimensions for this work.

Tables 3 and 4 compare each of the different qubit discrimination methods de-

scribed in this section, and highlight the strengths and weaknesses of each method.
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Figure 21: 2-D KS Test Algorithm - 1st Red Triangle
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Figure 22: 2-D KS Test Algorithm - 2nd Red Triangle
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Figure 23: 2-D KS Test Algorithm - 3rd Red Triangle
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Figure 24: 2-D KS Test Algorithm - 1st Blue Star
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Figure 25: 2-D KS Test Algorithm - 2nd Blue Star
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Figure 26: 2-D KS Test Algorithm - 3rd Blue Star
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‘ Strengths ‘ Weaknesses

t-Test Computationally inexpensive Assumes normal distribution

Performs same/not-same deci- | Considers 1 PUC characteristic

sions
1-D KS- | Does not assume normal distribu- | Considers 1 PUC characteristic
Test tion

Performs same/not-same deci-

sions
24+-D Considers 2+ PUC characteris-
KS-Test | tics simultaneously

Does not assume normal distribu-

tion

Performs same/not-same deci-

sions
Discrete | Does not assume normal distribu- | Considers 1 PUC characteristic
JSD tion

Multiple adjustable parameters

Performs same/not-same deci-

sions
QDA Considers 2+ PUC characteris- | Assumes normal distribution

tics simultaneously

Performs classification decisions

MDA- Considers 2+ PUC characteris- | Performs classification decisions
ML tics simultaneously

Does not assume normal distribu-

tion

Table 4: Strengths and Weaknesses for the Qubit Discrimination Problem

3.3.3.2 Calculating PD and PFA

Each of the qubit discrimination methods mentioned above is evaluated with the
metrics of PD and PFA. PD and PFA are calculated for each of the discrimination
methods, for each quantum processor characteristic, and for each data set size. Man-
ufacturer qubits are compared against different customer qubits to calculate PD, and

manufacturer qubits are compared against the same customer qubits to calculate PFA
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(Figure 27). Each comparison produces a value of 1 (that is, the qubits are different)
or a value of 0 (that is, the qubits are the same). PD and PFA are calculated by:

#ofls where PD=1 and PFA=0 are desired.

F#ofcomparisons’
PD PFA
Manufacturer Customer Manufacturer Customer
Qubit # Qubit # Qubit # Qubit #

-
L

1 1 1 » 1
2 ;g 2 2 >» 2
3 3 3 3

Figure 27: Qubit comparison methods for calculating PD and PFA

3.4 Summary

This chapter discusses the methodology for evaluating relationships between a
subset of hardware verification /security techniques and a subset of quantum comput-
ing technologies in Part A. For Part B, this chapter describes the processes used for
determining the best-fit distribution types for PUC characteristics, reducing sampling

errors, and testing qubit discrimination methods.
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IV. Results and Analysis

4.1 Overview

This chapter presents the results of Parts A and B as introduced in Chapter I.
The results are organized into subsections, where each subsection corresponds to the

identified parts of this research.

4.2 Part A — Determine Potential Applications

4.2.1 Part A1l — Survey State-of-the-Art Classical Hardware Verifica-

tion and Security Techniques

Survey results for Part A1 are reported in Sections 2.1.1 and 2.1.2.

4.2.2 Part A2 — Survey State-of-the-Art Quantum Computing Tech-

nologies

Survey results for Part A2 are reported in Section 2.1.3.

4.2.3 Part A3 — Evaluate the Relationships Between a Subset of Hard-
ware Verification/Security Techniques and a Subset of Quantum

Computing Technologies

The relationships between classical hardware verification or security methods and
the quantum computing technologies are evaluated using the four metrics proposed
in Section 3.2.3. For Part A, the results should be described as preliminary, as further
investigation into relationships identified as “DNE” may reveal underlying concepts

inspired by the classical methods that are applicable to quantum processors.
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4.2.3.1 Silicon Spin Qubit Results

The relationships between the subset of classical verification methods and the
silicon spin qubit are evaluated in Table 5, and the relationships between classical
security methods and the silicon spin qubit are evaluated in Table 6. Since the archi-
tecture for the silicon spin qubit implementation is divided into a classical layer and a
qubit layer, relationships are evaluated only for the qubit layer. Also, since the rela-
tionships identified by “E” and “NR” require no change from classical relationships,

they are excluded from discussion below.

e Gate-/Transistor-Level Analysis — In conventional circuits, operations are per-
formed by sending an electrical signal through a sequence of logic gates. Gate-
/transistor-level analysis verifies the connectivity of these logic gates. However,
logic gates do not exist in the qubit layer. Thus, the object of verification does

not exist.

e Functional Verification — For classical computers, the object of verification is
the deterministic set of outputs for a given sequence of inputs. Since quantum
computers are non-deterministic by nature, applying the functional verification
technique requires modifications. In order to conduct functional verification for
quantum computers, it is necessary to perform the same functional test multiple
times to determine if the output probability distribution matches the theoretical

expectation.

e Path Delay Fault Test — For classical components, the object of verification is
the timing of a signal traveling through a CMOS logic path. Since CMOS logic

gates do not exist in the qubit layer, the object of verification does not exist.

e PUF implementations — The object of verification in a classical component is

the unique identity of a chip based on fabrication variations. While the unique
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identity is an output from a set of multiplexers in a classical arbiter PUF, a
different method of determining a unique identity is needed for application to

transmon qubits.

Hardware Obfuscation — For passive obfuscation, renaming signals is possible
for the qubit layer, but no additional security would be achieved because this
type of hardware obfuscation conceals the logic functions of combinatorial logic
paths. For active obfuscation, the object of security does not exist because there
are no combinatorial logic paths in the qubit layer. Reconfigurable logic-based
obfuscation is inherent to the qubit layer as each gate operation reconfigures

the logical design.

Optical Dissimulation — The purpose of optical dissimulation is to conceal the
logic functions of combinatorial logic paths through the use of dummy wires/in-
terconnects/gates, scrambled memories, and custom cells. While it is possible
to add dummy wires to the qubit layer, no additional security would be achieved

because there are no combinatorial logic paths.

Self-Destruction — While the concept of self-destruction fully applies to the qubit
layer, the heating element may fail when contained in a near-absolute-zero re-
frigeration chamber. The method of self-destruction may require modification
for the silicon spin processor. Additionally, the qubits are usually shielded from
environmental perturbations, so the triggering mechanism may need modifica-

tion to enable remote activation.

Uniform timing for all operations — Gate operations for silicon spin qubits de-
pend on the duration, pulse shape, amplitude, and frequency of the control
microwave pulse. More investigation is required to determine if all gate opera-

tions can function with uniform timing.
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Adding noise to the power line — Because qubits are sensitive to noise, additional
measures must be taken either to shield the qubit layer from the additional noise

or to reduce the sensitivity of the qubits to the noise.

Uniform power consumption — Gate operations for silicon spin qubits depend on
the duration, pulse shape, amplitude, and frequency of the control microwave
pulse. More investigation is required to determine if all gate operations can

function with uniform power consumption.

Transistor- and gate-level secure logic — Transistor- and gate-level secure logic
techniques are not applicable as there are no transistors or CMOS gates in the

qubit layer.

Dynamic reconfiguration — While look-up tables are not part of the qubit layer,
the concept of dynamic reconfiguration is inherent to the silicon spin processor,

as different quantum circuits can operate at the same location at different times.

Temporal desynchronization — Random process interrupts cannot be imple-
mented in hardware for a silicon spin processor, but rather in software. However,
the delays must be much shorter than decoherence times to avoid corrupting

the calculations.

Spatial jamming — This technique is not applicable to the silicon spin qubit
because multiplexers do not exist in the qubit layer, and bits are not stored in

the processor.
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Destructive | Trusted Object  of | Mods.
(D) / Non- | Manu- Verification | Required
Destructive | facturer Exists (E) | (R) / Not
(ND) Required | / Does | Required
(TMR) Not  Exist | (NR)
/ Not | (DNE)
Required
(TMNR)
Incoming Low Power | ND TMR E NR
Inspection Visual
Inspection
Exterior Scanning ND TMNR E NR
Tests Electron
Microscopy
Interior Scanning ND TMNR E NR
Tests Electron
Microscopy
Material X-Ray Flu- | ND TMNR E NR
Analysis orescence
(XRF)
Gate- Gate- D TMNR DNE -
/transistor- | /transistor-
level analy- | level analy-
sis sis
Misc. Temperature| D TMNR E NR
Cycling
Parametric | DC Power | ND TMNR E NR
Tests Consump-
tion Test
Functional | Functional | ND TMNR E R
Tests Verification
Structural Path Delay | ND TMNR DNE -
Tests Fault Test
Chip ID PUF imple- | ND TMR E R
mentations

Table 5: Relationships Between Hardware Verification Techniques and the Silicon
Spin Qubit (Qubit Layer Only) (reproduced from [93])
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4.2.3.2 Transmon Qubit Results

The relationships between classical verification methods and the transmon are
listed in Table 7, and the relationships between classical security methods and the
transmon are listed in Table 8. Since the architecture for the transmon is divided into
a transmon processor and external classical control circuitry, relationships are only
evaluated for the transmon processor (that is, the circuitry shown in Figure 10). It is

assumed that any references to a “power line” refer to gate voltage V; in Figure 10.

e Gate-/Transistor-Level Analysis — In conventional circuits, operations are per-
formed by sending an electrical signal through a sequence of logic gates. Gate-
/transistor-level analysis verifies the connectivity of these logic gates. However,
logic gates do not exist in the transmon processor. Thus, the object of verifica-

tion does not exist.

e Functional Verification — For classical computers, the object of verification is
the deterministic set of outputs for a given sequence of inputs. Since quantum
computers are non-deterministic by nature, modifications are required to apply
the functional verification technique. In order to conduct functional verification
for quantum computers, it is necessary to perform the same functional test
multiple times to determine if the output probability distribution matches the

theoretical expectation.

e Path Delay Fault Test — For classical components, the object of verification is
the timing of a signal traveling through a CMOS logic path. Since CMOS logic
gates do not exist in the transmon processor, the object of verification does not

exist.

e PUF Implementations — The object of verification in a classical component is

the unique identity of a chip based on fabrication variations. While the unique
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identity is an output from a set of multiplexers in a classical arbiter PUF, a
different method of determining a unique identity is necessary for application

to transmon qubits.

RF-DNA — RF-DNA for transmon processors can be implemented in an ideal
and a non-ideal case. In the ideal case, one could collect a burst of active RF
emission from the readout signal of a qubit (similar to RF-DNA for classical
emitters). Then, the process of RF-DNA for transmon processors would follow
the exact same process as for classical components. However, information about
the measured frequency and phase of the readout signal is not available to users
through the IBM Quantum Experience. Only information regarding the ampli-
tude (pulse envelope) of the readout signal is made available to the user [118].
Thus, modifications are needed to implement RF-DNA for transmon processors

in the non-ideal case. The following process is proposed for the non-ideal case:

— Step A) Run S shots of an experiment, where each qubit is initialized to the
ground state and the results of an experiment are Level 2 measurements of
each qubit in the processor (that is, a 0 or a 1 per qubit) [118]. Each shot
is analogous to a subregion, and each collection of S shots is analogous
to a region. For example, in a two-qubit machine, each shot will result
in a 00, 01, 10, or 11. Each region will have a distribution showing how
many times a 00, 01, 10, or 11 was measured over the S shots. Thus, in
each region, the mean, standard deviation, skewness, and kurtosis can be

calculated for the distribution of the results from the S shots.

— Step B) Repeat Step A R times so that R regions are obtained. The

collection of R regions is analogous to a burst.

— Step C) Repeat Step B B times so that B bursts are obtained.
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— Step D) Generate burst fingerprints, and combine the burst fingerprints

into a composite fingerprint for use in device classification with MDA-ML.

In the non-ideal case, the composite fingerprint is generated per device rather

than per qubit per device.

Alternately, one could potentially collect RF emissions by placing a probe
near the transmon processor to collect emissions from a single location (similar
to RF-DNA for integrated circuits [58]) or by scanning the probe across the de-
vice to collect emissions from multiple locations [129]. Fingerprint generation
and device classification would proceed as previously described. Also, scanning
the probe across the device results in RF heat maps where the X and Y axes
represent X and Y position, and the choice of color represents the power level.
In this instance, image processing can potentially serve as another method of
device discrimination. Before these forms of RF-DNA can be presented as viable
options, however, the performance and spatial resolution of a probe inside a di-
lution refrigerator and the effect of a probe on transmon processor performance

require investigation.

In both the ideal and non-ideal cases, additional vectors can be added to
the fingerprint. Bursts can be collected for different types of experiments (for
example, no gate on each qubit, Hadamard gate on each qubit, bit-flip gate on
each qubit). Also, measurements can be obtained from qubits in higher energy

states [6].

Hardware Obfuscation — For passive obfuscation, renaming signals is possible
for the transmon processor, but no additional security would be achieved since
this type of hardware obfuscation conceals the logic functions of combinato-

rial logic paths. For active obfuscation, the object of security does not exist
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because there are no combinatorial logic paths in the transmon processor. Re-
configurable logic-based obfuscation is inherent to the transmon processor as

each gate operation reconfigures the logical design.

Optical Dissimulation — The purpose of optical dissimulation is to conceal the
logic functions of combinatorial logic paths through the use of dummy wires/in-
terconnects/gates, scrambled memories, and custom cells. While it is possible
to add dummy wires to the transmon processor, no additional security would

be achieved because there are no combinatorial logic paths.

Self-Destruction — While the concept of self-destruction fully applies to the
transmon processor, the heating element may fail when contained in a near-
absolute-zero refrigeration chamber. The method of self-destruction may require
modification for the transmon processor. Additionally, the transmon is usually
shielded from environmental perturbations, so the triggering mechanism may

need modification to enable remote activation.

Uniform timing for all operations — Gate operations for transmon qubits depend
on the duration, pulse shape, amplitude, and frequency of the control microwave
pulse. More investigation is required to determine if all gate operations can

function with uniform timing.

Adding noise to the power line — Since qubits are sensitive to noise, additional
measures must be taken either to shield the transmon from the additional noise

or reduce the sensitivity of the transmon to the noise.

Uniform power consumption — Gate operations for transmon qubits depend on
the duration, pulse shape, amplitude, and frequency of the control microwave
pulse. More investigation is required to determine if all gate operations can

function with uniform power consumption.
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Transistor- and gate-level secure logic — Transistor- and gate-level secure logic
techniques are not applicable as transistors and CMOS gates do not exist in the

transmon Pprocessor.

Dynamic reconfiguration — While look-up tables are not part of a transmon
processor, the concept of dynamic reconfiguration is inherent to the transmon
processor, as different quantum circuits can operate at the same location at

different times.

Temporal desynchronization — Random process interrupts cannot be imple-
mented in hardware for a transmon processor, but rather in software. However,
the delays must be much shorter than decoherence times to avoid corrupting

the calculations.

Spatial jamming — This technique is not applicable to the transmon qubit be-
cause multiplexers do not exist in the processor and bits are not stored in the

transmon Pprocessor.
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Destructive | Trusted Object  of | Mods.
(D) / Non- | Manu- Verification | Required
Destructive | facturer Exists (E) | (R) / Not
(ND) Required | / Does | Required
(TMR) Not  Exist | (NR)
/ Not | (DNE)
Required
(TMNR)
Incoming Low Power | ND TMR E NR
Inspection Visual
Inspection
Exterior SEM ND TMNR E NR
Tests
Interior SEM ND TMNR E NR
Tests
Material XRF ND TMNR E NR
Analysis
Connectivity | Gate- D TMNR DNE —
analysis /Transistor-
Level Anal-
ysis
Miscellaneous Temperature| D TMNR E NR
Cycling
Parametric | DC  Power | ND TMNR E NR
Tests Consump-
tion Test
Functional Functional | ND TMNR E R
Tests Verification
Structural Path Delay | ND TMNR DNE -
Tests Fault Test
Chip ID PUF imple- | ND TMR E R
mentations
Chip ID RF-DNA ND TMR E NR, R

Table 7: Relationships Between Hardware Verification Techniques and the Transmon
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4.3 Part B — Develop Physically Unclonable Characteristics (PUCs)

4.3.1 Part Bl — Determine Best-Fit Distribution Types for PUC Char-

acteristics

4.3.1.1 Part B1.1 — Collect Data

As of the time of writing this dissertation, characteristic data has been collected

from the following IBM transmon processors since 4 December 2018:*

e ibmg-almaden (20 qubits)
e ibmq_armonk (1)

e ibmq_athens (5)

e ibmq belem (5)

e ibmq_boeblingen (20)
e ibmq_bogota (5)

e ibmq_brooklyn (65)
e ibmq_burlington (5)
e ibmq_cambridge (28)
e ibmq_casablanca (7)
e ibmq_dublin (27)

e ibmq_essex (5)

e ibmq_guadalupe (16)
e ibmq_jakarta (7)

e ibmq_kolkata (27)

e ibmq_lima (5)

e ibmq_london (5)

e ibmq_manhattan (65)

ibmqg-manila (5)
ibmq_melbourne (15)
ibmq_montreal (27)
ibmq_mumbai (27)
ibmq_ourense (5)
ibmq_paris (27)
ibmq_poughkeepsie (20)
ibmq_quito (5)
ibmq_rochester (53)
ibmq_rome (5)
ibmq_santiago (5)
ibmq_sydney (27)
ibmq_tenerife (5)
ibmq_-tokyo (20)
ibmq_toronto (27)
ibmq_valencia (5)
ibmq_vigo (5)

ibmq_yorktown (5).

Various processors have been commissioned or decommissioned since this date, so the collected
data points for different processors span different segments of time.
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4.3.1.2 Part B1.2 — Characterize Difference Between Individual
Qubits/Links

Table 9 presents histograms and corresponding means and standard deviations of
each of the calibration characteristics for each ibmq_yorktown qubit. Table 10 presents
each of the calibration characteristics for ibmq_yorktown qubits Q00-Q04 plotted in
chronological order. By evaluating the histograms, the population parameters, and

the chronological plots, it is easily observed that each qubit exhibits different behavior.

Qubit Number Histogram Mean | Standard Deviation

T1

N 2O
o O

Number of
QOccurences
o

o

40 60 80
Q00 T1 (us) 56.56 9.28

N A O
o O

Number of
QOccurences
o

o
]

40 60 80
Q01 T1 (us) 59.10 9.00

N A O
o O

-

Number of
Qccurences

40 60 80
Q02 T1 (us) 62.26 7.88
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N A O
o O

Number of
Occurences
o

o

50 100

Q03 T2 (p18) 31.56 5.45

N A O
o o©

Number of
Occurences
o

in.

50 100
Q04 T2 (ps) 43.15 8.77

o

Single-Qubit Gate Error (Outliers above 10e-3 not shown)

50

Number of
Occurences

0 s o

2 4 6 8 10
Q00 Gate Errors 1073 0.1610 0.5422

o))
o

Number of
Occurences

o

810

Qo1 Gate E”°r3 %107 1605 5423

92
o

L
|

Number of
Occurences

o

8 10
Q02 Gate E”Ors %107 1605 5421
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50

“— O
5 8
25
£8 | ”hm
Z0
0 ma  mall
2 4 6 8 10
Q03 Gate Errors 10 1611 5422
50
“— O
° 3
25
S 8
Z O 0 il A%Hﬂm
2 4 6 8 10
Q04 Gate Errors x 107 1607 5423
Multi-Qubit Gate Errors (Outliers Above 0.1 Not Shown)
30
5 @
o
g @20
E 310
<0
mm [a
0 0.05 0.1
Q00-Q01 Multi-Qubit Gate Errors 0268 0703
30
5 @
> o
|5 §20
€ 310
<0
0 0.05 0.1
Q00-Q02 Multi-Qubit Gate Errors 0288 0707
30
5 @
o o
|5 @20
€ 310
<20
0 0.05 0.1
Q01-Q02 Multi-Qubit Gate Errors 0307 0707
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Q02-Q03

Number of
Occurences

= N W
o O © O

0 0.05 0.1
Multi-Qubit Gate Errors

.0387

.1002

Q02-Q04

Number of
Occurences

w
o

N
o

-
o

nnkﬂw rﬂw ]

0 0.05 0.1
Multi-Qubit Gate Errors

.0269

.0709

Q03-Q04

Number of
Occurences

w
o

N
o

i

-
o

0 0.05 0.1
Multi-Qubit Gate Errors

.0273

.0699

Readout Errors (Outliers above 0.1

not shown)

Q00

Number of
Occurences

[*)]
o

N
o

|

N
o

H

0.02 0.04 0.06 0.08 01
Readout Errors

.0246

0358

Q1

Number of
Occurences

[2]
o

N
o

=

N
o

0.02 0.04 0.06 0.08 01
Readout Errors

.0213

0343
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Q2

Number of
Occurences

[¢)]
o

N
o

N
o

0.02 0.04 0.06 0.08 01
Readout Errors

.0206

.0326

Q3

Number of
Occurences

»
o

N
o

N
o

*Bhe. Ll

0.02 0.04 0.06 0.08 01
Readout Errors

.0358

0412

Q4

Number of
Occurences

[¢2]
o

N
o

N
o

il ..

0.02 0.04 0.06 0.08 01
Readout Errors

.0316

0184

Table 9: Histograms and Corresponding Means and Standard Deviations of Each

Calibration Characteristic for ibmq_yorktown Qubits (N=201)
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Yorktown Q0-Q4 - Single-Qubit Gate Error
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0 Yorktown Q0-Q4 - Readout Error
10 —Q00 —Q01 —Q02 — Q03 —Q04

Readout Error

0 50 100 150 200
Data Set #

Table 10: Calibration Characteristic for ibmq_yorktown Qubits Plotted in Chrono-
logical Order

4.3.1.3 Part B1.3 — Calculate P-values and the Negative Log-Like-
lihood (NLL), Akaike’s Information Criterion (AIC), Cor-
rected AIC (AICc), and Bayesian Information Criterion

(BIC) Metrics

In this section, p-values and the negative log-likelihood (NLL), Akaike’s infor-
mation criterion (AIC), corrected AIC (AICc), and Bayesian information criterion
(BIC) metrics are determined for the calibration, quantum process tomography, and
randomized benchmarking characteristics. It should be noted that data conditioning
is not discussed until Part B2, but all metrics in this section are calculated for char-
acteristics with data set truncation and with multi-qubit gate error rates equal to one
removed from the data set.

The main purpose of this section is to determine whether or not the characteris-

tics are normally distributed, as this determination influences the selection of qubit
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discrimination methods. However, knowledge about the specific best-fit distribution
types can provide interesting insight into the behavior of the quantum device. As
such, an initial analysis is performed for each characteristic with the intent of un-
derstanding the results and/or identifying areas that require additional research and

analysis.

P-Values P-value results for the Chi-square goodness-of-fit test and Kolmo-
gorov-Smirnov (KS) test are shown in Table 11 for the calibration data, Table 12
for the quantum process tomography data, and Tables 13 through 24 for randomized
benchmarking data. Cells highlighted in red represent distribution types rejected at
the significance level of a = 0.05. Cells that contain only a dash indicate that the
Chi-square test, which requires data binning, failed to produce a result.

In Table 11, the exponential, generalized Pareto, half-normal, and Rayleigh dis-
tribution types are rejected for all calibration data characteristics. For the T1 coher-
ence times, the Chi-square test additionally rejects the Birnbaum Saunders, inverse
Gaussian, and lognormal distributions. For the T2 coherence times, the Chi-square
test rejects the Birnbaum Saunders, gamma, inverse Gaussian, loglogistic, lognormal,
and Nakagami distributions. For the single-qubit and multi-qubit gate error rate
characteristics, the Chi-square test rejects the gamma, logistic, and t location-scale
distributions, and both the Chi-square and KS tests reject the Nakagami, normal,
Rician, and Weibull distributions. For readout error rates, the Chi-square test rejects
the gamma, Nakagami, normal, Rician, and Weibull distributions. Results for the
p-values are consistent with results for NLL, AIC, AICc, and BIC, since none of the
distributions rejected by the p-values are selected by the NLL, AIC, AICc, and BIC,

metrics.
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Beginning with the quantum process tomography data and continuing for the
randomized benchmarking data, p-value results for the Chi-square test become less
reliable since there are fewer quantum process tomography (QPT) and randomized
benchmarking (RB) data points compared to the calibration data. There are fewer
data points for QPT and RB because a) data collection for these characteristics began
later than the calibration data collection, and b) QPT and RB data points often take
longer to collect, as explained in Section 3.3.1. Accordingly, the following discussion
focuses on distribution types rejected by both the Chi-square test and the KS test.

In Table 12, for quantum process tomography on the X gate (QPTX), the Birn-
baum Saunders, exponential, gamma, Generalized Pareto, half-normal, inverse Gaus-
sian, lognormal, Nakagami, normal, Rayleigh, and Rician distributions are rejected
by both the Chi-square and the KS tests. For quantum process tomography on the H
gate (QPTH), only the inverse Gaussian distribution is rejected by both tests. It is
possible others would also be rejected, but for several of the distribution types, there
are too few data points for the Chi-square test to make a determination. For quantum
process tomography on the CX gate (QPTCX) and the SWAP gate (QPTSWAP),
the Birnbaum Saunders, exponential, gamma, half-normal, inverse Gaussian, lognor-
mal, Nakagami, normal, Rayleigh, and Rician distributions are rejected by both tests.
None of the distribution types are rejected by both tests for quantum process tomog-
raphy on the CCX and CSWAP (QPTCCX and QPTCSWAP) gates, but the reason
is likely because there are too few data points to make a determination with the

Chi-square test in many cases.
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In Tables 13 and 14, the p-values for one-qubit randomized benchmarking metrics
with one seed of data (Seed 0) are presented. For fidelity, the Birnbaum Saunders,
exponential, generalized Pareto, half-normal, inverse Gaussian, lognormal, Nakagami,
and Rayleigh distribution types are rejected. For the a parameter, the exponential,
extreme value, generalized Pareto, half-normal, normal, and Rayleigh distributions
are rejected. It should be noted that the generalized Pareto distribution is rejected by
both tests, but it is selected as the best-fit distribution by the negative log-likelihood
and all three information criteria (AIC, AICc, and BIC). This discrepancy is discussed
in Section 4.3.1.3. For the a parameter, both tests reject the exponential, gamma,
generalized Pareto, half-normal, lognormal, Nakagami, normal, Rayleigh, and Rician
distributions. For the b parameter, both tests reject the exponential, gamma, gen-
eralized Pareto, half-normal, Nakagami, normal, and Rayleigh distributions. For the
err_a parameter, both tests reject the exponential, extreme value, half-normal, logis-
tic, Nakagami, normal, Rayleigh, Rician, and ¢ location-scale distributions. For the
err_a parameter, both tests reject the exponential, extreme value, generalized Pareto,
half-normal, and Rayleigh distributions. For the err_b parameter, both tests reject
the exponential, extreme value, half-normal, logistic, Nakagami, normal, Rayleigh,
Rician, and ¢ location-scale distributions.

After calculating the one-qubit randomized benchmarking metrics with four ad-
ditional seeds of data, fewer distribution types are rejected. In Tables 15 and 16,
the p-values for one-qubit randomized benchmarking metrics with five seeds of data
(Seed 4) are presented. For fidelity, only the inverse Gaussian distribution is rejected
by both tests. For the a parameter, both tests reject the exponential, generalized
Pareto, half-normal, and Rayleigh distributions. With five seeds of data, the gener-
alized extreme value is selected as the best fit distribution instead of the generalized

Pareto distribution for one seed of data, so the p-value tests do not reject the best-fit
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distribution type as was the case for one seed of data. For the a parameter, both tests

reject the generalized Pareto and Rayleigh distributions. For the b parameter, both

tests reject the Birnbaum Saunders, gamma, generalized Pareto, inverse Gaussian,

lognormal, and Rayleigh distributions.

For the err_a parameter, both tests reject

the extreme value, half-normal, normal, Rayleigh, and Rician distributions. For the

err_a parameter, both tests reject the exponential, generalized Pareto, half-normal,

and Rayleigh distributions.

value, half-normal, normal, Rayleigh, and Rician distributions.

For the err_b parameter, both tests reject the extreme

Fid.

a

Chi2
Birnbaum
Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized
Extreme Value
Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic

KS

0 051

Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale

Weibull

Chi2

0154

Lzl s e
o

OO .97

KS

0312 0.052 | 0.391 | 0.055 | 0.391

Table 13: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 1-Qubit Randomized Benchmarking Characteristic, Seed 0, Part 1. The
red cells indicate distribution types rejected at the significance level of v = 0.05.
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Birnbaum Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized Extreme Value
Generalized Pareto
Half-Normal
Inverse Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale
Weibull

Table 14: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 1-Qubit Randomized Benchmarking Characteristic, Seed 0, Part II. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

For two-qubit randomized benchmarking metrics, both tests reject fewer distri-
bution types compared to the one-qubit randomized benchmarking metrics. There
are fewer data points collected for the two-qubit randomized benchmarking metrics
compared to the one-qubit randomized benchmarking metrics, which prevents the
Chi-square test from making a determination for many distribution types.

In Tables 17 and 18, the p-values for two-qubit randomized benchmarking metrics
with one seed of data (Seed 0) are presented. For fidelity, none of the distribution
types are rejected by both metrics. For the a parameter, both tests reject the Rayleigh
distribution type. For the o parameter, both tests reject the Birnbaum Saunders,
gamma, lognormal, Nakagami, normal, and Rician distribution types. For the b

parameter, none of the distribution types are rejected by both tests. For the err_a and
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Birnbaum
Saunders 0.200

Bun -
Exponential - ‘-
Bxtreme Value -

Gamma ) ‘ 0.200

Generalized
Extreme Value 0.067 | 0.440 0.584

Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale
Weibull 0.155 | 0.292 | 0.292 | 0.148 | 0.133 | 0.594 | 0.105 | 0.290

Table 15: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 1-Qubit Randomized Benchmarking Characteristic, Seed 4, Part I. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

err_b parameters, both tests reject the exponential, generalized Pareto, half-normal,
Rayleigh, and ¢ location-scale distributions. For the err_a parameter, both tests
reject the extreme value distribution in addition to the distribution types rejected for
the err_a and err_b parameters.

As observed with the one-qubit randomized benchmarking metrics, there are fewer
distribution types rejected after the two-qubit randomized benchmarking metrics are
calculated with four additional seeds of data. In Tables 19 and 20, the p-values

for two-qubit randomized benchmarking metrics with five seeds of data (Seed 4) are
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err_a err_o err_b
Chi2 | KS | Chi2 | KS | Chi2 | KS
Birnbaum Saunders 0.168 | 0.389 | 0.264 | 0.687 | 0.094 | 0.367
Burr 0.499 | 0.917 | 0.284 | 0.921 | 0.458 | 0.868
Exponential
Extreme Value
Gamma 0.131 | 0.344 | 0.318 | 0.660 | 0.161 | 0.361
Generalized Extreme Value | 0.389 | 0.883 | 0.157 | 0.908 | 0.380 | 0.854
Generalized Pareto ‘ 0.386
Half-Normal
Inverse Gaussian 0.174 | 0.485 | 0.265 | 0.686 | 0.169 | 0.341
Logistic 0.143 | 0.161 | 0.437 | 0.764 | 0.114 | 0.173
Loglogistic 0.289 | 0.864 | 0.414 | 0.866 | 0.240 | 0.813
Lognormal 0.214 | 0.661 | 0.252 | 0.700 | 0.163 | 0.609
Nakagami
Normal
Rayleigh
Rician 0.339 | 0.554
t Location-Scale 0.060 | 0.214 | 0.313 | 0.772 | 0.084 | 0.211
Weibull 0.148 | 0.370 | 0.071 | 0.464 | 0.130 | 0.416

Table 16: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 1-Qubit Randomized Benchmarking Characteristic, Seed 4, Part II. The
red cells indicate distribution types rejected at the significance level of a = 0.05.

presented. For fidelity and the a and « parameters, none of the distribution types
are rejected by both tests. For the b parameter, both tests reject only the inverse
Gaussian distribution. This rejection is extremely odd, since the normalized median
value of the AICc and BIC metrics indicate that the inverse Gaussian is the best-fit
distribution type. For the err_a parameter, both tests reject the exponential, extreme
value, and half-normal distribution types. For the err_a parameter, both tests reject
the exponential, extreme value, generalized Pareto, half-normal, Nakagami, normal,
Rayleigh, and Rician distributions. For the err_b parameter, both tests reject the
exponential, generalized Pareto, half-normal, and Rayleigh distributions.

Again, for three-qubit randomized benchmarking metrics, the Chi-square test can-

not make a determination for many distribution types since there are fewer data
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Birnbaum
Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized
Extreme Value
Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale

Weibull

Table 17: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 2-Qubit Randomized Benchmarking Characteristic, Seed 0, Part I. The
red cells indicate distribution types rejected at the significance level of a = 0.05.

points.

In Tables 21 and 22, the p-values for three-qubit randomized benchmarking met-
rics with one seed of data (Seed 0) are presented. For fidelity, none of the distribution
types are rejected by both metrics. For the a parameter, both tests reject the half-
normal distribution. For the o parameter, both tests reject the Birnbaum Saunders,
extreme value, gamma, inverse Gaussian, logistic, loglogistic, lognormal, Nakagami,
normal, Rician, ¢ location-scale, and Weibull distributions. For the b parameter, none

of the distribution types are rejected by both tests. For the err_a and err_a param-
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err_a err_a err_b
Chi2 KS Chi2 KS Chi2 KS
Birnbaum Saunders 0.093 | 0.563 | 0.499 | 0.112 | 0.238 | 0.854

Burr 0.568 | 0.882 | 0.849 | 0.825 | 0.215 | 0.930
Exponential ‘ ‘ ‘ ‘

Extreme Value ‘ 0.360

Gamma 0.068 | 0.515 | 0.343 | 0.079 | 0.252 | 0.847

Generalized Extreme Value | 0.296 | 0.814 | 0.804 | 0.791 | 0.179 | 0.924
Generalized Pareto
Half-Normal
Inverse Gaussian 0.093 | 0.570 | 0.513 | 0.131 | 0.238 | 0.851
Logistic 0.122 | 0.666 | 0.449 | 0.093 | 0.288 | 0.871
Loglogistic 0.169 | 0.796 | 0.791 | 0.633 | 0.359 | 0.907
Lognormal 0.097 | 0.598 | 0.528 | 0.236 | 0.266 | 0.874
Nakagami
Normal
Rayleigh
Rician
t Location-Scale
Weibull

Table 18: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 2-Qubit Randomized Benchmarking Characteristic, Seed 0, Part II. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

eters, both tests reject the exponential, extreme value, half-normal, logistic, normal,
Rayleigh, and Rician distributions. It is noteworthy that for the err_a parameter,
the KS test rejects all distribution types, and for the err_a parameter, the KS test
rejects all distribution types except for the Burr distribution. It is likely that these
rejections are due to the small number of data points compared to one-qubit and
two-qubit randomized benchmarking. For the err_b parameter, both tests reject the
exponential, generalized Pareto, and half-normal distributions.

In Tables 23 and 24, the p-values for three-qubit randomized benchmarking met-
rics with five seeds of data (Seed 4) are presented. For fidelity, none of the distri-
bution types are rejected by both tests. For the a parameter, both tests reject the

extreme value, normal, Rayleigh, Rician, and Weibull distributions. For the a pa-
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‘ Fid. a ‘ o b
KS KS KS
0.244 0.204 0.057
Saunders
Bure [N 0.907 | 0,106 | 0555 | 0.135 | 0,806 0.163.
Exponential - - -
Extreme Value | 0.326 [ 0.551 | 0.133
Gamna OO o' o -5 (00NN
Generalized
Extreme Value 0.362
Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic
Loglogistic .
Lognormal ‘ ‘ 0.062
Notagons N 005 MR 010 NARRRY 000
Normal | 0.211 | | 0.063
Rayleigh -
Rician 0.058 | 0.356 [ 0.228 | | 0.062 |
t Location-Scale | 0.083 | 0.672 ‘
Weibull 0.318 | 0.624 0.499 | 0.129 | 0.328

Table 19: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 2-Qubit Randomized Benchmarking Characteristic, Seed 4, Part I. The
red cells indicate distribution types rejected at the significance level of a = 0.05.

rameter, both tests reject the Birnbaum Saunders, extreme value, gamma, generalized
extreme value, inverse Gaussian, logistic, loglogistic, lognormal, Nakagami, normal,
Rician, and Weibull distributions. For the b parameter, none of the distribution types
are rejected by both tests.

For the err_a and err_a parameters, the Chi-square test is able to make a deter-
mination for almost all distribution types. This is contrasted with results for Seed
0, where the Chi-square test was unable to make a determination for most of the

distribution types. Since the number of data points is the same for Seed 0 as for
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err_a err_a err_b
Chi2 KS Chi2 KS Chi2 KS
Birnbaum Saunders 0.151 | 0.587 | 0.123 | 0.163 | 0.247 | 0.762

Burr 0.298 | 0.896 | 0.270 | 0.875 | 0.168 | 0.921
Exponential

Extreme Value 0.320

Gamma 0.147 | 0.446 | 0.058 | 0.114 | 0.249 | 0.767

Generalized Extreme Value | 0.212 | 0.872 | 0.150 | 0.826 | 0.170 | 0.894
Generalized Pareto

Half-Normal

Inverse Gaussian 0.199 | 0.608 | 0.139 | 0.227 | 0.246 | 0.767
Logistic 0.070 | 0.468 | 0.146 | 0.129 | 0.255 | 0.854
Loglogistic 0.341 | 0.839 | 0.442 | 0.665 | 0.312 | 0.875
Lognormal 0.246 | 0.674 | 0.219 | 0.342 | 0.240 | 0.780
Nakagami
Normal
Rayleigh
Rician -

t Location-Scale 0.283
Weibull

Table 20: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 2-Qubit Randomized Benchmarking Characteristic, Seed 4, Part II. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

Seed 4, this behavior suggests that the parameter error limits for a and « are closer
in value, such that the binning function of the Chi-square test produces better results.
For the err_a parameter, both tests reject the exponential, extreme value, general-
ized Pareto, half-normal, normal, Rayleigh, and Rician distributions. For the err_a
parameter, both tests reject the exponential, extreme value, generalized Pareto, half-
normal, Nakagami, normal, Rayleigh, and Rician distributions. For err_b, both tests

reject the exponential, generalized Pareto, and half-normal distributions.

Negative Log-Likelihood (NLL), Akaike’s Information Criterion (AIC),
Corrected AIC (AICc), and Bayesian Information Criterion (BIC) The re-

sults for the NLL, AIC, AICc, and BIC, metrics are presented for each characteristic
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Fid. a ‘ o ‘ b

Birnbaum
Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized
Extreme Value
Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale

Weibull

Table 21: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 3-Qubit Randomized Benchmarking Characteristic, Seed 0, Part I. The
red cells indicate distribution types rejected at the significance level of a = 0.05.

in Tables 25 through 132. For each metric, three numbers are reported for each dis-
tribution type. The first number, the normalized average value, is the metric’s weight
averaged across all qubits/links for the given distribution type. The second number is
the count of qubits/links that have the lowest metric value for the distribution type.

The third number is the percentage corresponding to the count.

Calibration Characteristics For T1, the generalized extreme value
(GEV) distribution is the best-fit distribution type as determined by NLL. The

Weibull distribution is the best-fit distribution type as determined by AIC, AICc, and
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Birnbaum Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized Extreme Value
Generalized Pareto
Half-Normal
Inverse Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale
Weibull

Table 22: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 3-Qubit Randomized Benchmarking Characteristic, Seed 0, Part II. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

BIC, respectively. The similarities between the collected T'1 data for ibmq_poughkeepsie
Q00 and the corresponding GEV and Weibull distribution models can be observed in
Table 27. The GEV distribution probability density function is given by the expres-

sion,

Flalk, 1, 0) = %exp - (1 + M)'i <1 4 M)li o (25)

g

for 1+ @ > 0, where k is the shape parameter, ¢ > 0 is the scale parameter,
and p is the location parameter [17, 18]. When k£ < 0 (Type III case of the GEV
distribution), the Weibull distribution family is obtained [48]. For T1, 98.6% of all

qubits are Type III. The Weibull distribution probability density function is given by

112



Birnbaum
Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized
Extreme Value
Generalized
Pareto
Half-Normal
Inverse
Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale

Weibull

Table 23: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 3-Qubit Randomized Benchmarking Characteristic, Seed 4, Part I. The
red cells indicate distribution types rejected at the significance level of a = 0.05.

f(za,b) = g (g)blexp (- (g)b) : (26)

where a > 0 is the scale parameter and b > 0 is the shape parameter [36, 37]. Thus, the

the expression,

results observed from NLL, AIC, AICc, and BIC, are consistent with each other. Since
AIC, AICc, and BIC penalize models with more parameters (the Weibull distribution
used by MATLAB only has two parameters, while the GEV distribution has three
parameters), it follows that AIC, AICc, and BIC indicate the Weibull distribution as

a better distribution type than the GEV distribution.
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err_a ‘ err_o ‘ err_b
Chi2 Chi2 | KS
0.435 0.233 | 0.658
0.178 0.191 | 0.890

Birnbaum Saunders
Burr
Exponential
Extreme Value
Gamma
Generalized Extreme Value
Generalized Pareto
Half-Normal
Inverse Gaussian
Logistic
Loglogistic
Lognormal
Nakagami
Normal
Rayleigh
Rician
t Location-Scale
Weibull

Table 24: p-values for the Chi-Square Goodness-of-Fit Test and Kolmogorov-Smirnov
Test for Each 3-Qubit Randomized Benchmarking Characteristic, Seed 4, Part II. The
red cells indicate distribution types rejected at the significance level of o = 0.05.

For T2, the GEV distribution is again selected as the best-fit distribution type
as determined by NLL. The extreme value (EV) distribution and the Weibull distri-
bution are selected as best-fit distribution types by equal AIC and BIC counts. The
similarities between the collected T2 data for ibmq_poughkeepsie Q00 and the cor-

responding GEV, EV, and Weibull distribution models can be observed in Table 27.

The EV distribution probability density function is given by the expression,

F(ala,b) = (%) exp (%) exp (—exp (%)) , (27)

where p is the location parameter, and o > 0 is the scale parameter [12, 13]. The EV

distribution has larger AIC, AICc, and BIC weights than the Weibull distribution.
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However, the difference in weights is insignificant in this context since the Weibull
distribution family is obtained when the data points are bounded below in the EV
distribution (T2 data points are bounded below by zero) [4]. Since the EV distribu-
tion and Weibull distribution each have only two parameters (compared to the GEV
distribution’s three parameters), it follows that the information criteria favored the
EV and Weibull distribution types almost equally.

The Weibull distribution is a lifetime distribution model used for reliability and
failure times [3]. Nevertheless, it is initially surprising that the best-fit distribution
type for the T1 and T2 characteristics is a Weibull distribution rather than the expo-
nential distribution. T1 times are measured by repeatedly initializing a qubit to the
excited state, and then taking measurements after an increasing time ¢ to determine
the survival probability of remaining in the excited state. The probability follows
the exponential decay of exp(—t/7T'1). T2 times are measured using a Hahn echo
experiment, and like the T1 times, the survival probability follows the exponential
decay of exp(—t/T2) [6, 9]. Thus, when all measurements of a qubit’s excited states
occur within the short span of time (seconds) required to perform the calibration,
the survival function is an exponential decay. The corresponding hazard function is
constant, indicating that a qubit under nearly constant conditions has a constant rate
of failure. For the data points represented in this work, however, the T1 coherence
times are collected daily over spans of several weeks. The T1 values change daily,
which suggests daily environmental noise variations, temperature variations, and (less
likely) device variations (due to junction aging, for example [102, 161]). As a result
of the daily variations, the probability that a prepared qubit would remain in the ex-
cited state over time resembles the survival function of a Weibull distribution rather
than an exponential distribution. The Weibull distribution model can be compared

to the exponential distribution model in Table 27. When the shape parameter of a
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Weibull distribution is equal to 1, the exponential distribution with a constant hazard
function is obtained. However, when the shape parameter of a Weibull distribution
is greater than 1 (as was determined to be the case for all of the T1 and T2 distri-
butions), the hazard rate increases over time, indicating that a qubit under changing

qubit conditions becomes more likely to fail over time [166].
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Table 27: Distribution Model Analysis for ibmq_poughkeepsie Q00 T1 and T2 Coher-
ence Times. In the left column, the probability density functions for the exponential,
EV (for T2), GEV, and Weibull distribution models are plotted on top of the his-
togram of the collected data. The histogram is normalized so that the area of each
bar is the relative number of observations. In the right column, the survival functions
for the exponential, EV (for T2), GEV, and Weibull distribution models are plotted
on top of the proportion of collected data observations above a given coherence time.

Like T1 and T2 coherence times, qubit decoherence primarily drives single-qubit
gate errors. For T1 and T2 coherence times, interactions with environmental noise
dominate the decoherence. For single-qubit gate errors, however, the dominant source
of decoherence is caused by interactions with the driving fields inducing leakage out-
side the qubit subspace and inducing phase shifts from the presence of other levels [54].
For multi-qubit gate errors, crosstalk is an additional source of decoherence [119].

Similar to T1 and T2 coherence times, the GEV distribution emerged as the
best distribution type for both single-qubit gate error rates and multi-qubit gate

error rates, as determined by all four metrics (see Tables 28 and 29). Unlike T1
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and T2 coherence times, however, the shape parameter is positive for 87.1% of all
the single-qubit gate error distributions and 87.0% of all the multi-qubit gate error
distributions, indicating the Type II (Fréchet) case of the GEV distribution. The

Fréchet distribution probability density function is given by the expression,

f(z]a,b) = ab(az)"** exp(—(az)™?), (28)

where x is positive, a > 0 is the scale parameter, and b > 0 is the shape parame-
ter [72]. The main application of the Fréchet distribution, also known as the Inverse
Weibull distribution, is to model maximum values in a data set [14]. More specifi-
cally, in reliability engineering, “when a failure is related to the maximum value of
a critical non-negative variable, this generative mechanism can be considered” [72].
In many reliability engineering cases, this “critical non-negative variable” is time. In
the context of single-qubit and multi-qubit gate error rates, the error rates are deter-
mined by randomized benchmarking [32, 38, 112]. After a sequence of Clifford gates,
the probability that a qubit returns to its initial state reduces exponentially as the
number of gates in the sequence increases according to an exponential decay function
Aa™ + B, where m is the number of Clifford gates. The single-qubit and multi-qubit
gate error rates are extracted from the exponential decay. Thus, the concept of time
in this context is measured by gate count, and the failure rate increases exponen-
tially in relation to gate count. Because failure rate is a measure of the number of
failures per gate count, failure rate and gate count have an inverse relationship. As
such, each data point (again collected under changing conditions over spans of sev-
eral weeks) represented in the distribution corresponds to an inverse “time” to failure.
Whereas datapoints for T1 and T2 coherence times correspond to time to qubit fail-
ure and result in a Weibull distribution, datapoints for the single-qubit gate error

rates correspond to an inverse gate count to failure and result in the Inverse Weibull
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distribution. The similarities and differences between the collected single-qubit gate
error rates for ibmq_poughkeepsie Q00, the collected multi-qubit gate error rates for
ibmq_poughkeepsie link Q00-Q01, and the corresponding GEV (Type II) and Weibull

distribution models can be observed in Table 30.
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Probability Density Function Survival Function

1p,
1 Collected Data 2 % o Collected Data
GEV (k=0.4, ¢=04, p=1.1) = GEV (k=0.4, 0=04, p=1.1)
—I ,,,,,,,,,, Weibull (A=1 8, B=17) 508 3 0 | Weibull (A=1.8, B=1.7)
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Table 30: Distribution Model Analysis for ibmq_poughkeepsie Q00 Single-Qubit Gate
Error Rates and ibmq_poughkeepsie Q00-Q01 Multi-Qubit Gate Error Rates. In the
left column, the probability density functions for the GEV and Weibull distribution
models are plotted on top of the histogram of the collected data. The histogram is
normalized so that the area of each bar is the relative number of observations. In the
right column, the survival functions for the GEV and Weibull distribution models
are plotted on top of the proportion of collected data observations above a given
single-qubit gate error rate.

There are two dominant sources of readout errors. The first source is excited-
state-to-ground-state (T1) decoherence events that occur during qubit measurement
from environmental noise. Additional noise from the control equipment is filtered and
attenuated to become negligible [79]. Because noise causes measurement uncertainty
in distinguishing between the excited state and the ground state, readout signals
are acquired for a long period of time to improve measurement contrast, but a long

measurement time increases the chance of decoherence during measurement [70]. The
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second source is the small probability of measuring the opposite value due to the fact
that there is overlap in the measurement probability distributions corresponding to
the ground and first excited states [122]. It should be noted that multilevel encoding
has been proposed and tested as a method to nearly eradicate readout errors [70, 97],
but it has not been implemented in the IBM systems available to users as of the
time of writing this dissertation. While gate operations can induce qubit errors by
interactions with the drive field, readout operations are conducted with a power low
enough to avoid spurious qubit transitions, thus avoiding many of the types of errors
incurred in measurements for gate error rates [113].

Results for readout errors are less straight-forward than results for coherence times
and gate error rates. The two types of distributions with the best fit are the Burr
distribution, as determined by the normalized average values for each metric, and
the GEV distribution, as determined by the counts and percentages for each metric.
The comparisons between the collected readout error rates for ibmq_poughkeepsie
Q00 and the corresponding Burr and GEV distribution models can be observed in
Table 32. The Burr distribution is a flexible distribution well suited for a large variety
of applications. The Burr distribution probability density function is given by the

expression,

ke (z c—1
f(zla,c, k) = & (a) (29)

where z is positive, ¢ > 0 and k£ > 0 are shape parameters, and a > 0 is the scale
parameter [8].

The results in Table 31 indicate that the GEV distribution is the best model for
a greater number of qubits, but when the Burr distribution is the best model, it is
a much better model than the GEV distribution model. Upon inspecting the Burr
distribution models, ¢ > 1 (unimodal) describes 100% of the distributions [139]. How-

ever, analyzing the GEV distribution models reveals a mixture of shape parameter
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values. Analyzing the distributions for which the GEV distribution is the best fit,
k > 0 (GEV Type II case — Fréchet distribution) is found for 52.1% of the distribu-
tions, and £ < 0 (GEV Type III case — Weibull distribution) is found for 47.9% of
the distributions.

A visual inspection of the parameter values for the Burr and GEV distribution
types in Figure 28 reveal parameter clustering behaviors. For the Burr distribution,
the densest clusters occur for approximately 3 < ¢ < 30,0 < a < 0.15,and 0 < k < 3.
For the GEV distribution, the densest clusters occur for approximately —0.4 < k <
0.6,0<0<0.2,and 0 < p <0.1. There are also a few surprising secondary clusters,
particularly for the p parameter of the GEV distribution. The secondary clusters are
largely comprised of qubits for which the GEV distribution is rejected with o = 0.05.
Oddly, many of the data points for which the distribution type is rejected are also
located within the primary clusters. The most significant observation is that the k-
parameter cluster for the GEV distribution is roughly centered around k& = 0, which
makes interpretation of the results difficult since £ = 0 is the key parameter value
that determines whether the distribution is considered Type I, II, or III.

Much more analysis is required to fully understand and interpret these results.
In particular, future study is required a) to understand the extent to which a GEV
distribution with £ = —0.4 is different from a GEV distribution with £ = 0.6, b) to
determine what qubit properties lead the Burr distribution to be a much better fit
for the occasions that it is a better fit than the GEV distribution, c) to learn what
causes the secondary clusters for the GEV p parameter, and d) to understand why
some datapoints within the primary clusters have a p-value that causes distribution
type rejection. For the purposes of this paper, however, it is sufficient to identify that

the readout error rates do not follow a normal distribution.
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Probability Density Function Survival Function

1 [ Collected Data "3 " ©  Collected Data
GEV (k=03, 0=07, ;=3.1) = % GEV (k=03, 0=07, y=3.1)
~~~~~~~~~~ Bur (0=2.8, c=12.3,k=0.3) 508 e BUIT (=28, ©=12.3, k=0.3)
0.8 2
o 06 b
o U
0.6 5 &4
® &
0.4 c 04 oY
S N
0.2 ., go2 o
L Mihs 1 . | F _—
Readout 0 2 4 [ 8 10 0 2 4 6 8 10
Error Readout Error Rate (x10 %) Readout error rate (x10 %)
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Table 32: Distribution Model Analysis for ibmq_poughkeepsie Q00 Readout Error
Rates. In the left column, the probability density functions for the GEV and Burr
distribution models are plotted on top of the histogram of the collected data. The
histogram is normalized so that the area of each bar is the relative number of observa-
tions. In the right column, the survival functions for the GEV and Burr distribution
models are plotted on top of the proportion of collected data observations above a
given readout error rate.

Quantum Process Tomography Performing distribution analysis on
each of the quantum process tomography characteristics reveals many interesting re-
sults that are highly recommended for a future direction of study. The main purpose
of this section is to determine whether or not the quantum process tomography char-
acteristics are normally distributed, and results show that the characteristics are not
normally distributed. Additionally, this section will give a brief description of the
results for each characteristic along with comments about particularly interesting re-
sults and recommendations for how the characteristics should be further analyzed in
future research.

For quantum process tomography on the X gate (QPTX) and on the Hadamard
gate (QPTH), all metrics select the GEV distribution as the best-fit distribution (see
Tables 33-36). Upon analyzing the GEV distribution, the shape parameter is positive
for 100% of the qubits for QPTX and 97.8% of the qubits for QPTH, indicating the
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Type II (Fréchet) case of the GEV distribution. It is not immediately clear why
this distribution is the best fit for the quantum process tomography characteristics.
Whereas the error rate characteristics from the calibration data are calculated in
part by determining gate count to failure, QPT gate fidelity is not determined by any
type of count to failure. It is simply a measure of the similarity between an ideal
and an experimentally constructed matrix. Exploring other scenarios for which the
Fréchet distribution is an applicable model may provide insight into why the Fréchet

distribution is well-suited for QPTX and QPTH data.
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Probability Density Function Survival Function

~
-

[ Collected Data
=~ = GEV (k=-0.8, 0=0.1, u=0.8)

(o]

o
o

=
o

=
~

S
N

©  Collected Data
= = GEV (k=-0.8, 0=0.1, ;i=0.8)

Proportion above Gate Fidelity

o

02 04 06 08 1

0 0.2 0.4 0.6 0.8 1
QPTX Gate Fidelity Gate Fidelity

o

Table 34: Distribution Model Analysis for ibmq_yorktown Q00 QPTX. In the left
column, the probability density functions for the GEV distribution model is plotted
on top of the histogram of the collected data. The histogram is normalized so that
the area of each bar is the relative number of observations. In the right column, the
survival function for the GEV distribution model is plotted on top of the proportion
of collected data observations above a given X-gate fidelity.
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Probability Density Function Survival Function
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Table 36: Distribution Model Analysis for ibmq_yorktown Q00 QPTH. In the left
column, the probability density function for the GEV distribution model is plotted
on top of the histogram of the collected data. The histogram is normalized so that
the area of each bar is the relative number of observations. In the right column, the
survival function for the GEV distribution model is plotted on top of the proportion
of collected data observations above a given H-gate fidelity.

For quantum process tomography on the CX gate (QPTCX) and the SWAP gate
(QPTSWAP), the GEV distribution and the ¢ location-scale distribution are iden-
tified as the best fit distribution types (see Tables 37-40). For both QPTCX and
QPTSWAP, analysis of the GEV distribution reveals that 60% of the qubits are the
Type III case (Weibull), and 40% are the Type II case (Frechét). It is unsurprising
that the GEV results for QPTCX has more variation compared to QPTX and QPTH,
as QPT on a two-qubit gate involves more sources of noise and error than QPT on
a single-qubit gate. Further investigation should aim to determine whether the same
qubits are identified as Type II or Type III for both QPTCX and QPTSWAP. It
should also aim to determine which properties cause individual sets of qubits to fol-
low a Type II versus a Type III distribution. An initial hypothesis is that the existence
or non-existence of a direct physical link between two qubits might affect the Type
IT or Type III determination. Next steps should repeat this experiment, but separate
the qubit sets into two groups — qubits with a direct physical link between them,

and qubits without a direct physical link between them.
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The t location-scale distribution is a general distribution that models data more
prone to outliers than the normal distribution. The equation for the probability

density function is

(30)

where p is the location parameter, o > 0 is the scale parameter, and v > 0 is the shape
parameter. The ¢ location-scale distribution approaches the normal distribution as v

approaches infinity [34].
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Table 38: Distribution Model Analysis for ibmq_yorktown Q00 QPTCX. In the left
column, the probability density functions for the GEV, ¢ location-scale, and Weibull
distribution models are plotted on top of the histogram of the collected data. The
histogram is normalized so that the area of each bar is the relative number of ob-
servations. In the right column, the survival functions for the GEV, t location-scale,
and Weibull distribution models are plotted on top of the proportion of collected data
observations above a given CX-gate fidelity.
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Probability Density Function Survival Function
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Table 40: Distribution Model Analysis for ibmq_yorktown Q00 QPTSWAP. In the
left column, the probability density functions for the GEV, t location-scale, and
Weibull distribution models are plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival functions for the GEV| ¢ location-scale,
and Weibull distribution models are plotted on top of the proportion of collected data
observations above a given SWAP-gate fidelity.

For quantum process tomography on the CCX gate (QPTCCX) and CSWAP
gate (QPTCSWAP), the generalized Pareto distribution is identified as the best-
fit distribution type (see Tables 41-44). The probability density function for the

generalized Pareto distribution is given by the expression,

Falk, 0, 0) = (%) (1+k“’;0)_1_}“, (31)

where k # 0 is the shape parameter, ¢ is the scale parameter, and 6 is the threshold

parameter for § < z, when k > 0, or for § <z < 0 — o/k when k < 0.

When k = 0, the density is given by the expression,

([0, 0,6) = G) et (32)

for 0 < x [19].

The generalized Pareto distribution is equivalent to the exponential distribution
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when k£ = 0 and 6 = 0, and it is equivalent to the Pareto distribution when &£ > 0 and
0 = o/k. The generalized Pareto distribution models the tails of another distribu-
tion. When the tails decrease exponentially (for example, the normal distribution),
the shape parameter of the generalized Pareto distribution is zero. When the tails
decrease as a polynomial (for example, Student’s t), the shape parameter is positive.
When the tails are finite (for example, Beta), the shape parameter is negative [19].
For 100% of the sets of qubits tested for QPTCCX and QPTCSWAP, the shape
parameter is negative. However, it is unlikely that this information is particularly
meaningful. Referring back to the p-value table for QPTCCX and QPTCSWAP
(Table 12), the KS test rejected the generalized Pareto distribution (the Chi-square
test failed to produce a result). It is clear that the generalized Pareto distribution
is not a good fit, albeit the best fit of the distribution types tested. Inspecting the
probability density functions for QPTCCX and QPTCSWAP in Tables 42 and 44,
respectively, possible bimodal behavior is observed. An initial hypothesis for the
cause of this observed behavior is the existence of direct physical links between some
sets of qubits but not others. Future research should aim to determine the cause for

this behavior.
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Probability Density Function Survival Function
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Table 42: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 QPTCCX.
In the left column, the probability density functions for the generalized Pareto distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival function for the generalized Pareto distribution model
is plotted on top of the proportion of collected data observations above a given CCX-
gate fidelity.
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Table 44: Distribution Model Analysis for ibmq_sydney Q00_-Q01_-Q02 QPTCSWAP.
In the left column, the probability density functions for the generalized Pareto distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations.
In the right column, the survival function for the generalized Pareto distribution

model is plotted on top of the proportion of collected data observations above a given
CSWAP-gate fidelity.

Randomized Benchmarking As with quantum process tomography;,
distribution analysis on each of the randomized benchmarking characteristics uncov-
ers interesting and surprising results for future investigation. Again, the main purpose
of this section is to determine whether or not the randomized benchmarking charac-
teristics are normally distributed. Results show that the randomized benchmarking
characteristics are not normally distributed. A brief description of the results for each
characteristic is provided along with notations for particularly interesting results and
recommendations for future analysis.

For all the randomized benchmarking characteristics, significant investigation and
consideration are needed in future work to understand why the characteristics are
best represented by their respective best-fit distribution types. Many of the best-fit
distribution types are related to reliability, survival rates, and failure rates. However,
except for the fidelity and « characteristics, the analogous relationship between failure

rates and the other randomized benchmarking characteristics is largely obscured. For
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example, the a parameter does not directly describe survival/failure rate, but it just
absorbs state preparation and measurement errors in determining the survival and
failure rate.

For 1-Qubit Randomized Benchmarking Seed 0 Fidelity, the Burr, EV, GEV, and
t location-scale distributions are identified as the best fit (see Tables 45 and 61).
The k parameter of the GEV distribution is negative for 100% of the qubits sets,
indicating the Type III Weibull distribution. It is interesting that the Burr distri-
bution is indicated as a best-fit distribution, since MATLAB could not generate the
Burr distribution for many of the qubits (ibmq_yorktown qubit Q03 is presented in
Table 61 because MATLAB could not generate the Burr distribution for qubits QO00,
QO01, or Q02). Future research should analyze individual qubits to determine which
qubit properties cause some qubits to fit the Burr distribution very well, while the

Burr distribution cannot be generated for others at all.
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Table 46: Distribution Model Analysis for ibmq_yorktown Q03 1-Qubit Seed 0 Fi-
delity. In the left column, the probability density functions for the GEV, Weibull, ¢
location-scale, Burr, and EV distribution models are plotted on top of the histogram
of the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Weibull, t location-scale, Burr, and EV distribution models are plotted on top
of the proportion of collected data observations above a given fidelity.

For 1-Qubit Randomized Benchmarking Seed 0 a, the generalized Pareto distri-
bution is identified as the best-fit distribution (see Tables 47-49). When referring
to Table 13, however, both the Chi-square test and the KS test rejected the gener-
alized Pareto distribution. Thus, although the generalized Pareto distribution is the
best-fit distribution, it is not a good fit. While ibmq_yorktown Q00 in Table 48 does
not provide any insight into why the generalized Pareto distribution is the best fit,
evaluating ibmq_casablanca qubit Q00 does. In the probability distribution function
in Table 49, clear visual evidence of a bimodal distribution exists for this qubit. At
present, it is unclear what potentially causes the qubit’s bimodal behavior. Given
that only one qubit is involved, the presence or absence of physical links between
qubits in qubit sets is not applicable. Future research should investigate what causes
the bimodal behavior. Additionally, this experiment should be repeated for various

types of bimodal distributions to determine the best-fit bimodal distribution types.
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Table 48: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 a. In
the left column, the probability density function for the generalized Pareto distribu-
tion model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival function for the generalized Pareto distribution model
is plotted on top of the proportion of collected data observations above a given a.
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Table 49: Distribution Model Analysis for ibmq_casablanca Q00 1-Qubit Seed 0 a. In
the left column, the probability density function for the generalized Pareto distribu-
tion model is plotted on top of the histogram of the collected data. The histogram is
normalized so that the area of each bar is the relative number of observations. In the
right column, the survival functions for the generalized Pareto distribution model is
plotted on top of the proportion of collected data observations above a given a.

For 1-Qubit Randomized Benchmarking Seed 0 «, the GEV distribution is iden-
tified as the best-fit distribution (see Tables 50 and 51). 98% of the qubits are Type
IIT (Weibull). Looking at the probability density function for ibmq_yorktown qubit

QO00 in Table 51, all values of o are very close to 1. Very little variability exists in

149



the o decay rate; as such, distinguishing between qubits based on this characteristic

alone may prove difficult.
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Probability Density Function Survival Function
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Table 51: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 «. In
the left column, the probability density functions for the GEV and Weibull distribu-
tion models are plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival functions for the GEV and Weibull distribution mod-
els are plotted on top of the proportion of collected data observations above a given
fidelity.

For 1-Qubit Randomized Benchmarking Seed 0 b, the GEV distribution is selected
as the best-fit distribution (see Tables 52 and 53). 97% of the qubits are Type
IIT (Weibull). However, MATLAB could not generate the Weibull distribution for
many of the qubits, including ibmq_yorktown QO0 in Table 53, because many of the
data points are equal to zero. For this reason, the NLL, AIC, etc. metrics for the
Weibull distribution are very low although almost all the qubits are a Type I1I GEV

distribution.
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Probability Density Function Survival Function
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Table 53: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 b. In
the left column, the probability density function for the GEV distribution model is
plotted on top of the histogram of the collected data. The histogram is normalized
so that the area of each bar is the relative number of observations. In the right
column, the survival function for the GEV distribution model is plotted on top of the
proportion of collected data observations above a given b.

For 1-Qubit Randomized Benchmarking Seed 0 err_a, the Birnbaum-Saunders
distribution is identified as the best-fit distribution type (see Tables 54 and 55).
The Birnbaum-Saunders distribution is well-suited as a lifetime model for materials
subject to cyclic patterns of stress and strain, where failure of the material usually
results from the growth of a prominent flaw. The Birnbaum-Saunders distribution

has the probability density function

1 (\/%2\@)2 (\/%+\/§> |

o exp (33)

f(z]B,v) =

where 3 > 0 is the scale parameter and v > 0 is the shape parameter for > 0. [7]
The relationship between the Birnbaum-Saunders distribution and the err_a pa-

rameter is not immediately clear, as the err_a parameter describes the error limits of

the a parameter, which absorbs state preparation and measurement errors in random-

ized benchmarking. Instead, the a parameter has a more direct relationship to cyclic
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patterns of stress and strain. « measures the decay rate, where each Clifford gate
can be considered a cycle of stress. More investigation is necessary to determine the

relationship between the err_a parameter and the Birnbaum-Saunders distribution.
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Probability Density Function Survival Function
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Table 55: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 err_a.
In the left column, the probability density function for the Birnbaum Saunders distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival function for the Birnbaum Saunders distribution model
is plotted on top of the proportion of collected data observations above a given err_a.

For 1-Qubit Randomized Benchmarking Seed 0 err_a, the Burr, GEV, and loglo-
gistic distributions are identified as the best-fit distribution types (see Tables 56
and 57). For the GEV distribution, 72% of the qubits are Type II (Fréchet). The

probability density function for the loglogistic distribution is given by the expression,

eZ

falmo) =21

—_— 34
ox(1+e*)?’ (34)
where £ > 0 and z = %. i > 0 is the mean of logarithmic values and o > 0 is

the scale parameter of logarithmic values. The loglogistic distribution is related to
the Burr distribution when the £ parameter of the Burr distribution equals one. For
the qubit analyzed in Table 57, the k parameter is somewhat close to one at k = 0.6.

The loglogistic distribution is often used in survival analysis to model events with
an initial rate increase followed by a rate decrease [25]. Because err_a describes the
error bounds on the decay rate «, it is not immediately clear how err_a is analogous

to an event with an initial rate increase followed by a rate decrease. It is also presently
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unclear how err_a is analogous to the failure of a critical non-negative variable of the

Fréchet distribution. More investigation is required.
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Probability Density Function Survival Function
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Table 57: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 err_a.
In the left column, the probability density functions for the GEV, Burr, and loglo-
gistic distribution models are plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival functions for the GEV, Burr, and
loglogistic distribution models are plotted on top of the proportion of collected data
observations above a given err_a.

For 1-Qubit Randomized Benchmarking Seed 0 err_b, the Birnbaum-Saunders dis-
tribution is identified as the best-fit distribution (see Tables 58 and 59). Similar to the
err_a parameter, the err_b parameter describes the error limits of the b parameter,
which absorbs state preparation and measurement errors in randomized benchmark-
ing. As a result, the relationship between the Birnbaum-Saunders distribution and

the err_b parameter is presently unclear.
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Probability Density Function Survival Function
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Table 59: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 0 err_b.
In the left column, the probability density functions for the Birnbaum-Saunders distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations.
In the right column, the survival functions for the Birnbaum-Saunders distribution
model is plotted on top of the proportion of collected data observations above a given
err_b.

By comparison to Seed 0, results for 1-Qubit Randomized Benchmarking Seed 4
Fidelity are far more consistent. The GEV distribution is identified as the best-fit
distribution type, with 100% of the qubits falling under the Type III case (Weibull)
(see Tables 60 and 61). Given that the Weibull distribution is often used to model
reliability data, it is unsurprising that fidelity, which describes the reliability of a

sequence of Clifford gates, can be modeled by the Weibull distribution.
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Table 61: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 Fi-
delity. In the left column, the probability density functions for the GEV and Weibull
distribution models are plotted on top of the histogram of the collected data. The
histogram is normalized so that the area of each bar is the relative number of ob-
servations. In the right column, the survival functions for the GEV and Weibull
distribution models are plotted on top of the proportion of collected data observa-
tions above a given fidelity.

For 1-Qubit Randomized Benchmarking Seed 4 a, the bimodal behavior observed
for Seed 0 appears to vanish (see Tables 62 and 63). This is somewhat surprising,
as initial intuition would lead one to believe that the additional seeds of data would
provide more definition to the two modes. Once the reason for the bimodal behavior
observed with Seed 0 has been determined, the disappearance of the bimodal behavior
for Seed 4 should be investigated.

Instead of the generalized Pareto distribution emerging as the best fit (albeit a
terrible fit), the GEV distribution is identified as the best fit by all metrics except
the normalized median value for negative log-likelihood. 70% of the qubits are the

Type II (Fréchet) GEV distribution.
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Probability Density Function Survival Function
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Table 63: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 a. In
the left column, the probability density functions for the GEV and Burr distribution
models are plotted on top of the histogram of the collected data. The histogram is
normalized so that the area of each bar is the relative number of observations. In the
right column, the survival functions for the GEV and Burr distribution models are
plotted on top of the proportion of collected data observations above a given a.

For 1-Qubit Randomized Benchmarking Seed 4 «, results do not change signifi-
cantly from Seed 0. The GEV distribution emerged again as the best-fit distribution,
with 100% of the qubits falling under the Type III (Weibull) distribution (see Ta-
bles 64 and 65). The same is true for 1-Qubit Randomized Benchmarking Seed 4 b,
that the results do not change significantly from Seed 0. All metrics except the BIC
normalized median value identified the GEV distribution as the best-fit distribution
(the EV distribution is selected by the BIC normalized median value), with 97% of
the qubits falling under the Type III (Weibull) distribution (see Tables 66 and 67).
Again, many of the data points are equal to zero, which prevents the MATLAB

algorithm from generating the Weibull distribution.
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Probability Density Function Survival Function
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Table 65: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 «. In
the left column, the probability density functions for the GEV and Weibull distribu-
tion models are plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival functions for the GEV and Weibull distribution models
are plotted on top of the proportion of collected data observations above a given a.
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Probability Density Function Survival Function
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Table 67: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 b. In
the left column, the probability density functions for the GEV and EV distribution
models are plotted on top of the histogram of the collected data. The histogram is
normalized so that the area of each bar is the relative number of observations. In
the right column, the survival functions for the GEV and EV distribution models are
plotted on top of the proportion of collected data observations above a given b.

For 1-Qubit Randomized Benchmarking Seed 4 err_a, results are far less consistent
than Seed 0. This is surprising, since initial intuition would cause one to expect the
additional data included in Seed 4 to lead to more consistent results than Seed 0.
The Burr, inverse Gaussian, loglogistic, and lognormal distributions are selected as
best-fit distributions (see Tables 68 and 69). The probability density function of the

inverse Gaussian distribution is given by the expression,

A A
Flali N =\ s 0 (=5 - 0?) (39

where ;1 > 0 is the scale parameter, and A > 0 is the shape parameter.

The inverse Gaussian distribution models non-negative positively skewed data [21].
Accordingly, the inverse Gaussian appropriately models err_a, which describes the
error limit for the a parameter. The error limit is reported as non-negative data, and
the majority of the error limit data points are close to zero, with few extending much

beyond zero, as observed in the probability density function in Table 69.
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The probability density function of the lognormal distribution is given by the

feluyo) = — exp<‘“0g“)‘“)2>, (36)

expression,

xo\/2m 202
where for x > 0, p is the mean of logarithmic values, and ¢ > 0 is the standard
deviation of logarithmic values. The logarithm of the lognormal distribution has
a normal distribution [26]. Like the inverse Gaussian distribution, the lognormal

distribution models non-negative positively skewed data.
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Table 69: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 err_a.
In the left column, the probability density functions for the Burr, loglogistic, inverse
Gaussian, and lognormal distribution models are plotted on top of the histogram of
the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
Burr, loglogistic, inverse Gaussian, and lognormal distribution models are plotted on
top of the proportion of collected data observations above a given err_a.

For 1-Qubit Randomized Benchmarking Seed 4 err_a, the results differ from Seed
0. The Birnbaum Saunders, GEV, and inverse Gaussian distributions are identified
as the best-fit distribution types (see Tables 70 and 71). For the GEV distributions,
72% of the qubits are identified as Type II (Fréchet). The relationship between
the err_a characteristic and the Birnbaum Saunders and Fréchet distributions are
presently unclear. However, the probability distribution in Table 71 shows that the
data points are non-negative and positively skewed. Thus, it makes sense that the

inverse Gaussian distribution is selected as a best-fit distribution type.
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Table 71: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 err_a.
In the left column, the probability density functions for the GEV, Birnbaum Saunders,
and inverse Gaussian distribution models are plotted on top of the histogram of the
collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Birnbaum Saunders, and inverse Gaussian distribution models are plotted on
top of the proportion of collected data observations above a given err_a.

For 1-Qubit Randomized Benchmarking Seed 4 err_b, results differ from Seed 0.
The Burr distribution and the loglogistic distributions are selected as the best-fit
distribution types (see Tables 72 and 73). Both are well-suited for the non-negative

positively skewed data observed in Table 73.
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Table 73: Distribution Model Analysis for ibmq_yorktown Q00 1-Qubit Seed 4 err_b.
In the left column, the probability density functions for the Burr and loglogistic dis-
tribution models are plotted on top of the histogram of the collected data. The
histogram is normalized so that the area of each bar is the relative number of ob-
servations. In the right column, the survival functions for the Burr and loglogistic
distribution models are plotted on top of the proportion of collected data observations
above a given err_b.

For 2-Qubit Randomized Benchmarking Seed 0 Fidelity, the generalized Pareto
distribution is selected as the best-fit distribution (see Tables 74-76). However, ob-
serving the probability distribution function in Table 75, the generalized Pareto dis-
tribution fits the data poorly, which explains why the KS test p-value rejected this
distribution type (the Chi-square test failed to make a determination) in Table 17.
The generalized Pareto distribution usually indicates bimodal or multi-modal behav-
ior in this work, which can be observed for the qubit pair ibmqg_rome Q00_Q01 in
Table 76.
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Table 75: Distribution Model Analysis for ibmq_yorktown Q00_-QO01 2-Qubit Seed
0 Fidelity. In the left column, the probability density functions for the generalized
Pareto distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival function for the generalized Pareto

distribution model is plotted on top of the proportion of collected data observations
above a given fidelity.

Probability Density Function Survival Function
15 ‘ 15
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Table 76: Distribution Model Analysis for ibmq_rome Q00_Q01 2-Qubit Seed 0 Fi-
delity. In the left column, the probability density functions for the generalized Pareto
distribution model is plotted on top of the histogram of the collected data. The
histogram is normalized so that the area of each bar is the relative number of ob-
servations. In the right column, the survival function for the generalized Pareto

distribution model is plotted on top of the proportion of collected data observations
above a given fidelity.

For 2-Qubit Randomized Benchmarking Seed 0 a, the EV, GEV, and logistic
distributions are selected as the best-fit distribution types (see Tables 77 and 78). For

the GEV distribution, 89% of the qubits are identified as Type III (Weibull). This
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differs significantly from the distributions for 1-Qubit Randomized Benchmarking
Seed 0 a, as the bimodal behavior appears to have vanished. Future work should
investigate the reason for this change.

The probability density function for the logistic distribution is given by the ex-

pression,
exp(“*)

o (1 + exp (%))2

where 4 is the mean and o > 0 is the scale parameter. Compared to the normal

f(zlp, o) =

: (37)

distribution, the logistic distribution has fatter tails and a higher kurtosis [24]. It
is curious that the 2-Qubit Randomized Benchmarking Seed 0 a characteristic shifts
towards a more normal distribution than the 1-qubit counterpart. Future work should

investigate the reason for this shift.
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Probability Density Function Survival Function
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Table 78: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 0
a. In the left column, the probability density functions for the GEV, Weibull, EV,
and logistic distribution models are plotted on top of the histogram of the collected
data. The histogram is normalized so that the area of each bar is the relative number
of observations. In the right column, the survival functions for the GEV, Weibull,
EV, and logistic distribution models are plotted on top of the proportion of collected
data observations above a given a.

For 2-Qubit Randomized Benchmarking Seed 0 «, results are nearly the same as
1-Qubit Randomized Benchmarking Seed 0 and Seed 4 o. The GEV distribution is
identified as the best-fit distribution type, and 100% of the qubit sets are Type III
(Weibull) (see Tables 79 and 80).
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Table 80: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 0 a.
In the left column, the probability density functions for the GEV and Weibull distribu-
tion models are plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival functions for the GEV and Weibull distribution models
are plotted on top of the proportion of collected data observations above a given a.

Results for 2-Qubit Randomized Benchmarking Seed 0 b differ drastically from
the 1-qubit results. The Burr, GEV, logistic, loglogistic, and ¢ location-scale distri-
butions are identified as best-fit distribution types. For the GEV distribution, 80%
of the qubit sets are identified as Type III (Weibull). It is odd that the Burr distri-
bution is identified as a best-fit distribution, since MATLAB could not generate the
Burr distribution for many of the qubit pairs (in Table 82, ibmq_yorktown qubit set
Q00_QO03 is presented because MATLAB could not generate the Burr distribution for
Q00_Q01 and Q00-Q02). Future research should investigate what properties of the

qubit sets lead to different best-fit distribution types.
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Table 82: Distribution Model Analysis for ibmq_yorktown Q00_Q03 2-Qubit Seed 0 b.
In the left column, the probability density functions for the GEV, Weibull, ¢ location-
scale, Burr, loglogistic, inverse Gaussian, and logistic distribution models are plotted
on top of the histogram of the collected data. The histogram is normalized so that
the area of each bar is the relative number of observations. In the right column, the
survival functions for the GEV, Weibull, ¢ location-scale, Burr, loglogistic, inverse
Gaussian, and logistic distribution models are plotted on top of the proportion of
collected data observations above a given b.

For 2-Qubit Randomized Benchmarking Seed 0 err_a, the Birnbaum Saunders,
Burr, and GEV distributions are identified as the best-fit distribution types (see
Tables 83 and 84). For the GEV distribution, 64% of the qubits are identified as
Type IT (Fréchet). As previously stated, more investigation is required to understand

why these distributions best fit the err_a characteristic.
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Probability Density Function Survival Function
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Table 84: Distribution Model Analysis for ibmq_yorktown Q00_-QO01 2-Qubit Seed
0 err_a. In the left column, the probability density functions for the GEV, Burr,
and Birnbaum Saunders distribution models are plotted on top of the histogram of
the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Burr, and Birnbaum Saunders distribution models are plotted on top of the
proportion of collected data observations above a given err_a.

For 2-Qubit Randomized Benchmarking Seed 0 err_a, the GEV distribution is
identified as the best-fit distribution type (see Tables 85 and 86). For the GEV
distribution, 92% of the qubits are identified as Type II (Fréchet). More investigation
is required to understand why the Type II GEV distribution best fits the 2-Qubit

Randomized Benchmarking Seed 0 err_a characteristic.
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Table 86: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 0
err_a. In the left column, the probability density function for the GEV distribution
model is plotted on top of the histogram of the collected data. The histogram is
normalized so that the area of each bar is the relative number of observations. In the
right column, the survival function for the GEV distribution model is plotted on top
of the proportion of collected data observations above a given err_a.

For 2-Qubit Randomized Benchmarking Seed 0 err_b, the Birnbaum Saunders,
GEV, and inverse Gaussian distributions are selected as best fit distributions (see
Tables 87 and 88). For the GEV distribution, 55% of the qubit sets are Type III
(Weibull), and 45% are Type II (Fréchet). Future research should investigate what

properties of the qubit sets cause such diversity in distribution types.
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Probability Density Function Survival Function
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Table 88: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 0
err_b. In the left column, the probability density functions for the GEV, Weibull,
Birnbaum Saunders, and inverse Gaussian distribution models are plotted on top
of the histogram of the collected data. The histogram is normalized so that the
area of each bar is the relative number of observations. In the right column, the
survival functions for the GEV, Weibull, Birnbaum Saunders, and inverse Gaussian
distribution models are plotted on top of the proportion of collected data observations
above a given err_b.

For 2-Qubit Randomized Benchmarking Seed 4 Fidelity, the EV, GEV, and gen-
eralized Pareto distributions are identified as the best-fit distributions (see Tables 89—
91). For the GEV distribution, 98% of the qubits are Type III (Weibull), and for the
generalized Pareto distribution, 100% of the qubit sets have a negative shape param-
eter. When the generalized Pareto distribution is indicated as a best-fit distribution,
it often suggests bimodal behavior exists in some of the qubit sets. Possible bimodal
behavior is observed in the probability density function for ibmq_casablanca Q00_Q02
in Table 91. Future research should investigate to determine if more bimodal behavior

exists, and if so, investigate the qubit properties that cause this behavior.
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Probability Density Function Survival Function
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Table 90: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 4
Fidelity. In the left column, the probability density functions for the GEV, Weibull,
generalized Pareto, and EV distribution models are plotted on top of the histogram
of the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Weibull, generalized Pareto, and EV distribution models are plotted on top of
the proportion of collected data observations above a given fidelity.
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Table 91: Distribution Model Analysis for ibmq_casablanca Q00_Q02 2-Qubit Seed 4
Fidelity. In the left column, the probability density functions for the GEV, Weibull,
generalized Pareto, and EV distribution models are plotted on top of the histogram
of the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Weibull, generalized Pareto, and EV distribution models are plotted on top of
the proportion of collected data observations above a given fidelity.

For 2-Qubit Randomized Benchmarking Seed 4 a, the generalized Pareto distri-
bution is identified as the best-fit distribution type, where the shape parameter is

negative for 100% of the qubits (see Tables 92-94). Bimodal behavior is not observed
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in Table 93, but what appears to be multi-modal behavior is observed in Table 94.
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Probability Density Function Survival Function
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Table 93: Distribution Model Analysis for ibmq_yorktown Q00_QO01 2-Qubit Seed 4 a.
In the left column, the probability density function for the generalized Pareto distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations.
In the right column, the survival function for the generalized Pareto distribution is
plotted on top of the proportion of collected data observations above a given a.
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Table 94: Distribution Model Analysis for ibmq_yorktown Q00_Q03 2-Qubit Seed 4 a.
In the left column, the probability density function for the generalized Pareto distri-
bution model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations.
In the right column, the survival function for the generalized Pareto distribution is
plotted on top of the proportion of collected data observations above a given a.

For 2-Qubit Randomized Benchmarking Seed 4 «, results are very similar to all
previous « results. The GEV distribution is identified as the best-fit distribution, and

100% of the qubits have a Type III (Weibull) distribution (see Tables 95 and 96).
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Table 96: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 4 a.
In the left column, the probability density functions for the GEV and Weibull distribu-
tion models are plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival functions for the GEV and Weibull distribution models
are plotted on top of the proportion of collected data observations above a given a.

For 2-Qubit Randomized Benchmarking Seed 4 b, the GEV distribution is identi-
fied as the best-fit distribution by all metrics except the BIC normalized median value,
which identifies the loglogistic distribution as the best fit (see Tables 97 and 98). Com-
pared to Seed 0, more of the metrics indicate the same best-fit distribution type, but
within the GEV distribution, there is more variation in the qubits. For Seed 0, 80%
of the qubits are Type III (Weibull), but for Seed 4, only 69% of the qubit pairs are
Type III (Weibull). Future work should investigate the reason for this change. The
data points in Table 98 are non-negative and positively skewed, so it is unsurprising

that the loglogistic distribution fits the data well.
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Table 98: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 4
b. In the left column, the probability density functions for the GEV, Weibull, and
loglogistic distribution models are plotted on top of the histogram of the collected
data. The histogram is normalized so that the area of each bar is the relative number
of observations. In the right column, the survival functions for the GEV, Weibull,
and loglogistic distribution models are plotted on top of the proportion of collected
data observations above a given b.

For 2-Qubit Randomized Benchmarking Seed 4 err_a, results are consistent with
Seed 0, but show less variation. This meets expectations, as the greater amount
of Clifford sequences used to produce Seed 4 results should lead to less variation
in the fidelity equations. The Burr distribution, inverse Gaussian distribution, and
loglogistic distributions are identified as best-fit distribution types (see Tables 99
and 100). Each of these distribution types are ideal for the non-negative, positively

skewed data observed in Table 100.
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Probability Density Function Survival Function
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Table 100: Distribution Model Analysis for ibmq_yorktown Q00_Q01 2-Qubit Seed 4
err_a. In the left column, the probability density functions for the Burr, loglogistic,
and inverse Gaussian distribution models are plotted on top of the histogram of the
collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
Burr, loglogistic, and inverse Gaussian distribution models are plotted on top of the
proportion of collected data observations above a given err_a.

For 2-Qubit Randomized Benchmarking Seed 4 err_a, the GEV distribution is
identified as the best fit by all metrics except the NLL normalized median value,
which identified the Burr distribution as the best fit (see Tables 101 and 102). For
the GEV distribution, 91% of the distributions are Type II (Fréchet). In the same
manner as 2-Qubit Randomized Benchmarking Seed 4 err_a, results are consistent

with Seed 0, but show less variation.
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Probability Density Function Survival Function
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Table 102: Distribution Model Analysis for ibmq_yorktown Q00_QO01 2-Qubit Seed
4 err_a. In the left column, the probability density functions for the GEV and
Burr distribution models are plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number
of observations. In the right column, the survival functions for the GEV and Burr
distribution models are plotted on top of the proportion of collected data observations
above a given err_a.

For 2-Qubit Randomized Benchmarking Seed 4 err_b, results are similar to Seed 0,
with the Birnbaum Saunders, GEV, and inverse Gaussian distributions identified as
the best-fit distribution types (see Tables 103 and 104). For the GEV distributions,
59% of the qubit sets are Type III (Weibull) and 41% of the qubit sets are Type II
(Fréchet).
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Table 104: Distribution Model Analysis for ibmq_yorktown Q00_QO01 2-Qubit Seed
4 err_b. In the left column, the probability density functions for the GEV, Weibull,
Birnbaum Saunders, and inverse Gaussian distribution models are plotted on top
of the histogram of the collected data. The histogram is normalized so that the
area of each bar is the relative number of observations. In the right column, the
survival functions for the GEV, Weibull, Birnbaum Saunders, and inverse Gaussian
distribution models are plotted on top of the proportion of collected data observations
above a given err_b.

For 3-Qubit Randomized Benchmarking Seed 0 Fidelity, the NLL metric identify
the GEV distribution as the best-fit distribution, and the other metrics identify the
logistic distribution as the best-fit distribution (see Tables 105 and 106). For the GEV
distribution, 100% of the qubit sets are Type IIT (Weibull). Results are surprisingly
different from 2-Qubit Randomized Benchmarking Seed 0 Fidelity because the multi-
modal behavior seems to vanish. An initial hypothesis for this shift in behavior is: so
many sources of error are involved in 3-qubit gates that fidelity becomes low for all
sets of qubits, regardless of physical configuration. Future research should investigate

the correctness of this hypothesis.
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Table 106: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 Fidelity. In the left column, the probability density functions for the GEV,
Weibull, and logistic distribution models are plotted on top of the histogram of the
collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the
GEV, Weibull, and logistic distribution models are plotted on top of the proportion
of collected data observations above a given Fidelity.

For 3-Qubit Randomized Benchmarking Seed 0 a, the generalized Pareto distribu-
tion is the best-fit distribution type (see Tables 107 and 108). The shape parameter
is positive for 100% of the qubit sets. As with most generalized Pareto best-fit dis-
tributions in this work, bimodal behavior is observed in Table 108. Future research
should investigate the reason for the bimodal behavior and repeat this experiment for

bimodal distribution types.
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Table 108: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 a. In the left column, the probability density function for the generalized
Pareto distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival functions for the generalized Pareto
distribution model is plotted on top of the proportion of collected data observations
above a given a.

For 3-Qubit Randomized Benchmarking Seed 0 «, the GEV distribution is identi-
fied as the best-fit distribution, where 100% of the qubit sets are Type II (Fréchet) (see
Tables 109 and 110). Upon analyzing the probability density function in Table 110,
more bimodal behavior is observed, which explains why the generalized Pareto dis-
tribution is the second-best-fit distribution. However, the fact that the generalized
Pareto distribution is the second-best-fit distribution instead of the best-fit distribu-
tion indicates less bimodal or multi-modal behavior for this characteristic than other
characteristics that exhibit such behavior. Future work should investigate the reason

for reduced bimodal and multi-modal behavior.
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Table 110: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 a. In the left column, the probability density functions for the GEV distribu-
tion model is plotted on top of the histogram of the collected data. The histogram
is normalized so that the area of each bar is the relative number of observations. In
the right column, the survival function for the GEV distribution model is plotted on
top of the proportion of collected data observations above a given a.

For 3-Qubit Randomized Benchmarking Seed 0 b, the Burr, GEV, logistic, and
Rician distribution models are identified as best-fit distributions (see Tables 111

and 112). The Rician probability density function is given by the expression,

0?2 ) o2

f (z]s,0) = I, <x5) ° e (4) (38)

where [ is the zero-order modified Bessel function of the first kind, s > 0 is the
noncentrality parameter, and ¢ > 0 is the scale parameter z > 0. [33]. Rician
distributions are often used to model signal scattering; it would make an interesting

future study to determine what type of relationship exists between the b parameter

and scattering from Clifford gate signals.
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Table 112: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 b. In the left column, the probability density functions for the GEV, Burr,
logistic, and Rician distribution models are plotted on top of the histogram of the
collected data. The histogram is normalized so that the area of each bar is the relative
number of observations. In the right column, the survival functions for the GEV,
Burr, logistic, and Rician distribution models are plotted on top of the proportion of
collected data observations above a given b.

For 3-Qubit Randomized Benchmarking Seed 0 err_a and err_a, the Birnbaum
Saunders and Burr distributions are identified as best-fit distributions(see Tables 113
116). Much investigation is needed for these characteristics. In the probability density
functions in Tables 114 and 116, it can be seen that a) the Burr distribution is omitted
because MATLAB could not fit the distribution to the data, and b) many of the data
values seem unreasonable. Most data points are near zero, but several data points
are several orders of magnitude larger. The data should be investigated to determine
if these seemingly anomalous values are outliers or if they are actually characteristic

of qubit set behavior.

215



"(s)od 4y wornqruisIp 14-180q oY)
9)ROIPUL S[[9D WIS O, "D~ LLd () POOS SUINIRWDUOE PIZIWOPURY] 1INY)-¢ 10] SYNSOY DI Pue DDIV ‘DIV “TIN €171 o[qel,

%00 0 0000 | %00 0 0000 | %00 0 0000 | %070 0 0000 MMM
oTeo
%9°¢ ¢ 0000 | %9°€¢ 8 0000 | %9°€¢ e 0000 | %9°€¢ 8 000°0 gost%q )
%0°0 0 0000 | %00 0 0000 | %00 0 0000 | %0°0 0 000°0 ueITY
%00 0 0000 | %00 0 0000 | %0°0 0 0000 | %00 0 0000 | USwrdey
%00 0 0000 | %00 0 0000 | %00 0 0000 | %070 0 000°0 [BULION
%00 0 0000 | %00 0 0000 | %0°0 0 0000 | %070 0 0000 | TuregeseN
%00 0 0000 | %00 0 0000 | %00 0 0000 | %070 0 0000 | [ewouso]
%00 0 0000 | %00 0 0000 | %0°0 0 0000 | %00 0 0000 | ousigordory
%00 0 0000 | %00 0 0000 | %00 0 0000 | %00 0 0000 | oustso
: : : : : . : . ueIsses)
%SG g 0000 | %S¢ g 0000 | %SG g 0000 | %SG g 000°0 osToAT]
%00 0 0000 | %00 0 0000 | %0°0 0 0000 | %00 0 000°0 | [BWION-JTeH
0jlaJ1e
%00 0 0000 | %00 0 0000 | %00 0 0000 | %070 0 000°0 wgmgm@w
oN[eA
%LTL | L 0000 | %Lel | L 0000 | %Lel| L 0000 | %S¥PT | 8 0000 | OUIIXF
@@NS@M@Q@U
%00 0 0000 | %00 0 0000 | %00 0 0000 | %00 0 0000 | eururen
onJe
%00 0 0000 | %00 0 0000 | %00 0 0000 | %070 0 000°0 @a@wp\wm
%00 0 0000 | %00 0 0000 | %0°0 0 0000 | %00 0 000°0 | [erueuodxy
%E"LT %E"LT %¢E LG %E LG rmeg
) sIopuneg
9Te"0 wmnequaryg
onfeA
PN
"WLION
o1d DIV DIV POOYI[Y1[-30T dATIR30N

216



Probability Density Function Survival Function
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Table 114: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 err_a. In the left column, the probability density function for the Birnbaum
Saunders distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival functions for the Birnbaum Saunders
distribution model is plotted on top of the proportion of collected data observations
above a given err_a.
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Table 116: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 err_a. In the left column, the probability density functions for the Birnbaum
Saunders distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival function for the Birnbaum Saunders
distribution model is plotted on top of the proportion of collected data observations
above a given err_a.

For 3-Qubit Randomized Benchmarking Seed 0 err_b, the gamma, GEV, loglo-
gistic, and Nakagami distributions are selected as the best-fit distributions (see Ta-
bles 117 and 118). For the GEV distribution, 56% of the qubit sets are Type III
(Weibull), and 44% are Type II (Fréchet). The gamma distribution is commonly
used when the data has a natural minimum of zero (the amount of error on the
b parameter has a natural minimum of zero) [16]. The gamma probability density

function is given by the expression,

1

b) = e 39
f($‘a7 ) baF(a)x et ? ( )
where a > 0 is the shape parameter and b > 0 is the scale parameter [15].
The Nakagami distribution has the density function,
p 2
H L ou —HT
=2 H 40
Fan) =2 (L) prse e ( - ) , (40)
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where g is the shape parameter and w > 0 is the scale parameter for x > 0 [27].
Nakagami distributions are often model signal scattering; it would make an inter-
esting future study to determine what type of relationship exists between the err_b

parameter and scattering from Clifford gate signals.
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Probability Density Function Survival Function
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Table 118: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 0 err_b. In the left column, the probability density functions for the GEV,
Weibull, loglogistic, gamma, and Nakagami distribution models are plotted on top of
the histogram of the collected data. The histogram is normalized so that the area
of each bar is the relative number of observations. In the right column, the survival
functions for the GEV, Weibull, loglogistic, gamma, and Nakagami distribution mod-
els are plotted on top of the proportion of collected data observations above a given
err_b.

For 3-Qubit Randomized Benchmarking Seed 4 Fidelity, the Burr, GEV, logistic,
loglogistic, and ¢ location-scale distributions are identified as the best-fit distributions
(see Tables 119 and 120). For the GEV distribution, 96% of the qubit sets are Type
IIT (Weibull). Surprisingly, Seed 4 results are more varied than Seed 0 results. Future

work should investigate the reason for this variation.
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Table 120: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 Fidelity. In the left column, the probability density functions for the GEV, ¢
location-scale, Weibull, loglogistic, and logistic distribution models are plotted on top
of the histogram of the collected data. The histogram is normalized so that the area
of each bar is the relative number of observations. In the right column, the survival
functions for the GEV, t location-scale, Weibull, loglogistic, and logistic distribution
models are plotted on top of the proportion of collected data observations above a
given fidelity.

For 3-Qubit Randomized Benchmarking Seed 4 a, the Burr and ¢ location-scale
distributions are identified as the best-fit distributions, and the generalized Pareto
distribution is identified as a second-best-fit distribution (see Tables 121 and 122).
Bimodal behavior observed in Table 122 explains why the generalized Pareto distribu-
tion emerged as a distribution with a good fit. However, the fact that the generalized
Pareto distribution emerged as a second-best-fit rather than best-fit distribution sug-
gests less bimodal or multi-modal behavior for this characteristic compared to Seed

0, which should be investigated in future work.
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Table 122: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 a. In the left column, the probability density functions for the ¢ location-scale
and Burr distribution models are plotted on top of the histogram of the collected
data. The histogram is normalized so that the area of each bar is the relative number
of observations. In the right column, the survival functions for the ¢ location-scale

and Burr distribution models are plotted on top of the proportion of collected data
observations above a given a.

For 3-Qubit Randomized Benchmarking Seed 4 «, the GEV distribution is identi-
fied as the best-fit distribution (98% of the qubit sets are Type III (Weibull)), with the
generalized Pareto distribution identified as the second-best-fit distribution (see Ta-

bles 123 and 124). Again, observed bimodal behavior in Table 124 should be explored

in future research.
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Table 124: Distribution Model Analysis for ibmq_yorktown Q00_Q01_Q02 3-Qubit
Seed 4 «. In the left column, the probability density functions for the GEV and
Weibull distribution models are plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival functions for the GEV and Weibull
distribution models are plotted on top of the proportion of collected data observations
above a given «.

For 3-Qubit Randomized Benchmarking Seed 4 b, the Burr, logistic, loglogistic,
and t location-scale distributions are identified as the best-fit distributions (see Ta-
bles 125 and 126). All the best-fit distribution types are well-suited for non-negative,
positively skewed data. However, for the qubit set ibmq_yorktown Q00_Q01_Q02 in
Table 126, MATLAB could not fit the Burr distribution to the data. Future research
should investigate what qubit set properties cause the Burr distribution to fit or not

fit the data.
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Table 126: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 b. In the left column, the probability density functions for the ¢ location-scale,
loglogistic, and logistic distribution models are plotted on top of the histogram of
the collected data. The histogram is normalized so that the area of each bar is the
relative number of observations. In the right column, the survival functions for the ¢
location-scale, loglogistic, and logistic distribution models are plotted on top of the
proportion of collected data observations above a given b.

Results for 3-Qubit Randomized Benchmarking Seed 4 err_a and err_a are similar
to Seed 0. The Birnbaum Saunders and Burr distributions are identified as best-fit
distributions (see Tables 127-130). The probability density functions in Tables 128
and 130 show the same patterns as Seed 0, and the data points should be investigated
to determine if these seemingly anomalous values are outliers or if they are actually

characteristic of qubit set behavior.
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Survival Function

Probability Density Function
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Table 128: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 err_a. In the left column, the probability density function for the Birnbaum
Saunders distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival function for the Birnbaum Saunders
distribution model is plotted on top of the proportion of collected data observations

above a given err_a.
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Probability Density Function Survival Function
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Table 130: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 err_a. In the left column, the probability density function for the Birnbaum
Saunders distribution model is plotted on top of the histogram of the collected data.
The histogram is normalized so that the area of each bar is the relative number of
observations. In the right column, the survival function for the Birnbaum Saunders
distribution model is plotted on top of the proportion of collected data observations
above a given err_a.

For 3-Qubit Randomized Benchmarking Seed 4 err_b, the Burr, gamma, and GEV
distributions are identified as best-fit distributions (see Tables 131 and 132). For the
GEV distributions, 65% of the qubit sets are Type IIT (Weibull). Seed 4 results differ
significantly from Seed 0 results. Comparing the histograms from Table 118 for Seed
0 and Table 132 for Seed 4, the err_b distribution for Seed 4 is narrower and closer to
zero than the distribution for Seed 0, which meets expectations for five seeds of data

versus one seed of data.
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Table 132: Distribution Model Analysis for ibmq_yorktown Q00_-Q01_Q02 3-Qubit
Seed 4 err_b. In the left column, the probability density functions for the GEV,
Weibull, Burr, and gamma distribution models are plotted on top of the histogram
of the collected data. The histogram is normalized so that the area of each bar is
the relative number of observations. In the right column, the survival functions for
the GEV, Weibull, Burr, and gamma distribution models are plotted on top of the
proportion of collected data observations above a given err_b.

4.3.2 Part B2 — Reduce Sampling Errors
4.3.2.1 t-test/F-test vs. KS Test for Calculating Sampling Errors

Tables 134 through 141 show the sampling error rate results from calculating
sampling errors with the ¢-test/F-test and the KS test with different types of data
conditioning. On the vertical axis in each image, the size of N1 increases from 20, 40,

. 480. On the horizontal axis, the size of N2 increases from 20, 40, ... 480. Given
that none of the characteristics in Part B1 follow a normal distribution, the KS test is
anticipated to outperform the ¢-test/F-test for calculating sampling errors. Results
provided in this section are in accordance with this prediction.

For no data conditioning in the first stage (Table 133), the sampling error rates are
nearly equivalent between the t¢-test/F-test and the KS test for T1 and T2 sampling
error rates. For single-qubit, multi-qubit, and readout error rates, the sampling error

rates are slightly reduced for the KS test. For data conditioning with median outlier
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removal (Table 136) in the second stage, the sampling error rates are nearly equivalent
between the t-test/F-test and the KS test for all characteristics.

For data conditioning with data set truncation (Table 137) and data set condi-
tioning with both data set truncation and median outlier removal (Table 139), the
KS tests show slightly lower sampling error rates for T1 and T2 tests than the t-
test/F-test, and markedly lower sampling error rates for single-qubit, multi-qubit,
and readout error rates. This pattern of observations suggests that the data for T1
and T2 coherence times more closely follow a normal distribution than the data for
single-qubit, multi-qubit, and readout error rates. Results for Part B1 confirm that
while T1 and T2 coherence times do have distributions closer to normal than the
error rates, the normal distribution is not the best-fit distribution type for any of the
characteristics. Given the results for both the sampling error rates and the best-fit
distribution types, it is clear that the KS test is the superior method for calculating

sampling error rates.

4.3.2.2 Data Conditioning Methods

Results for the data conditioning methods are also displayed in Tables 134 through 141.
Since results demonstrate that the KS test outperforms the ¢-test/F-test for calcu-

lating sampling error rates, discussion is provided only for the KS test.

4.3.2.3 First Stage — No Data Conditioning

For the first stage, no conditioning occurs in order to form a baseline for sampling
errors. The histograms and corresponding means and standard deviations for the
population, N1 sample, and N2 sample (sample sizes here are selected as half of the
population) are presented in Table 133 for each of the calibration characteristics for

ibmq_yorktown qubit Q00. As none of the characteristics are normally distributed,
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a change in the mean or standard deviation of a characteristic is sufficient but not
necessary to conclude that the distribution changes in an stage of data conditioning.

The baseline sampling errors are shown in Table 134.

Population N1 (DP 1-100) N2 (DP 101-201)
T1s
5 §60 5 §60 5 §60
& 540 8 40 | & G40
£ 3 JHHW 1R
Z 8 Z8 Z8
40 60 80 40 60 80 40 60 80
T1 (us) T1 (us) T1 (us)
Mean 56.56 55.46 57.64
St. Dev. 9.28 9.58 8.89
T2s
5 §60 %60 §60
8 540 Sao §ao
© 0 g0 g0
50 100 | § 50 100 | £ 50 100
T2 (us) z T2 (us) z T2 (us)
Mean 55.05 52.96 57.12
St. Dev. 9.05 7.03 10.30

Single-Qubit Gate Error (Outliers above 10x10-3 not shown)
50 50 50

Number of
Occurences

Number of
Occurences

Number of
Occurences

0 5 10 0 5 10 0 5 10
Gate Errorgg3 Gate Errorgo3 Gate Errargg
Mean 0.161 0.323 0.001
St. Dev. 0.542 0.736 0.001

Multi-Qubit Gate Error (Outliers above 0.1 not shown)
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Table 133: ibmq_yorktown Q00 Histograms and Corresponding Means and Standard

Deviations for the Population, N1 Sample, and N2 Sample of Each Characteristics;
No Data Conditioning

PFA PD
Color Scale for PFA and PD Sampling Error Rate
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Table 134: Comparison of t-test/F-test vs. KS Test for Determining if a Sampling
Error Exists; No Data Conditioning

4.3.2.4 Second Stage — Outlier Removal

For the second stage, outliers are removed from the data set using five different
outlier removal methods: quartiles, mean, median, generalized extreme Studentized
deviate (GESD), and Grubbs. Ounly the results for the median outlier method, which
has a slightly greater effect than the other methods, are presented in the main text.
Comparative sampling error rate results for the five outlier removal methods (calcu-
lated with the ¢-test/F-test) are provided in the appendix.

The histograms and corresponding means and standard deviations for the pop-
ulation, N1 sample, and N2 sample (sample sizes here are selected as half of the
population) with outliers removed using the median method are presented in Ta-
ble 135. The removal of outliers had the greatest effect on changing the population
and sample parameters of the single-qubit gate error, multi-qubit gate error, and
readout error characteristics.

It can be seen in Table 136 that median outlier removal without any data set
truncation provides some improvement in sampling error rates for each of the char-

acteristics. In particular, the greatest improvement occurred for the error rate char-
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acteristics.

Population N1 (DP 1-100) N2 (DP 101-201)
T1s
‘-E §60 ? §60 ‘-E @60
2 540 2 540 2 540
£ 320 § 320 £ 320
=3 =3 mmﬁh =3
0 0-—- 0
40 60 80 40 60 80
T1 (us) T1 (us) T1 (ps)
Mean 56.56 55.46 57.64
St. Dev. 9.28 9.57 8.89
T2s
"E §60 ? §60 “E §60
é 340 é 40 é 340
3 3 3
Q Q Q
3 820 3 820 3 820
0 0 0
20 40 60 80 20 40 60 80 20 40 60 80
T2 (us) T2 (us) T2 (us)
Mean 54.90 52.96 56.71
St. Dev. 8.82 7.03 10.0
Single-Qubit Gate Error
50 50 50
“— @ - @ — O
s} 8 o 8 s} 8
35 35 35
Eg E g E 3
zZ3 zZ5 zZ3
0 0 0
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
Gate Errors, 102 Gate Errors 103 Gate Errors 10
Mean 7.98e-4 1.00e-3 5.89e-4
St. Dev. 2.74e-4 2.36e-4 8.73e-5
Multi-Qubit Gate Error
5 820 5 820 5 820
g5 &5 85
§§10' §§10 §§10' |m
0 0 0
0 0.05 0 0.05 0 0.05
Multi-Qubit Gate Errors Multi-Qubit Gate Errors Multi-Qubit Gate Errors
Mean 1.53e-2 1.48e-2 1.58e-2
St. Dev. 3.67e-2 3.50e-2 3.79e-2
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Readout Error
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Table 135: ibmq_yorktown Q00 Histograms and Corresponding Means and Standard
Deviations for the Population, N1 Sample, and N2 Sample of Each Calibration Char-
acteristic; Outliers Removed with Median Method
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Table 136: Comparison of t-test/F-test vs. KS Test for Determining if a Sampling
Error Exists; Median Outlier Removal
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4.3.2.5 Third Stage — Data Set Truncation

Compared to outlier removal, data set truncation has a much greater effect on
changing the population and sample parameters and on reducing sampling errors.
The histograms and corresponding means and standard deviations for the population,
N1 sample, and N2 sample with data set truncation are presented in Table 137. The
sampling error rates for data set truncation are presented in Table 138. For T1 and T2
coherence times and for single-qubit and readout error rates, the sampling error rates
are markedly reduced, in many cases to near zero, for « = 0.001. While sampling
error rates are reduced significantly for multi-qubit error rates, sampling errors are
still prevalent.

Adding median outlier removal to the truncated data sets (Table 139) has a small
effect in reducing sampling error rates for each of the characteristics. However, it is
unclear at this point whether data points identified as outliers are actually outliers
or are indeed data points characteristic of the qubit’s behavior. Thus, it is uncer-
tain whether or not it is valid to remove the outliers from the data set. As such,
probability of detection (PD)/probability of false alarm (PFA) analysis and determi-
nation of the best-fit distribution types will proceed for data set truncation without
outlier removal, but with one exception. For the multi-qubit gate error rates, it was
determined that the data points equal to 1 are appropriate to remove from the data
set. Such datapoints are not characteristic of the quantum processor, but rather, “it
is the automated calibration not fitting properly,” and the calibration “just needs
to be re-run” [124]. Thus, removing multi-qubit gate error rates equal to 1 from
the truncated data set is the only outlier removal presented in the remainder of this
work. By removing the multi-qubit error rates equal to 1 from the truncated data set
(Table 141), the sampling error rates improve very slightly compared to Table 137,

particularly for PFA.
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Table 137: ibmq_yorktown Q00 Histograms and Corresponding Means and Standard
Deviations for the Population, N1 Sample, and N2 Sample of Each Calibration Char-
acteristic; Data Set Truncation, No Outlier Removal
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Table 138: Comparison of t-test/F-test vs. KS Test for Determining if a Sampling

Error Exists; Data Set Truncation, No Outlier Removal
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Table 139: ibmq_yorktown Q00 Histograms and Corresponding Means and Standard
Deviations for the Population, N1 Sample, and N2 Sample of Each Calibration Char-
acteristic; Data Set Truncation with Median Outlier Removal
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Table 140: Comparison of t-test/F-test vs. KS Test for Determining if a Sampling
Error Exists; Data Set Truncation with Median Outlier Removal
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PFA | KSTest | PD
Color Scale for PFA and PD Sampling Error Rate
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Table 141: Comparison of t-test/F-test vs. KS Test for Determining if a Sampling
Error Exists; Data Set Truncation with Multi-Qubit Gate Error = 1 Removed

4.3.3 Part B3 — Test Qubit Discrimination Methods
4.3.3.1 Qubit Discrimination Methods

t-Test and Kolmogorov-Smirnov Test

Calibration Characteristics For the calibration characteristics, PD
and PFA results for the t-test and KS test are displayed in Table 142 for data set
truncation with multi-qubit gate error rates equal to 1 removed from the data set.
The tables show that for T1 and T2 coherence times, the KS test results are similar
to the t-test results for both PFA and PD. For single-qubit and multi-qubit gate error
rates, the KS test has better PD results, but worse PFA results than the ¢-test. For
the readout error rate characteristic, the KS test provides better PD and PFA results
than the t-test. None of the characteristics stand out for simultaneously having ex-
ceptionally low PFA results and high PD results for significance levels a = 0.001 and

a = 0.05. However, experimentation with different significance levels may improve
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PD and PFA results in the following areas:

e T1 between o = 0.001 and o = 0.05
e T2 between @ = 0.001 and a = 0.05 for low N1 values
e Single-Qubit Gate Error Rate between a = 0.001 and o« = 0.05

e Readout Error Rate between o = 0.001 and o = 0.05
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Table 142: PD/PFA Results for ¢-Test and KS test with Data Set Truncation and
Multi-Qubit Gate Error = 1 Removed from the Data Set for Calibration Character-
istics

Quantum Process Tomography and Randomized Benchmarking

Characteristics Tables 143 through 149 show the KS test results for the quantum
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process tomography and randomized benchmarking metrics. As a note, the graphs
show increments of five data points instead of twenty data points because less data
has been collected for quantum process tomography and randomized benchmarking
compared to the calibration data. Not enough data points were collected for QPTC-
SWAP to generate results. This reveals one of the limitations of this work: since data
is collected through the IBM Quantum Experience, access to the quantum devices is
shared with many users. As such, it is not always possible to execute lengthy circuits
like the QPTCSWAP circuit on a frequent enough basis to generate sufficient data.
Future research for the QPTCSWAP circuit and other circuits of similar complexity
should take place on processors not shared with other users.

Upon visual inspection, the most promising characteristics that show the possibil-
ity for areas with balanced PD and PFA performance that meet minimally reasonable
standards (PD above 0.8 and PFA below 0.2) are observed for the following charac-

teristics:

e QPTH slightly above a = 0.05
e QPTCX between a = 0.001 and a = 0.05 for low values of N2

e QPTSWAP between o = 0.001 and o = 0.05

QPTCCX between a = 0.001 and o = 0.05

RB1 Seed 0 Fidelity between o = 0.001 and o = 0.05

RB1 Seed 4 Fidelity between o = 0.001 and o = 0.05

RB2 Seed 0 Fidelity between o = 0.001 and o = 0.05

RB2 Seed 0 « slightly above o = 0.05

RB2 Seed 0 b slightly above a = 0.05
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RB2 Seed 0 err_b slightly above a = 0.05

RB2 Seed 4 a between o = 0.001 and o« = 0.05

RB2 Seed 4 « slightly above o = 0.05

RB2 Seed 4 b slightly above a = 0.05

RB2 Seed 0 err_a slightly above o = 0.05

RB3 Seed 0 Fidelity slightly above o = 0.05

RB3 Seed 4 Fidelity slightly above a = 0.05

In general, quantum process tomography (i.e. fidelity of a gate matrix) and fidelity
from randomized benchmarking are reasonable candidates for further experimentation
with different significance levels. This is likely because the determination of fidelity
incorporates many characteristics that make a qubit (or set of qubits) unique: T1
and T2 coherence times, gate errors, and state preparation and measurement errors.
Characteristics from two-qubit randomized benchmarking are also recommended for
further experimentation. Two-qubit randomized benchmarking incorporates errors
from two-qubit interactions that do not exist in one-qubit randomized benchmarking,
but it is less heavily affected by these errors by comparison to three-qubit randomized
benchmarking.

Further experimentation with the different significance levels identified above are
anticipated to produce reasonably good results. However, for all characteristics tested
(calibration, quantum process tomography, and randomized benchmarking character-
istics), it appears that achieving excellent PD and PFA performance (PD above 0.9
and PFA below 0.1) might require exploring other qubit discrimination methods.

Additionally, exploring other qubit characteristics could lead to improved results.
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Jensen-Shannon Divergence [t is premature to directly compare the Jensen-
Shannon divergence (JSD) test to the t-test and KS test because the cutoff points for
the JSD test have not been correlated with significance values.®> Nevertheless, trends
within the JSD test for different bin count/bin selection methods and cutoff points
can be discussed. Results for the JSD test with data set truncation and multi-qubit
gate error rates equal to 1 removed from the data set are presented in Tables 150-
152. Table 150 shows results for bin counts b = 15 and b = 25. Tables 151 and 152
show PFA and PD results, respectively, for the bin selection methods of Scott’s rule,
Freedman-Diaconis rule, Sturge’s rule, and the square root rule.

As anticipated, Table 150 shows that PFA improves with increasing cutoff values
¢ and decreasing number of bins b, and PD improves with decreasing ¢ and increasing
b. Cutoff point ¢ = 0.05 is too low to provide any useful information, as both PFA
and PD values are very high for each of these tests. However, balanced performance
between PFA and PD seems to occur between ¢ = 0.10 and ¢ = 0.15 for T1 with 15
bins and single-qubit gate error rate with 15 and 25 bins, around ¢ = 0.15 for T'1 with
25 bins and multi-qubit gate error rate and readout error rate with 15 and 25 bins,
and around ¢ = 0.20 for T2 with 15 and 25 bins. Although there are areas where
performance between PFA and PD seems balanced, the PFA and PD rates in these
balanced areas are still undesirable.

In Table 151, Scott’s rule and Sturge’s rule result in the lowest PFA rates for each
of the five characteristics. In Table 152, the Freedman-Diaconis rule and the square
root rule result in the highest PD rates for T1 and T2, and the Freedman-Diaconis
rule results in in the highest PD rates for each of the error rate characteristics. For

all of the binning rules, PFA and PD performance is most balanced between ¢ = 0.10

3The JSD test is primarily applied to classification decisions rather than same-not-same decisions.
For this reason, a standardized method for creating test statistics has not been created. However,
emergent methods for creating test statistics have been proposed in recent literature as identified in
Section 3.3.3.
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and ¢ = 0.15 for T1 and readout error rate, between ¢ = 0.15 and ¢ = 0.20 for T2,
between ¢ = 0.05 and ¢ = 0.10 for single-qubit gate error rate, and around ¢ = 0.15
for multi-qubit gate error rate. While most of the PFA rates are undesirably high and
PD rates undesirably low, PFA and PD results are somewhat more acceptable for T2
characteristics with the Scott’s and Sturge’s rules for cutoff ¢ = 0.15, approximately
where 40 < N1, N2 < 100. Nevertheless, the results are not ideal, suggesting that
the tested bin selection rules, which are best suited for normal distributions, may not
be appropriate for the data. Since it has been determined in Part B1 that the normal
distribution is not the best-fit distribution type for any of the characteristics, more
complex bin selection rules like cross-validation will be required to improve PFA and

PD results for the JSD tests.

PFA PD
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Table 150: PD/PFA Results for JSD Test with Data Set Truncation and Multi-qubit
Gate Error = 1 Removed from the Data Set
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Table 151: PFA Results for JSD Test with Data Set Truncation and Multi-Qubit
Gate Error = 1 Removed from the Data Set, Number of Bins b Selected for Each
Comparison by Binning Algorithms
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Table 152: PD Results for JSD Test with Data Set Truncation and Multi-Qubit
Gate Error = 1 Removed from the Data Set, Number of Bins b Selected for Each
Comparison by Binning Algorithms

Quadratic Discriminant Analysis Results for quadratic discriminant anal
ysis (QDA) in Table 153 show that PFA is moderately high for all data set sizes, and
PD is somewhat higher than PFA for all data set sizes. Observing high PFA values
in conjunction with the high PD values serves as evidence of overfitting. As over-
fitting often occurs when a model is too complex (for example, when a model has
too many parameters), conducting a principal component analysis (PCA) or multiple
discriminant analysis (MDA) technique to reduce the dimensionality could improve
results [67]. Another possible reason for the undesirable results is that QDA assumes
multivariate normality, but the data are not normally distributed. As such, QDA is

not recommended for further development with the current characteristics.
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Table 153: PD/PFA Results for QDA with Data Set Truncation

4.3.4 Two-Dimensional Kolmogorov-Smirnov Test

Results for the two-dimensional KS tests are presented in Tables 154-181. In
most cases for one-qubit and two-qubit two-dimensional KS tests, both PD and PFA
are very high, which indicates overfitting. Implementing dimensionality reduction
techniques can possibly improve results. As an example, principal component analysis
or linear discriminant analysis could find the best separation of qubit (set) data, and
then the one-dimensional KS test would serve as the qubit discrimination method.

Results for most of the three-qubit tests are, in simple terms, disappointing. PD
is low while PFA is high. It is likely that too many sources of noise and error are
introduced in three-qubit randomized benchmarking for the characteristic pairs to be
useful for qubit set discrimination in most cases. There are a few interesting areas
worth noting, however, where this general trend does not apply. Unique results occur
in Table 164 where the two characteristics are the 1-Qubit Randomized Benchmark-
ing, Seed 4, err_a parameter (RB1 Seed 4 err_a) and err_b parameter (RB1 Seed

4 err_b), in Table 173 where the two characteristics are the 2-Qubit Randomized
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Benchmarking, Seed 4 err_a parameter (RB2 Seed 4 err_a) and err_a parameter
(RB2 Seed 4 err_«), in Table 176 where the two characteristics are the 3-Qubit Ran-
domized Benchmarking, Seed 4 Fidelity (RB3 Seed 4 Fidelity) and b parameter (RB3
Seed 4 b), and in Table 180 where the two characteristics are the 3-Qubit Random-
ized Benchmarking, Seed 4 err_a parameter (RB3 Seed 4 err_a) and err_a parameter
(RB3 Seed 4 err_a).

With these four characteristic pairs, the PD and PFA values are both low, which
indicates underfitting. Thus, these combinations of characteristics make good candi-
dates for experimentation with 3-dimensional KS testing. A third characteristic could
provide enough specificity per qubit to maintain low PFA while improving PD.

It is curious that the characteristic pairs that indicate underfitting rather than
overfitting change as the number of qubits is increased for randomized benchmarking.
In the one-qubit and two-qubit cases, all characteristics describe error ranges on
the fidelity equation parameters. In the one-qubit case, the error ranges are for
parameters that absorb state preparation and measurement errors. In the two-qubit
case, the error ranges are for the a parameter, which absorbs state preparation and
measurement errors, and the o parameter, which describes the decay rate. In the
three-qubit case, however, one of the characteristic pairs does not describe the error
ranges at all, but rather the fidelity and the b parameter. It would make an interesting
future study to investigate what changes occur in the 1-to-2-to-3-qubit randomized

benchmarking processes that cause the shift in behavior.
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Table 154: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part I
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Color Scale for PFA Tests Color Scale for PD Tests
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Table 155: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part 1T
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Table 156: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part 111
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Table 157: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part IV
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Color Scale for PFA Tests Color Scale for PD Tests
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Table 158: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part V
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Table 159: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part VI
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Table 160: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part VII
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Table 161: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part VIII
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Table 162: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part IX
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Table 163: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part X
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Table 164: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part XI
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Table 165: PD/PFA Results for 2-Dimensional KS Test, Single-Qubit, Part XII
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Table 166: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part I
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Table 167: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part 11
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Table 168: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part 111
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Table 169: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part IV
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Table 170: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part V
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Table 171: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part VI
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Table 172: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part VII
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Table 173: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part VIII
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Table 174: PD/PFA Results for 2-Dimensional KS Test, Two-Qubit, Part IX
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Color Scale for PFA Tests

Color Scale for PD Tests
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4Not enough data points were collected to have a meaningful analysis for QPTCSWAP.
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Table 175: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part I

PFA
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Color Scale for PFA Tests

Color Scale for PD Tests
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Table 176: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part II
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Table 177: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part 111
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Color Scale for PFA Tests

Color Scale for PD Tests
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Table 178: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part TV
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Table 179: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part V

PFA
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Color Scale for PFA Tests

Color Scale for PD Tests
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Table 180: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part VI
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Table 181: PD/PFA Results for 2-Dimensional KS Test, Three-Qubit, Part VII

4.4 Summary

This chapter presents an analysis of the relationships between a subset of hardware
verification /security techniques and a subset of quantum computing technologies in
Part A. In Part B1, best-fit distribution types are determined for each of the physically
unclonable characteristic (PUC) characteristics, where the main conclusion is that
none of the characteristics are normally distributed. In Part B2, sampling error
rates for the calibration data characteristics are evaluated and successfully mitigated
with data set truncation combined with removing multi-qubit gate error rate data
points equal to one. In Part B3, multiple qubit discrimination tests are evaluated
for each of the characteristics. Best results are achieved for the non-parametric tests,
with refining of the JSD and the two-dimensional KS test recommended for future

development.
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V. Conclusions

The goal of the work presented in this dissertation document is to apply the con-
cepts of hardware verification and security to quantum computing systems as part of
ensuring quantum computing systems’ trustworthiness. Part A of the research surveys
the state-of-the-art in current classical hardware verification and security techniques
and emerging quantum computing technologies, and it also evaluates a subset of
relationships between hardware verification/security techniques and emerging quan-
tum computing technologies. Part B of the research focuses on the development of
physically unclonable characteristics (PUCs) (physically unclonable functions (PUFs)

applied to transmon qubits).

5.1 Findings for Literature Review and Research Questions

It is helpful to understand the accomplishments attained by the research reported
in this dissertation by providing findings related to the literature review and research

questions introduced in Chapter 1.

e Literature Review Question A-1: What are current state-of-the-art hardware

verification and security methods?

e Findings: Current state-of-the-art hardware verification methods include
physical inspection techniques (incoming inspection, exterior tests, interior tests,
material analysis, connectivity analysis, and miscellaneous), electrical inspec-
tion techniques (parametric tests, functional tests, structural tests, and burn-in
test), and identification techniques (chip ID and package ID) (Section 2.1.1).
Current state-of-the-art security methods include reverse engineering counter-

measures (hardware obfuscation, optical dissimulation, and self-destruction)
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and side channel attacks (SCA) countermeasures (uniform timing for all op-
erations, power line filtering, power supply shielding, EM shielding, transistor-
and gate-level secure logic, dynamic reconfiguration, temporal desynchroniza-

tion, and jamming) (Section 2.1.2).

Literature Review Question A-2: What are the current state-of-the-art quantum

computing implementations?

e Findings: Current state-of-the-art quantum computing implementations
include diamond vacancy, ion trap, quantum ring, silicon spin qubit, supercon-
ducting qubit (transmon), and topological qubit (Section 2.1.3). At present,

most industry progress has been achieved on developing transmon qubits.

Research Question A-1: How might the techniques identified in Literature Re-
view Question A-1 be applied to verification and security of the quantum com-

puting systems identified in Literature Review Question A-27

e Findings: First, a framework is developed in this research to evaluate ap-
plicability of classical hardware verification and security techniques to quan-
tum computing systems (Section 3.2.3). Next, a subset of techniques is evalu-
ated against the silicon spin and transmon qubits using this framework (Sec-

tion 4.2.3).

Literature Review Question B-1: What characteristics are used to describe
individual qubits for transmon processors? What characteristics are used to

describe sets of qubits for transmon processors?

e Findings: The characteristics of T1 and T2 coherence times, single-qubit
gate error rates, readout error rates, and response curves describe individual

qubits (Sections 2.2.1.1, 2.2.1.2,2.2.1.3, and 5.6). Quantum process tomography
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can describe single-qubits and sets of qubits (Section 2.2.1.5). Multi-qubit gate
error rates describe sets of two qubits (Section 2.2.1.2). Magnetic flux crosstalk
can describe sets of two or more qubits (Section 2.2.1.7). Randomized bench-

marking can describe a single qubit up to an entire processor (Section 2.2.1.6).

Literature Review Question B-2: What techniques exist to perform qubit dis-

crimination?

e Findings: Techniques that can potentially perform qubit discrimination in-
clude the t-test, one-dimensional and multi-dimensional Kolmogorov-Smirnov
(KS) test, Jensen-Shannon divergence (JSD) test, quadratic discriminant anal-
ysis (QDA) test, and multiple discriminant analysis with maximum likelihood

(MDA-ML) test (Section 4.3.3.1).

Research Question B-1: How can the underlying concept of the PUF be applied

to a transmon-based quantum processor?

e Findings: While PUFs do not directly apply to the transmon processor,
they follow a cause-and-effect paradigm that directly translates to the transmon

processor (Section 1.2).

Research Question B-2: Which characteristics identified in Literature Review

Question B-1 are best suited for PUCs?

e Findings: It is not currently possible to determine which of the character-
istics are best suited for PUCs. The qubit discrimination methods need more

refining before making a determination (Section 4.3.3).

Research Question B-3: Which techniques identified in Literature Review Ques-

tion B-2 are most effective qubit discrimination methods for PUCs?
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e Findings: Presently, the one-dimensional and multi-dimensional KS tests
and the JSD test show the greatest potential for PUCs since they are non-
parametric methods. More development for the multi-dimensional KS test and
the JSD test are required before determining the most effective method (Sec-

tion 4.3.3).

e Research Question B-4: What obstacles exist in the development of PUCs and

how can they be overcome?

e Findings: A major obstacle in the development of PUCs arose from sam-
pling errors. Of the data conditioning methods tested to reduce sampling errors,
results show that data set truncation eliminates most sampling errors when the
sampling errors are determined by the KS test with v = 0.001. For this reason,

there are no current plans to pursue data conditioning further (Section 4.3.2.5).

5.2 Research Contributions

The primary contributions of the research detailed in this document are:

1. A foundation for exploring the relationships (applications and limitations) be-
tween classical hardware verification and security techniques and QC systems

with differing qubit implementations (Part A)

2. A proposal of radio-frequency (RF) distinct native attributes (DNA) (RF-DNA)

for future application to transmon-based processors (Part A)

3. A proposal of physically unclonable characteristics (PUCs) for future applica-

tion to transmon-based processors (Part B)

4. An evaluation of different qubit characteristics, discrimination methods, and

data conditioning methods for application to PUCs (Part B).
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5.3 Part A — Conclusion

This dissertation document reports a survey of the state-of-the-art in current
classical hardware verification and security techniques and emerging quantum com-
puting technologies. Additionally, a framework for evaluating the applications and
limitations of these techniques to quantum computing technologies is proposed and
demonstrated for a subset of techniques and quantum technologies. Emerging from
this work are the discoveries that the concept of RF-DNA can be applied to transmon
processors, and that the concept of PUFs can be applied to transmon processors in
a method called PUCs. This method of applying PUFs to transmon processors is

developed in Part B.

5.4 Part A — Future work

The expansive breadth of classical hardware verification and security methods
make it so that the application of these methods to quantum computers requires an
entire community of researchers. Future work should involve evaluating relationships
between the full set of HW verification and security techniques listed in Sections 2.1.1
and 2.1.2 and the qubit implementations listed in Section 2.1.3. In particular, RF-
DNA fingerprinting for quantum processors should be developed. A few steps towards
evaluating the relationships between the full set of HW verification and security tech-

niques are identified in Chapter IV and presented in the following list:

e Determine if all gate operations on silicon spin qubits can function with uniform

timing.

e Determine if all gate operations on transmon qubits can function with uniform

timing.
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e Determine if all gate operations on silicon spin qubits can function with uniform

power consumption.

e Determine if all gate operations on transmon qubits can function with uniform

power consumption.

e Evaluate the performance and spatial resolution of a probe inside a dilution

refrigerator for RF-DNA applied to transmon processors.

e Evaluate the effect of a probe on transmon processor performance for RF-DNA

applied to transmon processors.

Lastly, future research should identify any vulnerabilities unique to quantum comput-
ing systems and develop new hardware verification and security techniques to prevent

the exploitation of these vulnerabilities.

5.5 Part B — Conclusion

Development of PUCs has progressed to include the characteristics of calibration
data (T1 and T2 coherence times and single-qubit, multi-qubit, and readout error),
quantum process tomography metrics (for the X, H, CX, SWAP, CCX, and CSWAP
gates), and randomized benchmarking metrics (1-qubit, 2-qubit, and 3-qubit metrics,
with one seed of data and with five seeds of data). Furthermore, development has
included the t-test, one-dimensional KS test, two-dimensional KS test, JSD, and QDA
as discrimination methods.

In Part B1, best-fit distribution types are determined for each of the PUC charac-
teristics. The best-fit distribution types vary across each of the characteristics, with
individual characteristics often having more than one best-fit distribution. An initial
analysis is performed for each characteristic to understand the results and identify

interesting areas requiring additional research and analysis. The main goal of this
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section is to determine whether the characteristics are normally distributed. Thus,
the most important conclusion from the results is that none of the characteristics are
normally distributed.

In Part B2, sampling error rates for the calibration data characteristics are evalu-
ated using the t-test/F-test and the KS test, with the KS test unsurprisingly demon-
strating better performance for the non-normally distributed data. Causes for sam-
pling errors are identified, and mitigation is explored with multiple data conditioning
methods. The most effective mitigation method is data set truncation combined
with removing only the outliers of multi-qubit gate error rate data points equal to
one. This mitigation method eliminates most sampling errors and is a continued data
conditioning method in Part B3.

In Part B3, the t-test, one-dimensional KS test, JSD, QDA, and two-dimensional
KS test are tested as qubit discrimination methods for each of the characteristics.
Best results overall are observed for the one-dimensional KS test. Implementation of
JSD and the two-dimensional KS test requires more refining, and the ¢-test and QDA

methods produce poor results due to the assumption of Gaussian distributions.

5.6 Part B — Future work

A tremendous amount of future work is identified for the development of PUCs.

For Part B1, the majority of future work can be categorized into five areas:

1. The new calibration data of anharmonicity, probability of measuring |0) for a
qubit prepared as a |1), probability of measuring |1) for a qubit prepared as a

|0), and ID error should be collected and evaluated.

2. Most characteristics have more than one best-fit distribution. Additional re-

search should be conducted to determine which qubits or sets of qubits lead to
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which types of distributions, and what physical properties are shared by qubits

(qubit sets) of common distributions.

. For several of the randomized benchmarking characteristics, the analogous re-
lationship is largely obscured between the characteristics and the primary type
of data modeled by some of the best-fit distributions (for example, failure rates
or signal scattering). Future research should give additional considerations to

understanding these analogous relationships.

. Many of the qubits (qubit sets) appear to display bimodal or even multi-modal
behavior for some of the characteristics. A hypothesis for the cause of such
behavior observed in two- or three-qubit sets is the existence or non-existence
of direct physical links between qubits in the sets. Future work should test this
hypothesis, and determine if there is a different cause. Similarly, future work
should determine the cause for the appearance or disappearance of multi-modal

behavior as the number of qubits and number of seeds increases or decreases.

. Seemingly anomalous data points should be investigated to determine if they

are outliers or if they are actually characteristic of qubit set behavior.

For Part B2, the data conditioning method identified is presently sufficient for reduc-

ing sampling error rates, and no further research is currently recommended. For Part

B3, the KS test should be further developed for quantum process tomography (QPT)

and randomized benchmarking (RB) characteristics by experimenting with different

significance levels as identified in Section 4.3.3.1. Development for JSD should con-

tinue by implementing bin selection rules that do not assume a normal distribution

(for example, cross-validation) to improve probability of false alarm (PFA) and prob-

ability of detection (PD) results. Future work for the two-dimensional KS test should

involve conducting dimensionality reduction to improve results for characteristic pairs
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that demonstrate overfitting. For the characteristic pairs that demonstrate underfit-
ting, experimentation with the three-dimensional KS test is recommended for future
work. MDA-ML is additionally recommended as a qubit discrimination method to
test in PUCs.

There are more recommendations for future work beyond the three sub-parts iden-
tified in Part B of this dissertation. First, additional types of characteristics should be
tested for suitability in PUCs. For example, magnetic flux cross-talk between qubits,
resonance response curves, and Josephson junction I-V characteristics are potential
characteristics at operating temperature [9, 44, 152]. Reflected power in transmission
lines and Josephson junction resistance [100, 128], are potential room-temperature
characteristics. Second, complications arising from real-world implementation of the
PUC use case scenario should be considered, and mitigation methods for the complica-
tions should be developed. For example, the noise environment for the manufacturer
will likely differ from the noise environment for the customer. If possible, developing
a noise profile for each and determining how qubit behavior changes in response to
the different noise profiles would greatly improve the ability to implement PUCs in
a real-world scenario. Third, data collection should take place on dedicated devices
(that is, access to the devices is not shared amongst other users). In this way, data
can be collected in a more timely manner. Also, with a dedicated device, the num-
ber and type of operations conducted on a device can be easily tracked and used for

characterizing device aging.

5.7 Heilmeier Catechism

This section concludes the document and summarizes the work with direct re-
sponses to the questions posed in the Heilmeier Catechism, a set of questions cre-

ated by George H. Heilmeier, a former Defense Advanced Research Projects Agency
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(DARPA) director (1975-1977), to assist with the evaluation of proposed research

programs [35]:

e “What are you trying to do? Articulate your objectives using absolutely no

jargon.”

e Response: This work aims to apply the concepts of hardware verification

and security to quantum computing systems.
e “How is it done today, and what are the limits of current practice?”

e Response: To my knowledge, hardware verification and security is not
currently implemented for quantum computers, and it is limited to classical

devices only.
e “What is new in your approach and why do you think it will be successful?”

e Response: The work in this document presents a novel framework for con-
sidering the application of classical hardware verification and security techniques
to quantum computing technologies. Additionally, the development of PUCs is
novel. It seems likely that PUCs will succeed due to promising preliminary re-
sults for the reduction of sampling errors and due to the large number of different

characteristics and qubit discrimination methods available for exploration.
e “Who cares? If you are successful, what difference will it make?”

e Response: The results of this work are of primary interest to parties who
require trustworthy electronics (for example, the Department of Defense) or
whose economy will benefit from combating counterfeit electronics. If this work

succeeds, it will contribute to the ability of quantum hardware verification and
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security development to keep pace with quantum computing system develop-
ment and to avoid pitfalls experienced with classical computing system devel-

opment.
“What are the risks?”

e Response: The risks for this work lie in the current assumptions and scope
limitations. Data gathered from real-world manufacturers and customers may

present complications and challenges that may prove difficult to overcome.
“How much will it cost?”

e Response: At the current stage of development, all resources required for
this research are provided free of cost by the Information Directorate of the Air

Force Research Laboratory and the AFRL IBM Q-Hub.
“How long will it take?”

e Response: The work detailed within the scope of the dissertation required
three years to complete. The broader goal of developing methods for quantum
hardware verification and security, however, is an ongoing challenge that will

last for several decades to come.
“What are the mid-term and final ‘exams’ to check for success?”

e Response: It is difficult to establish mid-term and final “exams” for veri-
fication and security of quantum computers since it is a vast area still largely
unexplored by the greater scientific community. However, a potential mid-term
goal is to implement at least one quantum verification/security method in a
real-world context. The final goal is to implement enough quantum verifica-
tion/security methods to eliminate counterfeiting and tampering with quantum

devices.
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Appendix A. Comparison of Outlier Removal Methods on
Sampling Error Rates

This section of the appendix presents comparative sampling error rate results for
the five outlier removal methods (calculated with thet-test/f-test). The five outlier
removal methods are: quartiles, mean, median, GESD, and Grubbs. Results show
that median outlier removal is the most effective of the five methods for reducing

sampling error rates.
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Table 182: Comparison of Outlier Removal Methods on Sampling Error Rates (-
Test/f-Test Only) for PFA Tests
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