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Abstract

The use of ad-hoc wireless networks is becoming increasingly common within
the United States Air Force. Such networks are able to be implemented where tradi-
tional wired networks are either impractical or too expensive. As the miniaturization
of communication devices continues, it is becoming increasingly common for mobile
devices to communicate directly with each other, eliminating the need for central ac-
cess points. Such a network is referred to as a multi-hop ad-hoc network, or simply

a multi-hop network.

Most multi-hop network protocols use some form of carrier sensing to determine
if the wireless channel is in use. A large sensing range can reduce packet collisions.
However, it can also decrease spatial reuse. Conversely, a smaller sensing range can

lead to higher spatial reuse but increase packet collisions.

This study examines a variety of multi-hop network topologies, sizes and traffic
loads and determines the sensing range for each that maximizes network throughput.
In most instances, a sensing range twice as large as the node’s communication range
yields maximum or near maximum network throughput. However, results indicate
a shorter sensing range can be better if it provides a significant increase in spatial

reuse.
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Adjusting Sensing Range to Maximize Throughput on Ad-Hoc
Multi-Hop Wireless Networks

1. Introduction

This chapter introduces the research effort. After providing a brief background
on the subject area, it defines the problem under study and its significance. Finally,

this chapter defines research goals and the document organization.
1.1 Background

With the continued miniaturization of communication devices, and the mili-
tary’s increased dependence upon them, ad-hoc networks are becoming increasingly
common within military environments. Ad-hoc networks are wireless networks that
do not rely on static access points. In an ad-hoc network, wireless nodes communi-
cate directly with each other. For example, an ad-hoc network allows communication
between several nodes in a remote location. The simplest ad-hoc networks are fully-
connected, meaning all nodes can directly communicate with every other node. As
ad-hoc networks become larger, it may not be possible for a node at one network
extreme to communicate with a node at the other. For such nodes to communicate,
one or more intermediate nodes must relay the messages. A network having relay ca-
pability is called a multi-hop ad-hoc network, or simply a multi-hop network. Every

node in a multi-hop network can potentially serve as a router.

The TEEE 802.11 standard is commonly used in wireless networking. The
protocol uses a Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
scheme to allow multiple nodes to share the wireless channel. Using this scheme, a
node desiring to transmit first senses the channel to determine if the energy level

is above a certain threshold. If the threshold is exceeded, the station determines
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the channel is busy and defers, meaning it waits a certain amount of time before re-
sensing the channel. This process is known as Clear Channel Assessment (CCA). The
sensing threshold value determines the sensing range (Rg) for the node. Conversely,

the node transmit power determines the node communication range (R¢).

CSMA works well in a fully connected network where propagation delays are
low. When this is not true, the possibility of hidden and exposed nodes arises. Nodes
are considered hidden from each other if they can communicate to a third node but
are undetectable to each other. An exposed node is one whose transmission causes
another node to defer transmission, even when no collision would have resulted if it

had transmitted. Both hidden and exposed nodes reduce network throughput.

In a fully connected network, the ideal sensing range is one that minimizes
collisions as Figure 1.1 illustrates. Node A must not transmit when another node
within A’s interference range (Rj,) is receiving data, e.g., node B. In a worst
case, node B 1is located on the interference range border as illustrated. Node C
represents the furthest node from B that can communicate to B. Thus, B is within
the communication range of C' (R, ). From this representation, it can be seen that
to minimize collisions between packets from A and C that simultaneously arrive at
B, A must have a sensing range Rg, > R;, + R¢, such that A can detect (sense)
that C' is transmitting. Since a node’s interference range is at least equal to the
communication range, the ideal sensing range is at least twice the communication

range. However, hidden and exposed nodes complicate the issue.

Node A’s sensing range of Rg, > R;, + R¢, ensures it never transmits while
C is transmitting, thus avoiding collisions at B. However, it also cause A to defer
while C' is transmitting to a node outside of A’s interference range, such as Node D.
This results in underutilization of the medium. However, the possibility of increased
collisions may be traded for higher network utilization by decreasing the sensing
range. However, if the sensing range is decreased too much, the higher collision rate

lowers network throughput. This situation is illustrated in Figure 1.2. Deferrals are
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Figure 1.1  Determining Sensing Range

the number of times a packet is not transmitted due to a busy network. Deferrals are
considered unnecessary if the deferred packet would not have caused any collisions
if it had been transmitted. To maximize network throughput, one must determine

the ideal sensing range of the network.

1.2 Problem and Significance

Since the cost of a collision is higher than the cost of a deferral, most imple-
mentations of 802.11 focus on reducing collisions. For this reason, it is common for

the sensing range to be twice as large as the communication range. Such a large

Ideal Sensing
5 f Range
T Unnecessary
Network Deferrals
Throughput

Low

Small . Large
Sensing Range

Figure 1.2  Ideal Sensing Range
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sensing range can greatly reduce network efficiency [XS01|, however, this result was
obtained using a pedagogical example. It is not known what significance a large

sensing range has on more typical multi-hop network topologies.

Since IEEE 802.11 is a very common protocol, it would be desirable to use the
protocol in multi-hop networks. However, if 802.11 CCA inefficiencies are as serious
as indicated in [XS01], they must first be addressed. Although CCA improvements
would most benefit CSMA /CA based protocols such as 802.11, non-CSMA /CA based
protocols would also stand to benefit because they too must sense the medium for a

signal of some sort.

This research potentially benefits the US Air Force because if current multi-
hop networks are using non-ideal sensing ranges, then a change in a single variable in
the multi-hop protocol could increase network throughput. Determining these CCA

issues is the focus of this study.

1.3 Research Goals

This research intends to first determine the magnitude of IEEE 802.11 CCA
inefficiencies in a multi-hop environment. Next, it determines what network factors
affect ideal sensing range. This information is used to set the sensing range to

maximize network throughput.

1.4 Thesis Organization

This chapter contains a brief overview of the subject area and states the goals
and direction of the research. Chapter 2 reviews current literature and research
on multiple access methods, wireless MAC protocols, CSMA, problems of applying
CSMA to a wireless network, and methods to overcome these problems. Chapter
3 presents the methodology used to accomplish this research including the system

definition, evaluation techniques and experimental design. Chapter 4 presents the
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research results and analysis. Finally, Chapter 5 summarizes and presents the con-

clusions of this research effort.

1-5



II. Literature Review

This chapter presents background information on medium access control (MAC)
protocols and their application to wireless multi-hop ad-hoc networks. It presents
techniques used by MAC protocols to permit multiple access to a medium and also
describes the ALOHA and Carrier Sense Multiple Access (CSMA) protocols. The
chapter describes challenges facing CSMA based protocols such has hidden and ex-
posed nodes as well as issues associated with clear channel assessment (CCA). Proto-
cols which improve upon CSMA are described including CSMA with collision avoid-
ance (CSMA/CA), Multiple Access with Collision Avoidance (MACA), MACAW,
and [EEE 802.11. A brief description of non-CSMA based protocols is also given.

2.1 Multi-Hop Ad-Hoc Networks

Computer networks have become a critical part of the United State’s and the
U.S. military’s infrastructure. In fact, the US military’s reliance on computer net-
works extends to virtually every aspect of war. Although the military is currently
heavily reliant upon a wired medium, wireless networks are increasingly being im-

plemented where a wired medium is either impractical or too expensive.

The simplest wireless networks are common within or around office buildings
and consist of access points connected to a wired network. Wireless nodes commu-
nicate with the access points. Ad-hoc wireless networks on the other hand, do not
rely on access points. In an ad-hoc network, wireless nodes communicate directly
with each other. For example, such a network would allow communication between
several laptops in a remote location. Since no infrastructure is required, aside from

the nodes themselves, ad-hoc networks are relatively cheap.

The simplest ad-hoc networks are fully-connected, meaning all nodes can di-
rectly communicate with each other. As ad-hoc networks become larger, it may not

be possible for a node at one network extreme to communicate with a node at the
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other. For such nodes to communicate, one or more nodes must relay the message.
A network having relay capability is called a multi-hop ad-hoc network, or simply
a multi-hop network. Every node in a multi-hop network can potentially serve as a

router.

Multi-hop network protocols have two key design issues. First, the dynamic
routing protocol determines a node’s neighbors and the best route to other nodes.
Second, the medium access control (MAC) protocol provides efficient access to the

wireless medium. This study focuses on the latter design issue.

2.2 MAC Protocols

Wireless networks are similar to wired networks since all nodes share a common
communications medium. As in a wired network, if two wireless nodes transmit at
the same time, their signals will interfere and result in a collision. The task of the
MAC protocol is to avoid collisions and to resolve collisions when they do occur. In
addition, the MAC protocol must do this in a fair and efficient manner. The MAC
protocol is contained within the datalink layer of the Open Systems Interconnec-
tion (OSI) reference model as specified by the International Standards Organization

[Int84].

2.2.1 Multiple Access Methods.  There are many MAC protocols with each
utilizing a different technique to control channel access. These methods can be

reduced to five general categories:

1. Space Division

Most MAC protocols are designed based on the assumption that the wireless
nodes are equipped with omni-directional antennas. An omni-directional an-
tenna transmits and receives energy equally in all directions. An alternative
is to use directional antennas. The strategy used by space division proto-

cols is to limit the area of transmission to allow simultaneous transmissions
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that would not be possible with omni-directional antennas. Directional an-
tenna MAC protocols have the ability to improve overall network throughput
[KSV00]. However, directional antennas can be costly and are not practical for

many devices. The remaining methods focus on omni-directional antennas.
2. Random Access

One method to control channel access is to simply not control it at all. Nodes
using such protocols transmit without regard to other node activity. If a colli-
sion is detected, the packet is rescheduled. This type of access method was first
implemented with the ALOHA System as explained in Section 2.3.1 [Abr70).
Such protocols are quite simple but relatively inefficient. They form the basis

for more advanced protocols such as 802.11 and Ethernet.
3. Partition Time

Another method to achieve multiple access is to partition time by dividing it
into slots. This method is known as Time Division Multiple Access (TDMA)
[Sk188|. In this case, each node only transmits in its assigned slot. At any
given time, only one node is allowed to transmit thus collisions are eliminated.
Fixed assignment TDMA can be wasteful though because slots are assigned to
a node whether or not that node has a packet to transmit. TDMA is commonly

used for cellular services.

A variation of fixed assignment TDMA is Random-TDMA (RTDMA) [CHT75].
This technique dynamically allocates time slots to specific nodes. Thus, any
node may transmit during any slot. This method is generally more efficient
than a pure random access scheme since the slots force packets to completely

overlap rather than partially overlap. This effectively reduces the number of

collisions by half [Abr77].

4. Partition Frequency
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A fourth method to provide common channel access is to partition the available
transmit frequency band using Frequency Division Multiple Access (FDMA).
Using this method, each system node is assigned a different communication
frequency [SkI88|. By doing this, nodes may transmit simultaneously without

interference. Thus, this method subdivides a channel into several sub-channels.

This method does have some drawbacks. A frequency sub-band can only be
assigned to one node, which limits the number of system nodes to a function of
the system’s bandwidth. It can also lead to wasted bandwidth since a particular

frequency sub-band is unused if a node is not transmitting.
. Spread Spectrum

A spread spectrum system utilizes bandwidth in excess of the minimum band-
width necessary to send the information [SkI88|. Spreading is typically accom-
plished by means of a binary code. At the receiver, the same code is used to
de-spread the signal. A unique code may be assigned to each node thus allow-
ing for multiple access. This technique is referred to as Code Division Multiple

Access (CDMA).

The two common spread spectrum techniques are direct-sequence (DSSS) and
frequency-hopping (FHSS). In a DSSS system, a narrow-band signal is trans-
formed into a wide-band signal with a spreading code [Skl88|. Any other node
with the spreading code may de-spread the signal. This technique allows mul-
tiple nodes to send simultaneously and offers side benefits such as security and

jamming resistance.

A FHSS system transmits narrow-band information but frequently changes
the transmission frequency [SkI88|. The hopping pattern is maintained in the
code signal thus any other node with the code signal may properly receive the
transmission. Like DSSS, FHSS provides the benefits of security and jamming

resistance in addition to multiple access.
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2.3  FEarly Wireless Protocols

2.3.1 ALOHA. One of the first wireless MAC protocols, ALOHA, was
implemented in 1971 at the University of Hawaii [Abr70]. The system concept is
very simple and of the five general categories, falls into the random access category.

The system consists of the following modes [Sk188]:

1. Transmission mode. Nodes transmit any time they have a packet waiting for

transmission, encoding the transmissions with an error detection code.

2. Listening mode. After a message transmission, a node listens for an acknowl-
edgment (ACK) from the receiver. Transmissions from different nodes will
sometimes conflict. In such cases, errors are detected and the transmitting

nodes receive a negative acknowledgment (NAK).

3. Retransmission mode. When a NAK is received, the messages are simply
retransmitted. Of course, if the colliding users were to retransmit immediately,

they would collide again. Therefore, the nodes retransmit after a random delay.

4. Timeout mode. If after a transmission the node does not receive either an ACK

or NAK within a specified time, the node retransmits the message.

This simplicity of control comes at the expense of channel capacity. Statistical
analysis has shown that the “pure” ALOHA channel can only achieve a maximum
normalized throughput of 5~ = 0.184 [Abr77]. This low throughput is the result of

high collision rates since nodes transmit without regard for each other’s activity.

To improve ALOHA’s performance, Slotted ALOHA was introduced [Abr77].
Slotted ALOHA uses a RTDMA scheme. A sequence of synchronization pulses is
transmitted to all system nodes. A “slot” is defined as the time between synchroniza-
tion pulses and are of the same duration as a packet transmission. When a node has
a packet to transmit, the transmission is scheduled to start at the next slot bound-

ary. In this way, conflicting packets overlap completely rather than partially and as
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a result, the rate of collisions is reduced by half. This has the effect of doubling the
normalized throughput of the ALOHA protocol to * = 0.368 [Abr77].

2.3.2 CSMA. ALOHA’s poor performance is due to its high collision rate.
One method to reduce collisions is based on a method used by airplane pilots. Each
pilot first listens to the radio to ensure no one else is transmitting before transmitting
their own message. In networks, this protocol is referred to as Carrier Sense Multiple
Access (CSMA). Since CSMA allows nodes to access the medium one at a time but

does not assign specific slots, it is essentially a RTDMA system [KT75].

A node using CSMA behaves much like a node using ALOHA except that it
first senses the medium before transmitting. If another nearby node is transmitting,
the medium is sensed as busy and the node defers, i.e., it refrains from transmitting

until a later time. If the medium is sensed as free, the node transmits.

There are two general CSMA categories: persistent and non-persistent. When
persistent CSMA senses a busy medium, it waits until the channel is idle and then
immediately transmits. However, if multiple nodes are waiting, they will transmit
at the same time with a collision resulting. To avoid this, persistent CSMA can be
generalized to p-persistent. If p-persistent CSMA senses an idle channel, the node
transmits with probability p. Otherwise, it defers with probability 1 — p. If the
channel is sensed as busy, the node waits until the channel is idle and then operates
as previously described. Thus, persistent CSMA is equivalent to p-persistent CSMA
where p = 1 |[KT75|. Using a lower p value reduces the chances of collision when
the channel becomes idle. Non-persistent CSMA differs from p-persistent in that a
packet is always rescheduled if the channel is sensed as busy. If the channel is sensed
as idle, the node always transmits. However, since rescheduling is a randomized
process, there is low probability of multiple nodes transmitting when the channel
becomes idle. This leads to fewer collisions and reaches a maximal channel capacity

of 0.815 when all nodes are within range of all other nodes |[KT75|. This led to
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CSMA based protocols becoming popular within the network industry. The most
popular CSMA protocol is Ethernet which uses a CSMA with Collision Detection
(CSMA /CD) protocol [PD00]. Since wireless nodes cannot simultaneously send and

receive, CSMA /CD is not used in wireless applications.

2.4 CSMA Performance Problems

2.4.1 Hidden/FEzposed Nodes. CSMA suffers a fundamental problem as-
sociated with wireless networks. As network size increases, the assumption that all
nodes are within the communication range of all other nodes is invalid. This re-
sults in what are known as hidden and exposed nodes. A hidden node scenario is
illustrated in Figure 2.1. The communication and sensing ranges, which are equally
sized in this example, are represented by the solid circles. Figure 2.1 shows node A
transmitting to node B. Node C has a packet to transmit to node D. Following the
CSMA protocol, node C' senses the medium and since node A is beyond C’s sensing
range, it does not detect a transmission and continues its transmission to node D.
Node A’s and node C’s transmissions overlap at node B causing a collision. This

collision results from the fact that A’s transmission is hidden from C.

Now consider exposed node case illustrated in Figure 2.2. Here, node B is
transmitting to node A. Node C has a packet to transmit to node D. Following the
CSMA protocol, node C first senses the medium. Since C is within the transmission
range of B, C senses B’s transmission and defers its transmission to a later time.
However, C could have transmitted without a resulting collision. This is due to the
fact that each signal only overlaps at their respective transmitting nodes; each target
node receives a clear signal. In the exposed node case, a collision does not occur.

However, bandwidth is not fully utilized.

2.4.2  Clear Channel Assessment (CCA).  Hidden and exposed node prob-

lems are exacerbated by the method which wireless nodes use to sense the medium.
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Figure 2.1  Hidden Node Scenario

Collision

Figure 2.2 Exposed Node Scenario

The process of determining whether the channel is busy or not is called Clear Chan-
nel Assessment (CCA). The CCA process measures the amount of RF energy at the
receiver. If the energy level is above a certain threshold, the medium is considered
busy, otherwise it is considered idle. This is illustrated in Figure 2.3. This figure
shows signal degradation as the distance from the transmitter increases. If a node
receives a signal with a strength greater than the communication threshold, it can
reliably receive and interpret that transmission. If the received signal strength is
lower than the communication threshold, but greater than the sensing threshold, the
node is aware that another node is transmitting but is unable to decode the signal
(communicate). If the received signal strength is less than the sensing threshold, the

node is unable to differentiate between a signal and noise.

Assuming uniform signal decay rates, the thresholds may be mapped to ranges
as shown in Figure 2.4. In this figure, node A is transmitting. Node B is within

A’s communication range therefore B is able to successfully receive and interpret A’s
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signal. Node C is between A’s communication and sensing ranges, therefore, it is

able to sense A’s transmission but it is unable to decode it.

Not shown in the figures is the interference range. This is not set by the
protocol but is a product of protocol, network topology, and environmental factors.
Therefore, it cannot be clearly defined. It is the range at which a node’s transmission
no longer causes interference at another node. The sensing range is typically larger
than the communication range [SK99|. In addition, the sensing range is usually
larger than the interference range which means that the transmission can be sensed

at a range beyond which it may cause interference.

For example, in IEEE 802.11 based WaveLAN wireless radios, the interference
range and sensing range are more than two times the size of the communication range
[XS01|. A larger sensing range means that a node with a packet to transmit could
sense the medium as busy and defer when it could have transmitted without interfer-
ence. A larger interference range means that a node could sense the medium as free
and transmit but still cause interference at another node beyond the transmitting

node’s communication range.

In a fully connected network, the ideal sensing range is one that minimizes
collisions as Figure 2.5 illustrates. Node A must not transmit when another node
within A’s interference range (R;,) is receiving data, e.g., node B. In a worst
case, node B is located on the interference range border as illustrated. Node C
represents the furthest node from B that can communicate to B. Thus, B is within

Transmitting
Node

- - - - Communication

Signal Strength

Distance

Figure 2.3 CCA Power Thresholds
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Figure 2.4 CCA Power Ranges

the communication range of C' (R, ). From this representation, it can be seen that
to minimize collisions between packets from A and C' that simultaneously arrive at
B, A must have a sensing range Rg, > R;, + R¢, such that A can detect (sense)
that C' is transmitting. Since a node’s interference range is at least equal to the
communication range, the ideal sensing range is at least twice the communication

range. However, hidden and exposed nodes complicate the issue.

Node A’s sensing range of Rg, > R;, + R¢, ensures it never transmits while
C' is transmitting, thus avoiding collisions at B. However, it also cause A to defer
while C' is transmitting to a node outside of A’s interference range, such as Node D.
This results in underutilization of the medium. However, the possibility of increased
collisions may be traded for higher network utilization by decreasing the sensing
range. However, if the sensing range is decreased too much, the higher collision rate
lowers network throughput. To maximize network throughput, one must determine

the ideal sensing range of the network.

It is clear that these CCA issues are closely related to the hidden and exposed
node problems. In a wireless network where every node can sense every other node,
these problems have only minor impact. However, in networks containing hidden

and exposed nodes, such as multi-hop networks, these problems cause serious per-
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Figure 2.5  Determining Sensing Range

formance degradation. For these reasons, pure CSMA is inappropriate for multi-hop

wireless ad-hoc networks.

2.5  Overcoming CSMA Performance Problems

Hidden and exposed nodes illustrate the fundamental problem with CSMA.
Collisions only matter when they occur at a receiving node. They do not matter
if they occur at a transmitting node. However, CSMA uses carrier sensing to de-
termine whether or not a node is transmitting. What is really needed is a method
to determine whether or not a node is receiving. This section looks at some of the
methods to improve CSMA by focusing on what is happening at the receiving rather

than the transmitting node.

2.5.1 RTS/CTS Protocols. ~ CSMA with Collision Avoidance (CSMA/CA)
extends CSMA by introducing a handshaking routine between nodes before exchang-
ing data. CSMA /CA was originally implemented by Apple for the Localtalk network
|[Kar90]. Multiple Access with Collision Avoidance (MACA) uses CSMA /CA as its
fundamental protocol [Kar90]. The basic idea behind MACA is for the sender to

stimulate the receiver into outputting a short frame so nearby nodes can detect this
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transmission and defer transmitting for the duration of the upcoming (larger) data

frames [Tan96|.

MACA works as follows. If node A has a packet to transmit to node B,
node A first transmits a Request-to-Send (RTS) packet. This packet contains the
source node, the destination node, and the data length. If node B receives the RTS
packet and is currently not deferring to another transmission, it transmits a Clear-to-
Send packet (CTS) back to A. Upon receiving the CTS packet, node A immediately
transmits the data packet to B. Any other node sensing A’s RTS packet defers from
transmitting for enough time to allow B to respond with a CTS packet. Any other
node that senses B’s CTS packet knows that B is about to receive data and defers

from sending for enough time to allow B to receive the data.

Using the hidden node scenario in Figure 2.1, node C does not sense the RTS
from node A since it is out of range. However, node C does sense B’s CTS packet.
Thus C knows that a node nearby is receiving data and defers from transmitting long
enough to allow B to receive the data. In the exposed node scenario in Figure 2.2,
node C would sense node B’s RTS packet but would not sense node A’s CTS packet.
Thus, node C knows that either node A is down and not responding or out of range.
Either way, node C is free to transmit. Thus, MACA effectively handles these
situations but it does not completely solve the hidden/exposed node problems. In
particular, it is still possible for RTS and CTS packets to collide. Since these packets
are much smaller than a data packet, the possibility of collision is reduced, but they

still can cause a significant reduction is throughput.

One improvement to MACA is MACAW [BDSZ94|. MACAW introduces an
acknowledgment (ACK) frame after each successful data frame and requires nodes
to use carrier sensing before transmitting RTS frames. It also has a separate backoff
algorithm for each data stream rather than one for each node, thus improving fairness
of the protocol. Finallyy, MACAW allows nodes to exchange congestion information

to improve system performance |Tan96|.
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MACA/MACAW methods achieve good results and serve as a basis for the
IEEE 802.11 protocols. IEEE 802.11 can function using two access methods, the
point coordination function (PCF) and the distributed coordination function (DCF).
The PCF is for use with static access points thus not suitable for ad-hoc networks.
With DCF, a node desiring to transmit senses the medium. If the medium is busy,
it defers. If the medium is idle for a specified amount of time, the node transmits.
The sending and receiving nodes may optionally perform a RTS/CTS handshake to
reduce collisions. Once the data frame is received, the receiving node checks the
packet for errors. If it was received error free, the node sends an acknowledgment
packet to the transmitting node. If the sending station does not receive an acknowl-
edgment, it retransmits the packet until it receives an acknowledgment or gives up

after a certain number of attempts.

The success of 802.11 has resulted in it becoming the de-facto standard in
wireless communications. However, IEEE 802.11 has serious performance problems
in multi-hop networks primarily due to deficiencies in DCF. There are four specific

problems in 802.11 when used in a multi-hop environment [XS01].

e The hidden node problem still exists. Although the 802.11 standard addresses
this problem with the RTS/CTS handshake, such a scheme cannot eliminate
all collisions due to hidden nodes. This problem is aggravated in multi-hop

networks since such networks will always have hidden nodes.

e The exposed node problem is not addressed at all by the 802.11 standard.
In a multi-hop environment, the exposed node problem can create a greater

degradation in performance than the hidden node problem.

e Many common implementations of the 802.11 standard have sensing and in-
terference ranges much larger than the communication range. This intensifies
hidden and exposed node problems and severely degrades performance in a

multi-hop network.
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e The binary exponential backoff scheme used by DCF induces unfairness since
it favors the latest successful node. While this is true for all network environ-

ments, it is especially severe in multi-hop networks.

2.5.2  Busy-Tone Protocols. Because of CSMA’s inherent weaknesses in
wireless networks, many alternatives have been proposed. The first was proposed
by Kleinrock and Tobagi who published a study of CSMA protocols [KT75]. They
subsequently published a companion paper proposing the idea of busy tones [TK75].
The Busy Tone Multiple Access (BTMA) protocol uses a central base station that
transmits an out-of-band signal (busy tone) while receiving data. Nodes defer trans-
mission while the busy tone is sensed. Since BTMA uses centralized access points,
it is not appropriate for ad-hoc networks. However, the idea has served as a basis

for ad-hoc busy tone protocols.

The Dual Busy Tone Multiple Access protocol (DBTMA) works by splitting the
channel into two sub-channels [HT99], one data channel and one control channel. In
addition to RTS and CTS control packets, the DBTMA protocol adds a transmission
busy tone (BT;) and a receive busy tone (BT,.). Before a source node sends a packet,
it first tries to sense the BT, signal. If it does sense the BT, signal, it defers, otherwise
it transmits an RTS packet to the destination node. When the target node receives
the RTS packet, it tries to sense the BT, signal. If it does, it defers, otherwise is
begins transmitting the BT, signal and transmits a CTS packet to the source node.
When the source node receives the CTS packet, it simultaneously transmits a BT}
signal and data packet to the target node. When the source node finishes sending
the data packet, it stops sending the BT} signal. When the destination node stops
receiving the data packet it stops sending the BT,. DBTMA outperforms MACA
throughput by about 100% and achieves a maximum throughput of 0.7 [HT99]. This
protocol eliminates all collisions of data packets and greatly reduces the chances of

RTS/CTS packets colliding.
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The Wireless Collision Detect (WCD) protocol is very similar to DBTMA
[GL00]. WCD eliminates the use of a RTS/CTS handshake, using only a sending
and receiving busy tone to avoid collisions. Simulations of WCD show maximum
normalized throughputs of up to 0.97 are achievable in a fully connected network;
multi-hop network analysis was not provided. Achieving such high throughput is
dependent on using the optimal packet size which may vary across networks. How-

ever, in all cases studied, WCD shows a significant improvement over 802.11 and

HIPERLAN [GLO00].

The Europe Telecommunication Standardization Institute (ETSI) created the
HIPERLAN wireless protocol which uses a MAC protocol called Elimination Yield
Non-pre-emptive Priority Multiple Access (EY-NPMA). Like WCD, this protocol
does not use an RTS/CTS handshake. The protocol incorporates node priority
allowing higher priority packets to have access to the network faster than low priority
packets. Nodes of the same priority resolve who accesses to the channel through a
random length elimination tone followed by a random length yield time. The protocol
throughput approaches 0.85 in a fully connected network. As hidden nodes are
introduced, throughput degrades, achieving 0.6 with 5 hidden node pairs [FGB96|.

2.6 Summary

This chapter contains background information relating to MAC protocols and
their application to wireless networks. It describes methods that various protocols
may use to achieve multiple access to a common channel. The early wireless proto-
cols, ALOHA and CSMA, are also described. CSMA’s performance problems related
to hidden and exposed nodes as well as clear channel assessment are described in
detail. Following this, the chapter provides an overview of more recently proposed

methods to overcome these problems.
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III. Methodology

This chapter presents research goals and the methodology used to reach them. The
system of study and parameters affecting the system are specified. In addition,
factors that are varied in the system to determine the effects of sensing range in an
ad-hoc network are described. Lastly, the chapter presents the experimental design

used for the research.

3.1 Problem Definition and Research Goals

A large sensing range can have a significant effect on throughput [XS01|. How-
ever, no studies using other than pedagogical examples were discovered. Further, no
published studies were found that determine the effect of static sensing ranges on

multi-hop networks or determine what an ideal sensing range of a network should

be.

Therefore, the research goals are as follows:

1. Determine the performance impact of sensing threshold levels on network

throughput specifically for multi-hop networks.
2. Determine primary factors affecting ideal sensing threshold levels.
3. Propose MAC protocol improvements that take advantage of these factors.

Due to the nature of the CSMA protocol, it is expected that the presence of both
hidden and exposed nodes will be the primary factor affecting protocol efficiency. The
presence of hidden and exposed nodes are in-turn determined by network topology
and the communication range of each node. The severity of the effect of hidden
and exposed nodes is a function of network traffic. When these factors combine to
create several hidden and exposed nodes, and the load is high enough to make them
significant, we hypothesize that a large sensing range will cause a significant number

of unnecessary deferrals which in-turn leads to lower throughput. By decreasing the
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sensing range, the number of unnecessary deferrals will decrease, thus improving

network throughput.

3.2 Approach

The first objective, measuring the performance impact of current threshold
levels on multi-hop networks, indicates just how important sensing range is to system
performance. If the ideal range only creates a small improvement in performance, it
may not be worthwhile to modify a network to incorporate new protocols or introduce
the additional overhead such protocols may require. However, given preliminary data

shown in other studies we expect sensing range to have a significant effect [XS01|.

To determine the second objective, we create a series of networks. Each network
varies in size, topology, and traffic load. For each network, we submit an offered
workload, vary the node sensing range and observe network performance. From
this information we determine which sensing range is ideal for each network and
determine which factors have the greatest influence on ideal sensing range. Methods

a node can use to determine optimal sensing range are then explored.

3.8  System Boundaries

This research focuses on the physical layer and Medium Access Control (MAC)
component of the data link layer of wireless multi-hop networks. All network nodes
run the same protocols using the same settings. Thus, the system under test (SUT)
is the MAC and physical layers of all network nodes. The component under test
(CUT) is the sensing threshold (ST) level specified in the MAC protocol. System

boundaries are illustrated in Figure 3.1.

There are additional methods that could be implemented at the MAC and
physical layers to solve the problems discussed in Section 3.1. For example, trans-
mission signal strength can be varied dynamically to decrease exposed node prob-

lems. However, investigation of power control methods is beyond the scope of this
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research. Instead, the research focuses on solving the problem mentioned by varying

the sensing threshold only.

3.4 System Services and Possible Outcomes

The MAC and physical network layers provide service to the higher level net-
work layers. They take a packet from the link control layer as input and transmit
the packet across the medium. These layers also listen to the medium for incoming

packets which are received and passed up to the link control layer.

For any network node, the MAC layer is in one of two states, either it has
packets to transmit or it does not. If the MAC layer does not have any packets
to transmit, it will not attempt to gain channel access. If it does have a packet to
transmit, it will contend for channel access. Thus, channel contention results in one
of four outcomes: (1) the node transmits and the transmission does not result in a
collision at any node, (2) the node transmits and the transmission causes a collision
at one or more nodes, (3) the node does not transmit, but if it had, a collision would
have resulted, or (4) the node does not transmit, but if it had, a collision would not

have resulted. Outcomes one and three are desired while two and four are undesired.
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Figure 3.1  System Boundaries
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3.5 Performance Metrics

The following metrics are used to measure the system:

e Average Network Throughput - Throughput S is defined by

b

S = (3.1)

where b is the number of successfully transmitted bits and ¢ is the period
of observation in seconds. This measures the average number of data bits
transmitted per second. Network throughput measures the number of bits

passed to the link layer, excluding MAC layer control bits.

This higher-is-better metric is chosen since it provides a measure of network
efficiency. An efficient network transmits multiple packets simultaneously when
possible, resulting in higher throughput. For a fully connected network, only
one node may transmit at a time and S has a maximum value equaling the
node transmission rates. Network configurations that take advantage of spatial

reuse yield higher throughput rates.

e Average Collisions Per Packet - Average collisions per packet C' is defined as

D6

5~ alli
C = N (3.2)

where ¢; is the number of collisions suffered by the i'® packet, and P is the total
number of transmitted packets. A collision is counted when the transmission
of another packet causes interference. A single packet can collide with multiple
packets during transmission. It is possible for two packets to collide, yet one
or both are successfully received due to the capture effect of radio receivers.

Such collisions are counted in this statistic.
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e Average Deferral Slots Per Packet - Average deferral slots per packet D is
defined as

D= Aln (3.3)

where d,, is the total number of deferral slots at the nth node and P is the total
number of transmitted packets. A deferral occurs whenever a node refrains
from transmitting a packet due to a busy medium. This results in the node
backing-off randomized number of slots. This statistic records the average
number of back-off slots per second. A deferral can occur multiple times for
a single packet if the medium remains busy when the node exits the back-off

state.

3.6  System Parameters

Network performance is affected by a number of parameters which are divided

into two categories: system and workload.

e System Parameters

Antenna Type - A transmitter antenna can be directional or omni-directional.

This research uses omni-directional antennas only.

— Number of nodes - The number of network nodes, N, measures the to-
tal number of nodes trying to gain access to the medium. The nodes
can be considered system “customers” and the goal is to service as many

customers as fast as possible.

— Node Topology - The physical relationship between nodes is a determinant

in the ability of the MAC protocol to take advantage of spatial reuse.

— Environmental topology - This includes physical obstruction between nodes,
including walls, hills, or the Earth itself. Obstructions influence the decay

rate of a wireless signal.
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— Signal Strength - This is the wireless signal transmitted power and is a
significant factor in node communication range. It also partly determines

the existence of hidden and exposed nodes.

— Routing Protocol - The ad-hoc network routing protocol determines a
routing path for each packet. The routing protocol can be a significant
source of overhead on an ad-hoc network. The routing protocol resides in

the network layer.

— MAC Protocol - This protocol is used by each network node to negotiate
medium sharing. The MAC protocol lies within the data link layer and

consists of two main sub-parameters:

- Sensing Threshold - This is the energy level at which a node considers
the medium busy. The effect of this factor is the component under
study (CUT).

- Other MAC options - This category includes all options that may be
varied at the MAC layer. These options include the back-off method
used and the amount of time a node listens to the channel before

transmitting. It also includes the use of additional collision avoidance

methods such as a RTS/CTS handshake.

e Workload Parameters

— Offered Load (bits/sec) - This parameter is the rate at which packets

arrive at the MAC layer of each node.

— Packet size (bytes) - Packet size can be either constant or variable. When
constant, packet size is specified in bytes. When variable, average packet
size as well as a distribution by which the packet size is modeled is usually

specified.
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3.7 System Factors

From the list of parameters above, factors are selected as those most likely
having a significant influence on network performance. All other parameters are set

equivalently on all nodes and not varied.

1. Network Size and Topology - This study uses two 25 node networks and one
5 node network. One of the 25 node networks is arranged in a 5 x 5 matrix
with equal row and column spacing between the nodes (Figure 3.2b). This
creates a uniformly distributed network. The second network is designed to
resemble a more realistic network topology and consists of several node clusters
(Figure 3.2¢). Each cluster could represent, for instance, a location at a remote
military installation. The five node network is arranged in a linear fashion as

shown in Figure 3.2a.

To measure the effect of introducing hidden and exposed nodes, the distance
between nodes is varied. For the 5 node and 25 node uniform network, the
distance between diagonally adjacent nodes is defined as d. This study uses
a commonly used power setting of 1 mW which results in a communication
range of about 250 meters. As shown in Table 3.1, four sizes for each network
topology are obtained by varying d such that d = £« where v = {1,2,3,4}. The
horizontal distance between nodes, h, is determined from the diagonal distance
and [ is the total length of the network area. Networks of size d = % result
in every node within communication range of every other node, i.e., a fully
connected network. Networks of size d = R are very large and each node can
only communicate with its nearest neighbors. Sizes d = % and d = R—gc provide
intermediate degrees of hidden and exposed nodes. The clustered network was

similarly expanded to fill a total area equal to [ as shown in Table 3.1. The

relative distance between each node is maintained for each size.
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(a) 5 Node Network

Table 3.1

Uniform Network Sizes

R, =2500m | 176.77 m | 707.08 m
%Rc =125.0m | 83.39 m | 353.56 m
%RC =833 m | 58.90 m | 235.60 m
iRC =625m | 4419 m | 176.76 m
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2. Sensing Range - Sensing range (R;) is a function of communication range (R,).
The following levels are used for the sensing range: 2R., 1R. and %RC. For
a standard communication range of 250 m, the given Rg levels equate to 500
m, 250 m and 125 m. The simulation uses a 2-ray path loss model for signal
attenuation [GS|. Using this model, the received packet power,P, .4, that has
propagated the distance, D, is determined by

Prcvd — Bn band ° Ploss * Gtx ant * Gra: ant (34)

where Gigant and Grgene are transmitting and receiving antenna gains which
are set to 1 for this research. Pj,peng 1S the in-band transmit power which is

set to 0.24 mW, and P, is path loss determined by [GS]:

P =4 (sin (22)) (- (3.5)
loss = 2\ MM\ LD 1672 D2 '

where w = 0.12433 m is the wavelength. Using (3.4) and (3.5) and setting D
to the desired sensing range results in P4, the desired sensing thresholds,

measured in Watts, shown in Table 3.2.

3. Offered Load - Offered Load, A in bps, is modeled using a Poisson process and
set, based upon the network transmission rate. Network capacity is defined as
i with units of bps. Each node has a low, medium and high setting defined
as follows: Low — £(0.1), Medium — £(0.5), and High — £(0.9), where N is

the number of nodes on the network. For this study, a transmission rate of 1.0

Table 3.2  Sensing Threshold Levels

| Sensing Range (m) | Sensing Threshold (W) |

2R, =500 1.5946E-14
R. =250 2.5253E-13
%Rc = 250 3.8776E-12
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Mbps is used, resulting in load levels shown in Table 3.3. Although this rate
was chosen due to model limitations, it does not affect research results since

transmission rate is not a factor determining ideal sensing range.

3.8 FEwvaluation Technique

This research uses simulation as the method of evaluation. This method is
selected because analytic modeling would be too complex for the system as specified
and several simplifying assumptions would be necessary; these assumptions would
greatly reduce the value of the model. Direct measurement is not feasible as it
would require additional software running on the nodes which could affect node

performance. Furthermore, the hardware needed for such modeling is not available.

The simulation model is validated by conducting tests on a 4-node network
using a linear topology. This network is simple enough that packet transmissions
can be scheduled in such a way that network performance is predictable using a com-
bination of expert and statistical analysis. The predicted performance is compared

with actual performance.

3.9 Workload

For this study, only the MAC and Physical layers of each node are modeled
since they are the focus of this research. Therefore, the workload generated is passed
directly to the MAC layer, as opposed to first passing through OSI network layers one
through five. Each node independently generates a workload based upon a Poisson

distribution with mean arrival rate, A, a factor (see Section 3.7).

Table 3.3  Load Levels per Node

| Level | A, 25-nodes (bps) | A, 5-nodes (bps) |
Low —2(0.1) 4,000 20,000
Medium—£(0.5) 20,000 100,000
High —%(0.9) 36,000 180,000
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Packets are generated with a constant size of 256 bits. This size is chosen
because MAC protocols usually use reservation protocols (such as RTS/CTS) or
fragmentation when data sizes become large. Since these are not being modeled, a
smaller packet size is chosen. Furthermore, a smaller packet size results in increased
medium contention, the MAC phase this study is interested in. However, packet
size is expected to have an insignificant effect on ideal sensing range; this is verified

during the study.

The IEEE 802.11 protocol is used as the MAC layer protocol. This proto-
col was chosen since it is widely available and broadly used. The optional use of
RTS/CTS control packets is not simulated. The MAC settings used for all nodes is
shown in Table 3.4. The values shown are either specified by the 802.11 protocol or
commonly used in 802.11 implementations. Normally, the destination of each packet
is set by the application layer. Since layers one through five are not being modeled,
the destination is set during packet generation. The destination is randomly chosen
from among all nodes within a slight overestimation of a source node’s communi-
cation range. If the randomly chosen destination is greater than 300 meters from
the source, another destination is randomly chosen. This process repeats until the
randomly chosen destination is less than 300 meters from the source. This was done
to approximate routing protocol effects which generally prevents nodes from trans-
mitting to an out of range node. This allows generation of more accurate throughput
data since when a node transmits to an out of range node, it retransmits the packet

seven times before giving up.

3.10  FExperimental Design

A full factorial experimental design is used for this study. Each network topol-
ogy of Figure 3.2 requires 36 runs, resulting in a total of 108 runs. The 36 runs

performed on each network topology are specified in Table 3.5.
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Table 3.4 MAC Settings Used for all Nodes

‘ Parameter ‘ Value ‘
Data Rate 1.0 Mbps
CDMA Mode | Direct Sequence
Retry Limit 7
Buffer Size 256,000 bits
Bandwidth 22,000 Khz
Min Frequency 2,402 Mhz
Altitude 1.0 m
Modulation bpsk

To obtain a measure of throughput variability for a given run, the simulation
time is divided into 500 statistic collection “bins”. Throughput S is determined for
each bin according to (3.1). Deferrals are recorded in a similar fashion by dividing the
simulation time into 500 bins and determining the average deferral slots per packet
for each bin in accordance with (3.3). Collisions are calculated on a per packet basis
per (3.2). However, given the large number of packets created during a simulation,
500 packets are randomly sampled to obtain the collision statistic. The sample size

was chosen after estimating collision variability in preliminary runs.

Collected data has an accuracy of + 5% with 95% confidence. Preliminary
runs are conducted to determine throughput and collision rate variability. It was
observed that data from all runs fell well within the desired confidence boundaries
after about 120 s of simulation time. Therefore, 120 s is used for the simulation time.
Furthermore, every run stabilized within 10 seconds. Therefore the first 10 seconds
of simulated data is considered “transient” and discarded prior to metric calculation.

All runs are replicated three times.

3.11  Summary

This chapter presents the research goals which are to determine the perfor-

mance impact of sensing range on network throughput, determine the primary fac-
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Table 3.5 Experimental Runs for Each Network Topology

‘ Run,‘Sue,d ‘Senﬁng]%angQ<Rs‘ Load, A
1 Rc/4 2R, Low
2 Rc/4 1R, Medium
3 Rc/4 %f@ High
1 | Rejd R, Low
5 Rc/4 1R, Medium
6 Rc/4 %Iﬁ High
7 Rc/4 2R, Low
8 | Rc/4 1R, Medium
9 Rc/4 %f@ High
10 | R¢/3 2R, Low
11 | R¢/3 1R, Medium
12 | R¢/3 %Iﬁ High
13 | R¢/3 2R, Low
14 | R¢/3 1R, Medium
15 | R¢/3 %RC High
16 | Rc/3 2R, Low
17 | R¢/3 1R, Medium
18 | R¢/3 %Iﬁ High
19 | Rg/2 2R, Low
20 | Re/2 1R, Medium
21 | R¢/2 R, High
22 | Ro/2 2R, Low
23 | R¢g/2 1R, Medium
24 | R¢/2 sR. High
25 | Re/2 2R, Low
26 | Rc/2 1R, Medium
27 | Rc¢/2 SR High
28 R¢ 2R, Low
29 Re 1R, Medium
30 | Re sRe High
31 R¢ 2R, Low
32 R¢ 1R, Medium
33 Reo %Iﬁ High
34 R¢ 2R, Low
35 R¢ 1R, Medium
36 | Re sR. High
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tors affecting the ideal range and to suggest ways this information can be applied
to MAC protocol improvements. These goals are met by simulating three network
topologies. A full factorial experimental design is used in which network size, sensing

range, and applied load are varied.
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IV. Results and Analysis

This chapter summarizes simulation results obtained in this study. Detailed results
and raw data are presented in Appendix A. This chapter analyzes the results in

light of the goals and hypothesis of this study.

4.1  Results

Mean throughput results from this study are presented in Table 4.1 and Fig-
ures 4.1 through 4.3. Throughput data shows that a sensing range of twice the
communications range (2R,.) outperforms the other sensing ranges in almost all con-
figurations. For size d = % networks, sensing ranges of size 2R. and R, perform
equivalently. This is expected since the R, range already encompasses all nodes. The
only case where 2R, does not maximize throughput occurs in the clustered network,
size d = R¢, at a 0.9 normalized load. In this configuration, a range of R, gives

statistically better performance yet the improvement is small at less than 1%.

The mean collision data in Table 4.2 and Figures 4.4 through 4.6 shows how
increased sensing range does indeed reduce the number of collisions. In all cases, a

larger sensing range results in fewer or a statistically equivalent number of collisions.

Table 4.3 and Figures 4.7 through 4.9 show the effects of sensing range on de-
ferral slots. In almost every configuration, a smaller sensing range increased average

deferrals slots per packet.

ANOVA analysis of throughput results are contained in Tables 4.4 through
4.6. ANOVA results show that all factors have a significant impact on throughput
performance. The significance of each factor varies depending upon network topol-
ogy. For the uniform network (Table 4.4) the load (L) and sensing range (C) account
for 61% of the variation. This figure increases to 74% when 2nd-order effects are
included. However, for the clustered network (Table 4.5) the sensing range is half as

significant as in the uniform network. Here, load and size (S) are the most significant
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Table 4.1  Mean Throughput (bits/sec)
Uniform Network Clustered Network 5-Node Network
Network Size Load Sensing Range Sensing Range Sensing Range
2R, 1R, %RC 2R, 1R, %Rc 2R, 1R, %RC
4d Low 100,292 100,186 99,815 | 100,419 99,868 99,303 | 99,904 100,064 69,939
4d Medium | 251,943 251,736 111,404 | 250,559 250,378 124,334 | 243,932 243,876 136,796
4d High 251,809 251,799 122,050 | 250,263 250,222 124,300 | 243,706 243,893 183,731
3d Low 08,122 97491 93,543 | 98,931 98,556 94,505 | 99,988 99,542 42,395
3d Medium | 239,527 222,387 80,314 | 240,612 229,939 82,276 | 241,339 229,007 42,827
3d High 239,653 225,052 80,485 | 240,598 229,841 82,159 | 241,341 229,158 42,920
2d Low 95,863 92,690 81,856 | 97,944 95904 84,666 | 100,267 72,136 37,089
2d Medium | 174,727 108,287 76,954 | 208,016 128,178 72,601 | 229,331 136,048 36,835
2d High | 180,630 107,536 76,957 | 209,823 127,859 72,477 | 228,903 135,827 36,382
1d Low 99,558 99,548 99,941 | 99,282 99,300 99,203 | 99,805 75,590 26,124
1d Medium | 312,512 255,245 134,052 | 390,111 381,988 243,481 | 197,275 177,036 26,124
1d High 312,569 254,696 134,100 | 532,849 545,646 287,010 | 197,627 177,278 26,236
350,000,000
300,000 000
250,000,000
-
\ 1
» 200,000.000 \ \
% 4 \ i —e—Low Load
S 150,000.000 A = tiedum
A\ a— High Load
-
100,000000 | +——s—s ,_& —
50,000,000
0.000
2Rc 1Rc 5Rc 2Rc 1Rc .BRe 2Rc 1Rc BRc 2Rc 1Rc 5BRe
d=Rc/4 d=Rc/3 d=Rci2 d=Rc
Sensing Range
Figure 4.1  Throughput - Uniform Network (bps)

4-2




600.000.00
550.000.00
500.000.00
450,000.00
400,000.00
350.000.00

300.000.00

bits/sec

250,000.00
200,000.00
150,000.00
100.000.00

50.000.00

0.00

2Rc 1Rc 5Rc 2Re 1Rc 5Rec 2Re 1Rc 5Rc 2Rc 1Rc 5Rc

d=Rc/4

d=Rc/3

d=Rc/2

Sensing Range

d=Rc

#+ Low Load
& Medium Load
& High Load

Figure 4.2

Throughput - Clustered Network (bps)

300.000.000

250.000.000

200.000.000

150.000.000

bits/sec

100.000.000

50.000.000

0.000

2Rc 1Rc 5Rc 2Rc 1Rc BRc 2Rc 1Rc 5Re 2Rc 1Rec 5Rc

d=Rc/4

d

=Rc/3 d
Sensing Range

=Rc/2

d=Rc

#+ Low Load
& Medium Lead
& High Load

Figure 4.3

Throughput - 5-Node Network (bps)

4-3



Table

4.2

Mean Collisions (collisions/packet)

Uniform Network | Clustered Network | 5-Node Network
Network Size Load Sensing Range Sensing Range Sensing Range
2R. 1R, %RC 2R. 1R, %RC 2R. 1R, %RC
4d Low 0.000 0.001 0.149 | 0.001 0.001  0.122 | 0.000 0.000 0.039
4d Medium | 0.139 0.147 0.966 | 0.130 0.156  0.864 | 0.044 0.044 0.041
4d High 0.136  0.150 0.910 | 0.125 0.161  0.821 | 0.045 0.036 0.032
3d Low 0.001 0.024 0.678 | 0.002 0.029  0.476 | 0.000 0.012 0.162
3d Medium | 0.115 0.182 1.588 | 0.118 0.188  1.582 | 0.041 0.066 0.152
3d High 0.124 0.205 1.580 | 0.091 0.197  1.492 | 0.049 0.056 0.154
2d Low 0.016 0.317 0.884 | 0.012 0.214  0.761 | 0.012 0.107 0.224
2d Medium | 0.133 1.089 2.109 | 0.124 0.818  1.880 | 0.082 0.171 0.203
2d High 0.121 1.093 2.190 | 0.111 0.841  1.850 | 0.082 0.161 0.204
1d Low 0.020 0.064 0.160 | 0.031 0.073  0.101 | 0.013 0.025 0.042
1d Medium | 0.439 0.942 1.441 | 0.397 0.751  1.042 | 0.083 0.094 0.041
1d High 0.446 0.970 1.473 | 0.566 0.956  1.133 | 0.074 0.092 0.046
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Table 4.3  Mean Deferrals (slots/packet)
Uniform Network | Clustered Network | 5-Node Network
Network Size Load Sensing Range Sensing Range Sensing Range
2R, 1R, tR.| 2R, 1R. iR.|2R. 1R. iR,
4d Low 30 30 303 30 30 180 | 26 26 1,731
4d Medium | 1,577 1,536 10,577 | 1,617 1,618 9,767 | 94 93 1,270
4d High 1,567 1,565 9,909 | 1,635 1,623 9,772 | 94 94 1,173
3d Low 236 260 1,780 188 221 1,372 | 27 52 2,987
3d Medium | 3,089 4,340 13,392 | 2,929 3,816 13,289 | 93 331 2,970
3d High 3,090 4,319 13,375 | 2,894 3,844 13,256 | 92 332 2,956
2d Low 728 1,512 2,882 462 837 3,006 | 31 1,610 2,032
2d Medium | 5,834 10,642 10,424 | 4,111 9,005 13,784 | 262 1,155 2,049
2d High 5,619 10,724 10,431 | 4,171 9,050 13,779 | 259 1,158 2,044
1d Low 30 76 193 114 138 213 | 43 449 2,141
1d Medium | 1,593 3,116 2,005 834 1,169 2,805 | 452 565 2,141
1d High 1,608 3,131 2,005 646 957 2,417 | 450 563 2,131
16,000.000
14,000.000
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12,000.000 fl
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Figure 4.7  Deferrals- Uniform Network (slots/packet)
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and account for 58% of the variation and 75% of the variation when 2nd-order effects
are included. The 5-node network (Table 4.6) more closely resembles the uniform
network in that load and sensing range are the most significant factors, with sensing

range alone accounting for 47% of the variation.

4.2 Analysis

This study hypothesized that as load and hidden/exposed nodes increase, a
shorter sensing range would result in fewer deferrals. Fewer deferrals leads to higher
throughput. Study results contradict this hypothesis. In all cases, a shorter sensing
range increased average deferral slots per packet. This demonstrates that the benefits
of simultaneous transmissions are small compared to the cost of collisions. When
a collision occurs, not only is the time for the original transmission lost, but also
the sending node must wait for a time-out period. This period is long enough for
the receiving node to respond with an ACK. If the sending node fails to receive a
response within the time-out period, it enters a backoff state where it must wait an
average of 15.5 slots, assuming the previous transmission was successful. Slot time

is defined by the IEEE 802.11 standard as 20 us [IEE99].

Including physical layer overhead, data packets used in this study contained
537 bits and ACK packets contained 304 bits. At a transmission rate of 1.0 Mbps,
it takes 537 us and 304 us respectively to transmit data and ACK packets. Thus,
the minimum time to send a data packet and receive an ACK in return (send-ACK
time) is 853 us. This accounts for the transmission of the data and ACK packet,
a 1 us propagation time, plus half a slot time (10 us) the receiving node must wait
before responding with an ACK. The propagation time is intentionally overestimated.
The actual average propagation time between nodes for the simulation is 0.5 us.
The one-half slot waiting time is known as a short inter-frame space (SIFS) and is
defined by the IEEE 802.11 standard [IEE99|. In the case of a collision, after failing

to receive an ACK in the expected 853 us, the sending node backs-off an average
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Table 4.4  Uniform Network ANOVA
Component % Var | Deg.Free | F-Computed | F-Table
SST= 100 107
Main Effects 77.3 7 125546.41 2.42
Size (S) 14.9 3 56613.16 3.01
Traffic (L) 31.0 2 176344.42 3.40
Rs (C) 31.3 2 178148.30 3.40
2nd-order Interactions 22.2 16 15750.86 2.09
SL 5.64 6 10685.42 2.51
SC 2.97 6 5620.01 2.51
LC 13.6 4 38545.29 2.78
3rd-order Interactions 0.517 12 489.38 2.18
Error 0.00211 24

Table 4.5  Clustered Network ANOVA
Component % Var | Deg.Free | F-Computed | F-Table
SST= 100 107
Main Effects 73.9 7 201276.29 2.42
Size (S) 30.2 3 192128.53 3.01
Traffic (L) 28.3 2 269705.01 3.40
Rs (C) 15.4 2 146569.21 3.40
2nd-order Interactions 25.5 16 30391.81 2.09
SL 17.2 6 54789.83 2.51
SC 1.45 6 4619.72 2.51
LC 6.81 4 32452.92 2.78
3rd-order Interactions 0.561 12 891.71 2.18
Error 0.00126 24

Table 4.6  5-Node Network ANOVA
Component % Var | Deg.Free | F-Computed | F-Table
SST= 100 107
Main Effects 82.8 7 196132.14 2.42
Size (S) 9.92 3 54770.54 3.01
Traffic (L) 25.4 2 210834.76 3.40
Rs (C) 47.5 2 393471.92 3.40
2nd-order Interactions 14.4 16 14940.81 2.09
SL 2.21 6 6096.96 2.51
SC 5.02 6 13857.41 2.51
LC 7.20 4 29831.70 2.78
3rd-order Interactions 0.03 12 3760.36 2.18
Error 0.00145 24
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of 15.5 slots which equals 310 us. Thus, the total time cost for a collision is on
average 853 us + 310 us = 1163 ps. Again, this assumes the previous transmission

was successful.

If a simultaneous transmission occurs, the time to send a data packet and re-
ceive an ACK is saved in addition to the 2.5 slots (50 us) that separate transmissions.
The 2.5 slot time is the DCF inter-frame space (DIFS) as defined in the IEEE 802.11
standard [IEE99|. This totals 903 ps. Thus, two simultaneous transmissions save
78% of the cost of one collision. It takes at least three simultaneous transmissions
to make up for the cost of a single collision. This means that unless a decreased
sensing range significantly increases simultaneous transmissions, the costs outweigh

the benefits.

The number of simultaneous transmissions occurring in a network can be es-
timated by observing network throughput. Assuming zero collisions, no other lost
data, no simultaneous transmissions and at least one packet ready to transmit at all
times, then 256 bits of data can be transmitted every 903 us, this includes 853 us
send-ACK time plus a 50 us DIFS time. This gives an upper bound of 283,499 data
bits per second. When results show a throughput greater than this amount, it is as-
sumed that a particular network is taking advantage of simultaneous transmissions.
Note that a throughput value below this bound does not necessarily mean that si-
multaneous transmissions did not occur; only that a conclusion cannot be made on

throughput data alone.

Observation of throughput results show that size d = R¢ configurations do
surpass the calculated upper bound, indicating they are taking advantage of spatial
reuse. The highest throughput among all configurations is 545, 646 bps which occurs
in the clustered network, size d = R¢, at a 0.9 normalized load. In this case,
the sensing range is R.. This implies there is a high occurrence of simultaneous
transmissions. This configuration is the only configuration where a sensing range

lower than 2R, yields higher throughput. This is consistent with previous analysis
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that a shorter sensing range is only beneficial if it significantly increases simultaneous

transmissions.

Further evidence for this analysis is explained in Section 1.1 and Figure 1.1; to
avoid collisions, a sensing range equivalent to the interference range of node A (Ry,)
plus the communication range of node C (R(,) is needed. A node’s interference
range is at least equal to its communication range. Thus, a sensing range of at least
twice the communication range (2R.) is expected to minimize collisions. This is

borne out by the simulated collision data.

4.8 Additional experiments

If the interference range extends well beyond a node’s communication range,
then a sensing range greater than 2R, could yield better results. To test this, sim-
ulations using sensing ranges of 2.5 and 3 times the communication range were
considered. These studies were only performed on the uniform network. The results
are shown in Tables 4.7 through 4.9. Both the 2.5R,. and 3R, cases perform similarly.
There is an upper limit on the benefit of sensing range size and no additional benefit
is obtained by increasing the range beyond this. For smaller networks, this limit is
reached simply because the network is a finite size. Once a sensing range encom-
passes all existing nodes, increasing its size has no effect. A limit is also incurred
due to the effect of ambient background noise. Once a transmission’s received power
falls below the noise threshold, it cannot be distinguished from the noise. Therefore,
a receiver simulation model does not accept packets having received power below the

noise threshold. Thus, the lower sensing threshold limit equals the noise threshold.

Comparing the 3R, and 2R, throughput results in Tables 4.7 and 4.1 respec-

tively, we see that a 2R, sensing range slightly outperforms a 3R, range in most

cases. The exceptions are a d = % and d = R¢ network size at 0.5 normalized

load. However, these differences are small. Furthermore, the 3R, and 4R, studies

were not replicated. Thus, confidence intervals were not obtained and we cannot
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Table 4.7 3R, and 2.5R. Mean Throughput (bits/sec)

Network Sensing Range
Size Load 3R,  25R,
4d Low 99,825 100,481
4d Medium | 251,250 251,301
4d High 251,532 251,380
3d Low 97,237 98,171
3d Medium | 238,985 238,976
3d High | 239,223 239,484
2d Low 95,914 95,772
2d Medium | 174,714 174,743
2d High 179,131 179,394
1d Low 99,837 99,301
1d Medium | 311,689 313,486
1d High 311,759 311,615

Table 4.8 3R, and 2.5R. Mean Collisions (collisions/packet)

Network Sensing Range
Size Load | 5 " 95k,
4d Low 0.002 0.002
4d Medium | 0.117 0.140
4d High 0.127 0.155
3d Low 0.000 0.000
3d Medium | 0.135 0.127
3d High 0.122 0.122
2d Low 0.022 0.024
2d Medium | 0.127 0.131
2d High 0.107 0.140
1d Low 0.026 0.028
1d Medium | 0.406 0.406
1d High 0.419 0.389
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Table 4.9 3R, and 2.5R. Mean Deferrals (slots/packet)

Network Sensing Range
Size Load | 3p " asR,
4d Low 30 30
4d Medium | 1,509 1,569
4d High 1,588 1,593
3d Low 238 238
3d Medium | 3,084 3,025
3d High 3,081 3,067
2d Low 690 734
2d Medium | 5,824 5,812
2d High 5,720 5,969
1d Low 30 31
1d Medium | 1,612 1,573
1d High 1,593 1,586

say whether the values are statistically different. They do suggest though, that the
sensing range resulting in the highest throughput is between 2 and 3 times the com-
munication range, with most cases being closer to 2 times the communication range.
Since Rg,, ., = Rr + R, the interference range of nodes in the study was between 1
and 2 times the communication range, with most cases being closer to 1 times the
communication ranges. It also suggests that adjusting the sensing range to obtain

greater throughput will only yield small improvements.

We also conducted studies varying the load distribution. These results are
shown in Tables 4.10 through 4.12. These studies looked at a uniform network at a
0.5 normalized load. Table 4.10 shows results using normally distributed inter-arrival
times. The normal distribution had a mean of 0.0128 s and a standard deviation
of 1.0. Table 4.11 shows results using a Pareto distributed inter-arrival time. The
Pareto distribution location parameter is 0.0128 and the shape parameter is 2.0.
The shape value was chosen since it is commonly used in modeling networks. The
location was chosen so that the distribution mean is 0.0128 seconds. Table 4.12

shows results for a uniform distribution where the minimum inter-arrival time is 0
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seconds and the maximum inter-arrival time is 0.0256 seconds. This leads to a mean

inter-arrival time of 0.0128 seconds.

The results indicate that the Pareto and uniform distributions are similar to
the exponential inter-arrival time used in the study. The normalized distribution

however shows instances where a R, sensing range performed best and shows a

fife]

+* sensing range performing equivalently to a 2R, range. This suggests that the

results obtained in this study may not be applicable to networks with normally
distributed arrival patterns. However, this cannot be stated conclusively since the
simulations were only run at a 0.5 normalized load on the uniform network and were

not replicated.

Finally, we conducted a study to confirm our assumption that packet size has
minimal effect on ideal sensing range. This study used a packet size of 1024 bits and
the uniform network. All 36 runs, as depicted in Table 3.5, were replicated three
times. Results are shown in Tables 4.13 through 4.15. Since the 1024 bit packet size
is more efficient than a 256 bit packet size, throughput values are much higher for
most configurations. However, the relative throughput performance of each sensing
range is very similar to the 256 bit results. This confirms our assumption that packet

size does not affect the ideal sensing range.

4.4 Summary

This chapter presents results indicating a lower sensing range does not lead to
reduced deferrals even if there are several hidden/exposed nodes and the load is high
enough to make them significant. Maximum throughput is usually obtained with
the sensing range that minimizes collisions which is usually 2R.. However, there is

one instance where a size R¢ sensing range results in better throughput.
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Table 4.10

Normally Distributed Load Results

Network | R; | Throughput | Collisions Deferrals
Size (bits/sec) | (coll./pkt.) | (slots/pkt.)
4d 2R, 15,905 0.000 17
4d 1R, 16,066 0.000 21
4d SR, 15,469 0.002 22
3d 2R, 15,234 0.000 77
3d 1R, 15,609 0.002 89
3d R, 15,309 0.002 7
2d 2R, 15,665 0.000 157
2d 1R, 14,995 0.013 160
2d %RC 14,823 0.009 163
1d 2R, 15,957 0.002 19
1d 1R, 15,703 0.002 20
1d %RC 15,456 0.000 26
Table 4.11  Pareto Distributed Load Results
Network | R, | Throughput | Collisions Deferrals
Size (bits/sec) | (coll./pkt.) | (slots/pkt.)
4d 2R, 250,066 0.063 531
4d 1R, 248,900 0.081 585
4d %RC 105,093 0.939 11,018
3d 2R, 223,408 0.061 2,722
3d 1R, 188,493 0.229 4,545
3d %RC 79,717 1.546 13,467
2d 2R, 169,497 0.170 5,866
2d 1R, 107,813 1.074 10,614
2d %RC 77,359 2.197 10,358
1d 2R, 312,776 0.437 1,566
1d 1R, 254,896 1.037 3,116
1d R, 133,603 1.476 2,008
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Table 4.12  Uniform Distributed Load Results

Network | R, | Throughput | Collisions Deferrals
Size (bits/sec) | (coll./pkt.) | (slots/pkt.)
4d 2R, 251,038 0.138 1,600
4d 1R, 251,268 0.166 1,583
4d =R, 110,911 0.915 10,640
3d 2R, 238,808 0.096 3,136
3d 1R, 221,473 0.194 4,311
3d R, 80,356 1.572 13,324
2d 2R, 174,573 0.153 5,839
2d 1R, 107,813 1.074 10,614
2d R, 77,359 2.197 10,358
1d 2R, 312,776 0.437 1,566
1d 1R, 254,896 1.037 3,116
1d %RC 133,603 1.476 2,008

Table 4.13  1024-bit Packet Throughput Results (bits/sec)

Network Sensing Range
Size Load | hp 1R, IR,
4d Low 99,969 100,436 99,816
4d Medium | 499,925 501,070 168,653
4d High 550,070 550,129 178,972
3d Low 98,369 97,321 96,082
3d Medium | 464,991 363,338 109,010
3d High 513,185 430,049 110,189
2d Low 89,883 85,868 84,956
2d Medium | 273,119 180,242 104,992
2d High 282,872 179,171 104,681
1d Low 100,115 100,041 99,122
1d Medium | 497,441 420,417 266,839
1d High 618,619 460,410 251,350
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Table 4.14  1024-bit Packet Collision Results (collisions/packet)
Network Sensing Range
Size Load | op 1R IR,
4d Low 0.000 0.000 0.045
4d Medium | 0.024 0.031 1.905
4d High 0.140 0.140 1.895
3d Low 0.000 0.005 0.322
3d Medium | 0.049 0.452 2.671
3d High 0.093 0.323 2.663
2d Low 0.007 0.116 0.193
2d Medium | 0.286 1.942 4.961
2d High 0.265 1.965 5.051
1d Low 0.007 0.013 0.028
1d Medium | 0.290 1.030 3.050
1d High 0.681 1.857 3.980
Table 4.15  1024-bit Packet Deferral Results (slots/packet)
Network Sensing Range
Size Load | e 1R IR,
4d Low 5 5 15
4d Medium 27 30 4,107
4d High 405 394 3,898
3d Low 30 35 20
3d Medium 668 1,329 6,159
3d High 857 1,217 6,116
2d Low 187 175 174
2d Medium | 2,490 3,775 5,272
2d High | 2,418 3,811 5316
1d Low 7 11 18
1d Medium 106 o7l 756
1d High 634 1,130 933
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V. Conclusions and Recommendations

This chapter summarizes this research. The research goals are restated and evaluated
against the results. Finally, conclusions are drawn and recommendations for future

work are presented.

5.1 Research Goals

The research goals were to determine the performance impact of sensing range
on throughput in reference to multi-hop networks and to identify primary factors
determining the ideal sensing range. The final goal was to use results to suggest

improvements in current CSMA based wireless MAC protocols.

5.2 Results

Research results show that in every network configuration except one, a sensing
range of 2R, outperforms other range settings with respect to throughput. In the
one instance where a range of R, is best, the improvement over 2R, is less than 1%.
This suggests that the sensing range producing the fewest collisions usually yields the
highest throughput. Exceptions to this occur if a shorter sensing range significantly
increases spatial reuse. The increase in spatial reuse must be high enough to outweigh

the cost of more collisions.

5.8 Conclusions

Based on research results, we conclude that using a static sensing range equal
to twice the communication range provides maximal or near maximal throughput in
most multi-hop networks. Due to the deficiencies of CSMA in a wireless environ-
ment, it is unlikely that multi-hop networks utilizing [EEE 802.11 will achieve the
necessary spatial reuse with a smaller sensing range to realize significant throughput

improvement. Thus, CCA inefficiencies are already minimized in many [EEE 802.11
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implementations with a sensing range twice the communication range. Therefore,
to eliminate these inefficiencies in multi-hop networks, protocols with high spatial

reuse or non-CSMA based protocols should be considered.

These conclusions only apply within the assumptions made for this study. All
nodes in the study use identical transmission power and physical obstructions do not
exist between nodes. Thus, the interference range of all nodes are identical. Study

results may not be applicable to networks with variable interference ranges.

5.4 Recommendations for Future Research

This research can be extended in many directions. The primary problem with
a short sensing range is the high cost of collisions. Thus, if collisions can be reduced
by another method, a shorter sensing range could allow for higher network utiliza-
tion. Such methods could include the use of RTS/CTS protocols or error correction

protocols.

This research shows that a shorter sensing range could be beneficial if the
network utilizes spatial reuse. However, the degree of spatial reuse necessary to
warrant a shorter sensing range is not identified by this study. Further simulation

or an analytic model to determine this would be useful.

It would also be beneficial to extend this research toward multi-hop protocols
that are not primarily CSMA based. Of particular interest would be protocols uti-
lizing dynamic power transmission levels. Nodes using these protocols transmit with
the minimum power necessary to reach their destination. This allows greater spatial
reuse on the network, thus, in-line with the results of this study, a shorter sensing

range could allow greater throughput.

Busy tone protocols allow receiving nodes to pro-actively announce their receiv-
ing status. Due to this major difference, results of this study may not be applicable

to such protocols. This likewise applies to protocols operating in small physical areas
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such as Blue-Tooth. It would be beneficial to determine if this research applies to

these protocols as well.

5.5 Summary

This chapter concludes that a sensing range of twice the communication range
provides maximal or near maximal throughput in most multi-hop networks. How-
ever, a shorter sensing range could be ideal in networks that take advantage of spatial
reuse. Determining how much spatial reuse is necessary for this to be true is a subject

for future research.
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Appendiz A. Data Analysis

This appendix presents all data collected during this study. For each network type,
the mean throughput, collisions and deferrals values are presented. These tables
are organized so all values for a specific network size and load are in the same row.
This allows easy identification of the best sensing range. Next, the ANOVA of the

throughput values for each network type is presented.

In order to perform ANOVA on the data, the following assumptions were made.

1. The effects of the various factors are additive.

2. Errors are additive.

3. Errors are independent of the factor levels.

4. Errors are normally distributed.

5. Errors have the same variance for all factor levels.

To verify the independence and normal distribution of errors, a residual versus re-
sponse plot and a normal quantile-quantile plot were prepared for each network
type. These plots are presented following the ANOVA results. For each residual
versus resonse plot, no trend is evident in the data points which indicate that the
errors are independent of the factors. For each normal quantile-quantile plot, the R?

value was very high confirming the normality of errors.

After the ANOVA data, the raw results from the network simulation are pre-
sented. The r column is defined such that the 95% confidence interval can be de-

scribed as & 4+ r, whereas r is a percentage value of the mean, z.
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A.1  Summarized Data - All Networks Topologies

Table A.1

Mean Throughput (bits/sec)

Uniform Network Clustered Network 5-Node Network

Network Size Load Sensing Range Sensing Range Sensing Range
2R, 1R, ‘R, 2R, 1R, R/ 2R 1R, IR,
4d Low 100,292 100,186 99,815 | 100,419 99,868 99,303 | 99,904 100,064 69,939
4d Medium | 251,943 251,736 111,404 | 250,559 250,378 124,334 | 243,932 243,876 136,796
4d High 251,809 251,799 122,050 | 250,263 250,222 124,300 | 243,706 243,893 183,731
3d Low 98,122 97,491 93,543 | 98,931 98,556 94,505 | 99,988 909,542 42,395
3d Medium | 239,527 222,387 80,314 | 240,612 229,939 82,276 | 241,339 229,007 42,827
3d High 239,553 225,052 80,485 | 240,598 229,841 82,159 | 241,341 229,158 42,920
2d Low 95,863 92,690 81,856 | 97,944 95,904 84,666 | 100,267 72,136 37,089
2d Medium | 174,727 108,287 76,954 | 208,016 128,178 72,601 | 229,331 136,048 36,835
2d High | 180,630 107,536 76,957 | 209,823 127,859 72,477 | 228,903 135,827 36,882
1d Low 99,558 99,548 99,941 | 99,282 99,300 99,203 | 99,805 75,590 26,124
1d Medium | 312,512 255,245 134,052 | 390,111 381,988 243,481 | 197,275 177,036 26,124
1d High 312,569 254,696 134,100 | 532,849 545,646 287,010 | 197,627 177,278 26,236

Table A.2  Mean Collisions (collisions/packet)

Uniform Network | Clustered Network | 5-Node Network

Network Size Load Sensing Range Sensing Range Sensing Range
2R. 1R, %RC 2R. 1R, %RC 2R. 1R, %Rc
4d Low 0.000 0.001 0.149 | 0.001 0.001  0.122 | 0.000 0.000 0.039
4d Medium | 0.139 0.147 0.966 | 0.130 0.156  0.864 | 0.044 0.044 0.041
4d High 0.136 0.150 0.910 | 0.125 0.161  0.821 | 0.045 0.036 0.032
3d Low 0.001 0.024 0.678 | 0.002 0.029  0.476 | 0.000 0.012 0.162
3d Medium | 0.115 0.182 1.588 | 0.118 0.188  1.582 | 0.041 0.066 0.152
3d High 0.124 0.205 1.580 | 0.091 0.197  1.492 | 0.049 0.056 0.154
2d Low 0.016 0.317 0.884 | 0.012 0.214  0.761 | 0.012 0.107 0.224
2d Medium | 0.133 1.089 2.109 | 0.124 0.818  1.880 | 0.082 0.171 0.203
2d High 0.121 1.093 2.190 | 0.111 0.841  1.850 | 0.082 0.161 0.204
1d Low 0.020 0.064 0.160 | 0.031 0.073  0.101 | 0.013 0.025 0.042
1d Medium | 0.439 0.942 1.441 | 0.397 0.751  1.042 | 0.083 0.094 0.041
1d High 0.446 0.970 1.473 | 0.566 0.956  1.133 | 0.074 0.092 0.046
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Table A.3

Mean Deferrals (slots/packet)

Uniform Network

Clustered Network

5-Node Network

Network Size Load Sensing Range Sensing Range Sensing Range

2R, 1R, %Rc 2R. 1R, %RC 2R. 1R, %Ro
4d Low 30 30 303 30 30 180 | 26 26 1,731
4d Medium | 1,577 1,536 10,577 | 1,617 1,618 9,767 | 94 93 1,270
4d High 1,567 1,565 9,909 | 1,635 1,623 9,772 | 94 94 1,173
3d Low 236 260 1,780 188 221 1,372 | 27 52 2,987
3d Medium | 3,089 4,340 13,392 | 2,929 3,816 13,289 | 93 331 2,970
3d High 3,000 4,319 13,375 | 2,894 3,844 13,256 | 92 332 2,956
2d Low 728 1,512 2,882 | 462 837 3,006 | 31 1,610 2,032
2d Medium | 5,834 10,642 10,424 | 4,111 9,005 13,784 | 262 1,155 2,049
2d High 5,619 10,724 10,431 | 4,171 9,050 13,779 | 259 1,158 2,044
1d Low 30 76 193 114 138 213 | 43 449 2,141
1d Medium | 1,593 3,116 2,005 834 1,169 2,805 | 452 565 2,141
1d High 1,608 3,131 2,005 646 957 2,417 | 450 563 2,131




A.2  Uniform Network Data

Table A.4  Uniform Network Throughput ANOVA

Component % Var | Deg.Free | F-Computed | F-Table
SST= 100 107

Main Effects 77.3 7 125546.41 2.42
Size (S) 14.9 3 56613.16 3.01
Traffic (L) 31.0 2 176344.42 3.40
Rs (C) 31.3 2 178148.30 3.40
2nd-order Interactions 22.2 16 15750.86 2.09
SL 5.64 6 10685.42 2.51
SC 2.97 6 5620.01 2.51
LC 13.6 4 38545.29 2.78
3rd-order Interactions 0.517 12 489.38 2.18
Error 0.00211 24
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A.3 Clustered Network Data

Table A.8  Clustered Network Throughput ANOVA

Component % Var | Deg.Free | F-Computed | F-Table
SST—= 100 107

Main Effects 73.9 7 201276.29 2.42
Size (S) 30.2 3 192128.53 3.01
Traffic (L) 28.3 2 269705.01 3.40
Rs (C) 15.4 2 146569.21 3.40
2nd-order Interactions 25.5 16 30391.81 2.09
SL 17.2 6 54789.83 2.51
SC 1.45 6 4619.72 2.51
LC 6.81 4 32452.92 2.78
3rd-order Interactions 0.561 12 891.71 2.18
Error 0.00126 24
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Figure A.3  Clustered Network Residual vs. Response Plot
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A.J 5-Node Network Data

Table A.12  5-Node Network Throughput ANOVA

Component % Var | Deg.Free | F-Computed | F-Table
SST= 100 107

Main Effects 82.8 7 196132.14 2.42
Size (S) 9.92 3 54770.54 3.01
Traffic (L) 25.4 2 210834.76 3.40
Rs (C) 47.5 2 393471.92 3.40
2nd-order Interactions 14.4 16 14940.81 2.09
SL 2.21 6 6096.96 2.51
SC 5.02 6 13857.41 2.51
LC 7.20 4 29831.70 2.78
3rd-order Interactions 0.03 12 3760.36 2.18
Error 0.00145 24
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Figure A.5 5-Node Network Residual vs. Response Plot
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Appendiz B. OPNET Simulator

This appendix contains an overview of the Optimum Performance NETwork Mod-
eler (OPNET). It describes the default radio transceiver pipeline stages OPNET
provides and the shortcomings of the simulator when applied to ad-hoc networks.
Finally, the chapter presents how the default model was modified to correct for these

shortcomings.

B.1 OPNET Overview

OPNET is a powerful discrete event network simulation tool. It allows design-
ers to combine independently authored components into a custom network. Network

design is broken into three general domains.

e Network Domain - This high level domain describes how nodes are intercon-
nected and physically related to one another. There is only one network domain

per simulation.

e Node Domain - Nodes can represent a variety of objects such as workstations,
routers, satellites or servers. This domain describes a node and how it handles
sent and received information. The operation of the node is determined by
the node model. Node models consist of interacting modules of three varieties:
processor modules, queue modules and communication modules. Processor
modules execute general code and thus may perform a wide variety of functions.
Queue modules serve to organize data. Communication modules transmit and

receive data across communication links.

e Process Domain - This low level domain consist of the programming code used

to manipulate data and collect statistics.
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B.2  Radio Link Transceiver Pipeline

OPNET provides three types of communication links: point-to-point, bus, and
radio. The simulation of a packet transmission across a link is accomplished through
the use of a transceiver pipeline. The transceiver pipeline consist of stages that
model different aspects of the link. The sequence of the stages and their interface
are standardized for each link. However, the pipeline procedure executed in each
stage is user supplied. In practice, this allows a user to select the communications

protocol used across the link.

The Radio Link Transceiver Pipeline is illustrated in Figure B.1. It consist of
fourteen stages. Stages 0 through 8 are executed at the time of packet transmission
while stages 9 through 13 are executed at the time of packet reception. A description

of each stage is given below and is based on the descriptions provided by Rapallo

[Rap02].

Receiver Group - Stage 0 This stage is invoked only once per pair of transmit-
ter and receiver channels. For each transmitter, this stage determines which

channels can feasibly receive a transmission.

Transmission Delay - Stage 1 This stage is used to compute the transmission
delay of a specific packet. Since this value is identical for all receivers, it is only
executed once per transmission. After this stage, the packet is duplicated for
each receiver and each subsequent pipeline stage is execute for each duplicated

packet.

Link Closure - Stage 2 This stage determines whether communication between a
transmitter and receiver is possible on a dynamic basis. If this stage determines

that a transmission is not possible, the packet is destroyed.

Channel Match - Stage 3 This stage compares properties of the transmitting and

receiving channel. Such properties include frequency, data rate, modulation
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Radio Link Transceiver Pipeline Execution Sequence
for one Transmission

. r mi Executed once at start of sim-
transmitter . - ulation for each pair of trans-
receiver ) .
rou mitter and receiver channels
group to determine feasibllity of
communication; not executed
on a per-transmission basis

. B —I_ e
transmission e I G
delay lirk channel
o | closure match
executed onge per transmission stages 2 and up are executed separately for each rx
. - t )

rx antenna propagation tx antenna

gain delay _ gain

e e o

received background interference
power noise 1 noise

o o o

stage 9 may be executed zero or more times- - -

error bit error signal to noise
allocation _ rate | ratio

stages 10-12 méy be executed one or more

P | I times
error

correction
multiple receivers

Figure B.1 Radio Link Transceiver Pipeline Execution Sequence for One Trans-
mission [OPNO1]
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and spreading code. Depending on the results of the calculation, the packet

match attribute is set to valid, noise or ignore.

TX Antenna Gain - Stage 4 This stage takes the receiving antenna characteris-
tics and antenna position to compute the antenna gain. Since this study did

not use antennas, a gain of one is always produced.

Propagation Delay - Stage 5 This stage computes the distance between the trans-
mitting and receiving antennas and then calculates the propagation delay de-

pending on the medium.

RX Antenna Gain - Stage 6 This stage is similar to Stage 4 and computes the
receiver antenna gain. Since this study did not use antennas, a gain of one is

always produced.

Received Power - Stage 7 This stage computes the received signal power taking

into consideration the antenna gains and signal attenuation.

Background Noise - Stage 8 This stage computes the white gaussian noise present

in the transmission medium and then sets the noise attribute of the packet.

Interference Noise - Stage 9 This stage computes noise created by interfering
packets during propagation. If the interfering packet’s channel match attribute
is set to valid or noise then its power will be added to the packet of interest.
The noise level of the interfering packet is adjusted as well. Whichever packet
began reception first is deemed the previous packet. The packet beginning
reception during reception of a previous packet is deemed the arriving packet.
One or both of the packets must be valid for this stage to occur. This stage
can be repeated zero or more times depending on the number of interfering
packets. It occurs at the time of reception for the previous packet. When the
interference stage is called, the packet is effectively broken into packet segments

in which separate SNRs and BERs are calculated.
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Signal-to-Noise Ratio - Stage 10 This stage computes the SNR for each packet
segment and is repeated one or more times depending on the number of inter-
ferers. It is combined with the bit-error-rate stage and the error-allocation in
an iteration set. The iteration must complete before any stage repeats. The
SNR stage divides the received power by the noise calculated in the interfer-
ence noise stage. This stage occurs after all the interference stages have been
completed and the packet is fully segmented. The OPNET kernel adjusts the

noise level for each segment and each repetition of the SNR stage.

Bit Error Rate - Stage 11 The BER is computed here for the packet segment.
The segment length is defined by subtracting the current simulation time by

the last SNR calculation time and then multiplying by the data rate.

Error Allocation - Stage 12 This stage uses the BER calculated in stage 11 and

increments the packet’s bit error counter using probabilistic methods.

Error Correction - Stage 13 This stage compares the number of bit errors to a

designated threshold and decides whether the packet is accepted or rejected.

B.3  Modifications to Default WLAN Model

OPNET’s WLAN process model implements the IEEE 802.11 MAC protocol.
However, the WLAN model assumes a fully connected wireless network with a maxi-
mum span of 300 meters. These assumptions lead to several deficiencies in the model.
First, all nodes detect a transmission regardless of the range and transmission power
of the source. In fact, transmission power is neglected by the model. Successful
reception is based entirely on whether the nodes are within 300 feet of each other.
SNR is not utilized to determine the result of a transmission and interference be-
tween packets does not occur. These deficiencies render the model insufficient for

simulating ad-hoc networks.

The MITRE Corporation developed an OPNET model implementing the Mo-

bileMesh ad-hoc routing protocol [GS]. A routing protocol discovers routes and
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directs packets along those routes within an ad-hoc network. In order to implement
MobileMesh, changes were made to the default WLAN MAC protocol and default
pipeline stages. These changes correct the deficiencies of the default model. For this
study, the changes made to the MAC layer and pipeline stages were utilized, however

the routing protocol was not used.

B.J Study Specific Modifications

The MobileMesh code was further modified to allow for this study. These

changes are summarized below.

Received Power The MobileMesh code modified the received power pipeline stage
so that the sig_lock attribute depends on the SNR of the received packet. The
sig_lock attribute signifies that the channel has locked onto the current packet.
If, while receiving the current packet, another packet arrives at the receiver,
the later packet is characterized as noise even if it has a higher SNR value.
This study modified the code such that the SNR threshold at which signal lock
is triggered is coordinated with the CCA threshold.

In particular, if the CCA threshold is P,.., then the SNR threshold is set

according to:

Pcca
SNRthreshold = GProc+10109 (N > (Bl)

where G proe, processing gain, equals 10.41 and N,, ambiant background noise,
equals 4.0412F — 13. If the SNR of a received packet (SN Ryeceiveq) iS such
that SN R, eceivea > SN Ripreshold, then the sig lock attribute is set to true.

Receiver Stat Wire The receiver module within the node model communicates
to the MAC process through a stat wire. This stat wire interrupts the MAC
model to inform it of an incoming packet. However, this wire creates an in-

terrupt only if the incoming packet has an SNR greater than the wire’s High
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Threshold Trigger. This trigger value is set to the desired CCA threshold value.
Previously, this trigger value was statically set. The model was modified to

allow modification of the value for each run.

Target Selection Each node transmits to all other nodes randomly or to one spe-

cific node as specified by the user. Transmission to a specific node is useful
for validation and debugging purposes. When transmitting to all nodes, a
node address is uniformly randomly selected among all possible addresses. To
approximate the added efficiency of a routing protocol, a target is randomly

selected until one is chosen that is within 300 meters of the transmitting node.

Statistic Collection Code was added to allow collection of packet collision and

node deferral statistics.

Bug Correction A bug was identified in the MobileMesh code that caused the

B.5

model to attempt transmission of a zero sized data packet. According to IEEE
802.11, whenever a bad data packet is received, a collision is assumed and the
node must backoff. This can occur even if the node does not have data to
transmit. However, when the model leaves the Backoff state, it assumes that it
must have data to transmit and transitions to the Transmit state. This bug was
corrected by modifying the state transition conditions such that a transition
to the Transmit state only occurs if a packet needs to be sent, otherwise the

model transitions to the Idle state.

Model Validation

Validation of this model was conducted in two phases. The first was a process

of code examination. Within OPNET’s debugger, the model continually displays its

current status. Using this feature, the model behaviour was inspected to ensure it

properly responded to events.

Once the model was assured to behave logically correct, its output statistics

were compared against expected values. This was to ensure the sensing range at-
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tribute was behaving as expected. To accomplish this, a four-node network was
constructed. The hidden and exposed node scenarios as depicted in Figures B.2 and
B.3 were constructed with each node 250 meters apart. These scenarios are explained
in Section 2.4.1. Each scenario was simulated using a packet load of 256,000 bps per

node.

The results of these tests are shown in Tables B.1 and B.2. These results show
that as the sensing range is decreased the number of collisions increase. However,
even with an increase in collisions, throughput also rises. This generally coincides
with expected performance. Both networks performed very similar to each other
which is also generally expected since the receiving nodes must transmit ACK signals.
This introduces two-way traffic into both scenarios leading us to expect the sensing

range to affect both similarly.

Table B.1 ~ Validation Exposed Node Scenario

Throughput (bits/sec) Collisions (coll./pkt.) Deferrals (slots/sec)

2R, 230011 0 16.911
1R, 230011.73 0 16.911
SR, 297335.467 0.12 21.77

The number of deferrals also increases as the sensing range is decreased. Al-
though we expected that the number of unnecessary deferrals should actually de-
crease, it must be remembered that the deferral statistic considers all deferrals, not

just unecessary ones. We decided not to implement a deferral statistic that con-

&

Figure B.2  Hidden Node Scenario

Collision
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Figure B.3  Exposed Node Scenario

Table B.2  Validation Hidden Node Scenario

Sensing Range Throughput (bits/sec) Collisions (coll./pkt.) Deferrals (slots/sec)

2R, 224172.8 0.052 37.84
1R, 224172.8 0.052 37.84
SR, 228213.33 0.076 38.97

sidered only unnecessary deferrals as this would have greatly increased the model

overhead and would not have significantly contributed to the main focus of this

study.
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