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Abstract

Random number generators are used in many areas of engineering, computer
science, most notably in simulations and cryptographic applications. There are true
random number generators (TRNG) and pseudo random number generators (PRNG).
Only a true random number generator is secure because the output bits are non-repeating
and non- reproducible. As society has become more dependent on electronic technology
the need for true random number generators has increased due to processes that require
encryption in everyday use. A fast true random number generator on a field
programmable gate array presents digital designers with the ability to have the generator
on chip. Since random bits do not have to be brought into the processes from an outside
source, they cannot be compromised.

An oscillator sampling technique has proved to be an effective TRNG in a Xilinx
FPGA. This research examines how the time of the differences in period of the two
oscillators, the size of the jitter zone, and whether sampling on the rising and falling edge
of the oscillator rather than just the rising edge affects the randomness of the TRNG.

The proportion of the size of the jitter zone compared to the period difference
between the two oscillators limits the performance of this technique. As the jitter zone
gets larger, the proportion of the jitter zone to the difference in periods of the oscillators

must increase for the output to remain random. Increasing the output rate by sampling on
the rising and falling edge instead of only the rising was not effective. The output was

random for only a jitter zone of 24 ps with a period difference of 50 ps and 100 ps.

v



Acknowledgments

I would like to express my sincere appreciation to my advisor Dr. Rusty Baldwin
for never giving up on me finishing this research. Thank you for the guidance through
the process and for not letting me give up when we had to step back and redirect the
research. I would also like to thank my committee members, Dr. Mills and Dr. Mullins,
for stepping up and being on my committee at the last minute. Most of all I would like to
thank my husband and my children for putting up with me when I felt I was never going to
finish or when I have stayed up the entire night trying to figure out how to put my thoughts

into words, and for encouraging me to get it finished!

Jennifer L. Brady



TABLE OF CONTENTS

PN 10 1 TN iv
ACKNOWLEDGEMENTS ...eutuitutttutetietenteeeneesencecencscessssessssessssssssessssssnsssssssesssssssnssssmmans A
TABLE OF CONTENT .....cuttuituttuttuieneeneeneeneesereeseenessessessesssssessessessessesssssssnssssssssnsssssene vi
LIST OF FIGURES . ..c.eutuitttuitniuetneneentueeneneentesensscsssssessscesssssssssssssssssssssssssssssssssssnsnsanses vii
19 3 A 0) I VN 33 90 O viii
I. INTRODUCTION eeeeresesssesssssssssssanes 1
1.1 BACKGROUNDL.....cotttttueieeeeeeeetttee e e e eeeeeetaaaeeeeseseeetstsasasasesssesessssaanaesesseesesssnnnnnns 1
1.2 GOALS OF RESEARCH .....uttitteee ettt ettt e et e e et tee s e etaeeeeetaaaesesaaaeseenanessenans 3
1.3 DOCUMENTATION OVERVIEW .....uuuiiiiiiieitiiiiiiieeseeeeetttsmneeeseseeesesssmmnseesssssssssmmmnnnnnss 3
II. LITERATURE REVIEW 5
2.1 SOURCES OF RANDOMNESS ....covvuuueieetteetttitiiieeeeeseeetttsumnesesesseesssmmmeesesssssssmmmnnnss 5
2.2 TRUE RANDOM NUMBERS ....euuttttttetettteeeeeeteeeseetaaeseetaeeesesanaesestanessesanaesesanaesessans 6
2.3 PSEUDO RANDOM NUMBERS .....evuuuietetettetttitiiiieeeeseeettesmseeesesesseesssmmmsssesssesssssmmnnns 10
2.4 HYBRID RANDOM NUMBERS ... etttutttttiee ettt e eetteeeeettaeeseeteneseettaessestnresssenneneees 14
2.5 TESTING FOR RANDOMNESS ....oottuuieieeeteetttitiiiieeeeseeetetsssmssesssseessssmmssesssssesssmmmnns 16
2.0 CURRENT RESEARCH. ... ueeeeetetetteee e e e e eeeeeeeeeeeeeeeeeeeeeeeaeeaeeeeeeeereeesannaaesseeeseenennnns 18
2.7 SUMMARY .ooeieeeeeeeeeeeeeeeee e et ettt eeee e e e s e et e etttaaesseseeesetasaaaasssseeesessssnnnssssseeesanns 21
III. METHODOLOGY .23
3.1 PROBLEM DEFINITION ....uuiiititiitteteeeeeeeeeettteteieeeeesesesessssnnnessssesssssssmnnssssssssssssmmnns 23

S L] GOALS et e e e e e e e et e e e e e et e e e e e aaaeeseeaaaeseaaeaaaeseearaaasaeen 23
3.1.2 Approach and HYPOTRESIS ...........ccccueoviueiiiiueeiiieieiieieiee ettt 23

3.2 SYSTEM BOUNDARIES ....uttiitiettetttee e ettt e et teeeeeettaeeseetaaeseettaeeseeaaneseseaneeseesanaasaes 24
3.3 SYSTEM SERVICES.....uuuueeeeeteteettttueiieeeseeeeetttsumeesesesesesssmmmeesesesssesssmmsieesssssssssmmnns 25
3. WORKLOAD ..ottt et ee e e e e e e e e eee e eeeeeeeeeeaaaaanaaeseeeeeseaaeennaaeseeeeenennns 25
3.5 PERFORMANCE IMIETRICS......cetttttuuieeeeeeeeeetiaeiieeeeeseesesesssmnsessssesssssssannssessssssssssmnnns 26
3O PARAMETERS .. oeeeettteteeeeee e e e e e et eeeeeeeeeeeeet e aeseeeeeseaaaaenaaeseeeeeseaenennnaaeseeeeennanns 26
3.6.1 SYSIEM PATAIMETETS........eoeeeeiiieiieeiee ettt ettt ettt 26
3.6.2 WOTKIOGA PATAMELETS..........ooeeeeeeeiieeeiieeeieeeieeeiee e sre e saee e 27

BT FACTORS ..ottt ettt e e e e e et ettt s e e s e e e e e taaa s eeseeesessssnansseseseranes 28
3.7.1 Width Of the Jitter ZONe.........cccueeeeueeieiiieeeiieeiieeeeiieeeieeesaeesneesaeessaee e sans 28
3.7.2 8AMPLING TFIGGOT ..ottt ettt et 28
3.7.3 Difference of periods of the OSCILALOTS...........ccueeecueeecuieeiieeeiieeiieeeeieeeieeenns 29

3.8 EVALUATION TECHNIQUES ....covtuuuieeeeeeeeeetimmeieeeeeseeeeeesssnnssesesseessssmmnnssesssesessssmnnns 29
3.9 EXPERIMENTAL DESIGN ....ciitiuiititiee ettt e et e e etaee e e etaeeseeaaaeseeeaaeseesanaanaes 30
310 SUMMARY oottt ettt e e e e e et ettt s eeseeeee et e taaaaseseeeesssssannaseesesssanns 32
IV. ANALYSIS AND RESULTS........ 33
.1 OVERVIEW ...ooiiiiitiiieeee et eeteeeeeeee e e e e e e etttaaeseseseseeeettaaaaesesesesessasareseseeesssssnnnnnns 33
4.2 INTERPRETATION OF NIST RESULTS ceeuuutttttieteeteieeeeteieeeeetaiaeseetaneeeesaneesesennaeseesnnns 33

vi



4.3 RISING EDGE SAMPLING ......cuuuuiieiittieiiiitteeeeeeeeeeeetttaieseeeeeseeetetsaasseeseseeesssnnness 35

4.3.1 Results of Rising Edge Sampling ..............ccoceeevueeeeieeeniieeniiieeiieeeeieeecieeenveeens 38
4.3.2 Analysis of rising edge SAMPIING .............ccceeuveeeeeiieeieeiiieeeeciieeeeeiee e eeaee e 42

4.4 RISING AND FALLING EDGE SAMPLING ......eeeiiuiiiiiieiniieniieeniieesiee et 47
4.4.1 Results of Rising and Falling Edge Sampling..............ccccccoeeevveeeeccvveeeecnennnn. 49
4.4.2 Analysis of Rising and Falling Edge Sampling................ccceveeueeecveenvueenennanns 51

4.5 SUMMARY ..ottt sttt ettt et ettt et st e e bt e sbe e st e e bt e saeesneeneesaneenneens 51
V. CONCLUSIONS AND RECOMMENDATIONS.. cesressrssessnssesennssssanese 53
5.1 OVERVIEW ..ottt ettt ettt ettt ettt et sat e et sae e saneebeesaneenneens 53
5.2 CONCLUSION ...c..ttiiiieittette ettt et sit e et estte st e e bt e eate et e esateeabe e bt e sabeeabeesbaesabeenbeeenbeenbeens 53
5.3 FUTURE RESEARCH .....cccutiiiiiiiiniiinieeie ettt et sttt et sttt et esneesanesneesaee e 54
APPENDIX A 55
APPENDIX B . . . . . 115

vii



List of Figures

Figure 1 A One bit True Random Generator [ChJ99] ..........cccoiiiiniiiiniiiiiieeee 8
Figure 2 FreqUenCy JIET ..c...coviiiiiiiiiiieiiceie ettt 9
Figure 3 Von Neumann and Xor Corrector for Unbiasing Random Sequences............. 10
Figure 4 Four Bit Linear Feedback Shift RegiSter..........cccevvuiiiiiiiniieiniieeiee e 12
Figure 5 A four by four array of CellS........coovuirmiiiiiiiiiiiiiiieeeeee e 14
Figure 6 True Random Number Generator (System Under Test).......cccceevevveerieennnnenns 24
Figure 7 Rising a Falling Edge Triggered Sampling .........ccccceviirieiniinieniennienieeeene 29
Figure 8 Rising edge sampling circuit [KOhO4]........cccooviiiieiiiiiiiiiiiecee e 36
Figure 9 Rising edge sampler circuit With Jitter........ccccevvueeeriieiiieeniieeriee e 37
FIgure 10 JItter ZOME......cccuiieiuiieeiieeeiiieeiteeeite et ettt e e e eavee et eesebeeessaeesnseeesaseeennns 43
Figure 11 Falling edge sampling CIFCUIL .......c.ceerveeerieeeiiieeeiieeiieeeiee e eieee e eeree e 48
Figure 12 Rising and falling edge sampling circuit (signals with jitter)............c.cceeunee... 48

viii



Table 1

Table 2

Table 3

Table 4

Table 5

Table 6

Table 7

Table 8

Table 9

List of Tables

Experiments Performed on TRNG .........cccooiiiiiiiiiiiiieee e 31
INIST RESUILS ....vvieeiiieciie ettt ettt e et e e ebee e ebeeennee s 34

Proportions for NIST test run on debiased data for oscillators with frequencies
differences of 50 ps, 100 ps, 120 ps, 140 ps, 160 ps with a 24 ps jitter zone
sampled on the riSING €dZe.......coovuiiiiiiiiiiiiiiieeeeee e 39

Proportions for NIST test run on debiased data for oscillators with frequencies
differences of 250 ps, 300 ps, 320 ps, 350 ps, 436 ps, with a 70 ps jitter zone,
sampled on the riSING €dZE.......covvuiiiriiiiiiiiiiieeeeee e 40

Proportions for NIST test run on debiased data for oscillators with frequencies
differences of 350 ps, 400 ps, 436 ps, 486 ps, 536 ps with a 140 ps jitter zone,
sampled on the riSING €dZE.......cevruiiiriiiiiiiiiiiee et 41

Proportions for NIST test run on debiased data for oscillators with frequencies
differences of 436 ps, 486 ps, 536 ps, 586 ps, 630 ps with a 200 ps jitter zone
sampled on the riSING €dZE.......covruviiriiiiiiiiiieeeeee e 42

Jitter zone ranges for clock edges when capturing an output bit for clocks with a
70 ps jitter zone and frequency difference between the clocks of 300 ps.......... 44

Jitter zone ranges for clock edges when capturing an output bit for clocks with a
70 ps jitter zone and frequency difference between the clocks of 350 ps.......... 46

Proportions for NIST test run on debiased data for oscillators with frequencies
differences of 50 ps, 100 ps, 120 ps, 140 ps, 160 ps with a 24 ps jitter zone,
sampled on the rising and falling €dge. .......ccccooeeriiiiniiniiiiiieceee 49

Table 10 Proportions for NIST test run on debiased data for oscillators with frequencies

differences of 250 ps, 300 ps, 320 ps, 350 ps, 436 ps, with a 70 ps jitter zone,
sampled on the rising and falling €dge. .......ccccoeieriiiiiininiccece 49

Table 11 Proportions for NIST test run on debiased data for oscillators with frequencies

differences of 350 ps, 400 ps, 436 ps, 486 ps, 536 ps with a 140 ps jitter zone,
sampled on the rising and falling €dge. .......cccccoeveriiiniiniiiiiece 50

Table 12 Proportions for NIST test run on debiased data for oscillators with frequencies

differences of 436 ps, 486 ps, 536 ps, 586 ps, 630 ps with a 200 ps jitter zone
sampled on the riSING €dZe.......coovuviiriiiiiiiiiiiee e 50

X



LIMITATIONS OF A TRUE RANDOM NUMBER GENERATOR IN A FIELD

PROGRAMMABLE GATE ARRAY

I. Introduction

1.1 Background

Random numbers are used for many different applications varying from gaming
to decision making, cryptography, simulations and sampling [Knu69]. Random number
generators are found everywhere, from video games that children play, to computer
simulations and encryption protocols. A football computer game may use a random
number generator to decide whether the player on the video game will catch the ball or
drop it. Random numbers are needed for encryption in online transactions and Internet
security. A random number generator for encryption purposes needs to provide security
and must not be repeatable, where as a random number generator for a video game does
not have a need to be as strong as those used for encryption or national security. How
random the output of a random number generator needs to be depends on the purpose for
which it is used. What makes a good random number generator? True random numbers
are a sequence of digits that cannot be predicted or reliably reproduced [Sch94]. A
sequence of random numbers are numbers that are independent and contain properties of
a particular distribution [Knu69]. A true random sequence of numbers cannot be

compressed [Tho0O3]. Randomness is not something that can be manufactured. Different



applications that have a need for randomness obtain their random numbers from many
types of sources. Some sources produce true random numbers; other sources produce
pseudo random numbers.

The need for random numbers or random outcomes has been around since the
earliest recorded times in history. One method recorded for choosing random numbers in
early history was by throwing and object in the air and observing on which side it lands.
This method is often used today when rolling a die or tossing a coin. The coin toss is
observed at the beginning of football games in deciding which team will perform the
opening kick-off. Another method of random number generation, recorded and currently
used in areas such as lotteries, selects an item out of a container or urn of well mixed or
shaken items. Choosing an item out of an urn is the method of randomness treated, in
many books on statistics and probability, as one of the simplest methods of randomness.

A true random number generator typically uses some sort of physical process as
the source of randomness. A pseudo random number generator is often an algorithm and
a seed value used to produce an output. A true random number generator uses more
equipment and is more difficult to implement than a pseudo random number generator,
therefore there are more PRNG’s than TRNG’s.

True random number generators are preferred for use in cryptographic
applications. The need for encryption is greater today with the increased use of the
Internet. Encryption is needed for checking email, managing bank accounts, purchasing
items online, filling out job and college applications, filing tax returns, and sending
digital photographs to family. TRNG’s are desirable for the secure encryption they

produce since the random numbers are not reproducible. If given a number or series of



numbers in a sequence output from a TRNG, the sequence cannot be used to predict

future sequences that are produced by the same generator.

1.2 Goals of Research

One approach for producing cryptographically secure random numbers uses
multiple oscillators and the random jitter of those oscillators’ signals to produce true
random numbers. A digital circuit in a field programmable gate array can be used to
sample oscillator signals. This circuit is small enough to put on an FPGA along with an
application in which the generator will be used. The limitations of the TRNG need to be
considered and tested when using the TRNG on an FPGA to ensure the output remains
random. The goal of this research is to determine the limits on the width of the jitter
zone. There are many different types of FPGA’s and different ranges of jitter on the
signals produced between different chips and even on the same chip. Furthermore, the
difference in periods between the two sampling oscillators is considered. Finally, a
method of increasing the output of the generator is considered by sampling on both the

rising and falling edge of the oscillator rather than just the rising edge.

1.3 Documentation overview

This document contains five chapters. This chapter gives a background of
random numbers and the extensive use of random number generators. It also defines the
purpose of the research to find jitter and frequency limitations on the oscillators used for
the TRNG and to see if the generator speed can be increased by sampling on rising and

falling edges of the signal. Chapter 2 is a literature review that discusses the background



of random numbers and the different types of random number generators. It also looks at
the current research of random number generators in field programmable gate arrays.
Chapter 3 lays out the methodology for conducting the research for this thesis. Chapter 4
presents the results and analysis of the experiments performed. Chapter 5 contains the

conclusions of the research and identifies future research areas.



II. Literature Review

2.1 Sources of Randomness

True sources of randomness come from unpredictable physical sources. There are
physical sources that are very good at generating random sequences, but the sources are
often very slow, or take an extensive amount of hardware to obtain the random sequence
[ChJ99]. “Quantum Randomness is based on quantum events such as splitting atoms,
deriving randomness through molecule movement, division of cells and such. This is
expressed as the most random occurrences known to date, which means nobody has been
able to discern any patterns so far.” [Tho03] Other physical sources used for TRNGs are
the time it takes for an atom to decay in radioactive material, thermal noise from a diode
or precision resistor, background noise in a computer room, digital captures of the
movement of the material in a lava lamp and signal jitter. It is important that the physical
source of randomness be unpredictable and without bias. Humans actions may seem
random at times but do not make a good source of randomness. Humans are actually
very predictable and tend to have patterns of actions and therefore exhibit bias.

Randomness is often referred to as entropy. Entropy is a quantitative measure of
the uncertainty of an outcome [Leo94]. A sequence with high entropy means it is more
difficult to predict a number in the sequence from the preceding numbers than in a
sequence with a low entropy number. A high entropy value does not necessarily
guarantee that a sequence is random, however. A compressed image file has high

entropy but there is a specific configuration to the data bits [Haa99].



Random number generators (RNG) use the physical sources of randomness to
produce sequences of random numbers. RNGs generally fall into two categories: true
random number generators (TRNG) and pseudo random number generators (PRNG).

There is also a third category referred to as hybrid number generators.

2.2 True Random Numbers

Random numbers are said to be True Random Numbers if they are non-
deterministic, unbiased, independent, uncompressible, and are able to pass a series of
statistical tests [Tka02] some of which are described later. An unbiased sequence of
random numbers is a sequence in which each possible number generated is equally
probable to appear in the sequence. A bit generator can produce zeroes or ones.
Therefore, since there are only two possible outputs from the generator, an unbiased
sequence of bits will have a probability of 0.5 of being a one and a probability of 0.5 of
being a zero. Whether a random number generator is determined to be a “good” random
number generator largely depends on the intended use of the random numbers [Hel98].
A “good” random number generator produces results that are acceptable in a variety of
different applications [Hel98]. True random numbers have a variety of applications such
as simulation and testing, statistical sampling, numerical analysis and cryptography
[YSVO04].

Random numbers are used in simulations and testing to indicate the occurrence

of a natural event [Knu69]. Simulations using random numbers are used in many
different fields such as operations research, physics, and engineering. Simulations in the

operations research field requiring random numbers include queuing theory and process



modeling simulations. Random numbers used in queuing simulations can represent the
variability seen in service times in a line at a bank or store, for example. Random
numbers in process modeling simulations can, for instance, be used to model demand
patterns in inventory process models. Examples of physics and engineering simulations
include simulations of particle movement [Knu69], and random noise in communication
transmissions.

Statistical sampling is used when it is unreasonable to observe all cases. A
random sample is often used to determine the demographics of a particular area, when
trying to determine a winner in an election before the votes are counted, or when trying to
determine how fast a disease is spreading through the cells of a body. If the sample
collected is not a truly random sample then the conclusions reached from analyzing the
sample could be very different than the actual population.

A true random sequence of numbers is extremely important when creating a
cryptographic key. The only unbreakable key is known as a one-time pad in
cryptographic terminology and is used only once. Other keys that are not truly random
can be deciphered and often result in a breach of security.

A true random number generator samples an entropy source to obtain random
bits. Some of the hardware-based random number generators include observing the
decay of atoms in radioactive material, thermal noise from a diode or precision resistor,
atmospheric noise from a radio, background noise in a room, and frequency jitter in a free
running oscillator [MOV97]. The particular time an atom in radioactive material decays
is unknown and there is no pattern in the time between one atom and another decaying.

Therefore, the time between atoms decaying is considered a good source of true



randomness [McGO02] but can only produce bits at a rate of several hundred bits per
second [FDS04]. Thermal noise from a precision resistor or diode is also fairly slow at
random bit generation [ChJ99]. Thermal noise uses the voltage from noise compared to a
reference voltage to produce random bits. If the noise voltage is higher a ‘1’ is produced,
a ‘0’ if lower.

Low noise amp

Comparator .
Register

1 bit
output

@ Vnois <>
+ Vreferenc

Figure 1. A One Bit True Random Generator [ChJ99]

Figure 1 is a true random bit generator based on the thermal noise of a precision
resistor. The thermal noise true random bit generator uses hardware that preserves the
thermal noise, amplifies it and guards it against any outside influences. The thermal
noise (Vpoise) 18 amplified and sent through a comparator where Vieference 1S the reference
voltage. The output of the comparator is sampled and latched into a digital register. The
output of the register is the random bit observed from the thermal noise random bit
generator [ChJ99]. A generator such as Figure 1 should not be used as a source of
randomness in high security applications such as cryptography since the random signal

could be observed in the path from the analog components to the discrete component.



A signal from a free running oscillator has a particular frequency. Figure 2 shows
a oscillator signal with an unknown area called a jitter zone. It is unknown whether the
signal will be high or low in the jitter zone. The jitter zone provides a good source of
randomness when the oscillator signal is sampled at a frequency close to the frequency of
second sampling oscillator. Figure 2 shows the jitter zone only on the rising edge of each

cycle. There is also a jitter zone on the falling edge of the each cycle.

Jitter Zone

} \ \

Figure 2. Frequency Jitter

A frequent problem in true random number generators is the sequence of numbers
is often biased. In other words, the distribution of numbers is not uniform [Knu69] and
therefore does not pass statistical tests for an unbiased source. Von Neumann created a
simple unbiasing procedure for random binary bits. Bits are paired together; if the two
bits are equal they are thrown out. If the first bit in the remaining pairsisa I, thena 1 is
used as the result while if the first bit of the pair is a 0, then a 0 is the result as seen in
Figure 3 [Dav00]. The Exclusive OR (XOR) corrector is another unbiasing procedure.
Each pair of bits is exclusive OR’ed together. If the bits are the same the output is a 0 and
if the bits are different the output is a 1. The XOR Corrector, shown in Figure 3,
produces half as many bits as the original random bit stream. The Von Neumann
Corrector can result in as few as twenty-five percent of the original bit stream.

Recall that an unbiased random sequence cannot be compressed. Therefore, a

compression procedure can also be used to unbias the bits of a random number generator.



A compression unbiasing procedure, however, also reduces the number of random bits.
If the sequence of random bits is compressed to a great extent, the number of available

bits can be significantly reduced.

Random Bit Stream
1011000101001010011111000101110010

Von Neumann Corrector
1 0 0 1 1 0 0 0 1

XOR Corrector
10 01 1011100 011001

Figure 3. Von Neumann and Exclusive Or Corrector for Unbiasing Random
Sequences.

2.3 Pseudo Random Numbers

A sequence of pseudo random numbers is a sequence of numbers that are
produced deterministically [Knu69]. A pseudo random number generator may pass all
the tests for creating a random sequence. However, since the sequence is produced
deterministically, it will produce the same sequence if the generator is given the same
initial seed [Koh0O4]. A good pseudo random number sequence appears to be random and
cannot be distinguished from true random sequences statistically [SKP02]. Although the
sequence may pass statistical tests for randomness it eventually repeats. Perhaps, it will
not repeat for a long time but it will eventually repeat. The majority of random number
generators used are pseudo random number generators which are simply deterministic
mathematical algorithms [Knu69] usually implemented in software. However, the

increase of transistors that can be placed on digital chips has made it possible to

10



implement many algorithms that form “good” pseudo number generators in hardware. A
true random sequence of numbers could not be generated on a deterministic computer,
because it needs to sample a high entropy physical source to obtain truly random
numbers. Furthermore, a pseudo random number generator should not be used for
encryption purposes unless it is considered a cryptographically secure pseudo random
number generator (CSPRNG). If the mathematical algorithm and the seed for the pseudo
random number generator is known the outcome can be predicted. An output is more
difficult to predict if the seed is large and is generated from an entropy source that makes
it difficult to predict. A random number generator is considered cyptographically secure
if the generator is “computationally infeasible to predict the next output” [Koh03].

Many pseudo random number generators that have been tested are determined to
be “good” generators. A few of the commonly used pseudo random number generators
include the Linear Congruential Generator [Knu69], Linear Feedback Shift Register
[TLLO3], Lagged Fibonacci Generator [Cod96], and the Cellular Automata RNG (a
hardware-based generator).

The Linear Congruential Generator (LCG) is a commonly used pseudo random
number generators [Knu69]. The LCG equation is

X471 = (a X,;+b) mod m (D)
where m is the modulus, a is the multiplier, b is the increment and X, is the starting value
or seed value. The modulus operator, written mod m in the equation, takes the value
preceding the operator and divides it by the modulus m and returns the remainder. The
modulus should be greater than X,, a, and b, [Knu69]. The modulus should be a large,

prime number since the period of the sequence is always less than or equal to the

11



modulus [Knu69]. The LCG is considered a “good” pseudo random number generator if
the number of bits used and the constants are chosen such that the output of the LCG has

a long period.
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Figure 4. Four Bit Linear Feedback Shift Register

Figure 4 is a four bit linear feedback shift register (LFSR) pseudo random number
generator. A LESR generator, with N bits has a maximum repeat length of 2"-1 cycles
[ChJ99]. Therefore, the four bit generator in Figure 4 has a maximum repeat length of
fifteen. The LFSR is initialized with any four bit sequence except all zeroes. If the
registers are initialized with zeroes the output will always be zero. If the registers are
initialized with 1010 for reg0, regl, reg2, reg3, the output sequence, first to last bit out, is
0101100100011110 at which point the sequence will repeat. If 64 registers are used, and
the registers are clocked at 1 gigahertz then it would take more than 500 years before the
cycle of output numbers would repeat [ChJ99]. The input to the first register in Figure 4
is the output of an XOR gate whose inputs (or taps) are q0 and q3. The tap choice is
important to obtain the maximum cycle length. The taps are determined by a recurrence
equation X,= a;(Xp.1) @ ax(Xp2) @ ......... @ a(X,.m) where @ is the exclusive OR
operator. The constants a; are a predetermined value of zero or one [ChJ99]. Many

papers, textbooks and application notes contain tables listing taps that produce the
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maximum cycle length and prevent the LFSR from entering a state with the registers all
containing zeros. A LFSR can easily be implemented in digital hardware using registers
and an exclusive or gate. It is best to seed the LFSR with an initial value that comes from
a physical or secret entropy source depending on the use for the generator. The LFSR is
not recommended as a PRNG in software because it has poor random qualities compared
to the LCG and the lagged Fibonacci generator [Cod96] but it much easier to implement
in hardware than most of the software generators. The LFSR is basically the Fibonacci
generator using the exclusinve OR operation. It give worse statistical properties than the
additive or multiplicative LFG because the exlusive OR is a simple operation.

A lagged Fibonacci pseudo random number generator equation is

X, = (X, ® X,.;) mod m 2)

where O can be addition, subtraction, multiplication, or a bitwise exclusive OR and 1, s,
m are constants. The constants r and s provide the lag in the sequence. The generator is
a multiple bit generator unlike the LFSR that generates one random bit at a time. An
additive lagged Fibonacci generator requires a large lag to achieve randomness that
passes the statistical tests, which in turn, requires more memory if implemented in
software or more circuitry if implemented in hardware. A multiplicative lagged
Fibonacci generator can have a significantly smaller lag to produce random numbers but
in hardware it still requires memory to hold the numbers. Multiplication requires more
hardware than addition. The first two numbers for a sequence from a Fibonacci
generator must be supplied and generally m is usually chosen as a power of two.
Multiplication is the best operator for randomness in the lagged Fibonacci generator but

if speed is a concern addition or subtraction is used [Cod96].
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The cellular automata random number generator is non-software based generator
which consists of an array of cells. Each cell has a particular state. The number of
possible states for a single cell to have is k. If binary digits are used then k=2, each cell
will either be a one or a zero. The state of a cell is a function of the state of N
neighboring cells [STCO02]. A predetermined set of rules specifies how the N neighbors

are chosen.
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Figure 5. A four by four array of cells
Figure 5 is a four by four array of numbered cells. Each cell holds a single binary digit
(the cells could also hold a variety of colors). An individual cell uses its N neighbors to
determine what value it will hold at the next time increment. For N=2, each cell uses two
of its neighbors and a given rule to determine the cells contents during the next time
interval. The edges of the neighborhood “wrap” when looking at neighbors [STCO02].
For example, in Figure 5 neighbors for cell 1 could be cell 2 and cell 13. The number of
possible implementation for a two state cellular automata is 2°"~. Since N=2, there are 16

possible implementations.

2.4 Hybrid Random Numbers
Another type of random number generator is the Hybrid Random Number

Generator or the combined generators. There are two basic types of hybrid generators.
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One uses a true random number generator to seed a pseudo random number generator,
and the other combines two or more pseudo random number generators to produce a
sequence better at passing the statistical tests. A hybrid generator might consist of two
linear congruential generators, or a linear congruential generator with a lagged Fibonacci
generator. The two generators should produce a good random sequence and tested to
make sure the resulting sequence is indeed random. If two of the same types of pseudo
random number generators are used, each generator must be initialized with a different
seed value to avoid correlation.

The RAND function in Matlab 5 by Mathworks is a hybrid number generator. It
uses a Fibonacci random number generator to generate a 32 bit floating point number
combined with a shift register generator that generates integer values [Mat07].

Motorola has a hybrid generator that uses a 43 bit linear feedback shift register
and a 37 bit cellular automata shift register (CASR). Each generator uses a different
oscillator and 32 of the output bits are selected and xor’ed together to produce the
resulting random output sequence. The 43 bit LFSR alone has a maximum cycle length
of 2**-1 and a bias of approximately 2. A random sequence should be unbiased. An
unbiased sequence of random numbers is a sequence in which each possible number
generated is equally probable to appear in the sequence. The 37 bit cellular automata
shift register used alone has a maximum cycle length of 2*’-1 and a bias of 2. When 32
bits of LFSR are XORed together with 32 bits of the CASR a maximum cycle length of

280243 237 11 is obtained with a bias of 2% [Tka02].
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2.5 Testing for Randomness

A sequence is determined to be sufficiently random if it passes a series of quantitative
tests [Knu69]. Two statistical tests used to determine the quality of random numbers
include the Chi-square tests and the Kolmogorov-Smirnov test. The Chi-square test
requires a large number of independent observations (Y;) be made. The test statistic V is
where 7 is the number of observed outcomes, k is the number of possible outcomes, s is
the number of actual different outcomes, p; is the expected probability of a particular

outcome.

V=1 & on 3)

ni<s<ke PS

The value of V is compared with a Chi-square distribution table. V must be
greater than or equal to the 99 percent entry or less than or equal to the 1 percent entry for
the outcome to be considered random. A number of empirical tests can also be
performed on sequences. Some common empirical tests are the Equidistribution test (the
numbers of the sequence should be uniformly distributed), Serial test (pairs of successive
numbers should be independent), gap test (a test to determine the length of gaps between
numbers of a particular interval) [Knu69].

Although no series of tests can actually determine if a sequence is truly random,
an analysis of the generator that produces the sequence must also be performed because it
is possible for a pseudo random number sequence to pass all the statistical tests, but not

be truly random [RSNOT].
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The Diehard test is a series of rigorous statistical tests to determine randomness in
pseudo random number generators [TLLO3]. The Diehard is not well suited for
measuring true random number generators. True random number generators typically
produce random bits one at a time and the diehard tests are designed for generators that
produce sequences that are 32 bits long [Dav00].

The National Institute of Standards and Technology (NIST) has assembled a
statistical test suite for true random and pseudo random number generators intended for
cryptographic applications. The NIST test suite has 15 statistical tests to test a binary
sequence of arbitrary length. Each of the 15 tests produces a statistical value that is used
to calculate a p-value. The p-value is a quantitative value that compares a perfectly
random sequence with the sequence being tested. A p-value equal to one means that the
sequence produced by a generator has complete randomness and a sequence having a p-
value of zero is entirely non-random. The NIST test suite consists of the following 15
tests: Frequency test; which tests the uniformity of the bits produced; a test for frequency
of bits within an M size block; a Runs test to determine whether the transition between
ones and zeros is too fast or too slow; a test for the longest run of ones in a particular size
block is the expected length; a random binary matrix test which tests subsets of the
sequence for linear independence from other subsets of the sequence; a spectral test to
test for periodicity of the sequence; a non-overlapping template matching test; an
overlapping template matching test; Maurer’s Universal Statistical test which tests the
sequence for compression without loss of information; the linear complexity test; the

serial test; the approximate entropy test; the cumulative sums test; the random excursions
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test; and the random excursions variant test [BarOO]. The effectiveness of the NIST test

suite was determined using generators that were known to be “good” and “bad” [Bar00].

2.6 Current Research

Research in the area of random number generators is extensive because of their
use and importance in many areas. There is an increased interest in implementing both
pseudo random and true random number generators in Field Programmable Gate Arrays
(FPGAs). FPGAs incorporate aspects of both Application Specific Integrated Circuits
(ASIC) and processors. ASICs are high speed circuits but are relatively expensive to
produce. They can only be used for one application and have a long production cycle.
Processors, on the other hand, are very flexible since they can be programmed but are not
designed for a specific application. They operate on a fixed data size and perform
calculations sequentially. An FPGA, however, can be programmed to perform operations
for a specific application in hardware but since they are programmable the design can be
changed, multiple times, if necessary. They generally do not run as fast as an ASIC
circuit but cost less and are suitable for prototyping [Wol04].

Many FPGA implementations of pseudo random number generators have been
proposed. A single bit LESR can be effectively implemented in a FPGA with little
hardware using the FPGAs built-in look up tables (LUTs). The period of the generator
grows exponentially with the addition of registers in the generator. A generator with a 32
bit LFSR repeats every 2% bits or once every 4.2 billion bits [ChJ99]. Since an initial

seed is needed for a LFSR, it is not acceptable for applications needing high security.
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A parallel LFSR can serve as a multiple bit producing generator by using multiple
copies of a single bit LFSR each with a different seed [ChJ99]. Another version of the
LFSR is the multiple bit leap forward LFSR. It produces a multiple bit output from a
single LFSR. The input to each of the registers is a combination of two or more registers
outputs which require additional combinational logic gates for the generator circuit. The
hardware for the lagged Fibonacci generator is similar to that of a LFSR, with two taps
off the LFSR feeding back into hardware that performs multiplication, addition or
subtraction on the two bits which are then fed back into the first register [ChJ99].

Sometimes a true random number generator seeds a pseudo random number
generator on an FPGA. The true random number generator is implemented off chip and
the generated random bits are used as a seed for an FPGA based pseudo random number
generator. Physical sources such as physical noise are not available on a FPGA chip. If a
physical noise random number generator is needed, the generator is constructed using
analog components off chip (cf., Figure 1). However, a random number from an off-chip
generator provides no security for applications such as cryptology or other secure
applications as the signal can easily be intercepted as it is brought onto the chip.

True random number generator research using FPGAs has not been as extensive
as that for pseudo random number generators. The need for true random number
generators on FPGAs has become quite pronounced as security and cryptology are being
implemented in FPGAs and random numbers for these applications must be
unpredictable. The need for complete randomness and the security of the randomness has
pushed research to embedded random number generators for FPGAs. However, digital

circuits such as FPGAs lack the analog circuitry used in many true random number
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generators leaving only clock jitter, free running oscillators and metastability as entropy
sources [FDS04a].

Altera Stratix FPGAs have an analog Phase Lock Loop (PLL) that can be used as
the physical source of randomness [FDS04a]. The PLL provides random fluctuations (or
jitter) from the synthesized clock signal due to frequency changes caused by noise in the
environment of the chip and variation in the supply voltage. The chip has an internal
control to adjust the fluctuation in frequency but there remains a small fluctuation even
after applying the controls. Jitter was measured up to 50 ps in the Altera Stratix device
The jitter measured on an Application Specific Integrated Circuit (ASIC) board ranged
from 3.5 ps to 10 ps and up to 140 ps on an APEX Field Programmable Logic Device
(FPLD) [FDS04b]. The random bits are extracted from the jitter by feeding the original
clock signal into two different PLLs. The synthesized clock signal from one of the PLLs
samples the other synthesized signal. The output of the sampler is a string of consecutive
zeros followed by a string of consecutive ones. The length of consecutive zeros or ones is
different depending on the value of the PLL signal in the jitter zone. The sampled signal
is put through a predetermined decimator based on the frequency of the PLL.

The Stratix FPLD family has up to eight Fast PLLs (FPLL) and Enhanced PLLs
(EPLL). Four different configurations have been tested. The first used two FPLLs. The
second configuration uses one FPLL and one EPLL. The third configuration uses just
one EPLL, and the final test configuration uses two EPLLs. The fastest output bit rate
and quality is produced when using two EPLLs. The random output passes the NIST

tests at a speed of more than 1 M bits per second [FDS04a].
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True random number generators have also been implemented in Xilinx FPGAs
which do not have phase lock loops. The physical source of randomness is two ring
oscillators. The idea is similar to the two synthesized signals used in the Altera PLL
although Xilinx’s FPGAs have delay lock loops (DLLs) instead of PLLs. DLLs reduce
the clock skew but are not able to provide the quality frequency synthesis PLLs provide.
Each ring oscillators consists of two transparent latches, an inverter and a buffer. The
Xilinx FPGAs were tested at a frequency of 150 MHz. One oscillator samples the other
oscillator, and it is important that the two oscillators be very close in frequency [Koh04].
The sampled output is either a one or a zero depending on what part of the cycle the
signal is in when it gets sampled. A sample taken in the jitter zone (cf., Figure 2) can
produce an output that is a one or a zero. It is unknown whether a sample taken in the
jitter zone will be a one or a zero. The number of consecutive ones or zeros is counted,
and the sample from the jitter zone is latched into a register. The counter is then reset.
The random bits produced using the oscillators do not show any correlation to the other
numbers in the sequence so an exclusive OR function is used to reduce any bias in the
bits. The placement of the ring oscillators on the FPGA chip affects the speed of the
oscillators due to temperature and delay in wires [Koh04]. Placement of the design on

the FPGA board is important as speed is a concern.

2.7 Summary
Random number generators come in many different forms. There are True
Random Number Generators, Pseudo Random Number Generators, and hybrids of the

true and pseudo generators. The best generator depends on the intended application of
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the random numbers. A true random number generator is used for high security
applications and must produce numbers from a non-deterministic source. Sometimes a
hybrid generator is sufficient for moderate security and can provide more generated
random bits per second than a true random number generator. A hybrid generator must be
thoroughly tested to make sure that the output produced is not less random than the
individual generators used in the hybrid. A hybrid generator is used in many computer
applications. Pseudo random generators produce sequences that appear truly random
when a long period is constructed. Pseudo random generators are especially good for

simulations, where security is not a concern.
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III. Methodology

3.1 Problem Definition

True Random Number Generators (TRNG) are used in many applications. Many
of the advances in current technology, such as the high speed internet and cellular
communication, have produced a need for fast TRNGs that can be used for applications

needing encryption.

3.1.1 Goals

The primary goal of this research is to develop a true random number generator
(TRNG) for an FPGA and simulate it using Active HDL by Aldec. The TRNG is
evaluated on the efficiency of producing a random bit stream and the quality of the

randomness in that stream.

3.1.2 Approach and Hypothesis

A TRNG is simulated in Aldec’s Active-HDL simulator and is implemented by
sampling one simulated oscillator with a second simulated oscillator of an almost
identical frequency. The sampling circuit captures a random bit when a clock oscillator
samples a second clock oscillator in the jitter zone on the rising edge of the signal. A
number of factors are varied and analyzed to determine the quality of a TRNG for a
particular experimental configuration. The rate random bits are produced should increase

by sampling the jitter zone on both the rising and falling edge of the oscillator rather than
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on just the rising edge. The quality and speed at which the random bits are produced will
likely be affected by a change in the difference in period of the two oscillators. The
simulation produces jitter on the oscillators using the rng_lib.vhd file from opencores.org
[Gei04]. A Gaussian distributed pseudo random number between 0-1 is produced by
seeding the generator with three different ten digit values for each oscillator. Jitter on the
oscillator signal has a Gaussian distribution. The value produced by the generator is used
to determine the timing of the next edge of the clock signal. Different seed numbers are
used for each of the six runs of each factor and for each of the two repetitions of the

simulation.

3.2 System Boundaries
The System Under Test (SUT) in this research is the TRNG. Figure 6 shows the
main parts of the TRNG. The TRNG is comprised of two ring oscillators, a sampling

circuit, a control circuit and the system clock.

Ring > ngp.llng » Random Bits
Oscillator Circuit
—>

A
Ring v
Oscillator

Control
System clock » Circuit

Figure 6. True Random Number Generator (System Under Test)
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Each ring oscillator is constructed using a process in VHDL with the pseudo
random number generator program rng_lib.vhd provided by opencores.org . The random
number generator uses a combination of Tausworthe generators to determine the rising
and falling of the oscillators edges for each particular jitter zone on an oscillator base
frequency of 135 MHz. Three Tausworthe generators are used producing a pseudo
random output with good statistical properties [TeL91]. The sampling circuit uses data

flip flops (DFFs) and an inverter to sample the oscillators.

3.3 System Services

The system provides a single service of generating random bits. There are three
possible outcomes of this service. The first possible outcome is no bits are produced
from the system. Second, the system may produce bits, but the bits are not random.
Third, bits are produced and they are random. The scope of this research is limited to the

cases where bits are produced.

3.4 Workload

The workload for this system is straightforward. The system has three inputs.
The first input is the 50 MHz system clock signal which simulates the system clock on a
Xilinx Spartan3 FPGA board. The second and third inputs are the two clock oscillators.
The two oscillators are run at a base frequency of 135 MHz which is similar to that using

hardware such as latches and inverters. The system produces one output: random bits.
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3.5 Performance Metrics

One metric is used to evaluate the system: the quality of the bits produced by the
system. The quality of the output bits is determined by testing the TRNG output using
eight randomness tests from the National Institute of Standards and Technology (NIST)
Statistical Test Suite for Random Number Generators [RSNO1]. For this research a
generator that produces a sequence of binary bits that pass six or fewer of the tests is
considered non-random. If seven or eight tests are passed the generator is considered a
possible true random generator and should undergo additional testing with a larger
sample size to verify the initial results. A good random number generator will not pass

all statistical tests all the time, some failures are expected [RSNO1].

3.6 Parameters

3.6.1 System Parameters

The system parameters that may affect the performance of the system are:

1) Frequency of the oscillators — The base frequency of the oscillators
will affect the output rate of random bits. If the frequency of the
oscillators is increased the output rate will increase and if the
frequency is decreased the output will decrease. The quality of the
output may be affected by the ratio of the oscillator frequency to
the width of the jitter zone.

ii) The speed of the system clock — The system clock controls the
speed at which the data bits can be stored. If the oscillators are

producing random bits at a faster rate than the bits can be written,
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some of the bits will be dropped and may compromise the quality
of the randomness. Increasing the speed of the system clock will
allow all output bits to be collected.

i) Sampling circuit implementation- This TRNG is for
implementation on an FPGA board. If implemented on an ASIC
(Application Specific Integrated Circuit) board it may have a
slightly faster output. It would output bits at a slower rate if the

user implemented it using discrete components.

3.6.2 Workload parameters

The workload parameters are:

1) Width of the Jitter Zone — The smaller the width of the jitter zone
the more difficult it will be to capture a sample in the jitter zone
area to produce a random bit.

ii) Sampling trigger — Sampling on the rising and falling edge of the
signal versus just sampling on the rising edge. Sampling on both
the rising and falling edge of the signal will produce a faster bit
output rate but may affect the quality of the randomness of the bits.

i) Difference in the period of the oscillators — The closer the period
of the oscillators are the more often the sample will be taken in the
jitter zone (i.e., the random bit) of the second oscillator. As the

difference in period of the two oscillators increases, the time
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between random bit samples increases and if the difference
becomes too large random bits may not be produced at all.

iv) Increasing the number of ring oscillators — Increasing the number
of oscillators increases the speed of output bits. A greater number
of output bits are produced by running multiple ring

oscillator/sampling circuits in parallel.

3.7 Factors

Three factors are chosen for this experimental research. These factors and their
levels are:

3.7.1 Width of the Jitter Zone — (24 ps, 70 ps, 140 ps, 200 ps) — A large jitter
width of 200 ps is chosen based on Xilinx TechXclusives [Xil07] technical application
note on jitter variation for the clock and data signal and Xilinx data sheets for the
Spartan3 and Fischer’s research and measurements of jitter [FDS04b].

3.7.2 Sampling Trigger — (rising edge, rising and falling edge) — The sampling
trigger has two levels. The first level uses the rising edge of the first oscillator signal to
sample the second oscillator. The second level uses the rising and falling edges of the
first oscillator as a trigger to sample the second oscillator. A simplified version of a
sampling technique that samples on the rising and falling edge of the sampling oscillator
is seen in Figure 7. The random output rate should be twice the rate of sampling on only

the rising edge.
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Figure 7. Rising a Falling Edge Triggered Sampling

3.7.3 Difference of periods of the oscillators — (24 ps jitter: 50 ps, 100 ps, 120 ps,
140 ps, 160 ps; 70 ps jitter : 250 ps, 300 ps, 320 ps, 350 ps, 436 ps; 140 ps jitter: 350 ps,
400 ps, 436 ps, 486 ps, 536 ps; 200 ps jitter: 436 ps, 486 ps, 536 ps, 586 ps, 630 ps) — A
small difference in periods compared to the width of the jitter zone is the starting point
for jitter zone width. The difference in the periods is increased until the output bits
produced are no longer random. The output bits should no longer be random once the

difference in periods is greater than twice the width of the jitter zone.

3.8 Evaluation Techniques
The evaluation technique is a simulation of bits produced by the random number

generator and a statistical measurement of the quality of the randomness of the output
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bits. The system is implemented using Aldec Active-HDL 6.3 software. The output bits

written to an output text file.

3.9 Experimental Design

The design for this experiment is full factorial with two replications. Three
factors are varied. The width of the jitter zone has four levels. The sampling trigger has
two levels, and the difference in periods has five levels and two replications of each
experiment are performed. Forty experiments are conducted (4 X 2 X 5 = 40), as seen in
Table 1. Two replications yields eighty experiments. Each experiment collects six sets
of data between 180 KB and 189 KB in size. The size of the data sets is limited to 189
KB for importing into Excel to exclusive OR consecutive bits removing any bias present.
The size of the data file is also limited by search and replace program in Microsoft Word
which is used to remove line returns between bits. The six data sets are combined to
create one larger data set in the format needed for the NIST program. The NIST test suite
returns a p-value and a proportion of the sequences that passed the statistical test. The p-
value represents the probability that a sequence less random than the tested sequence was
produced by an ideal RNG. Therefore, a high p-value indicates a “good” random

sequence.
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Table 1. Experiments Performed on TRNG

Experiment Jitter Width Sampling Trigger Period Difference
1 24 ps Rising edge 50 ps
2 24 ps Rising edge 100 ps
3 24 ps Rising edge 120 ps
4 24 ps Rising edge 140 ps
5 24 ps Rising edge 160 ps
6 24 ps Rising and falling edge 50 ps
7 24 ps Rising and falling edge 100 ps
8 24 ps Rising and falling edge 120 ps
9 24 ps Rising and falling edge 140 ps
10 24 ps Rising and falling edge 160 ps
11 70 ps Rising edge 250 ps
12 70 ps Rising edge 300 ps
13 70 ps Rising edge 320 ps
14 70 ps Rising edge 350 ps
15 70 ps Rising edge 436 ps
16 70 ps Rising and falling edge 250 ps
17 70 ps Rising and falling edge 300 ps
18 70 ps Rising and falling edge 320 ps
19 70 ps Rising and falling edge 350 ps
20 70 ps Rising and falling edge 436 ps
21 140 ps Rising edge 350 ps
22 140 ps Rising edge 400 ps
23 140 ps Rising edge 436 ps
24 140 ps Rising edge 486 ps
25 140 ps Rising edge 536 ps
26 140 ps Rising and falling edge 350 ps
27 140 ps Rising and falling edge 400 ps
28 140 ps Rising and falling edge 436 ps
29 140 ps Rising and falling edge 486 ps
30 140 ps Rising and falling edge 536 ps
31 200 ps Rising edge 436 ps
32 200 ps Rising edge 486 ps
33 200 ps Rising edge 536 ps
34 200 ps Rising edge 586 ps
35 200 ps Rising edge 630 ps
36 200 ps Rising and falling edge 436 ps
37 200 ps Rising and falling edge 486 ps
38 200 ps Rising and falling edge 536 ps
39 200 ps Rising and falling edge 586 ps
40 200 ps Rising and falling edge 630 ps
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3.10 Summary

The quality of randomness and speed of a true random number generator system
are determined using the NIST Statistical Test Suite for Random Number Generators
software. The TRNG is composed of two ring oscillators, a sampling circuit, and a
control circuit and outputs a series of bits. The system’s only service is to output random
bits. There are three possible outcomes to the system: 1) no output bits, 2) outputs bits
that are not random, 3) output bits that are random. Performance metrics are listed and
three factors are chosen for this experiment. The factors are width of jitter zone,
sampling trigger, and difference in period of the oscillators. A full factorial experiment

design is used.
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IV. Analysis and Results

4.1 Overview

The results and limitations of a simulation of a true random number generator in
an FPGA using an oscillator sampling technique are presented in this chapter. Three
factors of a random number generator were varied to determine the limitations of
producing random numbers including the amount of jitter in the oscillators, the difference
in period between the two oscillators, and whether the random bit is captured on the
rising edge of the sampling oscillator or the rising and falling edge.

The simulation was run using Active-HDL 6.3 software by Aldec. The random
numbers generated were output to a text file in ACSII. The random bits were analyzed
using the National Institute of Standards and Technology (NIST) battery of tests to
determine whether the sequences of binary bits were random. Enough data was collected
to run eight of the fifteen NIST statistical tests for two sets of data. The NIST tests
performed on the data were block frequency, non-overlapping templates, serial,

approximate entropy, frequency, spectral DFT, runs and cumulative sums.

4.2 Interpretation of NIST results
The NIST test suite summarizes all tests run in a table in the finalAnalysisReport
file which is in the algorithm testing folder in the NIST program. Table 2 is the output

produced by one of the sets of data from the random number generator.
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Table 2. NIST Results

NIST results for data set with rising edge sampling, 24 ps jitter zone and oscillators with a 140 ps
difference in period. (Only five of the 148 output results for the nonperiodic-templates are shown. Full
results available in Appendix A)

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING
SEQUENCES
Cl C2 C3 C4 C5 C6 C7 C8 C9C10 P-VALUE PROPORTION STATISTICAL TEST

1000 060 00 O O 0O 0.000000 *0.1000 * frequency

4 22 1 0 00 I 0 0 0.006882 0.9000 * block-frequency
1000 00 00 O O 0 0.000000 *0.1000 * cumulative-sums

9 1.0 00 00O O O O 0.000000 *0.1000%* cumulative-sums
501 00 2 0 2 0 0 0.004301 0.5000 * runs

0 02 12 01 3 1 0 0350485 1.0000 fft

330 10 01 1 O 1 0213309 0.8000 * nonperiodic-templates
301 1 0 02 1 1 1 0534146 0.9000 * nonperiodic-templates
320 01 01 2 1 0 0350485 1.0000 nonperiodic-templates
0 10 1 1 1 1 3 2 0 0.534146 1.0000 nonperiodic-templates
0 12 10 2 0 1 1 2 073918 1.0000 nonperiodic-templates
S 11 10 1 0 O 1 0 0017912 0.9000 * apen

321 20 01 0 0 1 0350485 1.0000 serial

1 21 01 1 0 2 1 1 0911413 1.0000 serial

The NIST test suite produces a p-value for each of the tests run on the samples. A
sample size of 10 was used for the data collected in this research. This p-value is not to
be confused with the p-value in Table 2. “The p-value is the smallest level of
significance that would lead to rejection of the null hypothesis Hp with the given data
[MoR99].” The null hypothesis for the NIST tests is the data collected is random. The
NIST p-value is the probability a “perfect” RNG would have produced a sequence less
random than the given sequence [RSNO1] and can range from 0-1. These p-values are
separated into ten distinct bins labeled C1-C10 (Table 2). The data being tested is
divided into ten bit streams based on user input. The ten bit streams each result in a p-
value and the number of p-vlaues in each bin, recorded. A uniform distribution of p-
values is desired for a random sequence. Column 11, in Table 2 is another p-value, from

the chi-square test of the uniformity of the distribution of the individual p-values into the
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bins. The individual p-values are not presented in the finalAnalysisReport table but are
recorded in the individual result files for each test run in the NIST test suite. Column 12
is the proportion of the sequences that passed the statistical test (i.e., had a p-value greater
than or equal to 0.01). A proportion of 0.895607 is the minimum pass rate for a sample
size of 10 as defined by the NIST suite. The last column, in Table 2, is the test performed
for that row of data.

The NIST tests suite uses 0.01 or greater as an acceptable p-value or significance
level as do cryptographic applications [RSNO1]. A significance level of 0.01 means that
for one hundred binary sequences tested for the null hypothesis, one of the sequences is
anticipated to be rejected as non-random [RSNO1]. It is possible that the random number
generator may appear random for a particular set of factor levels when it may not be. The
test results give an idea of whether there are general conclusions that can be made about
the random number generator due to the change in factors or if further data should be
collected to obtain more precise conclusions. For the purpose of this research, a data set
will be declared non-random when three or more of the eight NIST tests performed have

a proportion level less than 0.895607.

4.3 Rising Edge Sampling

One oscillator signal was sampled on the rising edge of a second oscillator with a
close, but slightly different period. Figure 8 shows the setup of the rising edge sampling
circuit as used by Kohlbrenner [KoG04]. The circuit consists of four D-flip flops. The
FD flip-flop has inputs CLKO and CLK1 and outputs a signal SOr which is used as the

clock input signal to the FDCE flip-flop and the FDE flip-flop. If CLK1 samples CLKO
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while CLKO has a low signal, the SOr output will be low. If CLK1 samples CLKO while
CLKO has a high signal the SOr output will be high. Figure 9 shows a sample waveform

for a rising edge sampling circuit. If CLK1 samples CLKO in

CLKO Sor ‘
> D Q D Q@ ——— Bit_rdy r
—»C) CE
FD FDCE
CLK1
CLR
<><|, CDOr Rd_ack
D Q D Q ——  Randr
FDC_1 ——C °E pe
CLR

SOor
RO EO

Figure 8. Rising edge sampling circuit [Koh(04]

the jitter zone the SOr signal could remain low or change to high on the next rising edge
of CLK1 creating an uncertainty region. The signal CDOr is a single bit counter that
represents which cycle CLK1 is in (i.e. O or 1). The rising edge of SOr captures the cycle
of CLK1 and outputs a random bit corresponding to that cycle. If CLK1 samples CLKO
in the jitter zone and CLKO is high, SOr goes high and captures a high signal on the single
bit counter CDOr and the random bit output is a 1. If CLK1 samples CLKO in the jitter
zone and CLKO is low then SOr does not go high until the next CLK1 cycle which
captures a low signal on CDOr and a 0 is output. Thus, the uncertainty region shown in
Figure 9 represents the uncertainty of whether CDOr is a 0 or a 1 when the clock is

sampled in the jitter zone and SOr goes high.
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Jitter Zones

CLKO

CLK1

Sor Uncertainty Region

Randr 1 0

Figure 9. Rising edge sampler circuit with jitter

The SOr signal is also used to notify the control circuit that a new random bit is
ready to be output via Bit_rdy_r. The control circuit disables the bit-ready flip-flop
(FDCE) and the random output flip-flop (FDE) to avoid any problems with bounce in the
SOr signal. If the flip flops were not disabled the circuit could receive multiple SOr edges
changing the random bit that is being output if it was captured in the jitter zone [KoGO04].
The bit-ready flip-flop is reset when the control circuit has acknowledged that the random
bit has been recorded, as is the single bit counter flip-flop (FDC_1) so there is no
correlation between consecutive output bits [KoG04]. Once the random bit has been
acknowledged the flip-flops are able to receive the next random bit.

The width of the jitter zone is varied, as is the difference in periods between the
two oscillators. It is hypothesized that if the difference in periods between the two

oscillators is less than or equal to the width of the jitter zone, the output would be a
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function of the jitter zone. A sample from the jitter zone is random as it cannot be
determined whether a one or a zero would be output. Once the difference in periods
between the two oscillators is greater than the width of the jitter zone, the output bits
should no longer be random because many of the samples taken would then be

deterministic.

4.3.1 Results of Rising Edge Sampling

Data for a 24 ps jitter zone was originally collected for oscillators with a
difference of 10 ps, 22 ps, 34 ps, 50 ps and 80 ps based on the hypothesis that once the
difference in periods was greater than the length of the jitter zone, the numbers would no
longer be random. Additional data was collected at greater period differences after all the
original data resulted in random outputs. The difference in periods was increased until
the proportion of p-values greater than or equal to 0.01, was less than 0.895607 for more
than two of the NIST tests performed. The period difference was increased again to
validate that the generator output would still fail to produce a random output based on the
criteria set in the previous section. Table 3 shows the proportion of sequences that passed
the NIST tests performed on the bits produced by the random number generator in the
simulation. The proportion value must be 0.895607 or greater to be considered a random
sequence for a sample size of ten sequences. All NIST tests, for this particular set of
binary sequences, with a failing proportion are highlighted in dark grey. Any test
resulting in a proportion of 0.9 is highlighted in light grey. The small sample size that
results in a proportion of 0.9 (0.89 is the minimum for being considered random) should

undergo further testing with a larger sample size to determine if the passing proportion
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value continues to hold. The non-periodic template matching test resulted in 148
proportions. The tables in this section show the fraction of non-periodic tests that had a
proportion of 0.9 or greater. The individual proportions for the 148 non-periodic

template matching tests performed are available in Appendix A.

Table 3. Proportions for NIST test run on debiased data for oscillators with period
differences of 50 ps, 100 ps, 120 ps, 140 ps, 160 ps with a 24 ps jitter zone sampled on
the rising edge.

Proportions- 24 ps jitter Rising edge sampling(XORed)
50 ps 100 ps 120 ps 140 ps 160 ps
triall | trial2 | triall | trial2 | triall | trial2
frequency 1.00 1.00 1.00 1.00 0.90 IR0l 0.00 0.10
block
frequency 1.00 1.00 1.00 | 0.90 1.00 1.00 [OEs0)
cumulative-
sums 1.00 1.00 1.00 1.00 1.00 ROl 0.00
cumulative-
sums 1.00 1.00 1.00 1.00 0.90 1.00 [OKe0)
runs 1.00 1.00 1.00 1.00 1.00 1.00 [y
fft 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
non
periodic* 099 | 097 | 0.95 | 0.97 | 0.98 1.00 | 099 | 095 | 0.99 | 0.96
aspen 1.00 1.00 | 0.90 1.00 1.00 1.00 1.00 | 0.90 1.00 1.00
serial 1.00 1.00 | 0.90 1.00 1.00 1.00 1.00 1.00 1.00 1.00
serial 1.00 1.00 1.00 1.00 1.00 | 0.90 1.00 1.00 1.00 1.00

*fraction of non-periodic tests with a proportion of 0.9 or greater

The random number generator, with a 24 ps jitter zone in the oscillators, fails to
produce random output in this simulation when the difference in the oscillator frequency
increases from 120 ps to 140 ps. The failure occurs when the frequency difference is
between five times the width of the jitter zone (24 ps x 5=120 ps) and approximately six
times the width of the jitter zone (24 ps x 5.8=139 ps) which is significantly more than

hypothesized.

39



Table 4. Proportions for NIST test run on debiased data for oscillators with period
differences of 250 ps, 300 ps, 320 ps, 350 ps, 436 ps, with a 70 ps jitter zone, sampled on
the rising edge

Proportion 70 ps jitter Rising edge sampling(XORed)

250 ps 300 ps 320 ps 350 ps 436 ps

triall | trial2 | trial1 | trial2 | triall | trial2 | triall | trial2 | triall | trial2
frequency 1.00 1.00 | 0.90 1.00 0.00 0.00
block
frequency 0.90 1.00 1.00 1.00 . . . . 0.00 0.00
cumulative-
sums 1.00 1.00 | 0.90 1.00 . . . . 0.00 0.00
cumulative-
sums 0.90 0.90 0.90 1.00 0.00 0.00
runs 1.00 1.00 1.00 1.00 0.00 0.00
fft 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 1.00 1.00
non
periodic * 097 | 098 | 098 | 0.99 | 0.99 0.89 0.88
aspen 1.00 1.00 1.00 1.00 1.00 0.00 0.00
serial 1.00 1.00 1.00 1.00 1.00 1.00 0.00 0.00
serial 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.60

*fraction of non-periodic tests with a proportion of 0.9 or greater

Table 4 shows that a random number generator with oscillators having a 70 ps
jitter zone fails to produce random outputs when the difference of frequency is between
300 ps and 320 ps. The failure to produce a random output fall between 4.3 times the
width of the jitter zone (70 ps x 4.3 = 301 ps) and 4.6 times the width of the jitter zone
(70 ps x 4.6= 322 ps). Note that the multiplicative value of the jitter has decreased from
the values observed in a generator having oscillators with a 24 ps jitter zone.

Table 5 and Table 6 are the proportion results for generators with oscillators
having a 140 ps jitter zone and a 200 ps jitter zone respectively. The test set in Table 5
shows that a generator with a 140 ps jitter zone will stop producing a random output

when difference in periods of the two oscillators is between 436 ps and 486 ps or 3.1
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times the width of the jitter zone (140 ps x 3.1 =434 ps) and 3.5 times the width of the
jitter zone (140 ps x 3.5 =490 ps). Oscillators with a jitter zone of 200 ps stop producing
random bits when the difference in the period is between 586 ps (200 ps x 2.9 = 580 ps)
and 630 ps (200 ps x 3.2 = 640 ps). All of the jitter zones widths and period differences
tested with the Fast Fourier Transform (FFT) test had a proportion value of 0.900 or

greater indicating there was no periodicity to the output bits [RSNO1].

Table 5. Proportions for NIST test run on debiased data for oscillators with period
differences of 350 ps, 400 ps, 436 ps, 486 ps, 536 ps with a 140 ps jitter zone, sampled on
the rising edge

Proportion 140 ps jitter Rising edge sampling(XORed)

350 ps 400 ps 436 ps 486 ps 536 ps

trial trial2 | triall trial2
frequency 1.00 1.00 1.00 0.00 0.00
block
frequency 1.00 1.00 1.00 . . . . 0.00 0.00
cumulative-
sums 1.00 1.00 1.00 . . . 0.00 0.00
cumulative-
sums 1.00 1.00 1.00 0.00 0.00
runs 1.00 1.00 1.00 1.00 0.00 0.00
fft 1.00 | 1.00 |00 1.00
non
periodic * 0.93 0.97 | 098 | 0.98 . . 0.96 | 0.97
aspen 1.00 1.00 1.00 1.00 0.80 0.50
serial 1.00 1.00 1.00 1.00
serial 1.00 1.00 1.00 1.00

*fraction of non-periodic tests with a proportion of 0.9 or greater
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Table 6. Proportions for NIST test run on debiased data for oscillators with period
differences of 436 ps, 486 ps, 536 ps, 586 ps, 630 ps with a 200 ps jitter zone sampled on
the rising edge

Proportion 200 ps jitter Rising edge sampling(XORed)
436 ps 486 ps 536 ps 586 ps 630 ps
trial1 | trial2 | triall | trial2
frequency 1.00 1.00 1.00 1.00
block
frequency 1.00
cumulative-
sums 1.00
cumulative-
sums . . .
runs 1.00 1.00 1.00
fft
non
periodic 0.99 0.99
aspen 1.00 1.00
serial 1.00 1.00 1.00
serial 1.00 1.00 1.00

*fraction of non-periodic tests with a proportion of 0.9 or greater

4.3.2 Analysis of rising edge sampling

The simulated random number generator produced random outputs for a particular
width of a jitter zone. The point at which the output becomes non-random appears to be
proportionally related to the oscillator period differences and the jitter zone width.

Figure 10 shows CLKO and CLK1 with the same jitter zone width. If the jitter
zones just barely overlap, then the sample can take place anywhere up to 2x the width of
the jitter zone ( 48 ps for a 24 ps jitter zone and 140 ps for a 70 ps jitter zone) and still be
considered non-deterministic. The TRNG output remains random for more than 2x the
width of the jitter zone because every output bit does not need to be non-deterministic.
For the output to be random only the majority of the captured bits need to be non-

deterministic allowing for greater frequency differences between the two oscillators.
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CLKDO

Figure 10. Jitter zone

Table 7 and 8 show the individual jitter zones of the two clock oscillators when
SOr goes high and captures the output bit of the generator. The clock cycles examined for
a particular instance of SOr going high are grouped together and denoted by the shading
or lack of shading in the rows. The first column labels, clkO or clk1, identify the signal
for the data in the corresponding row. The second column is the timing of the jitter zone
range for a particular cycle of the oscillator. The third column records whether the output
bit is deterministic or non-deterministic. The oscillator rising clock edge can happen at
any point in the jitter zone range. The clock cycle where SOr goes high and the output bit
is captured is examined to see if the jitter zones of the oscillators overlap. If jitter zones
do not overlap then the jitter zone of the previous cycle is examined. If either of the jitter
zones overlap then the output bit could be a one or a zero and is non-deterministic. The
previous cycle of the oscillator jitter zones is examined because the jitter zones may have
overlapped in the previous cycle capturing a low random bit (Figure 9). The output bit is
a non-deterministic bit if the jitter zones of the two clocks overlap during one of the two

clock oscillator cycles. If the jitter zones of the two clock cycles do not overlap when the
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output bit is captured or in the previous cycle then the bit is considered a deterministic

bit.

Table 7. Jitter zone ranges for clock edges when capturing an output bit for clocks with a

70 ps jitter zone and period difference between the clocks of 300 ps.

Jitter Zone Range

Output from RNG

deterministic

deterministic

non-deterministic

non-deterministic

deteministic

non-deterministic

non-deterministics

non-deterministic

non-deterministic

non-deterministic

deterministic

non-deterministic

deterministic

non-deterministic

non-deterministic

clk0 184.940-185.010ns
clk1 184.823-184.893ns
clk0 192.364-192.434ns
clk1 192.534-192.604ns
clk0 370.020-370.090ns
clk1 369.784-369.854ns
clk0 377.429-377.498ns
clk1 377.526-377.596ns
clk0 570.249-570.319ns
clk1 570.251-570.321ns
clk0 762.833-762.903ns
clk1 762.816-762.886ns
clk0 955.408-955.478ns
clk1 955.548-955.618ns
clk0 1140.552-1140.622ns
clk1 1140.583-1140.653ns
clk0 1325.531-1325.601ns
clk1 1325.557-1325.627ns
clk0 1510.714-1510.784ns
clk1 1510.698-1510.768ns
clk0 1710.963-1711.021ns
clk1 1710.984-1711.054ns
clk0 1903.704-1903.774ns
clk1 1903.649-1903.719ns
clk0 2096.338-2096.408ns
clk1 2096.254-2096.324ns
clk0 2103.720-2103.790ns
clk1 2103.909-2103.979ns
clk0 2288.915-2288.985ns
clk1 2287.849-2287.919ns
clk0 2489.197-2489.267ns
clk1 2489.324-2489.394ns
clk0 2681.812-2681.882ns
clk1 2681.797-2681.867ns
clk0 2882.061-2882.131ns
clk1 2882.120-2882.172ns
clk0 3059.685-3059.755ns
clk1 3059.665-3059.725ns

non-deterministic
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The jitter zone range is computed using the timing of the clock oscillators falling
edge and adding to it the range of time that the clock signal could go high. CLKO is the
base clock and has a frequency of 135 MHz. The time period for one cycle is 7.408 ns.
A half cycle will average 3.704 ns and with a 70 ps jitter zone the half cycle would be
between 3.669 ps and 3.739 ps. The clock observations in Table 7 are for a clock
oscillator with a 300 ps difference in the periods, therefore CLK1 rising edge could occur

between 3.819 ns and 3.889 ns after the previous falling edge of the clock.

Tr+J

half _cycle =3.704ns + 4)

Thus, the jitter zone range is where 7 is the difference between the two clock oscillators
periods and J is the width of the jitter zone.

A period difference of 300 ps and jitter zone of 70 ps results in a majority of the
bits being non-deterministic bits (Table 7) and the statistical tests run on the data
conclude the output from the generator is random. Table 8 shows the jitter zone ranges
for clock oscillators with a 70 ps jitter zone and difference in clock periods of 350 ps.
The output of the random number generator appears to produce more deterministic bits
than non-deterministic bits for the first set of bits output. More deterministic bits than

non-deterministic bits give a binary sequence of bits that does not pass NIST tests.
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Table 8. Jitter zone ranges for clock edges when capturing an output bit for clocks with a
70 ps jitter zone and period difference between the clocks of 350 ps.

Jitter Zone Range QOutput from RNG
clk0 170.494-170.564ns s e s
clk1 170.543-170.613ns
clk0 340.923-340.993ns L
deterministic
clk1 341.068-341.138ns
clkO 503.935-504.005ns deterministic
clk1 504.074-504.114ns
clk0 659.263-659.333ns L
non-deterministic
clk1 659.238-659.308ns
clk0 822.104-822.174ns deterministic
clk1 822.006-822.076ns
clk0 985.102-985.172ns
clk1 984.967-985.037ns L
deterministic
clk0 992.497-992.567ns
clk1 992.709-992.779ns
clk0 1148.026-1148.096ns
clk1 1147.92-1147.99ns deterministic
clk0 1155.435-1155.505ns
clk1 1155.724-1155.794ns
clk0 1310.993-1311.063ns L
non-deterministic
clk1 1311.006-1311.076ns
clk0 1474.118-1474.188ns non-deterministic
clk1 1474.058-1474.128ns
clk0 1641.024-1644.763ns C
deterministic
clk1 1640.983-1644.897ns

As the jitter zone gets larger, a smaller proportion of difference in periods is
needed for a sequence of bits to remain random. A jitter zone of 200 ps produced a non-
random sequence of bits between 2.0 and 3.0 times the width of the jitter zone. A jitter
zone of 140 ps produced non-random sequence of bits between 3.1 and 3.5 times the
width of the jitter zone. The oscillator with a jitter zone of 70 ps produced a non-random

sequence of bits when the difference in period between the two oscillators was about 4.5
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times the width of the jitter zone while oscillators with a 24 ps jitter zone did not fail until
the two oscillators had a difference in frequency of almost 6 times the width of the jitter

zone.

4.4 Rising and Falling Edge Sampling

Rising and falling edge sampling use the same two clock oscillators and sends the
signals into two similar sampling circuits. One sampling circuit uses the rising edge of
CLK1 to sample CLKO (Figure 8) and the other circuit uses the falling edge of CLK1 to
sample CLKO (Figure 11). The clock edge on which the single bit counter changes states
also had to be changed to rising edge so the single bit counter and the SOf signals would
not change states at the same instance. The bits from each of the individual samplers
were checked and were both random for the same oscillator period differences that tested
random in rising edge only sampling list. The outputs of the two sampler circuits were
then combined to form a single output. Figure 12 is a sample waveform from the rising
and falling edge sampling circuit. The single output alternates between a rising edge
sampled bit and a falling edge sampled bit giving an bit output rate of almost twice the
rate of sampling on the rising edge only. If either bit_rdy_r or bit_rdy_f goes high, a
signal that a random bit is ready is sent to the control circuit. If bit_rdy_r goes high then

randr is the random bit. If bit_rdy_f goes high then rand_f is the random bit.
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Figure 12. Rising and falling edge sampling circuit (signals with jitter)
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4.4.1 Results of Rising and Falling Edge Sampling

The results of the NIST test for the random number generator for data gathered on
the rising and falling edges are shown below in Tables 9 to 12.
Table 9. Proportions for NIST test run on debiased data for oscillators with period

differences of 50 ps, 100 ps, 120 ps, 140 ps, 160 ps with a 24 ps jitter zone, sampled on
the rising and falling edge.

Proportions- 24 ps jitter Rising and falling edge sampling(XORed)
50 ps 100 ps 120 ps 140 ps 160 ps

trial1 | trial2 | triall | trial2 | trial1 | trial2 | trial1 | trial2 | triall | trial2
frequency 1.00 | 1.00 | 1.00 | 1.00 0.00 0.00 0.00 0.00
block
frequency 1.00 | 1.00 | 1.00 | 1.00 0.00 0.00 0.00 0.00
cumulative-
sums 1.00 | 1.00 | 1.00 | 1.00 0.00 0.00 0.00 0.00
cumulative-
sums 1.00 | 1.00 | 1.00 | 1.00 0.80 0.00 0.00 0.00 0.00
runs 1.00 | 1.00 | 1.00 | 1.00 0.00 0.00 0.00 0.00
fft [70:90™ 1.00 | 1.00 | 1.00 0.70
non periodic | 0.99 | 0.97 | 0.99 | 0.99
aspen 1.00 | 1.00 | 1.00 | 1.00 0.00 0.00 0.00 0.00
serial 1.00 1.00 | 1.00 0.00 0.00 0.10 0.30
serial 1.00 | 1.00

*fraction of non-periodic tests with a proportion of 0.9 or greater

Table 10. Proportions for NIST test run on debiased data for oscillators with period
differences of 250 ps, 300 ps, 320 ps, 350 ps, 436 ps, with a 70 ps jitter zone, sampled on

the rising and falling edge.

Proportion 70 ps jitter Rising and falling edge sampling

XORed)

250 ps

300 ps

320 ps

350 ps

436 ps

frequency 000 0.00 0.00 0.00 000 0.00 000 0.00 0.00
block

frequency 000 0.10 0.00 0.00 000 0.00 000 0.00 0.00
cumulative-

sums 000 0.00 0.00 0.00 000 0.00 000 0.00 0.00
cumulative-

sums 000 0.00 0.00 0.00 000 0.00 000 0.00 0.00
runs 010 0.00 0.00 0.00 000 0.00 000 0.00 0.00
fft 0.80 0.00 0.00

o oo Lo Lo Lo L
* 0.94 | 0.96 | 0.85 | 0.89 0.80 | 0.77 | 0.77 | 0.87 | 0.86
aspen IR 000 0.00 000 0.00 0.00
serial 0.80 0.20 0.20 000 0.00 000 0.00 0.00
serial 080 0.10 050 0.00 0.00

*fraction of non-periodic tests with a proportion of 0.9 or greater

triall

trial2

trial

trial2

trial

trial2
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Table 11. Proportions for NIST test run on debiased data for oscillators with period
differences of 350 ps, 400 ps, 436 ps, 486 ps, 536 ps with a 140 ps jitter zone, sampled on
the rising and falling edge.

Proportion 140 ps jitter Rising and falling edge sampling(XORed)
350 ps 400 ps 436 ps 486 ps 536 ps

frequency 0.10 0.80 0.00 0.00 0.00 0.00 0.00
block frequency Gl 000 000 000 000 0.00
cumulative-sums 0.10 0.80 0.00 0.00 0.00 0.00 0.00
cumulative-sums 0.10 0.80 0.00 0.00 0.00 0.00 0.00
runs 0.40 0.00 0.00 0.00 0.00 0.00

fft Ol 0.20 0.10

non periodic * 0.96 | 0.94
aspen 020 030 0.00 0.00 o0.10
serial 050 0.80 0.00 0.00 0.10
serial (TR N 1.00

*fraction of non-periodic tests with a proportion of 0.9 or greater

Table 12. Proportions for NIST test run on debiased data for oscillators with period
differences of 436 ps, 486 ps, 536 ps, 586 ps, 630 ps with a 200 ps jitter zone sampled on
the rising edge.

Proportion 200 ps jitter Rising and falling edge sampling(XORed)

436 ps 486 ps 536 ps 586 ps 630 ps
frequency 060 080 0.00 0.00 0.00 0.00
block
frequency IO 000 0.00 0.00 0.00
cumulative-
sums 0.80 0.00 0.00 0.00 0.00
cumulative-
sums 0.80 0.00 0.00 0.00 0.00
runs 0.00 0.00 0.00 0.00
fft 1.00 1.00 1.00
m BN
periodic 0.82 | 0.82 | 0.90 | 0.92
aspen 0.00 0.00 0.40 0.20
serial 0.00 0.00 0.40 0.50
serial

*fraction of non-periodic tests with a proportion of 0.9 or greater
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4.4.2 Analysis of Rising and Falling Edge Sampling

The bits produced using both the rising and falling edges of CLK1 appear to be
random for a 24 ps jitter and a period difference between the two oscillators of 50 ps and
100 ps. The output is not random for one set of data with a period difference of 120 ps
and yet is random for the other set of data. Once the difference in periods is greater than
120 ps, the output of the generator is no longer random. The output of the random
number generator does not appear to be random for any of the larger jitter zones at period
differences that were tested except for a jitter zone of 140 ps with a period difference of
400 ps. Additional data would confirm whether the results hold for a larger sample size.

There appears to be a correlation between the rising edge bits and falling edge
bits. Independently, the rising edge bits were random at the smaller period differences as
were the falling edge bits. Once the samples were put together to form a single output the

stream of data was no longer random.

4.5 Summary

A cryptographically secure random number generator is possible in a field
programmable gate array using two oscillators at very small period differences using the
sampling circuit of Kohlbrenner [Koh04]. This circuit was taken a step further in this
research to determine the limitations of the jitter zone and period differences which still
result in a random output. This research also incorporated the technique of sampling on
both the rising edge of the oscillator and the falling edge of the oscillator.

For rising edge sampling, the output is not random as the difference in periods

becomes large compared to the width of the jitter zone. The failure point relative to the
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width of the jitter zone divided by the difference in period seems to decrease. It is
unknown why the multiplicative factor of the jitter zone decreases as the width of the
jitter zone increases. Even so, the results show sampling on the rising and falling edge of
the oscillator does produce a random output if the width of the jitter zone and the
difference in period in the oscillators is small.

There are limitations in producing random output from the generator used.
Further research could determine if these results will continue to hold true for multiple
data sets. Additional data would allow multiple data sets to be tested as well as enough
data to run all fifteen available NIST tests. The pseudo number generator used for
simulating the jitter in the oscillators may play a role in the point of failure observed.
Jitter is a difficult phenomenon to simulate, therefore prior to implementation in a

production system, additional testing they should be done in hardware.
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V. Conclusions and Recommendations

5.1 Overview
A true random number generator (TRNG) can be implemented in a Field
Programmable Gate array for cryptographic applications using the jitter on a signal
and an oscillator sampling technique [Koh04]. This research expands Kohlbrenner’s

work by identifying three limitations of that technique.

5.2 Conclusion

The limitations identified include the amount of jitter in the clock oscillators for
the TRNG to be random, the difference in periods between the two sampling
oscillators, and the whether the speed of the generator can be increased by sampling
on the rising and falling edge of the oscillator signal.

There is a correlation between the amount of jitter present and the allowable
difference in periods for a TRNG. A TRNG with two clock oscillators, one with a
base frequency of 135 MHz, and a 24 ps jitter zone, sampling on the rising edge, will
output random bits as long as the difference in periods between the two oscillators is
120 ps or less (24/120=0.2). As the jitter zone gets larger, the proportion of the jitter
zone to the difference in periods must increase for the output to remain random
(70/300=0.233, 140/436=0.321, 200/586=0.341).

Trying to speed up the output of the TRNG by sampling the oscillator on the
rising and falling edge was not effective. A random sequence was output only when
the jitter zone was 24 ps and the difference in periods was 50 ps and 100 ps. A larger

difference in periods produced consecutive output bits that were correlated.
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5.3 Future Research

Further research into the TRNG in a FPGA should include generating larger data
samples so all NIST tests can be run on the generator output. Testing additional jitter
zone widths and differences in periods should also be done and an algorithm
developed that can determine the maximum frequency difference between two
oscillators for a particular jitter zone. A base frequency of a 135 MHz was used in
this research for the oscillators with a system clock of 50 MHz. Additional research
would include larger and smaller base frequencies and faster system clocks.

Sampling using both the rising and falling edge of the oscillator is a simple way to
speed up the output from the system. Research to determine how to combine the
rising and falling samples at particular frequencies so the output remains random is
needed.

Once the specific limitations are determined, built in self tests need to be included
in the VHDL code to assure the systems outputs remain random. The system should
be implemented and tested on several different types of FPGA boards. Things to
consider when placing the system on a board is whether the difference in periods
becomes greater or smaller based on distance of the placement of the oscillators. The
heat of the board over time should also be considered as it can affect the frequency of

the oscillators.
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Appendix A

FinalAnalysisReport from NIST

Report for all test run with oscillators with a 24 ps jitter zone. Final Analysis Report for
70 ps, 140 ps, and 200 ps available of CD Rom.

10nsc_50psf_24jrout_lg XORed.txt

(10ns system clk % cycle, 50 ps difference in frequency, 24 ps jitter zone sampled on the
rising edge for data sets 1 through g and consecutive outputs Xored)

Cl C2 C3 C4 C5 Ce C7 C8 C9 Cl10 P-VALUE PROPORTION STATISTICAL TEST

0 0 0 2 0 2 2 1 2 1 0.534146 1.0000 frequency

3 0 1 1 1 0 0 4 0 0 0.035174 1.0000 block-frequency

0 0 1 1 1 0 4 3 0 0 0.035174 1.0000 cumulative-sums

0 0 0 0 1 2 0 3 2 2 0.213309 1.0000 cumulative-sums

1 2 1 0 0 1 1 2 1 1 0.911413 1.0000 runs

2 2 1 2 0 0 2 1 0 0 0.534146 1.0000 fft

3 2 1 0 0 0 2 1 0 1 0.350485 0.9000 * nonperiodic-templates
0 0 2 3 0 1 2 0 2 0 0.213309 1.0000 nonperiodic-templates
2 0 0 0 2 0 1 1 1 3 0.350485 1.0000 nonperiodic-templates
1 1 1 0 1 2 0 2 2 0 0.739918 1.0000 nonperiodic-templates
1 0 1 1 1 0 2 2 1 1 0.911413 1.0000 nonperiodic-templates
4 0 0 1 2 0 0 2 1 0 0.066882 0.9000 * nonperiodic-templates
0 2 0 0 1 2 1 1 1 2 0.739918 1.0000 nonperiodic-templates
0 0 4 0 2 2 0 1 1 0 0.066882 1.0000 nonperiodic-templates
1 0 3 0 1 1 1 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 3 0 1 1 2 0 1 2 0.350485 1.0000 nonperiodic-templates
0 3 1 1 4 1 0 0 0 0 0.035174 1.0000 nonperiodic-templates
2 0 0 0 1 1 2 2 1 1 0.739918 1.0000 nonperiodic-templates
2 1 1 0 1 0 1 0 2 2 0.739918 0.9000 * nonperiodic-templates
1 0 0 0 2 0 1 2 3 1 0.350485 1.0000 nonperiodic-templates
0 1 1 1 0 0 3 1 0 3 0.213309 1.0000 nonperiodic-templates
2 1 1 0 0 1 2 1 2 0 0.739918 1.0000 nonperiodic-templates
0 1 0 0 2 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
3 1 0 1 1 1 1 0 1 1 0.739918 1.0000 nonperiodic-templates
1 0 1 3 1 1 2 0 0 1 0.534146 1.0000 nonperiodic-templates
2 2 0 0 3 0 1 0 2 0 0.213309 0.9000 * nonperiodic-templates
3 0 2 0 0 0 2 1 0 2 0.213309 0.9000 * nonperiodic-templates
1 2 1 0 1 3 0 0 1 1 0.534146 1.0000 nonperiodic-templates
1 0 0 0 0 0 2 0 4 3 0.017912 1.0000 nonperiodic-templates
2 0 0 1 4 1 1 0 1 0 0.122325 1.0000 nonperiodic-templates
0 1 0 0 0 2 1 1 1 4 0.122325 1.0000 nonperiodic-templates
0 0 2 1 1 0 1 2 1 2 0.739918 1.0000 nonperiodic-templates
1 2 0 0 3 1 0 1 1 1 0.534146 1.0000 nonperiodic-templates
0 1 0 1 1 0 1 2 2 2 0.739918 1.0000 nonperiodic-templates
1 1 1 2 0 1 1 1 2 0 0.911413 1.0000 nonperiodic-templates
0 1 0 0 0 1 4 0 1 3 0.035174 1.0000 nonperiodic-templates
1 0 1 0 0 0 3 3 1 1 0.213309 1.0000 nonperiodic-templates
1 0 1 0 0 1 2 1 0 4 0.122325 1.0000 nonperiodic-templates
0 1 1 1 1 1 1 2 0 2 0.911413 1.0000 nonperiodic-templates
1 2 2 0 1 3 0 1 0 0 0.350485 0.9000 * nonperiodic-templates
0 1 0 1 1 2 1 1 3 0 0.534146 1.0000 nonperiodic-templates
1 1 1 0 0 1 1 1 1 3 0.739918 0.9000 * nonperiodic-templates
0 1 1 3 1 2 0 1 0 1 0.534146 1.0000 nonperiodic-templates
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.122325
.213309
.534146
.739918
.534146
.350485
.911413
.911413
.350485
.739918
.213309
.213309
.534146
.739918
.739918
.534146
.911413
.122325
.350485
.991468
.911413
.911413
.911413
.122325
.350485
.035174
.534146
.122325
.534146
.350485
.534146
.350485
.911413
.739918
.911413
.739918
.739918
.350485
.911413
.066882
.350485
.534146
.739918
.911413
.213309
.739918
.911413
.534146
.350485
.534146
.534146
.122325
.991468
.066882
.122325
.017912
.739918
.066882
.534146
.213309
.739918
.066882
.035174
.004301
.122325
.739918
.911413
.911413
.350485
.739918
.534146
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.0000
.8000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.0000
.9000
.0000
.0000
.9000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



0 0 1 1 2 2 1 2 0 1 0.739918 1
1 1 1 0 0 2 1 0 3 1 0.534146 1
1 0 0 0 2 1 1 1 1 3 0.534146 1
1 2 2 1 1 0 0 0 2 1 0.739918 1
1 0 0 0 0 3 1 2 2 1 0.350485 0
2 0 1 1 2 0 0 4 0 0 0.066882 0
0 0 1 0 1 2 0 5 0 1 0.008879 1
0 1 0 0 2 1 0 1 1 4 0.122325 1
1 2 1 3 1 1 1 0 0 0 0.534146 1
0 0 1 1 1 1 1 2 3 0 0.534146 1
1 1 1 1 1 1 2 1 0 1 0.991468 1
0 1 1 0 1 1 2 1 2 1 0.911413 1
1 0 0 0 1 4 0 1 1 2 0.122325 1
1 3 0 1 2 0 1 1 0 1 0.534146 1
1 0 2 2 1 0 0 4 0 0 0.066882 0
2 0 0 0 2 0 1 1 0 4 0.066882 1
1 1 0 0 0 0 4 4 0 0 0.004301 1
1 1 2 0 1 1 0 1 2 1 0.911413 1
0 1 0 0 2 0 1 2 3 1 0.350485 1
2 0 1 1 0 1 0 2 2 1 0.739918 0
2 0 0 1 1 0 1 2 2 1 0.739918 0
1 1 0 2 2 1 0 1 1 1 0.911413 1
1 1 2 2 0 2 0 0 1 1 0.739918 0
0 0 2 2 1 2 2 0 1 0 0.534146 1
2 1 1 2 2 0 2 0 0 0 0.534146 1
1 2 0 2 1 1 3 0 0 0 0.350485 0
1 0 0 1 0 1 2 1 1 3 0.534146 1
1 3 1 0 2 0 2 0 0 1 0.350485 1
1 1 1 0 0 2 1 2 1 1 0.911413 0
0 1 1 1 1 1 1 1 2 1 0.991468 1
0 0 3 2 1 0 2 0 1 1 0.350485 1
0 2 1 0 1 0 1 2 2 1 0.739918 1
0 1 3 1 0 1 0 0 1 3 0.213309 1
0 2 1 0 1 2 1 2 1 0 0.739918 1
3 2 1 0 0 0 2 1 0 1 0.350485 0
2 0 2 1 0 1 0 3 0 1 0.350485 1
3 0 2 1 1 1 0 1 1 0 0.534146 0
0 0 0 0 1 3 2 1 2 1 0.350485 1
1 1 0 0 2 2 1 1 0 2 0.739918 1
0 0 4 1 1 1 1 1 1 0 0.213309 1
1 2 3 0 0 0 1 1 0 2 0.350485 1
2 1 1 3 1 1 0 0 0 1 0.534146 1
3 1 1 1 1 2 0 1 0 0 0.534146 1

.0000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.9000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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50psf_24jrout_rvX_FAR

(10ns system clk % cycle, 50 ps difference in frequency, 24 ps jitter zone sampled on the
rising edge for data sets r through v and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

0 0 0 1 1 1 2 0 2 3 0.350485 1.0000 frequency

0 0 0 0 0 2 4 0 2 2 0.035174 1.0000 block-frequency

0 0 0 0 0 2 1 2 3 2 0.213309 1.0000 cumulative-sums

0 0 1 1 0 1 0 3 1 3 0.213309 1.0000 cumulative-sums

2 1 2 2 0 1 1 0 0 1 0.739918 1.0000 runs

1 2 4 0 1 0 0 2 0 0 0.066882 1.0000 fft

1 3 1 0 1 1 0 3 0 0 0.213309 1.0000 nonperiodic-templates
1 0 1 1 0 1 1 2 3 0 0.534146 1.0000 nonperiodic-templates
0 1 0 1 1 0 2 4 1 0 0.122325 1.0000 nonperiodic-templates
0 1 1 1 2 2 1 1 1 0 0.911413 1.0000 nonperiodic-templates
2 0 2 2 1 1 0 0 1 1 0.739918 1.0000 nonperiodic-templates
2 0 0 1 0 3 0 2 2 0 0.213309 1.0000 nonperiodic-templates
0 3 0 0 2 1 1 1 1 1 0.534146 1.0000 nonperiodic-templates
2 0 3 0 1 1 2 1 0 0 0.350485 1.0000 nonperiodic-templates
0 2 1 1 3 0 1 2 0 0 0.350485 1.0000 nonperiodic-templates
2 2 1 1 0 1 1 2 0 0 0.739918 1.0000 nonperiodic-templates
2 2 0 0 1 2 1 0 2 0 0.534146 1.0000 nonperiodic-templates
1 0 0 1 3 1 0 0 2 2 0.350485 1.0000 nonperiodic-templates
0 1 1 0 2 1 2 0 2 1 0.739918 1.0000 nonperiodic-templates
2 2 1 1 1 0 0 1 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 1 0 2 1 1 2 1 0.911413 1.0000 nonperiodic-templates
0 1 1 1 2 3 1 1 0 0 0.534146 1.0000 nonperiodic-templates
2 0 2 2 0 1 0 3 0 0 0.213309 1.0000 nonperiodic-templates
1 0 1 1 0 2 0 1 3 1 0.534146 1.0000 nonperiodic-templates
3 0 1 1 1 0 0 2 1 1 0.534146 1.0000 nonperiodic-templates
0 1 4 1 1 0 1 2 0 0 0.122325 1.0000 nonperiodic-templates
1 2 0 2 1 3 0 1 0 0 0.350485 1.0000 nonperiodic-templates
1 1 1 0 0 2 2 1 1 1 0.911413 1.0000 nonperiodic-templates
1 1 1 1 1 1 0 2 1 1 0.991468 1.0000 nonperiodic-templates
1 3 1 0 1 2 0 1 1 0 0.534146 1.0000 nonperiodic-templates
0 1 1 3 1 0 1 0 1 2 0.534146 1.0000 nonperiodic-templates
2 1 1 1 1 0 2 2 0 0 0.739918 1.0000 nonperiodic-templates
3 0 0 0 3 2 0 0 1 1 0.122325 1.0000 nonperiodic-templates
1 1 0 0 2 1 1 1 2 1 0.911413 0.9000 * nonperiodic-templates
2 1 1 2 0 1 0 1 2 0 0.739918 1.0000 nonperiodic-templates
1 0 1 0 0 2 1 3 2 0 0.350485 1.0000 nonperiodic-templates
2 1 2 1 2 0 1 0 0 1 0.739918 1.0000 nonperiodic-templates
1 1 3 2 0 2 0 0 1 0 0.350485 1.0000 nonperiodic-templates
3 1 1 1 1 0 2 0 0 1 0.534146 0.8000 * nonperiodic-templates
0 0 3 4 1 0 1 0 1 0 0.035174 1.0000 nonperiodic-templates
2 0 1 1 2 1 1 0 2 0 0.739918 1.0000 nonperiodic-templates
0 2 0 0 1 3 1 1 1 1 0.534146 1.0000 nonperiodic-templates
0 1 1 1 0 1 4 0 1 1 0.213309 1.0000 nonperiodic-templates
1 0 1 1 0 0 0 4 0 3 0.035174 0.9000 * nonperiodic-templates
0 2 1 1 2 1 0 1 2 0 0.739918 1.0000 nonperiodic-templates
1 2 0 0 0 1 2 2 2 0 0.534146 1.0000 nonperiodic-templates
1 1 0 3 1 2 0 2 0 0 0.350485 1.0000 nonperiodic-templates
3 1 0 1 0 0 0 3 1 1 0.213309 0.9000 * nonperiodic-templates
0 2 0 1 0 2 2 1 1 1 0.739918 1.0000 nonperiodic-templates
1 0 1 1 1 1 2 3 0 0 0.534146 1.0000 nonperiodic-templates
1 0 1 1 0 4 1 1 0 1 0.213309 1.0000 nonperiodic-templates
0 0 0 0 2 5 1 0 1 1 0.008879 1.0000 nonperiodic-templates
1 1 1 3 1 1 1 0 0 1 0.739918 0.9000 * nonperiodic-templates
0 1 1 2 0 2 3 1 0 0 0.350485 1.0000 nonperiodic-templates
1 2 1 0 0 0 1 3 1 1 0.534146 1.0000 nonperiodic-templates
1 1 0 1 0 1 0 2 2 2 0.739918 0.9000 * nonperiodic-templates
0 0 1 0 1 4 0 3 1 0 0.035174 1.0000 nonperiodic-templates
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.350485
.350485
.739918
.739918
.739918
.350485
.911413
.350485
.739918
.739918
.122325
.534146
.739918
.739918
.911413
.911413
.534146
.739918
.534146
.534146
.911413
.534146
.122325
.213309
.350485
.350485
.534146
.350485
.534146
.739918
.911413
.739918
.350485
.911413
.213309
.035174
.911413
.213309
.350485
.534146
.350485
.213309
.350485
.739918
.066882
.534146
.739918
.122325
.911413
.534146
.534146
.739918
.534146
.122325
.017912
.911413
.534146
.350485
.534146
.350485
.066882
.122325
.911413
.534146
.350485
.534146
.008879
.122325
.911413
.911413
.350485
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.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
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nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates



1 0 1 2 1 2 1 1 0 1 0.911413 1.0000 nonperiodic-templates
2 0 1 1 1 1 3 0 1 0 0.534146 1.0000 nonperiodic-templates
0 0 1 2 1 2 0 1 1 2 0.739918 1.0000 nonperiodic-templates
1 1 0 3 2 1 0 0 1 1 0.534146 1.0000 nonperiodic-templates
0 1 0 1 3 1 0 1 2 1 0.534146 1.0000 nonperiodic-templates
1 0 0 0 1 4 1 1 0 2 0.122325 1.0000 nonperiodic-templates
0 0 3 1 1 2 0 3 0 0 0.122325 1.0000 nonperiodic-templates
2 2 0 0 1 2 0 0 3 0 0.213309 1.0000 nonperiodic-templates
1 1 1 3 0 1 1 0 0 2 0.534146 1.0000 nonperiodic-templates
1 2 1 1 1 2 0 1 0 1 0.911413 1.0000 nonperiodic-templates
1 1 0 0 1 3 1 1 2 0 0.534146 1.0000 nonperiodic-templates
0 2 0 0 2 1 2 1 2 0 0.534146 1.0000 nonperiodic-templates
0 1 1 0 1 1 0 2 3 1 0.534146 1.0000 nonperiodic-templates
1 0 1 1 1 0 0 2 4 0 0.122325 0.9000 * nonperiodic-templates
1 3 2 0 1 2 1 0 0 0 0.350485 1.0000 nonperiodic-templates
0 2 1 0 2 2 2 0 0 1 0.534146 1.0000 nonperiodic-templates
0 0 1 2 1 0 2 0 3 1 0.350485 1.0000 nonperiodic-templates
2 0 1 1 2 0 0 1 2 1 0.739918 1.0000 nonperiodic-templates
2 1 0 2 0 2 1 1 1 0 0.739918 1.0000 nonperiodic-templates
1 1 1 1 1 0 0 3 2 0 0.534146 1.0000 nonperiodic-templates
1 3 1 0 1 1 0 3 0 0 0.213309 1.0000 nonperiodic-templates
0 2 2 0 2 0 1 1 1 1 0.739918 1.0000 nonperiodic-templates
3 0 0 1 1 1 0 2 0 2 0.350485 0.9000 * nonperiodic-templates
3 2 0 0 1 2 0 2 0 0 0.213309 0.9000 * nonperiodic-templates
3 2 1 1 0 0 0 3 0 0 0.122325 1.0000 nonperiodic-templates
1 1 0 0 2 0 1 3 1 1 0.534146 1.0000 nonperiodic-templates
2 1 0 2 0 3 0 1 0 1 0.350485 1.0000 apen

1 2 1 1 2 1 0 1 0 1 0.911413 1.0000 serial

0 2 3 0 2 0 2 1 0 0 0.213309 1.0000 serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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10nsc_100psf_24jrout_lg XORed.txt

(10ns system clk % cycle, 100 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets 1 through g and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

1 0 1 0 2 0 2 2 1 1 0.739918 1.0000 frequency

0 0 1 1 2 3 1 1 0 1 0.534146 1.0000 block-frequency

2 0 0 1 2 1 0 1 1 2 0.739918 1.0000 cumulative-sums

1 0 0 0 1 1 1 2 2 2 0.739918 1.0000 cumulative-sums

2 1 0 0 1 2 2 0 2 0 0.534146 1.0000 runs

0 0 1 0 1 1 2 2 2 1 0.739918 1.0000 fft

1 0 3 0 0 0 1 1 3 1 0.213309 1.0000 nonperiodic-templates
2 0 2 0 1 2 0 3 0 0 0.213309 0.9000 * nonperiodic-templates
0 1 1 1 1 0 1 4 1 0 0.213309 1.0000 nonperiodic-templates
0 1 4 1 1 0 0 2 1 0 0.122325 1.0000 nonperiodic-templates
0 1 0 2 1 2 1 2 0 1 0.739918 1.0000 nonperiodic-templates
0 2 2 0 2 1 1 0 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 2 0 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
3 2 1 0 1 2 0 0 1 0 0.350485 0.8000 * nonperiodic-templates
2 0 0 0 4 2 0 0 1 1 0.066882 1.0000 nonperiodic-templates
2 0 0 1 0 3 1 0 1 2 0.350485 1.0000 nonperiodic-templates
1 1 1 2 2 0 0 1 1 1 0.911413 1.0000 nonperiodic-templates
2 0 0 1 1 1 4 0 1 0 0.122325 0.9000 * nonperiodic-templates
0 1 1 2 4 0 0 0 1 1 0.122325 1.0000 nonperiodic-templates
0 0 0 0 2 1 1 3 2 1 0.350485 1.0000 nonperiodic-templates
2 0 1 1 0 2 3 1 0 0 0.350485 0.9000 * nonperiodic-templates
3 2 0 0 0 0 1 2 2 0 0.213309 0.8000 * nonperiodic-templates
3 1 0 2 1 1 1 1 0 0 0.534146 0.8000 * nonperiodic-templates
1 1 0 1 0 2 1 2 1 1 0.911413 0.9000 * nonperiodic-templates
2 0 1 1 1 2 0 1 2 0 0.739918 0.9000 * nonperiodic-templates
2 2 0 2 1 1 0 0 1 1 0.739918 1.0000 nonperiodic-templates
2 0 0 2 0 1 2 1 2 0 0.534146 1.0000 nonperiodic-templates
2 0 2 1 0 0 2 2 0 1 0.534146 1.0000 nonperiodic-templates
2 0 2 1 0 2 0 1 2 0 0.534146 0.9000 * nonperiodic-templates
3 0 1 1 1 1 2 0 0 1 0.534146 0.9000 * nonperiodic-templates
1 2 2 1 1 2 0 0 0 1 0.739918 1.0000 nonperiodic-templates
1 1 2 0 2 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
1 1 0 0 1 0 4 1 2 0 0.122325 1.0000 nonperiodic-templates
3 0 1 0 1 2 0 1 1 1 0.534146 1.0000 nonperiodic-templates
1 2 0 2 1 1 0 0 1 2 0.739918 1.0000 nonperiodic-templates
3 0 0 1 1 2 0 0 2 1 0.350485 0.8000 * nonperiodic-templates
1 2 1 1 0 1 0 1 3 0 0.534146 0.9000 * nonperiodic-templates
1 0 3 1 1 1 1 1 1 0 0.739918 0.9000 * nonperiodic-templates
0 0 1 1 2 0 1 3 2 0 0.350485 1.0000 nonperiodic-templates
0 0 2 1 1 1 1 1 1 2 0.911413 1.0000 nonperiodic-templates
2 0 2 1 1 0 2 0 1 1 0.739918 0.9000 * nonperiodic-templates
1 4 1 1 1 0 0 0 1 1 0.213309 0.9000 * nonperiodic-templates
2 2 1 0 1 0 1 0 3 0 0.350485 0.9000 * nonperiodic-templates
3 0 0 0 1 1 1 1 1 2 0.534146 0.7000 * nonperiodic-templates
1 1 0 1 2 1 2 1 1 0 0.911413 1.0000 nonperiodic-templates
0 1 2 0 1 2 1 1 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 0 0 1 1 3 2 1 0.534146 0.9000 * nonperiodic-templates
3 3 0 2 1 1 0 0 0 0 0.122325 1.0000 nonperiodic-templates
1 2 2 1 1 0 1 1 0 1 0.911413 1.0000 nonperiodic-templates
2 0 1 2 1 0 2 1 1 0 0.739918 1.0000 nonperiodic-templates
0 1 1 1 0 5 1 1 0 0 0.017912 1.0000 nonperiodic-templates
2 1 0 3 1 1 1 0 0 1 0.534146 1.0000 nonperiodic-templates
0 3 1 1 2 0 1 1 1 0 0.534146 1.0000 nonperiodic-templates
3 0 0 1 0 0 1 0 4 1 0.035174 1.0000 nonperiodic-templates
0 1 0 1 0 0 2 1 3 2 0.350485 1.0000 nonperiodic-templates
0 0 0 2 2 2 0 0 2 2 0.350485 1.0000 nonperiodic-templates
0 1 2 1 2 0 1 0 3 0 0.350485 1.0000 nonperiodic-templates
1 0 1 2 0 1 0 1 2 2 0.739918 1.0000 nonperiodic-templates
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NP ORFRP NP PEPNOOORFRPRORFRPPFPONORFRPREFPWRERWENNMRFPORPRPNOOONRPKEFRFRPRONMNRPEFNRERPRRPOOWOWRRRPOORPRPMPRERPEPRPONMNMOOORFF WOROROO

NORFRPNMNRFRPRONMNPEPFRPPWORORFPOONRPFPRPORFRPNMNMNOONMNNMNREFREPNREPFRENMNRPORPRNMENMEFNORPROONMRPFPOOORRFPEPENPEFPWOOWRRERERWWNO®DNDERELR

OO FRPPFPOFRPNMNMNMNNMNRFRPRPOORFF WRERRPRPPOWRERPNOOOOOOORFFONONRPFPFONORFRPRRPOOOONRKEFRPRPPOOOONRPEFNMNRFRPROONMREF WORNMNMORDNLE

NNRFRPORFRPRWRFRFRERPRRPRPRPRPONMNOOORFRPREFNONORFRREPREPREPREPNMNORPPEPWNORFRPROORFRPROOONPFRPPONMORPPORPPOOORFRPOOOORFRPFEFORFRPOR,OORLR

PORPRPRPPOOOOFRRFPOFPEFEFNNMNMNOONOONNMNRPENNRERPRPEPRPRPORFRPRONMRPEPNRERPORPMARPNMWRERPNORFPORPROOONMNOOWWOOWOOOORr OORrOoO

ONNOOFRNMNNREPREPRPOONORFRPRRPFPORFPONRFOORPRNONNMNENOOORFRF WNREFRERPNRPFPORFRPOOWOWOORNOWNDNRPRFOOOUWOORFRFONWOOO-R

OO ONPORFRPRNRPPFPORPR AP PORFRPPEPNMNMNORFRPRPEPRPEPPOORFRPRPEPPEPORFPNMNOOORRNRPEFPOONMNOWRNREFREPREPEPPEPNMNOOOORORRERPEPREPEPONMERERENMNDMODN

POMNMNMNNMNORFROOOR PP OWRRFRPRORFRPPFPOOONMNRPEFRPFRPONMNMNORERPENMNNMNONMRFRFRORPENRPREPREPRPRPEPEPNMNMORPRPEPNPOORPRREPNMEFNMORNMNOONMRPERFOOON

NP RPRPRPRPORFRPPFPOWNMNMNMNWRFRORERNMNRPENMREFNMNNORPNMRPEPRPRPORPRPEPWRFRONMNWRERRERPONMRPEFFORPRWONOORMANPAENWOROONMNMNMORFRFRONRKEFRRERPOWEREWDN

OrRrHRPORFRPRRFRPOORRFPFFPFEPNMNHFPFPFPPFPOOFFMNMRPFRPROORFPORFPROOWORREFPFRPRPWOORPFPORFPORPRPEPNRFPOOONMMRPOOONWRERRONMNMEFNREFOROR WNO

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.739918
.350485
.350485
.017912
.534146
.739918
.122325
.213309
.739918
.534146
.008879
.213309
.350485
.213309
.739918
.350485
.534146
.017912
.035174
.534146
.213309
.911413
.122325
.534146
.350485
.213309
.534146
.122325
.534146
.911413
.122325
.739918
.739918
.911413
.739918
.534146
.350485
.213309
.534146
.534146
.534146
.911413
.534146
.534146
.534146
.739918
.739918
.911413
.350485
.534146
.213309
.739918
.911413
.739918
.739918
.534146
.213309
.534146
.017912
.911413
.534146
.911413
.534146
.534146
.739918
.739918
.122325
.739918
.911413
.066882
.534146
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FRRPRPRPRPRPRPRPRPRERRRPRPPRPORRERRRPRPRRPRPRERERRPRPR,PRPOO0ORORRPEPEPEHORRPREPEREREPREPRPRPPLPPORRPRPRPEPEREPERRPORRPERERPRPORRPRPERRERRRORR

.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.9000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



0 0 0 2 1 2 1 0 3 1 0.350485 1
0 2 2 2 1 1 1 1 0 0 0.739918 1
1 0 2 1 1 1 0 0 3 1 0.534146 1
0 1 2 2 0 0 1 0 3 1 0.350485 1
1 1 1 1 1 0 1 1 3 0 0.739918 0
0 1 2 2 1 0 1 1 0 2 0.739918 1
2 0 0 3 1 0 1 1 2 0 0.350485 0
0 0 0 2 1 2 2 0 1 2 0.534146 1
0 1 1 0 2 4 2 0 0 0 0.066882 1
0 2 1 2 1 0 1 2 1 0 0.739918 1
3 0 1 1 0 0 1 2 1 1 0.534146 1
3 1 1 1 0 1 0 1 1 1 0.739918 0
0 1 0 0 2 2 1 0 2 2 0.534146 1
1 0 2 1 1 1 1 2 1 0 0.911413 1
1 0 0 0 4 0 4 0 0 1 0.004301 1
1 0 0 0 1 0 1 3 2 2 0.350485 1
2 1 2 1 0 0 0 1 1 2 0.739918 0
2 0 0 1 1 1 0 2 2 1 0.739918 1
0 1 0 0 1 2 0 1 1 4 0.122325 1
1 0 3 0 0 0 1 1 3 1 0.213309 1
1 0 0 1 1 0 3 1 1 2 0.534146 1
2 2 1 0 0 1 2 2 0 0 0.534146 1
2 1 0 0 1 0 0 3 2 1 0.350485 1
1 1 0 0 3 0 1 2 1 1 0.534146 1
1 1 1 2 2 0 0 2 1 0 0.739918 1
3 1 0 2 1 0 1 1 1 0 0.534146 0
2 0 1 0 3 0 0 2 0 2 0.213309 0
0 1 1 0 1 3 0 0 2 2 0.350485 1

.0000
.0000
.0000
.0000
.9000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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100psf_24jrout_rvX_FAR

(10ns system clk % cycle, 100 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets r through v and consecutive outputs Xored)

Ccl C2 C3 Cc4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

1 0 1 0 2 0 2 2 1 1 0.739918 1.0000 frequency

0 0 1 1 2 3 1 1 0 1 0.534146 1.0000 block-frequency

2 0 0 1 2 1 0 1 1 2 0.739918 1.0000 cumulative-sums

1 0 0 0 1 1 1 2 2 2 0.739918 1.0000 cumulative-sums

2 1 0 0 1 2 2 0 2 0 0.534146 1.0000 runs

0 0 1 0 1 1 2 2 2 1 0.739918 1.0000 fft

1 0 3 0 0 0 1 1 3 1 0.213309 1.0000 nonperiodic-templates
2 0 2 0 1 2 0 3 0 0 0.213309 0.9000 * nonperiodic-templates
0 1 1 1 1 0 1 4 1 0 0.213309 1.0000 nonperiodic-templates
0 1 4 1 1 0 0 2 1 0 0.122325 1.0000 nonperiodic-templates
0 1 0 2 1 2 1 2 0 1 0.739918 1.0000 nonperiodic-templates
0 2 2 0 2 1 1 0 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 2 0 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
3 2 1 0 1 2 0 0 1 0 0.350485 0.8000 * nonperiodic-templates
2 0 0 0 4 2 0 0 1 1 0.066882 1.0000 nonperiodic-templates
2 0 0 1 0 3 1 0 1 2 0.350485 1.0000 nonperiodic-templates
1 1 1 2 2 0 0 1 1 1 0.911413 1.0000 nonperiodic-templates
2 0 0 1 1 1 4 0 1 0 0.122325 0.9000 * nonperiodic-templates
0 1 1 2 4 0 0 0 1 1 0.122325 1.0000 nonperiodic-templates
0 0 0 0 2 1 1 3 2 1 0.350485 1.0000 nonperiodic-templates
2 0 1 1 0 2 3 1 0 0 0.350485 0.9000 * nonperiodic-templates
3 2 0 0 0 0 1 2 2 0 0.213309 0.8000 * nonperiodic-templates
3 1 0 2 1 1 1 1 0 0 0.534146 0.8000 * nonperiodic-templates
1 1 0 1 0 2 1 2 1 1 0.911413 0.9000 * nonperiodic-templates
2 0 1 1 1 2 0 1 2 0 0.739918 0.9000 * nonperiodic-templates
2 2 0 2 1 1 0 0 1 1 0.739918 1.0000 nonperiodic-templates
2 0 0 2 0 1 2 1 2 0 0.534146 1.0000 nonperiodic-templates
2 0 2 1 0 0 2 2 0 1 0.534146 1.0000 nonperiodic-templates
2 0 2 1 0 2 0 1 2 0 0.534146 0.9000 * nonperiodic-templates
3 0 1 1 1 1 2 0 0 1 0.534146 0.9000 * nonperiodic-templates
1 2 2 1 1 2 0 0 0 1 0.739918 1.0000 nonperiodic-templates
1 1 2 0 2 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
1 1 0 0 1 0 4 1 2 0 0.122325 1.0000 nonperiodic-templates
3 0 1 0 1 2 0 1 1 1 0.534146 1.0000 nonperiodic-templates
1 2 0 2 1 1 0 0 1 2 0.739918 1.0000 nonperiodic-templates
3 0 0 1 1 2 0 0 2 1 0.350485 0.8000 * nonperiodic-templates
1 2 1 1 0 1 0 1 3 0 0.534146 0.9000 * nonperiodic-templates
1 0 3 1 1 1 1 1 1 0 0.739918 0.9000 * nonperiodic-templates
0 0 1 1 2 0 1 3 2 0 0.350485 1.0000 nonperiodic-templates
0 0 2 1 1 1 1 1 1 2 0.911413 1.0000 nonperiodic-templates
2 0 2 1 1 0 2 0 1 1 0.739918 0.9000 * nonperiodic-templates
1 4 1 1 1 0 0 0 1 1 0.213309 0.9000 * nonperiodic-templates
2 2 1 0 1 0 1 0 3 0 0.350485 0.9000 * nonperiodic-templates
3 0 0 0 1 1 1 1 1 2 0.534146 0.7000 * nonperiodic-templates
1 1 0 1 2 1 2 1 1 0 0.911413 1.0000 nonperiodic-templates
0 1 2 0 1 2 1 1 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 0 0 1 1 3 2 1 0.534146 0.9000 * nonperiodic-templates
3 3 0 2 1 1 0 0 0 0 0.122325 1.0000 nonperiodic-templates
1 2 2 1 1 0 1 1 0 1 0.911413 1.0000 nonperiodic-templates
2 0 1 2 1 0 2 1 1 0 0.739918 1.0000 nonperiodic-templates
0 1 1 1 0 5 1 1 0 0 0.017912 1.0000 nonperiodic-templates
2 1 0 3 1 1 1 0 0 1 0.534146 1.0000 nonperiodic-templates
0 3 1 1 2 0 1 1 1 0 0.534146 1.0000 nonperiodic-templates
3 0 0 1 0 0 1 0 4 1 0.035174 1.0000 nonperiodic-templates
0 1 0 1 0 0 2 1 3 2 0.350485 1.0000 nonperiodic-templates
0 0 0 2 2 2 0 0 2 2 0.350485 1.0000 nonperiodic-templates
0 1 2 1 2 0 1 0 3 0 0.350485 1.0000 nonperiodic-templates
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B ORFRP NP RPNOOORFRPRORPRPFPONORPRPFPWRERWEDNMNNMNRPRPORPRNOOONRPEFPFRPRONMREFNREFPFRPRPOOWOWRREPRPRPOORPRPREPREPPEPONMMOOORFE WORORFROO-R

OFR NMNPFRPONRPFPFRERPRPWORORFPROONRPEFRFRPORPRNOONDNREFREPNREFRERPNMRFRPORPRNMREPNMNEPFNMNORPROONRPFFOOORRPEPREPEPNMNEPWOOWRREPREFWWNOBDNERO

OFRFPORFRPNMNNMNMNNMNRPRPRPRPOORFRPR WERPREPPOWRNOOOOOOORFRFONONRPFONORFRPRPFPOOOONRKEFPFRERPRPPOOOONREFNMRPRPOONMREF WORNORLDNERELR

NPFRPORFRPR WRFRFRPFPERPRPRPONMOOORFPENONMNORRFEPEPREPEPNMNMORPRPEPWNORPROORPROOONRPFPRPRPONORFPRPFPORPPOOORFFOOOORRPFPORFPORPROORENDN

ORFR PP POOOORFRRFPORFRPFEFNMNNNMNOONOOMNMDMNMRENNMNRRPPRPORFPONMRPEPNRPRORPMAREPENMWRERPNORFPRORFPOOONMNOOWWOOWOOOORr OOoORKr OO

NNOORFRPRNMNNMNMEFRPRPRPOONORFRPRPFPORFPONMNRPPOORPNMNONMNNMNREPNOOORWNREFREPNRPEFPORPOOWOWOORNOWNMNREFOOOUWUOORFRFONWOOOHRLRH

OO NP OFRPRNFRFRPORFRPPPRLPMPOFPPEPNMNMORPRRPRPPEPPOORFRPRPEPPOPFPNMNOOORFRNRPEFPOONMNOWRNREFRERPEPREPPNMNOOOORFORREPREPEPEPONMERERENDMNMDMONO

ONNORFRPROOORRRPFPFPFPOWRRPFPORPRRPFPOOONRPEFRPFRPONMNMORFRPENMNMONMRFORPRENREFRERPREPEPPEPEPENMNORPRPEPNPPOORPRRENMEPENMORNMNOONMRPEOOODNLE

PR RPORPRPRPOWNMNNMNMWRORFRPRNRENMFEFNMNMNORPNMRERPRPORPRRPWRFRONWRERRONRPEFPORR WONOORMENENWOROONMMORFRONREFRERRERPOWRE WNDDN

PR ORFRPRRFPOORFRRPRPREFPFPNMNRPRPPOORFPNMPFPOORFPRORFRPROOWORPFPRPFPWOORRPFPORFPRORFRPRPEPNMRFRPROOONMMRPOOONWEFRONMNMREFNREFOROR,WNDONDN

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.739918
.739918
.350485
.350485
.017912
.534146
.739918
.122325
.213309
.739918
.534146
.008879
.213309
.350485
.213309
.739918
.350485
.534146
.017912
.035174
.534146
.213309
.911413
.122325
.534146
.350485
.213309
.534146
.122325
.534146
.911413
.122325
.739918
.739918
.911413
.739918
.534146
.350485
.213309
.534146
.534146
.534146
.911413
.534146
.534146
.534146
.739918
.739918
.911413
.350485
.534146
.213309
.739918
.911413
.739918
.739918
.534146
.213309
.534146
.017912
.911413
.534146
.911413
.534146
.534146
.739918
.739918
.122325
.739918
.911413
.066882
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FRRPRPRPRPRPRPRPRPRERRRPRPORRERRRPRRRPRPRERERRPPRPOO0OORORRPRPRPEPORRPRPEPEPEREREPREPRPLPPORRPRERPRPEPERORPREPERORRPREERRERRORR R

.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.9000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



2 2 0 2 1 0 0 1 2 0 0.534146 1.0000 nonperiodic-templates
0 0 0 2 1 2 1 0 3 1 0.350485 1.0000 nonperiodic-templates
0 2 2 2 1 1 1 1 0 0 0.739918 1.0000 nonperiodic-templates
1 0 2 1 1 1 0 0 3 1 0.534146 1.0000 nonperiodic-templates
0 1 2 2 0 0 1 0 3 1 0.350485 1.0000 nonperiodic-templates
1 1 1 1 1 0 1 1 3 0 0.739918 0.9000 * nonperiodic-templates
0 1 2 2 1 0 1 1 0 2 0.739918 1.0000 nonperiodic-templates
2 0 0 3 1 0 1 1 2 0 0.350485 0.9000 * nonperiodic-templates
0 0 0 2 1 2 2 0 1 2 0.534146 1.0000 nonperiodic-templates
0 1 1 0 2 4 2 0 0 0 0.066882 1.0000 nonperiodic-templates
0 2 1 2 1 0 1 2 1 0 0.739918 1.0000 nonperiodic-templates
3 0 1 1 0 0 1 2 1 1 0.534146 1.0000 nonperiodic-templates
3 1 1 1 0 1 0 1 1 1 0.739918 0.9000 * nonperiodic-templates
0 1 0 0 2 2 1 0 2 2 0.534146 1.0000 nonperiodic-templates
1 0 2 1 1 1 1 2 1 0 0.911413 1.0000 nonperiodic-templates
1 0 0 0 4 0 4 0 0 1 0.004301 1.0000 nonperiodic-templates
1 0 0 0 1 0 1 3 2 2 0.350485 1.0000 nonperiodic-templates
2 1 2 1 0 0 0 1 1 2 0.739918 0.9000 * nonperiodic-templates
2 0 0 1 1 1 0 2 2 1 0.739918 1.0000 nonperiodic-templates
0 1 0 0 1 2 0 1 1 4 0.122325 1.0000 nonperiodic-templates
1 0 3 0 0 0 1 1 3 1 0.213309 1.0000 nonperiodic-templates
1 0 0 1 1 0 3 1 1 2 0.534146 1.0000 nonperiodic-templates
2 2 1 0 0 1 2 2 0 0 0.534146 1.0000 nonperiodic-templates
2 1 0 0 1 0 0 3 2 1 0.350485 1.0000 nonperiodic-templates
1 1 0 0 3 0 1 2 1 1 0.534146 1.0000 nonperiodic-templates
1 1 1 2 2 0 0 2 1 0 0.739918 1.0000 nonperiodic-templates
3 1 0 2 1 0 1 1 1 0 0.534146 0.9000 * apen

2 0 1 0 3 0 0 2 0 2 0.213309 0.9000 * serial

0 1 1 0 1 3 0 0 2 2 0.350485 1.0000 serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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10nsc_120psf_24jrout_af_ XORed.txt

(10ns system clk % cycle, 120 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets a through f and consecutive outputs Xored)

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING SEQUENCES

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

2 2 1 1 0 1 1 1 1 0 0.911413 0.9000 * frequency

1 1 0 1 1 0 1 3 0 2 0.534146 1.0000 block-frequency

3 0 2 0 2 0 0 0 1 2 0.213309 1.0000 cumulative-sums

1 1 1 3 1 0 1 1 0 1 0.739918 0.9000 * cumulative-sums

0 1 3 0 0 2 2 1 0 1 0.350485 1.0000 runs

1 0 1 1 0 2 1 1 2 1 0.911413 1.0000 fft

2 2 0 0 1 3 1 0 0 1 0.350485 1.0000 nonperiodic-templates
0 2 0 2 1 1 1 1 0 2 0.739918 1.0000 nonperiodic-templates
0 3 1 0 1 1 1 1 0 2 0.534146 1.0000 nonperiodic-templates
2 1 2 1 0 1 2 1 0 0 0.739918 1.0000 nonperiodic-templates
0 0 3 1 1 0 0 2 2 1 0.350485 1.0000 nonperiodic-templates
0 0 1 3 2 1 0 2 1 0 0.350485 1.0000 nonperiodic-templates
1 0 0 0 4 0 1 0 2 2 0.066882 1.0000 nonperiodic-templates
2 2 1 1 1 0 1 0 1 1 0.911413 1.0000 nonperiodic-templates
1 0 2 2 2 0 0 2 1 0 0.534146 1.0000 nonperiodic-templates
1 1 0 3 0 1 0 0 3 1 0.213309 1.0000 nonperiodic-templates
0 2 1 0 0 1 0 0 4 2 0.066882 1.0000 nonperiodic-templates
0 0 2 2 0 2 2 1 0 1 0.534146 1.0000 nonperiodic-templates
1 0 0 0 1 0 2 4 0 2 0.066882 1.0000 nonperiodic-templates
0 2 2 1 1 0 1 0 0 3 0.350485 1.0000 nonperiodic-templates
0 0 0 1 1 2 2 1 1 2 0.739918 1.0000 nonperiodic-templates
1 2 1 1 1 1 1 0 2 0 0.911413 1.0000 nonperiodic-templates
1 0 2 1 0 2 1 1 1 1 0.911413 1.0000 nonperiodic-templates
1 2 0 2 0 0 0 4 0 1 0.066882 1.0000 nonperiodic-templates
2 0 0 1 0 1 4 0 1 1 0.122325 1.0000 nonperiodic-templates
1 0 1 1 1 0 3 2 0 1 0.534146 1.0000 nonperiodic-templates
1 0 0 1 1 2 1 0 1 3 0.534146 1.0000 nonperiodic-templates
3 1 0 0 1 1 0 1 2 1 0.534146 0.9000 * nonperiodic-templates
1 2 0 2 1 0 2 0 0 2 0.534146 1.0000 nonperiodic-templates
2 0 0 2 1 0 1 3 0 1 0.350485 1.0000 nonperiodic-templates
2 3 2 0 0 0 0 1 1 1 0.350485 1.0000 nonperiodic-templates
0 1 1 0 1 1 2 3 1 0 0.534146 1.0000 nonperiodic-templates
0 1 0 1 2 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
0 1 1 2 1 1 1 1 1 1 0.991468 1.0000 nonperiodic-templates
0 1 1 0 1 1 5 1 0 0 0.017912 1.0000 nonperiodic-templates
0 2 1 1 2 2 0 0 0 2 0.534146 1.0000 nonperiodic-templates
0 1 0 2 0 0 2 3 0 2 0.213309 1.0000 nonperiodic-templates
2 0 0 1 2 0 3 1 0 1 0.350485 1.0000 nonperiodic-templates
1 2 1 0 1 2 0 0 1 2 0.739918 0.9000 * nonperiodic-templates
0 1 0 2 1 2 0 0 2 2 0.534146 1.0000 nonperiodic-templates
2 2 1 0 2 0 0 1 0 2 0.534146 1.0000 nonperiodic-templates
0 0 1 2 0 1 2 2 2 0 0.534146 1.0000 nonperiodic-templates
0 0 1 0 1 1 3 0 3 1 0.213309 1.0000 nonperiodic-templates
1 3 0 1 2 0 0 1 0 2 0.350485 1.0000 nonperiodic-templates
1 2 0 0 0 3 1 2 0 1 0.350485 1.0000 nonperiodic-templates
0 1 0 2 0 2 1 1 1 2 0.739918 1.0000 nonperiodic-templates
1 0 0 0 2 1 1 0 3 2 0.350485 1.0000 nonperiodic-templates
1 0 1 1 0 1 1 2 1 2 0.911413 1.0000 nonperiodic-templates
1 1 2 1 0 1 1 0 2 1 0.911413 1.0000 nonperiodic-templates
0 0 1 1 1 2 2 1 1 1 0.911413 1.0000 nonperiodic-templates
0 0 0 2 1 2 3 0 1 1 0.350485 1.0000 nonperiodic-templates
0 1 0 1 0 1 2 1 2 2 0.739918 1.0000 nonperiodic-templates
4 1 0 0 0 0 1 1 1 2 0.122325 0.9000 * nonperiodic-templates
1 0 1 2 1 3 0 1 0 1 0.534146 0.9000 * nonperiodic-templates
2 1 0 0 0 1 1 1 2 2 0.739918 0.8000 * nonperiodic-templates
2 1 0 2 1 0 2 2 0 0 0.534146 1.0000 nonperiodic-templates
0 1 1 1 1 1 3 0 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 1 3 2 1 0 0 1 0.534146 1.0000 nonperiodic-templates
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The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_120psf_24jrout_lg XORed.txt

(10ns system clk % cycle, 120 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets 1 through g and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

0 0 1 0 2 2 1 1 1 2 0.739918 1.0000 frequency

1 0 1 1 2 1 2 0 1 1 0.911413 1.0000 block-frequency

0 0 3 1 0 0 1 3 0 2 0.122325 1.0000 cumulative-sums

0 1 2 1 0 2 1 0 2 1 0.739918 1.0000 cumulative-sums

1 2 0 0 0 0 2 1 4 0 0.066882 1.0000 runs

0 0 1 2 2 1 1 2 1 0 0.739918 1.0000 fft

2 1 1 1 0 2 1 2 0 0 0.739918 0.9000 * nonperiodic-templates
1 0 2 1 0 2 1 2 1 0 0.739918 1.0000 nonperiodic-templates
2 0 1 1 1 0 0 2 2 1 0.739918 1.0000 nonperiodic-templates
0 0 2 1 1 1 2 2 1 0 0.739918 1.0000 nonperiodic-templates
1 2 0 1 0 1 0 2 0 3 0.350485 1.0000 nonperiodic-templates
2 2 1 0 1 3 0 0 0 1 0.350485 1.0000 nonperiodic-templates
0 1 2 1 1 0 1 1 1 2 0.911413 1.0000 nonperiodic-templates
2 1 1 2 0 2 0 1 1 0 0.739918 1.0000 nonperiodic-templates
2 0 1 1 0 2 1 2 0 1 0.739918 1.0000 nonperiodic-templates
0 1 1 0 2 2 1 1 0 2 0.739918 1.0000 nonperiodic-templates
0 0 0 3 1 0 1 1 4 0 0.035174 1.0000 nonperiodic-templates
0 0 1 2 0 2 2 0 0 3 0.213309 1.0000 nonperiodic-templates
1 0 2 1 1 1 0 1 1 2 0.911413 1.0000 nonperiodic-templates
1 1 1 2 3 0 0 1 0 1 0.534146 1.0000 nonperiodic-templates
0 0 1 2 0 0 1 4 1 1 0.122325 1.0000 nonperiodic-templates
1 1 0 2 1 2 1 1 0 1 0.911413 1.0000 nonperiodic-templates
1 1 0 0 0 0 1 3 2 2 0.350485 1.0000 nonperiodic-templates
0 2 1 1 1 0 1 1 1 2 0.911413 1.0000 nonperiodic-templates
0 0 1 0 2 4 2 1 0 0 0.066882 1.0000 nonperiodic-templates
0 2 1 3 1 0 2 0 1 0 0.350485 1.0000 nonperiodic-templates
0 3 0 0 0 0 1 3 1 2 0.122325 1.0000 nonperiodic-templates
1 1 0 2 0 1 3 0 1 1 0.534146 1.0000 nonperiodic-templates
1 1 1 1 1 0 1 2 2 0 0.911413 1.0000 nonperiodic-templates
0 2 0 1 1 0 3 1 0 2 0.350485 1.0000 nonperiodic-templates
2 1 0 1 1 0 1 0 3 1 0.534146 1.0000 nonperiodic-templates
1 3 0 0 1 2 0 2 1 0 0.350485 0.9000 * nonperiodic-templates
1 0 1 1 0 1 1 4 1 0 0.213309 1.0000 nonperiodic-templates
1 1 0 1 1 1 1 1 2 1 0.991468 1.0000 nonperiodic-templates
1 2 0 0 1 2 1 0 1 2 0.739918 1.0000 nonperiodic-templates
0 0 1 0 4 1 0 2 1 1 0.122325 1.0000 nonperiodic-templates
0 3 2 0 1 0 1 2 0 1 0.350485 1.0000 nonperiodic-templates
0 0 1 0 3 1 2 0 0 3 0.122325 1.0000 nonperiodic-templates
1 0 1 0 0 2 3 2 1 0 0.350485 1.0000 nonperiodic-templates
1 1 0 1 1 2 1 0 2 1 0.911413 0.9000 * nonperiodic-templates
3 0 0 0 1 1 1 1 1 2 0.534146 0.9000 * nonperiodic-templates
0 1 0 1 2 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 1 2 2 1 1 0 1 0.911413 1.0000 nonperiodic-templates
1 1 2 0 3 0 0 0 2 1 0.350485 1.0000 nonperiodic-templates
1 1 0 3 0 0 1 0 2 2 0.350485 1.0000 nonperiodic-templates
0 0 0 1 3 1 2 0 2 1 0.350485 1.0000 nonperiodic-templates
1 0 0 1 0 3 2 0 1 2 0.350485 1.0000 nonperiodic-templates
0 2 1 4 0 0 0 0 1 2 0.066882 1.0000 nonperiodic-templates
0 0 2 0 0 1 2 1 3 1 0.350485 1.0000 nonperiodic-templates
1 1 0 1 2 1 1 2 1 0 0.911413 1.0000 nonperiodic-templates
1 1 1 1 2 1 1 0 1 1 0.991468 1.0000 nonperiodic-templates
3 1 0 1 0 1 3 1 0 0 0.213309 1.0000 nonperiodic-templates
1 0 2 1 3 0 0 0 2 1 0.350485 0.9000 * nonperiodic-templates
0 3 0 0 1 3 0 0 1 2 0.122325 1.0000 nonperiodic-templates
1 1 0 3 0 0 2 2 0 1 0.350485 1.0000 nonperiodic-templates
1 0 0 1 3 2 1 1 1 0 0.534146 0.9000 * nonperiodic-templates
0 1 0 1 1 4 2 1 0 0 0.122325 1.0000 nonperiodic-templates
2 0 0 2 2 1 1 0 2 0 0.534146 1.0000 nonperiodic-templates
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.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_140psf_24jrout_lg XORed.txt

(10ns system clk % cycle, 140 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets 1 through g and consecutive outputs Xored)

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING SEQUENCES

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * frequency

8 2 0 0 0 0 0 0 0 0 0.000000 * 0.5000 * Dblock-frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

7 0 0 0 1 1 0 1 0 0 0.000003 * 0.5000 * «runs

0 2 0 0 0 3 2 0 2 1 0.213309 1.0000 fft

2 1 3 1 2 0 0 0 1 0 0.350485 0.9000 * nonperiodic-templates
3 1 2 1 0 0 0 2 1 0 0.350485 1.0000 nonperiodic-templates
3 0 0 1 0 0 3 0 1 2 0.122325 1.0000 nonperiodic-templates
3 1 2 0 0 1 0 1 1 1 0.534146 1.0000 nonperiodic-templates
1 2 0 1 0 0 0 3 3 0 0.122325 0.9000 * nonperiodic-templates
1 1 1 1 3 1 2 0 0 0 0.534146 1.0000 nonperiodic-templates
0 1 1 1 0 1 1 3 0 2 0.534146 1.0000 nonperiodic-templates
1 2 0 0 1 2 2 2 0 0 0.534146 1.0000 nonperiodic-templates
3 1 1 0 1 1 0 0 2 1 0.534146 0.9000 * nonperiodic-templates
0 2 1 0 2 1 2 1 1 0 0.739918 1.0000 nonperiodic-templates
1 1 0 2 0 1 1 2 2 0 0.739918 1.0000 nonperiodic-templates
1 1 1 2 2 1 0 1 1 0 0.911413 0.9000 * nonperiodic-templates
3 0 3 1 0 0 1 1 0 1 0.213309 0.9000 * nonperiodic-templates
1 0 1 2 2 1 0 0 2 1 0.739918 0.9000 * nonperiodic-templates
2 0 2 1 0 1 1 2 1 0 0.739918 1.0000 nonperiodic-templates
1 1 1 0 0 1 3 3 0 0 0.213309 1.0000 nonperiodic-templates
3 1 0 0 0 1 1 2 1 1 0.534146 1.0000 nonperiodic-templates
2 0 0 0 2 0 1 2 1 2 0.534146 0.8000 * nonperiodic-templates
0 1 0 0 0 2 3 1 0 3 0.122325 1.0000 nonperiodic-templates
2 2 1 0 1 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
3 0 1 2 1 1 0 0 1 1 0.534146 0.9000 * nonperiodic-templates
1 1 1 1 2 1 1 1 1 0 0.991468 0.9000 * nonperiodic-templates
0 1 0 0 1 1 3 2 0 2 0.350485 1.0000 nonperiodic-templates
1 2 0 0 0 3 0 1 1 2 0.350485 0.9000 * nonperiodic-templates
1 2 0 1 1 2 0 1 1 1 0.911413 0.9000 * nonperiodic-templates
1 1 0 0 2 1 1 4 0 0 0.122325 1.0000 nonperiodic-templates
1 0 0 1 2 0 0 1 3 2 0.350485 1.0000 nonperiodic-templates
1 0 2 0 2 1 1 0 1 2 0.739918 1.0000 nonperiodic-templates
0 0 1 2 2 1 1 0 0 3 0.350485 1.0000 nonperiodic-templates
0 1 0 2 1 0 0 4 1 1 0.122325 1.0000 nonperiodic-templates
1 0 0 1 0 2 1 3 1 1 0.534146 1.0000 nonperiodic-templates
0 3 1 1 0 2 1 0 1 1 0.534146 1.0000 nonperiodic-templates
2 1 0 1 2 1 1 0 0 2 0.739918 1.0000 nonperiodic-templates
2 1 0 1 1 1 0 1 3 0 0.534146 0.9000 * nonperiodic-templates
1 2 1 0 1 0 1 1 3 0 0.534146 1.0000 nonperiodic-templates
2 1 0 1 2 0 1 0 2 1 0.739918 0.9000 * nonperiodic-templates
1 2 0 0 1 2 2 0 1 1 0.739918 0.9000 * nonperiodic-templates
0 0 0 2 1 2 1 1 3 0 0.350485 1.0000 nonperiodic-templates
1 1 0 1 0 0 3 1 2 1 0.534146 1.0000 nonperiodic-templates
1 0 1 1 2 0 1 1 2 1 0.911413 1.0000 nonperiodic-templates
1 1 1 3 1 1 0 1 1 0 0.739918 1.0000 nonperiodic-templates
2 0 0 1 1 1 1 2 1 1 0.911413 0.9000 * nonperiodic-templates
1 2 0 0 0 2 2 1 1 1 0.739918 1.0000 nonperiodic-templates
0 1 0 4 0 1 2 1 0 1 0.122325 1.0000 nonperiodic-templates
0 0 1 0 0 1 4 0 2 2 0.066882 1.0000 nonperiodic-templates
2 3 0 0 0 1 1 2 0 1 0.350485 0.9000 * nonperiodic-templates
1 1 0 2 2 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
0 0 3 0 2 1 0 1 1 2 0.350485 1.0000 nonperiodic-templates
1 0 4 0 0 0 1 0 3 1 0.035174 1.0000 nonperiodic-templates
0 0 1 1 0 1 2 0 3 2 0.350485 1.0000 nonperiodic-templates
0 0 2 1 1 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 1 1 1 2 2 1 0 0.911413 1.0000 nonperiodic-templates
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.122325
.213309
.350485
.739918
.534146
.534146
.350485
.017912
.122325
.066882
.911413
.350485
.350485
.534146
.739918
.213309
.991468
.534146
.534146
.066882
.911413
.122325
.739918
.213309
.122325
.534146
.534146
.122325
.534146
.739918
.213309
.739918
.739918
.911413
.991468
.008879
.911413
.350485
.534146
.739918
.122325
.008879
.911413
.534146
.739918
.350485
.534146
.534146
.066882
.350485
.534146
.534146
.017912
.911413
.350485
.534146
.004301
.350485
.213309
.991468
.534146
.739918
.534146
.534146
.122325
.350485
.035174
.739918
.911413
.350485
.911413
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



.350485
.739918
.213309
.350485
.350485
.017912
.911413
.350485
.350485
.739918
.350485
.213309
.122325
.739918
.066882
.350485
.739918
.350485
.739918
.350485
.122325
.534146
.350485
.122325
.122325
.000199
.213309
.066882
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.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.9000
.0000
.0000
.9000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_140psf_24jrout_rv_XORed

(10ns system clk % cycle, 140 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets r through v and consecutive outputs Xored)

Ccl C2 C3 Cc4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.1000 * frequency

4 2 2 1 0 0 0 1 0 0 0.066882 0.9000 * Dblock-frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.1000 * cumulative-sums

9 1 0 0 0 0 0 0 0 0 0.000000 * 0.1000 * cumulative-sums

5 0 1 0 0 2 0 2 0 0 0.004301 0.5000 * runs

0 0 2 1 2 0 1 3 1 0 0.350485 1.0000 fft

3 3 0 1 0 0 1 1 0 1 0.213309 0.8000 * nonperiodic-templates
3 0 1 1 0 0 2 1 1 1 0.534146 0.9000 * nonperiodic-templates
3 2 0 0 1 0 1 2 1 0 0.350485 1.0000 nonperiodic-templates
0 1 0 1 1 1 1 3 2 0 0.534146 1.0000 nonperiodic-templates
1 2 2 0 2 0 1 1 0 1 0.739918 1.0000 nonperiodic-templates
0 1 1 2 1 2 2 0 1 0 0.739918 1.0000 nonperiodic-templates
1 1 1 0 0 2 2 2 0 1 0.739918 0.9000 * nonperiodic-templates
1 0 1 2 2 0 1 0 1 2 0.739918 1.0000 nonperiodic-templates
3 1 0 0 0 1 3 0 2 0 0.122325 0.9000 * nonperiodic-templates
1 2 1 2 1 0 0 3 0 0 0.350485 0.9000 * nonperiodic-templates
1 0 4 0 1 0 0 0 1 3 0.035174 0.9000 * nonperiodic-templates
2 1 0 0 1 2 0 2 1 1 0.739918 1.0000 nonperiodic-templates
0 1 0 2 0 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
0 0 1 0 2 2 0 1 2 2 0.534146 1.0000 nonperiodic-templates
0 2 3 1 0 1 2 0 1 0 0.350485 1.0000 nonperiodic-templates
1 0 2 1 0 1 2 0 2 1 0.739918 1.0000 nonperiodic-templates
2 2 1 0 0 1 0 2 1 1 0.739918 1.0000 nonperiodic-templates
1 1 1 2 0 2 2 0 0 1 0.739918 0.9000 * nonperiodic-templates
4 1 0 0 2 1 0 0 1 1 0.122325 1.0000 nonperiodic-templates
1 1 1 0 0 1 3 0 2 1 0.534146 1.0000 nonperiodic-templates
1 2 1 1 0 1 2 1 0 1 0.911413 1.0000 nonperiodic-templates
2 0 0 0 1 4 1 2 0 0 0.066882 1.0000 nonperiodic-templates
0 0 0 1 1 0 3 2 2 1 0.350485 1.0000 nonperiodic-templates
3 2 0 0 0 0 2 1 1 1 0.350485 1.0000 nonperiodic-templates
0 1 0 1 1 1 1 2 1 2 0.911413 1.0000 nonperiodic-templates
1 0 0 0 2 2 1 1 0 3 0.350485 1.0000 nonperiodic-templates
2 2 0 0 0 1 3 0 1 1 0.350485 1.0000 nonperiodic-templates
0 1 0 0 1 2 1 1 1 3 0.534146 1.0000 nonperiodic-templates
2 0 0 3 2 0 0 1 1 1 0.350485 0.8000 * nonperiodic-templates
2 2 1 1 0 1 0 0 2 1 0.739918 0.9000 * nonperiodic-templates
0 0 1 3 2 1 1 1 1 0 0.534146 1.0000 nonperiodic-templates
2 1 1 0 2 2 1 0 1 0 0.739918 1.0000 nonperiodic-templates
1 1 0 1 0 1 1 1 3 1 0.739918 1.0000 nonperiodic-templates
2 2 1 1 0 1 1 1 0 1 0.911413 1.0000 nonperiodic-templates
3 1 2 0 1 0 0 2 1 0 0.350485 0.9000 * nonperiodic-templates
2 2 0 0 1 0 1 2 1 1 0.739918 0.8000 * nonperiodic-templates
1 0 2 1 1 0 2 1 2 0 0.739918 1.0000 nonperiodic-templates
1 2 0 0 2 0 1 3 1 0 0.350485 1.0000 nonperiodic-templates
2 0 1 1 4 0 2 0 0 0 0.066882 1.0000 nonperiodic-templates
1 0 1 2 1 1 0 1 1 2 0.911413 1.0000 nonperiodic-templates
1 2 2 0 1 2 1 0 1 0 0.739918 1.0000 nonperiodic-templates
0 4 2 0 1 0 1 0 2 0 0.066882 1.0000 nonperiodic-templates
1 0 0 2 1 1 1 1 1 2 0.911413 1.0000 nonperiodic-templates
0 1 0 1 0 1 3 1 1 2 0.534146 1.0000 nonperiodic-templates
1 0 1 0 1 1 2 1 2 1 0.911413 0.9000 * nonperiodic-templates
1 0 0 0 3 1 0 1 1 3 0.213309 0.9000 * nonperiodic-templates
0 1 1 0 4 0 0 2 2 0 0.066882 1.0000 nonperiodic-templates
2 2 0 1 1 0 2 1 0 1 0.739918 1.0000 nonperiodic-templates
1 1 0 2 0 0 1 1 3 1 0.534146 1.0000 nonperiodic-templates
1 1 2 2 1 0 1 0 2 0 0.739918 1.0000 nonperiodic-templates
0 0 1 1 2 0 1 1 4 0 0.122325 1.0000 nonperiodic-templates
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.350485
.350485
.534146
.739918
.213309
.739918
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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0 0 3 2 0 0 1 2 0 2 0.213309 1.0000 nonperiodic-templates
0 0 0 1 2 2 1 3 1 0 0.350485 1.0000 nonperiodic-templates
1 1 2 0 2 0 2 0 0 2 0.534146 1.0000 nonperiodic-templates
0 0 0 2 2 1 0 2 2 1 0.534146 1.0000 nonperiodic-templates
0 2 0 2 0 0 1 0 5 0 0.004301 1.0000 nonperiodic-templates
0 0 2 0 2 0 0 4 1 1 0.066882 1.0000 nonperiodic-templates
0 0 2 0 1 2 1 3 1 0 0.350485 1.0000 nonperiodic-templates
0 2 0 1 0 1 1 0 3 2 0.350485 1.0000 nonperiodic-templates
0 1 2 0 2 0 4 1 0 0 0.066882 1.0000 nonperiodic-templates
0 3 0 1 0 0 1 3 2 0 0.122325 1.0000 nonperiodic-templates
0 0 0 0 1 2 2 3 1 1 0.350485 1.0000 nonperiodic-templates
2 2 1 0 1 0 1 1 0 2 0.739918 1.0000 nonperiodic-templates
2 1 2 0 1 0 1 2 0 1 0.739918 0.9000 * nonperiodic-templates
2 0 1 2 1 1 1 0 1 1 0.911413 0.9000 * nonperiodic-templates
0 0 1 4 0 0 0 1 3 1 0.035174 1.0000 nonperiodic-templates
2 0 1 1 0 0 2 2 0 2 0.534146 0.9000 * nonperiodic-templates
0 0 0 0 0 2 5 0 2 1 0.004301 1.0000 nonperiodic-templates
0 0 0 0 1 1 3 1 1 3 0.213309 1.0000 nonperiodic-templates
1 0 0 0 3 0 2 2 1 1 0.350485 1.0000 nonperiodic-templates
0 1 1 0 0 1 1 1 3 2 0.534146 1.0000 nonperiodic-templates
3 3 0 1 0 0 1 1 0 1 0.213309 0.8000 * nonperiodic-templates
3 1 1 1 0 1 0 1 0 2 0.534146 0.8000 * nonperiodic-templates
1 1 0 1 0 1 0 2 2 2 0.739918 0.9000 * nonperiodic-templates
2 1 1 2 0 0 1 1 1 1 0.911413 0.8000 * nonperiodic-templates
2 1 1 3 0 2 0 1 0 0 0.350485 0.9000 * nonperiodic-templates
0 1 2 1 0 2 0 1 1 2 0.739918 1.0000 nonperiodic-templates
5 1 1 1 0 1 0 0 1 0 0.017912 0.9000 * apen

3 2 1 2 0 0 1 0 0 1 0.350485 1.0000 serial

1 2 1 0 1 1 0 2 1 1 0.911413 1.0000 serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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10nsc_160psf_24jrout_lg XORed.txt

(10ns system clk % cycle, 160 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets 1 through g and consecutive outputs Xored)

Ccl C2 C3 Cc4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

7 0 1 0 1 0 0 0 1 0 0.000003 * 0.9000 * frequency

1 2 2 1 1 0 1 1 0 1 0.911413 1.0000 block-frequency

7 1 0 0 0 1 0 1 0 0 0.000003 * 0.9000 * cumulative-sums

6 1 0 0 2 0 0 0 0 1 0.000199 0.9000 * cumulative-sums

1 1 0 1 2 1 1 1 1 1 0.991468 1.0000 runs

1 0 1 2 1 1 2 0 1 1 0.911413 1.0000 fft

1 1 0 1 1 1 1 1 2 1 0.991468 0.9000 * nonperiodic-templates
0 0 1 1 2 2 2 0 2 0 0.534146 1.0000 nonperiodic-templates
0 0 2 0 1 1 2 2 1 1 0.739918 1.0000 nonperiodic-templates
0 0 0 0 1 0 4 0 2 3 0.017912 1.0000 nonperiodic-templates
0 2 0 0 1 2 2 1 1 1 0.739918 1.0000 nonperiodic-templates
0 0 1 2 1 1 0 2 1 2 0.739918 1.0000 nonperiodic-templates
3 2 1 1 2 1 0 0 0 0 0.350485 1.0000 nonperiodic-templates
1 0 2 1 0 0 2 1 1 2 0.739918 1.0000 nonperiodic-templates
0 0 2 0 2 1 1 1 3 0 0.350485 1.0000 nonperiodic-templates
0 0 0 2 0 0 2 1 2 3 0.213309 1.0000 nonperiodic-templates
0 0 3 0 2 1 0 0 3 1 0.122325 1.0000 nonperiodic-templates
1 0 1 1 0 1 0 2 3 1 0.534146 1.0000 nonperiodic-templates
1 0 0 0 1 1 2 1 2 2 0.739918 1.0000 nonperiodic-templates
1 1 1 3 1 3 0 0 0 0 0.213309 0.9000 * nonperiodic-templates
2 0 1 0 1 2 0 1 2 1 0.739918 1.0000 nonperiodic-templates
1 1 1 2 0 1 1 1 1 1 0.9914e68 1.0000 nonperiodic-templates
0 0 3 1 1 1 1 1 1 1 0.739918 1.0000 nonperiodic-templates
1 1 0 1 0 0 3 1 3 0 0.213309 1.0000 nonperiodic-templates
0 1 1 0 0 1 2 2 1 2 0.739918 1.0000 nonperiodic-templates
1 0 3 2 0 0 0 1 2 1 0.350485 1.0000 nonperiodic-templates
0 0 1 1 2 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
2 0 0 2 1 3 0 1 0 1 0.350485 1.0000 nonperiodic-templates
1 0 2 1 2 2 2 0 0 0 0.534146 1.0000 nonperiodic-templates
1 0 2 0 2 0 2 1 0 2 0.534146 1.0000 nonperiodic-templates
1 0 0 1 1 0 0 4 2 1 0.122325 1.0000 nonperiodic-templates
1 0 2 2 1 0 1 1 2 0 0.739918 1.0000 nonperiodic-templates
2 1 0 1 0 1 0 2 1 2 0.739918 0.9000 * nonperiodic-templates
0 1 1 2 1 3 0 1 0 1 0.534146 1.0000 nonperiodic-templates
0 0 1 1 1 4 0 1 1 1 0.213309 1.0000 nonperiodic-templates
3 2 1 0 0 0 3 0 0 1 0.122325 0.9000 * nonperiodic-templates
2 0 0 1 3 0 0 2 1 1 0.350485 1.0000 nonperiodic-templates
1 0 1 0 1 2 0 4 1 0 0.122325 1.0000 nonperiodic-templates
0 0 0 1 1 3 2 0 1 2 0.350485 1.0000 nonperiodic-templates
0 1 1 0 0 1 2 1 2 2 0.739918 1.0000 nonperiodic-templates
0 0 0 0 3 3 1 1 1 1 0.213309 1.0000 nonperiodic-templates
1 1 1 2 0 3 0 0 2 0 0.350485 0.9000 * nonperiodic-templates
1 1 0 2 1 0 0 0 5 0 0.008879 1.0000 nonperiodic-templates
0 1 0 0 2 0 0 4 3 0 0.017912 1.0000 nonperiodic-templates
0 0 0 0 4 2 1 0 0 3 0.017912 1.0000 nonperiodic-templates
1 1 0 0 1 1 2 0 3 1 0.534146 1.0000 nonperiodic-templates
3 0 0 0 2 0 1 0 3 1 0.122325 1.0000 nonperiodic-templates
0 2 0 1 0 2 0 1 1 3 0.350485 1.0000 nonperiodic-templates
1 0 0 1 1 0 2 3 1 1 0.534146 1.0000 nonperiodic-templates
2 1 1 0 0 3 1 1 0 1 0.534146 1.0000 nonperiodic-templates
3 1 2 0 1 0 1 2 0 0 0.350485 0.9000 * nonperiodic-templates
2 2 1 1 0 0 0 3 0 1 0.350485 1.0000 nonperiodic-templates
2 1 2 0 1 0 1 1 1 1 0.911413 1.0000 nonperiodic-templates
0 0 0 1 4 0 2 1 1 1 0.122325 1.0000 nonperiodic-templates
1 1 1 2 0 2 1 0 1 1 0.911413 1.0000 nonperiodic-templates
2 2 1 3 0 0 0 0 2 0 0.213309 1.0000 nonperiodic-templates
1 2 1 0 2 1 1 0 1 1 0.911413 1.0000 nonperiodic-templates
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.350485
.534146
.350485
.534146
.534146
.534146
.534146
.350485
.122325
.739918
.122325
.534146
.739918
.213309
.350485
.534146
.739918
.739918
.350485
.122325
.066882
.122325
.534146
.122325
.534146
.911413
.350485
.066882
.534146
.122325
.350485
.066882
.534146
.350485
.350485
.911413
.350485
.739918
.739918
.213309
.213309
.911413
.350485
.911413
.122325
.213309
.213309
.911413
.739918
.350485
.350485
.122325
.911413
.213309
.122325
.911413
.350485
.534146
.534146
.213309
.213309
.534146
.534146
.534146
.350485
.122325
.739918
.350485
.213309
.534146
.122325
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.0000
.9000 *
.0000
.0000
.0000
.9000 *
.9000 *
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.9000 *
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.8000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



0 0 1 2 0 1 3 0 2 1 0.350485 1.0000 nonperiodic-templates
1 1 1 0 1 1 2 0 1 2 0.911413 1.0000 nonperiodic-templates
1 0 1 1 0 0 1 3 1 2 0.534146 1.0000 nonperiodic-templates
0 1 0 1 1 1 2 0 3 1 0.534146 1.0000 nonperiodic-templates
0 3 0 0 1 2 0 1 0 3 0.122325 1.0000 nonperiodic-templates
1 0 3 0 1 1 1 1 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 0 3 0 2 0 1 2 0.350485 1.0000 nonperiodic-templates
0 1 0 1 2 3 3 0 0 0 0.122325 1.0000 nonperiodic-templates
3 0 1 0 0 1 1 2 1 1 0.534146 0.9000 * nonperiodic-templates
0 0 0 0 1 2 2 0 3 2 0.213309 1.0000 nonperiodic-templates
0 1 0 0 0 0 3 1 3 2 0.122325 1.0000 nonperiodic-templates
2 0 1 2 1 0 0 0 3 1 0.350485 0.9000 * nonperiodic-templates
1 1 1 2 2 0 0 1 1 1 0.911413 0.9000 * nonperiodic-templates
2 1 0 2 0 2 0 0 2 1 0.534146 1.0000 nonperiodic-templates
1 0 2 0 2 2 2 0 1 0 0.534146 1.0000 nonperiodic-templates
0 2 2 3 0 0 0 1 0 2 0.213309 1.0000 nonperiodic-templates
1 2 1 1 1 2 0 0 2 0 0.739918 1.0000 nonperiodic-templates
1 1 2 1 1 2 0 0 1 1 0.911413 1.0000 nonperiodic-templates
2 2 0 0 0 0 0 2 3 1 0.213309 1.0000 nonperiodic-templates
2 1 2 2 0 0 2 1 0 0 0.534146 1.0000 nonperiodic-templates
1 1 0 1 1 1 1 1 2 1 0.991468 0.9000 * nonperiodic-templates
1 0 1 0 1 1 2 2 1 1 0.911413 1.0000 nonperiodic-templates
0 0 0 0 1 0 4 1 0 4 0.004301 1.0000 nonperiodic-templates
1 0 1 0 1 3 1 0 1 2 0.534146 1.0000 nonperiodic-templates
1 0 2 1 1 0 1 3 1 0 0.534146 1.0000 nonperiodic-templates
1 0 1 1 1 2 1 1 1 1 0.991468 1.0000 nonperiodic-templates
0 1 1 0 5 0 1 1 1 0 0.017912 1.0000 apen

0 1 0 0 0 1 3 1 4 0 0.035174 1.0000 serial

1 0 0 0 1 0 2 2 1 3 0.350485 1.0000 serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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160psf_24jrout_rvX

(10ns system clk % cycle, 160 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge for data sets r through v and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

4 2 0 2 1 0 0 1 0 0 0.066882 0.8000 * frequency

4 1 1 0 2 0 1 1 0 0 0.122325 1.0000 block-frequency

5 2 0 1 1 0 0 0 0 1 0.008879 0.8000 * cumulative-sums

5 1 0 0 1 1 0 2 0 0 0.008879 0.8000 * cumulative-sums

2 1 2 0 0 2 0 1 0 2 0.534146 1.0000 runs

1 1 1 1 0 0 2 1 2 1 0.911413 1.0000 fft

0 1 0 0 1 1 0 4 2 1 0.122325 1.0000 nonperiodic-templates
0 0 1 0 2 3 0 0 2 2 0.213309 1.0000 nonperiodic-templates
2 1 0 0 0 0 1 2 3 1 0.350485 1.0000 nonperiodic-templates
0 2 1 0 1 2 0 1 3 0 0.350485 1.0000 nonperiodic-templates
1 0 0 1 3 1 0 2 1 1 0.534146 1.0000 nonperiodic-templates
0 0 0 1 1 1 1 2 0 4 0.122325 1.0000 nonperiodic-templates
0 1 0 1 1 2 0 1 2 2 0.739918 1.0000 nonperiodic-templates
1 0 1 0 1 2 1 0 3 1 0.534146 1.0000 nonperiodic-templates
0 0 1 3 1 1 0 2 1 1 0.534146 1.0000 nonperiodic-templates
0 1 1 1 1 2 1 1 2 0 0.911413 1.0000 nonperiodic-templates
1 1 0 0 1 2 1 2 2 0 0.739918 1.0000 nonperiodic-templates
1 0 2 1 0 2 0 1 2 1 0.739918 1.0000 nonperiodic-templates
2 0 0 1 0 1 0 1 5 0 0.008879 0.8000 * nonperiodic-templates
2 0 1 1 0 2 0 1 3 0 0.350485 0.9000 * nonperiodic-templates
0 3 0 1 2 1 0 0 3 0 0.122325 1.0000 nonperiodic-templates
2 0 1 0 0 3 0 2 2 0 0.213309 1.0000 nonperiodic-templates
0 0 2 0 0 2 0 2 4 0 0.035174 1.0000 nonperiodic-templates
1 1 0 0 0 3 0 2 1 2 0.350485 1.0000 nonperiodic-templates
1 0 2 0 1 2 0 2 1 1 0.739918 0.9000 * nonperiodic-templates
1 0 1 0 1 3 0 1 2 1 0.534146 1.0000 nonperiodic-templates
0 1 1 2 0 1 0 2 2 1 0.739918 1.0000 nonperiodic-templates
0 0 1 0 1 3 1 3 0 1 0.213309 1.0000 nonperiodic-templates
0 0 0 1 0 2 1 2 0 4 0.066882 1.0000 nonperiodic-templates
1 0 3 0 1 1 0 1 2 1 0.534146 1.0000 nonperiodic-templates
3 2 1 0 0 1 0 1 1 1 0.534146 0.8000 * nonperiodic-templates
1 2 1 0 2 0 0 0 4 0 0.066882 1.0000 nonperiodic-templates
3 0 1 0 1 1 0 0 2 2 0.350485 1.0000 nonperiodic-templates
0 1 1 1 2 3 0 0 2 0 0.350485 1.0000 nonperiodic-templates
2 1 0 1 0 1 1 2 2 0 0.739918 0.9000 * nonperiodic-templates
1 1 1 0 0 3 0 2 1 1 0.534146 1.0000 nonperiodic-templates
0 0 0 1 3 2 2 1 1 0 0.350485 1.0000 nonperiodic-templates
0 0 0 3 0 1 1 2 1 2 0.350485 1.0000 nonperiodic-templates
0 2 1 2 0 1 1 0 2 1 0.739918 1.0000 nonperiodic-templates
0 0 2 2 1 2 1 0 2 0 0.534146 1.0000 nonperiodic-templates
1 1 2 0 1 2 1 1 1 0 0.911413 1.0000 nonperiodic-templates
0 1 1 0 2 1 1 1 3 0 0.534146 1.0000 nonperiodic-templates
1 2 1 1 0 2 0 1 2 0 0.739918 1.0000 nonperiodic-templates
1 3 1 0 0 2 1 1 1 0 0.534146 1.0000 nonperiodic-templates
0 1 2 0 1 0 0 3 1 2 0.350485 1.0000 nonperiodic-templates
1 2 1 0 1 1 2 0 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 2 1 2 0 0 2 1 0.739918 0.9000 * nonperiodic-templates
2 0 1 1 0 1 1 2 2 0 0.739918 1.0000 nonperiodic-templates
1 0 2 1 0 2 0 1 1 2 0.739918 1.0000 nonperiodic-templates
1 1 1 0 0 1 1 1 3 1 0.739918 1.0000 nonperiodic-templates
3 0 0 0 2 0 0 1 1 3 0.122325 0.9000 * nonperiodic-templates
1 0 1 2 1 2 0 1 1 1 0.911413 1.0000 nonperiodic-templates
3 1 0 1 0 2 1 1 1 0 0.534146 1.0000 nonperiodic-templates
1 0 0 4 0 2 0 3 0 0 0.017912 1.0000 nonperiodic-templates
0 0 1 1 0 2 1 0 3 2 0.350485 1.0000 nonperiodic-templates
1 2 0 2 0 2 0 1 1 1 0.739918 0.9000 * nonperiodic-templates
0 2 0 0 1 3 1 0 2 1 0.350485 1.0000 nonperiodic-templates
0 0 2 0 1 2 0 3 1 1 0.350485 1.0000 nonperiodic-templates
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.350485
.534146
.911413
.534146
.534146
.739918
.911413
.122325
.739918
.739918
.739918
.911413
.350485
.534146
.122325
.911413
.534146
.350485
.122325
.911413
.534146
.350485
.739918
.911413
.739918
.213309
.122325
.739918
.739918
.534146
.534146
.534146
.122325
.534146
.739918
.739918
.213309
.213309
.350485
.739918
.534146
.066882
.213309
.534146
.911413
.122325
.739918
.002043
.911413
.534146
.350485
.534146
.739918
.534146
.350485
.000439
.122325
.739918
.066882
.350485
.350485
.991468
.739918
.213309
.350485
.122325
.350485
.534146
.739918
.350485
.991468
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.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
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.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.8000
.9000
.0000
.9000
.9000
.9000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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.122325
.017912
.350485
.911413
.534146
.350485
.213309
.213309
.534146
.739918
.534146
.911413
.911413
.350485
.534146
.911413
.122325
.035174
.066882
.122325
.213309
.002043
.739918
.350485
.350485
.534146
.122325
.213309

FRPRPORRPRPEFREPRPPRPPORRERPREPRPRPRERERERREREROROO

.9000 *
.9000 *
.0000
.8000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random

excursion (variant)
binary sequences.

test is approximately

0.895607 for a sample size =

10

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_50psf_24jrfout_afX

(10ns system clk % cycle, 50 ps difference in frequency, 24 ps jitter zone sampled on the
rising edge and falling edge for data sets a through f and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

0 1 0 2 2 2 0 1 1 1 0.739918 1.0000 frequency

3 1 1 1 1 0 0 1 0 2 0.534146 1.0000 block-frequency

0 0 2 1 0 1 2 1 2 1 0.739918 1.0000 cumulative-sums

0 1 1 0 0 1 1 3 1 2 0.534146 1.0000 cumulative-sums

2 0 2 1 2 1 0 2 0 0 0.534146 1.0000 runs

2 0 2 2 0 1 0 0 3 0 0.213309 0.9000 * fft

1 2 1 1 2 0 0 2 1 0 0.739918 1.0000 nonperiodic-templates
1 0 2 2 0 2 0 3 0 0 0.213309 1.0000 nonperiodic-templates
0 3 1 0 0 1 0 2 2 1 0.350485 1.0000 nonperiodic-templates
1 0 2 0 1 1 1 2 0 2 0.739918 1.0000 nonperiodic-templates
1 0 0 1 1 2 0 1 4 0 0.122325 1.0000 nonperiodic-templates
2 0 1 0 1 0 1 1 3 1 0.534146 1.0000 nonperiodic-templates
0 1 1 0 0 2 0 2 3 1 0.350485 1.0000 nonperiodic-templates
1 1 0 1 0 3 0 0 3 1 0.213309 1.0000 nonperiodic-templates
1 0 1 1 0 2 0 1 2 2 0.739918 1.0000 nonperiodic-templates
1 1 1 0 1 3 0 2 1 0 0.534146 1.0000 nonperiodic-templates
1 1 0 1 0 2 0 2 2 1 0.739918 1.0000 nonperiodic-templates
1 0 2 1 0 1 2 1 2 0 0.739918 1.0000 nonperiodic-templates
2 0 0 2 0 3 0 0 2 1 0.213309 0.8000 * nonperiodic-templates
1 1 1 0 2 2 0 1 2 0 0.739918 1.0000 nonperiodic-templates
1 0 1 1 0 2 1 2 2 0 0.739918 1.0000 nonperiodic-templates
1 1 0 1 1 3 0 1 1 1 0.739918 1.0000 nonperiodic-templates
1 0 0 1 2 1 1 2 1 1 0.911413 0.9000 * nonperiodic-templates
0 1 1 0 3 2 3 0 0 0 0.122325 1.0000 nonperiodic-templates
1 0 2 0 0 1 1 4 1 0 0.122325 1.0000 nonperiodic-templates
1 1 0 0 0 5 0 2 1 0 0.008879 1.0000 nonperiodic-templates
2 0 0 0 0 0 2 3 2 1 0.213309 1.0000 nonperiodic-templates
1 3 0 1 0 2 1 0 2 0 0.350485 1.0000 nonperiodic-templates
0 1 1 0 1 1 2 2 0 2 0.739918 1.0000 nonperiodic-templates
0 2 0 1 0 1 1 1 2 2 0.739918 1.0000 nonperiodic-templates
2 1 0 1 1 2 0 1 2 0 0.739918 0.9000 * nonperiodic-templates
2 0 3 0 0 0 1 2 0 2 0.213309 0.9000 * nonperiodic-templates
1 1 0 2 1 2 0 2 0 1 0.739918 0.9000 * nonperiodic-templates
0 3 0 0 2 3 1 0 0 1 0.122325 1.0000 nonperiodic-templates
0 0 2 0 1 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
0 2 3 0 1 1 0 1 1 1 0.534146 1.0000 nonperiodic-templates
2 3 2 0 0 1 0 2 0 0 0.213309 1.0000 nonperiodic-templates
0 0 0 2 1 2 0 1 2 2 0.534146 1.0000 nonperiodic-templates
0 0 2 2 1 2 0 0 2 1 0.534146 1.0000 nonperiodic-templates
0 0 2 2 2 1 0 3 0 0 0.213309 1.0000 nonperiodic-templates
1 0 0 2 0 1 1 3 1 1 0.534146 1.0000 nonperiodic-templates
0 1 1 2 0 0 0 1 2 3 0.350485 1.0000 nonperiodic-templates
0 0 3 0 1 2 0 1 2 1 0.350485 1.0000 nonperiodic-templates
2 1 1 0 2 0 0 3 1 0 0.350485 1.0000 nonperiodic-templates
0 2 2 1 0 1 2 0 1 1 0.739918 1.0000 nonperiodic-templates
0 1 2 1 0 1 1 1 3 0 0.534146 1.0000 nonperiodic-templates
2 1 0 3 0 2 0 1 0 1 0.350485 1.0000 nonperiodic-templates
0 1 1 1 0 2 2 2 1 0 0.739918 1.0000 nonperiodic-templates
3 1 0 0 0 2 0 1 3 0 0.122325 0.9000 * nonperiodic-templates
2 4 0 1 0 1 1 0 0 1 0.122325 0.9000 * nonperiodic-templates
0 0 2 3 1 1 1 1 1 0 0.534146 1.0000 nonperiodic-templates
2 2 0 3 0 0 0 1 2 0 0.213309 1.0000 nonperiodic-templates
0 1 0 2 1 1 0 2 2 1 0.739918 1.0000 nonperiodic-templates
1 1 2 1 0 0 1 2 2 0 0.739918 1.0000 nonperiodic-templates
1 1 1 2 0 0 1 1 1 2 0.911413 1.0000 nonperiodic-templates
3 2 0 0 1 1 1 1 0 1 0.534146 0.9000 * nonperiodic-templates
0 0 2 1 0 2 2 0 1 2 0.534146 1.0000 nonperiodic-templates
2 0 1 1 0 2 2 0 2 0 0.534146 1.0000 nonperiodic-templates
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OO NRFEPNORFONRPFEFNNMREFEFNMEFNRFRPRWORRPRPPEPREPNMNORFRPNMRPRPONMORPRERPREPPEPEPEPPONORPRPOWRERPRENMNMWNMNMRERPRPOORRPEPPEPPORPORPROONOOO

NOOORFRPRORFRPROORF WRFRFNMNRFPOFRPNMNMNRPEPENMNORPRPFEPNORFRPPEPNMNRPROORFPROORFRPRWOORFRPROWRFORFRPRONEFNOWRONMMNMEFOREPNMREPRPWORLRNORRPEROORREO

P NP PP OWORRONMNRFPORPRPPOOWRWORPFPONRPEPRERPPEPNMNEPFEPNORPRPPORPNMNMORPNMNMRPRORPPFPOOORFRPROWORRORPRPOOOORROORONO-R

ORFRPORFRPROORFRPROORFRPRORFRPROFPROORFRPROONRFOORFFRORFRPROORFRPRORFRPRRPFPORPPEPNOOORRRERPREPREPPPPOOORPRORFRPROORFRPREFWOONONONMENRERRERL,OREDN

OO PP NP WORFRORFRPRORFRPRPFPOOOORFRPRPFPOORFRPRRPFPRPOOOORFRFROORFRPROOOONRPFONOOOORFRPRPFOOOOONOORFRFONRFNRFROORFRONMWORLR

NNOMNNOWNWNRFRFRERPNORFPONMRPEFRERPNWNDNDMDNMNONMNRPEFONMNMDNMREFWONMNMNOUOUORERENMNONMOPRNREFREPNMOOUONMRENMNMWORNMNRFRREPRERWNMOORRELEREREW

OO P OONOONOOOOHFHFNHFOOORFRRRFPORFRPRRPFPORPPFPOORFRPRORFFOORFRPROORFRPPFPORFFOOONOORFFOOOORFRPROORFFPEPNMNOOOORrR,ROOORNE O

NP NORFRPONMNONONNMNNMNREFNONRPEFNORREFNONMNWNREFNNOWWOONRFONORRPEPOORNMNMNONMWNROOPMORPRWNRFRF WWNENMOOORRFERH

OB WONNMNKEFNRFRPOFPRNMNOWRRFRFONMRPFFRERPEPNRFPFWRFRONMREFRWREFREFNMNMRENMNOWRONRPEAENRERPEPRPRPWWNMNOR, WEFONMNMDMREPRERREPNMREROWWEREWREWNRE

woorrorrHrNnNRFRrFPRPORFRROOORPFRFOOONMNORPFROOPRREREPREPERPRPWOOWNMNOREFNMNNMHRROORRPPPORFPOORFRONMRFOOOORREFREFRERRERERERREP,ORE WO

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.534146
.534146
.534146
.350485
.534146
.008879
.534146
.350485
.350485
.534146
.350485
.534146
.739918
.534146
.350485
.534146
.066882
.350485
.350485
.739918
.000954
.350485
.066882
.534146
.911413
.534146
.739918
.066882
.122325
.739918
.739918
.350485
.739918
.534146
.002043
.534146
.534146
.534146
.122325
.534146
.911413
.350485
.739918
.122325
.739918
.534146
.739918
.534146
.739918
.739918
.739918
.350485
.350485
.534146
.534146
.000439
.739918
.739918
.534146
.739918
.534146
.739918
.213309
.350485
.534146
.213309
.739918
.122325
.350485
.066882
.213309
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.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



1 1 2 0 0 1 0 3 2 0 0.350485 0
0 1 2 1 0 3 0 2 1 0 0.350485 1
1 0 0 0 1 2 1 2 3 0 0.350485 0
2 2 0 0 1 3 0 0 2 0 0.213309 0
0 3 1 1 1 2 1 0 1 0 0.534146 1
1 2 0 0 1 1 2 1 1 1 0.911413 1
1 1 1 1 0 2 0 1 0 3 0.534146 1
1 0 0 0 0 3 1 1 2 2 0.350485 1
1 0 0 1 0 0 1 4 3 0 0.035174 1
2 0 1 0 2 0 1 2 1 1 0.739918 1
0 0 0 0 2 1 3 1 2 1 0.350485 1
1 1 0 1 0 1 0 3 3 0 0.213309 1
0 2 0 0 1 3 0 3 0 1 0.122325 1
1 1 1 1 2 1 1 0 2 0 0.911413 1
3 3 0 0 0 2 0 1 1 0 0.122325 0
2 0 1 0 1 2 0 0 2 2 0.534146 1
2 2 0 2 0 1 1 2 0 0 0.534146 1
3 1 1 0 0 0 0 1 3 1 0.213309 0
1 0 3 0 0 3 0 1 0 2 0.122325 1
1 2 1 1 2 0 0 2 1 0 0.739918 1
1 3 0 1 0 3 0 1 1 0 0.213309 1
2 1 2 1 0 2 0 0 0 2 0.534146 1
0 2 1 1 0 2 1 1 2 0 0.739918 1
1 1 0 0 0 1 1 1 2 3 0.534146 0
2 1 1 0 1 1 0 0 4 0 0.122325 1
1 2 1 0 1 2 0 2 1 0 0.739918 1
3 1 1 0 0 1 1 0 1 2 0.534146 1
3 0 1 1 2 0 1 0 1 1 0.534146 0

.9000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_50psf_24jrfout_lg XORed.txt

(10ns system clk % cycle, 50 ps difference in frequency, 24 ps jitter zone sampled on the
rising edge and falling edge for data sets 1 through g and consecutive outputs Xored)

Cl C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

1 0 1 2 0 0 3 1 2 0 0.350485 1.0000 frequency

2 3 1 0 1 1 0 1 1 0 0.534146 1.0000 block-frequency

1 0 0 3 0 1 1 2 2 0 0.350485 1.0000 cumulative-sums

1 1 0 1 2 2 1 1 0 1 0.911413 1.0000 cumulative-sums

0 1 1 0 2 0 1 2 1 2 0.739918 1.0000 runs

1 0 1 1 5 0 1 0 1 0 0.017912 1.0000 fft

3 0 0 1 3 2 1 0 0 0 0.122325 0.8000 * nonperiodic-templates
3 1 1 1 3 0 1 0 0 0 0.213309 1.0000 nonperiodic-templates
1 2 0 0 2 0 0 1 3 1 0.350485 1.0000 nonperiodic-templates
0 0 0 2 1 1 0 1 3 2 0.350485 1.0000 nonperiodic-templates
2 1 2 1 2 1 0 0 1 0 0.739918 1.0000 nonperiodic-templates
2 1 0 1 0 2 1 1 0 2 0.739918 1.0000 nonperiodic-templates
1 1 1 0 2 0 0 3 2 0 0.350485 1.0000 nonperiodic-templates
1 1 1 2 0 1 0 2 0 2 0.739918 1.0000 nonperiodic-templates
4 0 3 0 1 0 0 1 1 0 0.035174 1.0000 nonperiodic-templates
1 1 2 1 0 1 1 0 2 1 0.911413 1.0000 nonperiodic-templates
0 2 1 1 1 0 2 2 1 0 0.739918 1.0000 nonperiodic-templates
1 2 1 0 1 1 1 2 0 1 0.911413 1.0000 nonperiodic-templates
2 2 2 0 0 0 1 1 2 0 0.534146 1.0000 nonperiodic-templates
1 1 1 1 0 0 2 1 1 2 0.911413 1.0000 nonperiodic-templates
1 0 1 1 2 0 2 1 2 0 0.739918 1.0000 nonperiodic-templates
2 2 1 1 0 1 0 2 0 1 0.739918 1.0000 nonperiodic-templates
1 1 3 0 0 1 0 2 2 0 0.350485 1.0000 nonperiodic-templates
0 2 2 1 0 1 0 1 1 2 0.739918 1.0000 nonperiodic-templates
2 0 0 1 1 3 0 1 1 1 0.534146 0.9000 * nonperiodic-templates
0 0 0 2 1 2 0 2 2 1 0.534146 1.0000 nonperiodic-templates
0 2 3 0 2 0 1 1 1 0 0.350485 1.0000 nonperiodic-templates
3 0 1 2 2 0 0 0 1 1 0.350485 0.9000 * nonperiodic-templates
0 1 1 2 0 1 2 1 0 2 0.739918 1.0000 nonperiodic-templates
1 2 0 1 0 3 1 1 1 0 0.534146 1.0000 nonperiodic-templates
2 1 0 1 2 0 2 2 0 0 0.534146 0.9000 * nonperiodic-templates
2 4 1 2 0 0 1 0 0 0 0.066882 1.0000 nonperiodic-templates
1 1 0 4 1 1 0 0 1 1 0.213309 1.0000 nonperiodic-templates
0 1 1 1 2 2 1 0 2 0 0.739918 1.0000 nonperiodic-templates
1 0 3 2 1 0 0 0 2 1 0.350485 1.0000 nonperiodic-templates
3 0 0 1 2 0 0 2 0 2 0.213309 0.9000 * nonperiodic-templates
2 1 2 0 2 0 2 0 1 0 0.534146 1.0000 nonperiodic-templates
2 0 1 0 1 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 3 1 0 1 1 1 1 0.739918 1.0000 nonperiodic-templates
2 3 1 0 0 1 1 1 0 1 0.534146 0.9000 * nonperiodic-templates
0 0 2 1 3 0 0 1 2 1 0.350485 1.0000 nonperiodic-templates
0 0 2 1 0 1 3 1 1 1 0.534146 1.0000 nonperiodic-templates
1 1 0 1 0 1 1 3 0 2 0.534146 1.0000 nonperiodic-templates
0 1 0 2 0 1 2 0 4 0 0.066882 1.0000 nonperiodic-templates
2 1 1 1 2 0 1 1 0 1 0.911413 1.0000 nonperiodic-templates
1 0 1 0 2 3 2 1 0 0 0.350485 1.0000 nonperiodic-templates
2 0 0 0 0 1 1 2 2 2 0.534146 1.0000 nonperiodic-templates
2 3 1 2 1 1 0 0 0 0 0.350485 1.0000 nonperiodic-templates
1 0 0 1 0 2 3 0 2 1 0.350485 1.0000 nonperiodic-templates
1 1 1 3 0 1 1 1 0 1 0.739918 1.0000 nonperiodic-templates
1 2 1 0 1 0 0 1 3 1 0.534146 1.0000 nonperiodic-templates
1 1 1 0 0 0 2 2 2 1 0.739918 1.0000 nonperiodic-templates
2 0 0 2 1 1 1 1 0 2 0.739918 1.0000 nonperiodic-templates
0 2 1 2 1 0 2 1 1 0 0.739918 1.0000 nonperiodic-templates
2 1 0 0 3 1 0 1 2 0 0.350485 1.0000 nonperiodic-templates
1 0 0 1 4 1 1 1 1 0 0.213309 1.0000 nonperiodic-templates
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POORREPPMMWORPNMNFNMREPFNMNRFRPPRPORFPOONRFRORFRPNOOORREPRERPREPEREPREPPONMNMONMWORRPRPORPPORFPOORFRPRONMNREFORPRREENMNNMRFEPNRRPRPORLRREORO

PR RPRPRPRPRPPRPORPRPRPRPRPONMRPPONRPFPORPONNMDENREMAMOWNOORREPREPPOONMPEFNRPRPOORPREFEPWONMNRPOOPRPENNMEREPNMNMOONONMOONEREREW

PP NORPRPFPONOOOOORFRFRPFORFRPRNMNNMRFRORFRPRPFPOORFRPROPMPRERERPREPREPMAORFRPROWORRORPRNMNWRPPERPOPFPOOWNORRORRERPRERPREPREPEPNMNORPENMNMORE, WHE

NP ORFRPNOOONRPFRFRPRORPRRPFPPEFPONMNRPFPOOOONOONREFNOONDNMNDDNONRPEFROORFRFR WNMNMRPEPORPOONMOWONONRPFORRPORFRPRNOOWRRERONOO-R

HFONRFRPRPRPORRFERRPRPORRPERPORNNOFRREFNRPONFHFOONRFFOREFRERPWRNRERFNMNRORRPENREAMRPRORREFREPREPWWONRFRENORRERENDNNWO R

OWOORFRFRWORFRNRPFPFORPRRPOPORPNORFRPREPWNONONNOONORFOORFRFRONWORORRPREPNRPEPREPRPWRPRORFPONMRPORPRORPNMREFONMREB®NDNDONDN
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.350485
.534146
.350485
.534146
.066882
.739918
.739918
.035174
.350485
.739918
.911413
.739918
.911413
.911413
.991468
.213309
.534146
.911413
.017912
.911413
.122325
.213309
.739918
.122325
.534146
.991468
.911413
.350485
.739918
.911413
.350485
.534146
.350485
.350485
.534146
.991468
.350485
.122325
.911413
.534146
.739918
.911413
.534146
.066882
.066882
.534146
.350485
.213309
.739918
.534146
.350485
.213309
.066882
.739918
.911413
.739918
.213309
.534146
.739918
.534146
.534146
.534146
.911413
.008879
.350485
.035174
.911413
.534146
.350485
.534146
.534146
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.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.9000
.9000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



.534146
.534146
.017912
.911413
.350485
.991468
.066882
.213309
.739918
.066882
.534146
.739918
.534146
.739918
.213309
.213309
.911413
.911413
.350485
.534146
.739918
.122325
.350485
.534146
.534146
.350485
.534146
.534146
.350485
.911413

FNMNWRRPRPRPRWOWNNOORNRFEFNRERFNNNRL,NREORNDOO
HFORPNRPNROONNWRHRRRERWROOOORNORRREORN
NMNWHFOORRFROOOFROFRNWORRFORFRONOONOOOO R
HOORORWNRPEPRPNHEFFEPWOORNREROROORRREORO
HFRFRPNOORRFWROOORFROOREFERERENNWOWRROO
MNOONOOONRRPEEREPREPRPNOOORMRPLOORRENONLN
FRFRPNMNWRORRFEPNRONNMNRFEFWRORFRWNRNORNOWWO
HONONWOOONOOORRFOOFRNNOOONKEORNREN
COONFONWORORFHFOORNNRHEFRFEFOOWWRENROR N
O PFPOORHFEFNOORHFHERFEFORFRPOWHOROOOR ONOR K
[eNeNeNoNeoNoNoNeoNoloNoNoNoNoNoNoNoNoNoNoNooNoNoNoloNoNoNe o)
CORRPRPRPEPRPORRPHEPORRPPORREPREPORRPLORREOOR R

.0000
.0000
.8000
.9000
.0000
.0000
.9000
.0000
.0000
.8000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.9000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_100psf_24jrfout_afX

(10ns system clk % cycle, 100 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge and falling edge for data sets a through f and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

3 1 2 0 1 1 0 0 1 1 0.534146 1.0000 frequency

1 1 1 2 1 1 2 0 0 1 0.911413 1.0000 block-frequency

2 1 1 1 1 1 0 1 2 0 0.911413 1.0000 cumulative-sums

3 2 1 0 0 1 0 1 1 1 0.534146 1.0000 cumulative-sums

0 2 1 0 1 1 1 1 1 2 0.911413 1.0000 runs

0 0 2 5 1 0 1 0 1 0 0.008879 1.0000 fft

0 0 1 2 0 0 3 1 2 1 0.350485 1.0000 nonperiodic-templates
0 0 2 0 2 2 2 0 2 0 0.350485 1.0000 nonperiodic-templates
2 0 1 1 0 0 1 3 1 1 0.534146 1.0000 nonperiodic-templates
1 0 3 0 0 2 0 3 1 0 0.122325 1.0000 nonperiodic-templates
1 0 0 1 0 2 2 1 0 3 0.350485 1.0000 nonperiodic-templates
0 1 1 2 2 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
2 1 2 2 0 0 0 0 1 2 0.534146 1.0000 nonperiodic-templates
0 1 4 2 0 1 2 0 0 0 0.066882 1.0000 nonperiodic-templates
2 1 0 2 0 0 1 2 2 0 0.534146 0.9000 * nonperiodic-templates
0 1 0 2 0 2 1 2 2 0 0.534146 1.0000 nonperiodic-templates
0 1 1 0 1 1 3 0 3 0 0.213309 1.0000 nonperiodic-templates
3 1 1 0 0 0 1 1 3 0 0.213309 1.0000 nonperiodic-templates
0 2 1 2 2 0 1 1 1 0 0.739918 1.0000 nonperiodic-templates
2 1 0 0 1 0 4 0 2 0 0.066882 0.9000 * nonperiodic-templates
1 1 0 1 2 0 4 1 0 0 0.122325 0.9000 * nonperiodic-templates
1 0 2 0 3 1 0 3 0 0 0.122325 0.9000 * nonperiodic-templates
1 2 0 0 0 1 2 2 0 2 0.534146 1.0000 nonperiodic-templates
1 1 2 0 1 2 1 0 1 1 0.911413 1.0000 nonperiodic-templates
1 1 0 1 2 1 2 0 1 1 0.911413 1.0000 nonperiodic-templates
0 0 1 1 2 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
0 0 0 1 2 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
0 2 2 0 1 0 3 0 1 1 0.350485 1.0000 nonperiodic-templates
3 0 0 1 0 2 0 2 2 0 0.213309 0.9000 * nonperiodic-templates
3 0 0 0 1 1 2 2 1 0 0.350485 0.8000 * nonperiodic-templates
1 1 1 0 0 0 2 1 3 1 0.534146 1.0000 nonperiodic-templates
0 0 1 2 0 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
1 1 0 1 0 1 2 1 2 1 0.911413 1.0000 nonperiodic-templates
0 2 1 0 2 0 2 1 1 1 0.739918 1.0000 nonperiodic-templates
1 0 2 1 2 0 1 1 1 1 0.911413 1.0000 nonperiodic-templates
0 1 1 1 1 0 1 0 4 1 0.213309 1.0000 nonperiodic-templates
1 1 2 0 0 0 0 1 1 4 0.122325 1.0000 nonperiodic-templates
1 3 1 1 0 1 0 0 3 0 0.213309 1.0000 nonperiodic-templates
3 1 1 2 2 0 0 1 0 0 0.350485 1.0000 nonperiodic-templates
1 0 2 0 0 0 4 0 2 1 0.066882 1.0000 nonperiodic-templates
1 3 1 1 1 0 1 0 1 1 0.739918 1.0000 nonperiodic-templates
1 0 0 2 0 1 2 2 1 1 0.739918 1.0000 nonperiodic-templates
1 1 0 0 3 1 0 1 2 1 0.534146 0.9000 * nonperiodic-templates
0 0 1 1 2 2 0 0 3 1 0.350485 1.0000 nonperiodic-templates
0 0 1 0 1 1 4 1 1 1 0.213309 1.0000 nonperiodic-templates
2 0 0 2 3 0 1 0 1 1 0.350485 1.0000 nonperiodic-templates
1 0 0 0 2 0 2 1 1 3 0.350485 1.0000 nonperiodic-templates
0 1 0 2 0 2 0 2 3 0 0.213309 1.0000 nonperiodic-templates
1 0 0 0 0 1 1 2 5 0 0.008879 1.0000 nonperiodic-templates
2 0 0 1 0 1 1 2 3 0 0.350485 1.0000 nonperiodic-templates
2 1 1 1 2 1 0 0 1 1 0.911413 1.0000 nonperiodic-templates
1 0 2 1 0 0 2 2 1 1 0.739918 1.0000 nonperiodic-templates
1 1 3 1 0 0 0 2 1 1 0.534146 1.0000 nonperiodic-templates
1 0 2 1 2 1 0 2 1 0 0.739918 0.9000 * nonperiodic-templates
0 1 0 1 1 4 0 2 1 0 0.122325 1.0000 nonperiodic-templates
0 0 0 1 1 2 2 3 1 0 0.350485 1.0000 nonperiodic-templates
1 1 1 0 1 2 0 3 0 1 0.534146 1.0000 nonperiodic-templates
1 0 1 2 2 2 1 1 0 0 0.739918 0.9000 * nonperiodic-templates
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OO RFRPORFRPNOFRFORFWRFRPROORFFENOPMPMORFRPRWRERPRRPFRPORPPEPNOORPREFREPREPRPORPENMNNMNONMRPEPONNDMRPEPOOOOOOONOONMNMNMORLRNORFRFOORLRNMODNLE

OrRORFRPRRFPPFPPFPNMNRFRPROORFRPRRPFPOFPPFPORFPROORPRPFPPFPOORFRPRORFPRONOOOOONRFRRFRPROORPRRPRPORPRPORFPORPREPREPNMREPPEPONMNMPOORPREPOORPROR,WNDNO

P NP OORFRFR WHFEFONMNNMORPROOORFR WRHRRFRPWONORFRPNORFRENNMNMNMREFPORPNMNNMEPRERPPEPORPORPROOONMREFENMNNWNWORFROOWOOOOORREREREPEOOO-R

ORFRPR WHRRPOPFPOORFRPROOPRPFEPNMNOOORFRPROOORREFREPREPENNMNMNEFNMNONOOWROORFOWRORPRNRPEFOOORPRONORFFORPRNMONMMNMORERRPEPROONMOON

NP OPRNOOORPRRPFPONREPRERPREPFNOWONREFNWORNORPRPEPOOONDMNORFRFROOWOOMNWOOOR,RRF WNMNNMNRHRPONREPRPRPOORPRNMNEFEMMOORL,ORREO

NPFRPORFRPNMNRFRPONMPRPRPRPREPPWORRWMNMNMNWNRERPRPRONMORPRORPNONMNWENWRERORERPNNMDMNOOOWRER WPARORPRNRFRPROOWNNMRPERPONMNORFRNENMRERRERWORO

ORFRP OOFRFRNWORNRFNMNREFNMNNMONMPEFPFPRPORFRPRORFPRPFPWRPROORFRRNOORFRPRORFRPRPFPOORFRPNREPRPREPPOWORMARPRPEPRPWERONMRPOONMNORERNNMDMENMNMDMONDEDN

OFR P NONRKFFEFRPRPRPRPONMRPEPFNRPFPORPROOWRNONMRPEPOPMMODOORRNMNOMNMONMWERERRENMNRPRPRPWRNMNRPPEPRPORPRORPENEFNMRPRPWOONEFNMREROOWO-R

BN WOORFRPFPFEFEPFRPONMOOOONRPFOOOOONORFRFRORFORFRRNMNWONMNONMOOWONMNNMRFONMNORFRFPFPOONMRFRFORFRPRPFPOORPRRPRPORFRWROORNMNMRERPOROW

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.350485
.350485
.350485
.066882
.911413
.350485
.911413
.122325
.213309
.911413
.350485
.350485
.213309
.534146
.739918
.739918
.213309
.534146
.534146
.534146
.739918
.739918
.035174
.122325
.534146
.350485
.122325
.534146
.213309
.911413
.739918
.534146
.350485
.739918
.122325
.739918
.350485
.534146
.739918
.213309
.350485
.350485
.739918
.739918
.035174
.911413
.534146
.350485
.350485
.350485
.739918
.350485
.035174
.122325
.350485
.739918
.739918
.350485
.213309
.739918
.350485
.911413
.213309
.739918
.213309
.739918
.739918
.122325
.213309
.911413
.066882
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.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.9000 *
.9000 *
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.9000 *
.0000
.9000 *
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000 *
.0000
.0000
.9000 *

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



1 0 0 1 0 2 3 0 1 2 0.350485 1
0 0 0 3 1 2 1 1 1 1 0.534146 1
3 0 0 1 2 0 2 0 2 0 0.213309 1
1 3 0 1 1 2 0 0 2 0 0.350485 1
2 0 2 1 0 2 0 2 1 0 0.534146 0
0 2 3 0 1 1 0 0 0 3 0.122325 1
3 0 1 3 0 0 0 0 3 0 0.035174 0
1 1 0 1 2 1 1 1 1 1 0.991468 0
0 1 0 1 1 3 2 1 0 1 0.534146 1
1 1 2 2 0 0 1 0 0 3 0.350485 1
2 0 0 1 1 1 0 2 2 1 0.739918 1
1 0 0 1 0 1 0 1 2 4 0.122325 0
2 1 1 2 2 0 0 0 0 2 0.534146 0
2 0 1 0 2 0 0 2 3 0 0.213309 1
2 0 0 1 3 0 2 1 1 0 0.350485 1
2 1 0 3 0 0 1 1 1 1 0.534146 1
1 1 1 0 2 0 1 1 2 1 0.911413 1
1 0 2 0 2 1 0 1 2 1 0.739918 1
1 1 1 2 1 3 1 0 0 0 0.534146 1
0 0 2 1 0 0 3 1 2 1 0.350485 1
1 0 0 3 2 1 0 2 1 0 0.350485 0
1 1 1 0 2 0 3 0 2 0 0.350485 1
0 0 0 2 1 1 3 2 1 0 0.350485 1
0 1 1 1 1 1 1 2 1 1 0.991468 1
1 1 0 2 3 1 1 1 0 0 0.534146 1
1 0 2 0 1 0 0 2 2 2 0.534146 1
1 1 0 0 0 1 1 2 1 3 0.534146 1
1 0 1 1 1 0 3 0 2 1 0.534146 1

.0000
.0000
.0000
.0000
.9000
.0000
.9000
.9000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_100psf_24jrfout_lg XORed.txt

(10ns system clk % cycle, 100 ps difference in frequency, 24 ps jitter zone sampled on
the rising edge and falling edge for data sets 1 through g and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

1 2 0 1 1 0 0 3 1 1 0.534146 1.0000 frequency

1 4 0 3 0 0 0 1 1 0 0.035174 1.0000 block-frequency

0 2 3 1 2 1 0 0 0 1 0.350485 1.0000 cumulative-sums

1 2 0 2 2 1 0 0 2 0 0.534146 1.0000 cumulative-sums

4 1 1 0 2 1 0 1 0 0 0.122325 1.0000 runs

0 0 0 0 3 1 0 1 5 0 0.002043 1.0000 fft

0 0 1 3 0 1 1 2 2 0 0.350485 1.0000 nonperiodic-templates
1 0 0 1 2 0 1 2 2 1 0.739918 1.0000 nonperiodic-templates
1 0 0 1 1 0 2 1 2 2 0.739918 1.0000 nonperiodic-templates
1 0 1 0 2 0 2 2 1 1 0.739918 0.9000 * nonperiodic-templates
0 1 0 3 1 0 1 1 1 2 0.534146 1.0000 nonperiodic-templates
0 0 1 2 1 1 4 1 0 0 0.122325 1.0000 nonperiodic-templates
2 0 1 0 0 1 2 1 1 2 0.739918 1.0000 nonperiodic-templates
0 0 2 0 1 2 2 1 2 0 0.534146 1.0000 nonperiodic-templates
1 0 2 1 0 2 1 2 0 1 0.739918 1.0000 nonperiodic-templates
0 0 2 0 2 1 0 3 1 1 0.350485 1.0000 nonperiodic-templates
0 2 0 0 2 1 2 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 1 1 1 2 1 0 2 2 0.739918 1.0000 nonperiodic-templates
1 0 1 2 1 1 3 0 1 0 0.534146 1.0000 nonperiodic-templates
3 1 1 0 0 0 1 2 1 1 0.534146 1.0000 nonperiodic-templates
1 0 0 0 1 3 0 0 2 3 0.122325 1.0000 nonperiodic-templates
3 3 0 0 0 0 0 1 3 0 0.035174 0.8000 * nonperiodic-templates
1 2 0 2 0 3 0 1 1 0 0.350485 1.0000 nonperiodic-templates
1 0 3 2 1 0 2 0 1 0 0.350485 1.0000 nonperiodic-templates
0 0 2 0 0 1 2 3 1 1 0.350485 1.0000 nonperiodic-templates
1 0 1 1 1 0 1 0 2 3 0.534146 1.0000 nonperiodic-templates
4 0 2 0 1 0 2 1 0 0 0.066882 1.0000 nonperiodic-templates
1 1 1 0 1 2 1 1 1 1 0.9914e68 1.0000 nonperiodic-templates
0 1 0 0 1 2 3 2 0 1 0.350485 1.0000 nonperiodic-templates
0 2 1 2 0 1 1 1 0 2 0.739918 1.0000 nonperiodic-templates
2 1 0 1 2 0 2 0 2 0 0.534146 1.0000 nonperiodic-templates
0 0 1 1 1 4 3 0 0 0 0.035174 1.0000 nonperiodic-templates
2 0 0 0 0 2 2 1 2 1 0.534146 0.9000 * nonperiodic-templates
0 1 2 0 1 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
0 0 0 3 0 0 2 1 1 3 0.122325 1.0000 nonperiodic-templates
0 0 1 1 0 1 3 0 3 1 0.213309 1.0000 nonperiodic-templates
3 1 0 1 2 0 1 0 2 0 0.350485 0.9000 * nonperiodic-templates
1 3 1 1 0 2 1 0 1 0 0.534146 1.0000 nonperiodic-templates
1 1 1 1 1 0 0 1 3 1 0.739918 1.0000 nonperiodic-templates
0 0 0 2 1 2 2 1 2 0 0.534146 1.0000 nonperiodic-templates
2 0 2 0 1 0 0 2 1 2 0.534146 0.9000 * nonperiodic-templates
1 0 1 0 0 2 3 1 1 1 0.534146 0.9000 * nonperiodic-templates
0 1 2 3 1 0 2 1 0 0 0.350485 1.0000 nonperiodic-templates
0 1 0 2 3 1 1 0 2 0 0.350485 1.0000 nonperiodic-templates
0 0 0 0 1 2 2 2 1 2 0.534146 1.0000 nonperiodic-templates
2 0 0 2 0 0 0 4 2 0 0.035174 1.0000 nonperiodic-templates
2 1 1 2 1 0 2 0 1 0 0.739918 1.0000 nonperiodic-templates
1 1 2 0 0 1 1 1 3 0 0.534146 1.0000 nonperiodic-templates
3 1 1 1 0 1 1 0 2 0 0.534146 1.0000 nonperiodic-templates
2 2 0 0 1 0 2 3 0 0 0.213309 1.0000 nonperiodic-templates
0 0 1 2 1 1 2 2 0 1 0.739918 1.0000 nonperiodic-templates
3 0 1 3 0 1 0 1 1 0 0.213309 0.9000 * nonperiodic-templates
1 0 0 2 1 1 1 1 1 2 0.911413 1.0000 nonperiodic-templates
0 0 2 0 2 2 2 1 1 0 0.534146 1.0000 nonperiodic-templates
1 0 0 0 2 2 4 1 0 0 0.066882 1.0000 nonperiodic-templates
2 0 0 3 2 0 1 0 0 2 0.213309 0.9000 * nonperiodic-templates
3 1 1 0 0 0 2 1 0 2 0.350485 0.9000 * nonperiodic-templates
2 1 1 0 0 0 2 1 2 1 0.739918 0.9000 * nonperiodic-templates

94
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P NP ORPRPOONOWR WREFRONDNMNONRPEPRPRPOOOONNREFNOOOONONNREFRERPREPRPERPOWOONRPEPRPEFPORPOOORERNENMNMNMREFNMRPRPOONMORRELERELPORENDN

ORFR P OOFRFPFPFENOORFRPROONMNOWKERRPFEPNOORFRPNNMNMMNMENORFRPROFRPNRPOORFRPRONORFFOORFRPROOWRRPRRPORPRPPEPOPFPOOORFRPRONMNMNOORNMOOON

WE NMNWNPRPRPPRPOOONWRRERPRERPORPNMWORNMNOWRREPRERPRPOWWRERONMNMNREPNOORNNMNREFNNMNONMNMRPEPENRFROONMNMMOOOR,RREFREFRERPRPOOOROR

ORFRP ONOOOFHRORFRPRORFRPROONPONRPFOOFFEFNNMNMRPFPOORFRPRNOORFPROOWROOORFFORFRPRONOORPRPRPRPORPPEPONORFPONMNORFRPONEMANDMNOWRELR

NOWNOONMENONORRFPOORFPONONNORFORPNONOONOOORFR,PFPEPONMNMWREMAMORFRPORPRPREPRPPPOOONMRPOWWNRERFWRERERNDMOREDNDLE

P ORPRPNOBRRENEWONNDNMNRERPRPERPOONMNMEFENORREFPWNMNREROUODOONRFORPRENNMRHRRPORPRORFPRORPRPRPORPRPEPNPORFRPORPROOORERENMNMNMNOWNDDNO

OWRPFRPOFFPFPFNORFPOMNMNOWORROOONRFEFRFRPENMNNMORFRPRRPRPRPEPPEPOFPNMNWOOOROORRRPEPREPNOORFRPREFRERPNMNORNMNMNMENMOWRRERPRPRPORFPOONMEONO

WNORFRFEFEPNONRPEFEFNOMNMREFNNMONMNPEFRPFRPOWONRKFRFRPROFPRORPREFPEPNRFRPRORPPOWRRPFPOOOOREFNORREMSANRFEFEPEPPEFPONMEPRERPNMNMNOOR, WORREREO

OO OO FPOFRPRRPFPOORFRFROOOOOOORFRFRONRPFOONRKFPRPRORFRPRORFRPNORRPREPEPAWNMNNMOONREFRERPREPRPONMNMRERPPERPOPFPFOWRNMNRPEPOOOR OOWK®RERO

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.350485
.739918
.534146
.035174
.534146
.350485
.122325
.534146
.350485
.739918
.534146
.350485
.350485
.350485
.534146
.911413
.534146
.122325
.911413
.911413
.066882
.911413
.991468
.991468
.350485
.739918
.213309
.122325
.350485
.350485
.911413
.350485
.066882
.534146
.911413
.350485
.008879
.213309
.739918
.350485
.002043
.534146
.739918
.534146
.911413
.739918
.213309
.534146
.911413
.739918
.350485
.350485
.739918
.122325
.350485
.066882
.534146
.350485
.122325
.739918
.066882
.066882
.534146
.911413
.122325
.122325
.350485
.350485
.534146
.350485
.122325
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.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.9000
.9000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



0 0 2 2 0 0 0 5 0 1 0.004301 1
1 2 1 3 0 0 0 2 0 1 0.350485 0
0 1 1 1 2 0 2 2 1 0 0.739918 1
2 2 1 0 0 1 1 2 0 1 0.739918 0
0 2 2 0 1 1 0 2 1 1 0.739918 1
0 2 0 1 0 1 1 1 3 1 0.534146 1
2 0 0 2 2 0 1 2 0 1 0.534146 1
3 2 0 1 0 0 1 0 2 1 0.350485 1
1 0 2 1 0 1 2 0 3 0 0.350485 1
1 2 0 1 1 1 1 2 1 0 0.911413 0
3 0 1 0 0 1 1 2 1 1 0.534146 1
0 1 0 0 2 1 2 1 2 1 0.739918 1
1 1 2 0 0 1 1 1 2 1 0.911413 1
0 1 1 0 2 1 1 2 1 1 0.911413 1
2 0 1 0 2 1 1 1 2 0 0.739918 1
0 2 2 1 0 1 1 2 0 1 0.739918 1
0 0 1 1 1 3 1 1 0 2 0.534146 1
2 0 1 0 1 1 0 3 1 1 0.534146 1
0 2 2 0 1 2 0 3 0 0 0.213309 1
0 0 1 3 0 1 1 2 2 0 0.350485 1
2 0 1 1 0 1 2 1 1 1 0.911413 0
0 0 1 0 2 3 1 3 0 0 0.122325 1
0 0 1 1 1 2 3 0 1 1 0.534146 1
0 2 1 1 2 1 1 0 1 1 0.911413 1
0 0 0 1 0 1 0 1 5 2 0.008879 1
3 3 0 1 0 1 0 0 0 2 0.122325 1
2 2 0 1 1 1 0 0 2 1 0.739918 1
1 1 1 1 1 1 1 0 2 1 0.991468 1

.0000
.9000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_120psf_24jrfout_af_ XORed.txt

(10ns system clk % cycle, 120 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets a through f and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

7 2 0 1 0 0 0 0 0 0 0.000001 * 0.4000 * frequency

3 4 1 1 0 0 0 1 0 0 0.035174 0.9000 * Dblock-frequency

8 1 0 0 0 1 0 0 0 0 0.000000 * 0.4000 * cumulative-sums

7 2 0 0 1 0 0 0 0 0 0.000001 * 0.3000 * cumulative-sums

2 0 3 0 0 1 1 0 0 3 0.122325 0.9000 * runs

0 2 0 1 1 0 1 1 4 0 0.122325 1.0000 fft

0 0 1 2 3 1 1 1 0 1 0.534146 1.0000 nonperiodic-templates
0 0 2 2 2 1 2 0 0 1 0.534146 1.0000 nonperiodic-templates
2 0 2 1 0 1 1 1 2 0 0.739918 1.0000 nonperiodic-templates
0 0 3 0 1 1 0 1 2 2 0.350485 1.0000 nonperiodic-templates
0 0 1 1 2 0 0 1 3 2 0.350485 1.0000 nonperiodic-templates
0 0 0 1 2 2 2 3 0 0 0.213309 1.0000 nonperiodic-templates
1 2 1 2 0 1 1 1 0 1 0.911413 1.0000 nonperiodic-templates
0 0 1 1 2 1 1 2 2 0 0.739918 1.0000 nonperiodic-templates
0 0 2 0 1 1 1 2 1 2 0.739918 1.0000 nonperiodic-templates
0 2 0 3 0 2 1 0 2 0 0.213309 1.0000 nonperiodic-templates
2 0 2 0 0 1 2 2 1 0 0.534146 0.9000 * nonperiodic-templates
1 0 1 1 1 2 1 1 2 0 0.911413 1.0000 nonperiodic-templates
0 1 2 1 0 1 1 0 4 0 0.122325 1.0000 nonperiodic-templates
1 1 1 1 1 0 1 1 1 2 0.991468 1.0000 nonperiodic-templates
1 1 1 3 0 1 1 1 0 1 0.739918 0.9000 * nonperiodic-templates
1 2 1 2 0 0 1 1 1 1 0.911413 1.0000 nonperiodic-templates
0 2 1 0 0 0 2 1 1 3 0.350485 1.0000 nonperiodic-templates
0 0 2 0 3 1 1 1 1 1 0.534146 1.0000 nonperiodic-templates
1 0 0 2 0 0 2 1 1 3 0.350485 1.0000 nonperiodic-templates
0 0 1 0 2 2 1 2 1 1 0.739918 1.0000 nonperiodic-templates
2 0 2 1 1 0 0 1 0 3 0.350485 0.9000 * nonperiodic-templates
1 3 1 1 1 1 1 1 0 0 0.739918 0.9000 * nonperiodic-templates
1 0 4 0 1 1 1 1 1 0 0.213309 1.0000 nonperiodic-templates
2 0 1 1 1 1 2 0 1 1 0.911413 1.0000 nonperiodic-templates
0 3 0 1 0 2 1 2 0 1 0.350485 1.0000 nonperiodic-templates
2 1 2 0 0 1 1 0 1 2 0.739918 0.9000 * nonperiodic-templates
1 1 0 1 1 0 3 2 0 1 0.534146 1.0000 nonperiodic-templates
2 1 1 0 0 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
2 0 1 3 0 0 2 0 0 2 0.213309 0.9000 * nonperiodic-templates
0 0 1 0 1 1 2 2 2 1 0.739918 1.0000 nonperiodic-templates
2 1 0 1 2 0 2 1 1 0 0.739918 1.0000 nonperiodic-templates
0 1 0 1 4 0 1 0 1 2 0.122325 1.0000 nonperiodic-templates
2 0 0 0 2 2 1 0 1 2 0.534146 0.9000 * nonperiodic-templates
0 0 0 4 0 0 1 0 2 3 0.017912 1.0000 nonperiodic-templates
1 1 1 2 0 0 0 1 2 2 0.739918 1.0000 nonperiodic-templates
1 0 0 2 0 1 2 1 1 2 0.739918 1.0000 nonperiodic-templates
2 0 2 0 0 4 0 1 0 1 0.066882 1.0000 nonperiodic-templates
0 0 2 0 0 2 0 3 1 2 0.213309 1.0000 nonperiodic-templates
0 2 1 1 1 3 1 1 0 0 0.534146 1.0000 nonperiodic-templates
1 0 0 0 1 3 1 0 1 3 0.213309 1.0000 nonperiodic-templates
3 3 0 1 0 0 2 1 0 0 0.122325 0.9000 * nonperiodic-templates
1 0 1 1 1 1 2 1 1 1 0.9914e68 1.0000 nonperiodic-templates
0 1 0 0 2 2 2 0 2 1 0.534146 1.0000 nonperiodic-templates
0 3 0 1 1 1 1 2 0 1 0.534146 1.0000 nonperiodic-templates
0 2 3 0 1 0 0 2 1 1 0.350485 1.0000 nonperiodic-templates
0 1 0 1 2 0 1 1 3 1 0.534146 1.0000 nonperiodic-templates
0 1 0 1 2 2 0 1 0 3 0.350485 1.0000 nonperiodic-templates
0 1 1 1 0 0 3 1 0 3 0.213309 1.0000 nonperiodic-templates
0 1 0 0 1 0 3 1 2 2 0.350485 1.0000 nonperiodic-templates
1 0 1 0 2 0 2 1 2 1 0.739918 1.0000 nonperiodic-templates
1 3 2 0 0 0 0 3 0 1 0.122325 1.0000 nonperiodic-templates
0 1 0 1 1 1 2 0 2 2 0.739918 1.0000 nonperiodic-templates
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OO WMNRFRPRPOWWORRPRPORFPROONRPEFPRPRPORPOWRWRPRORFRPRWRERPRPRPUORPRPRWNMNOOORPRRPEFPRPEPORFPOOWRERREFNMNOORPRORFRPORFPOONMOWROORNMNONDNDWHE

NNORFRPRPORFRPORPRPFPOOOORFRPRREPREPRPEPPOOFPPEPREPNPOONMNONOOONWRFRORFRPRORFPRPONOOORFFOORPROOORRPFPORPROONMWEWNDNDNDOORO

NNOOOOONRKFRPRRPFRPOFRPREPNOORFPROONMNNMRFRPRPFPORPRPPORPPOPFPORPPOOOORFPORPRWERERPEPNMNNMNORPNMRPEPRPRPOFEPNOOONRFRPEPOORFFOOOR ORRH

OO RFRPORFRPRONMNRPFEFOOWNREFNORFRPRRPFPOFRPNOWOOONNMNMNORFRNRPFPOOOOPMPWHRREPRPEPPORPRPPPEPOPFPORPPEPNMNNOONMNOORFRNREFPORERNMRPEFOOOOHRLR

PPN, WORFRPRPRPRPRPPPOORFRPROO0OORFRRPPPORPFPRPOOOORFROONOOORPROPMRFPORPREPENPEBRERPONMOONONEFRENNMDMNMNDNNNMENMNOOOWOONLE

NP ORFRPRONMNMNMEFOWROWRNREFRPRPWORNREPPOORPRPEPREPNMNONMOWRMSPEPOMMNMNMNPPONMRPEFPREPENMEFNMORPRRPEPENMNMNOWOOORORRPEFONMONMDNDONDN

OO FPONNONDNMNNMNRFWRERWNDMNNNMNMNWREFRPNMNRFRFWNMRPRPRPWORPOORPROONRPEFRPRONMNRPORPROORFRPR WERENRERFRPWNMNNMNMEFONMNMRFRONMENMAENMNOORREO

OFRrFPPFPNMNRFRPROORFRPROFPFNOORFRRRFEFRPFPONMKFREPREPEPREPEPEPPWORNMWNMNMRERFREPPPRPORFPONMPEPRPRPORFPWONMNMDMREENMNONMNKEFREFRWWORORPEFPOORNRE WOLR

OWRFRMNRFRF WRFORPRRFEPNMNONOMNMREFORFRPPFPREPNORFPFOOMNMNWRFRFONRPEFREFNOORFRRPFP WONMNONRPFONRFOORREPNNMRHRFPEPORPNMMOORORRERPRPRONMRE OOLR

WO NRFRPROORFRPROORFRFROONKFRFWREFNORFRPROORFRPROOORFRPRRFPRPPFPOOONOORFRFROOFRRFEFMNMNORFRRPFPOFPPFEFRPEPNMNOORFRORFRPRPFPOORFRWORLRNORRERERERWNDEDN

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.911413
.534146
.213309
.350485
.213309
.534146
.122325
.350485
.911413
.350485
.534146
.350485
.534146
.213309
.066882
.911413
.739918
.739918
.350485
.739918
.911413
.534146
.739918
.534146
.350485
.534146
.122325
.911413
.534146
.739918
.122325
.911413
.122325
.035174
.534146
.035174
.066882
.350485
.213309
.002043
.739918
.911413
.350485
.213309
.534146
.911413
.350485
.035174
.739918
.534146
.739918
.911413
.534146
.350485
.911413
.534146
.739918
.350485
.350485
.350485
.534146
.534146
.534146
.350485
.350485
.350485
.739918
.739918
.534146
.350485
.213309
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.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.8000
.0000
.0000
.8000
.9000
.0000
.0000
.0000
.8000
.9000
.0000
.0000
.0000
.9000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.9000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



ONWRHFHROOOOUWBEBNWNNWNHOORMSOOORO
NHFRRPPRPRPRPRORFRWRNRRERNNRPRPOONREOROROR
HFWNORRPNHROORNRRERWRRPRPORORRENORNLERE O
NHEFFRPRPPRPOOONOODOOOORONRFROORREREWOR W
NOFRRFEFNNNMNNMNWRFRFORRPNOFRFWOORNORNOR WN

FNONMOONDMPMPRFROORRFRPEPPEPPOOORRRPEP,OWREOOO
P OORFR WNORFRRPFPFRPRPRPOORFPRORFPONMWWRENREFREDNDDNDDNDL-RE
OO O PFPFOWONRFPFPOFPFOOORFROONRKFRORDNMWO-R
oo NP OPMMOOOHRFHFEFEFREPREPNMRPRORFRPNMNMNMRERPRPOREONO
PR ORFRPROOOFRRPFOOORFRFRORFRFROONMNMNMRKERPREPOORODN

ol eolNeolNeoNeNeoNeoNeoNoNoloNeoNoNoNoBoNoNoloNeoNoNoBoNoNolo o Ne]

.350485
.350485
.350485
.350485
.534146
.122325
.991468
.911413
.213309
.350485
.534146
.213309
.911413
.350485
.534146
.911413
.122325
.213309
.017912
.350485
.122325
.213309
.066882
.534146
.991468
.350485
.350485
.739918

PR RPRPRPRPRPRROO0000O0ORRRRERERERORRRE

.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.9000
.9000
.7000
.8000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000

X % X X ok %

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random

excursion (variant)
binary sequences.

test is approximately

0.895607 for a sample size =

10

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_120psf_24jrfout_lg XORed.txt

(10ns system clk % cycle, 120 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets 1 through g and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

6 1 1 1 0 0 1 0 0 0 0.000439 0.9000 * frequency

3 2 1 1 1 1 1 0 0 0 0.534146 1.0000 block-frequency

6 0 2 1 0 0 0 0 1 0 0.000199 0.9000 * cumulative-sums

7 0 1 1 0 1 0 0 0 0 0.000003 * 0.8000 * cumulative-sums

1 0 0 1 0 3 2 1 0 2 0.350485 1.0000 runs

1 0 1 1 2 1 1 1 1 1 0.991468 0.9000 * fft

1 0 0 1 0 1 1 2 4 0 0.122325 1.0000 nonperiodic-templates
2 1 0 1 1 1 1 0 0 3 0.534146 0.9000 * nonperiodic-templates
1 2 0 2 2 1 1 1 0 0 0.739918 1.0000 nonperiodic-templates
2 0 0 2 0 1 1 1 1 2 0.739918 0.9000 * nonperiodic-templates
2 0 2 0 0 0 1 3 1 1 0.350485 0.9000 * nonperiodic-templates
1 1 0 1 0 3 2 1 0 1 0.534146 1.0000 nonperiodic-templates
0 3 1 1 0 2 1 0 2 0 0.350485 1.0000 nonperiodic-templates
0 1 1 0 0 0 1 3 2 2 0.350485 1.0000 nonperiodic-templates
0 1 1 3 0 1 1 2 1 0 0.534146 1.0000 nonperiodic-templates
1 0 2 2 0 2 1 1 1 0 0.739918 1.0000 nonperiodic-templates
1 1 1 0 3 1 1 1 1 0 0.739918 1.0000 nonperiodic-templates
0 2 0 1 0 0 1 2 3 1 0.350485 1.0000 nonperiodic-templates
1 1 0 1 1 1 2 2 1 0 0.911413 1.0000 nonperiodic-templates
2 0 0 2 1 1 0 2 2 0 0.534146 0.9000 * nonperiodic-templates
1 3 1 1 0 3 0 0 0 1 0.213309 1.0000 nonperiodic-templates
1 1 0 0 2 0 2 1 1 2 0.739918 0.9000 * nonperiodic-templates
1 0 0 2 0 2 2 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 0 1 1 1 1 2 1 3 0.534146 1.0000 nonperiodic-templates
0 1 2 2 1 1 0 1 2 0 0.739918 1.0000 nonperiodic-templates
0 0 1 3 1 0 3 1 0 1 0.213309 1.0000 nonperiodic-templates
1 0 0 0 1 2 1 1 4 0 0.122325 1.0000 nonperiodic-templates
1 2 1 1 1 0 1 2 0 1 0.911413 0.9000 * nonperiodic-templates
1 0 0 2 2 1 1 0 1 2 0.739918 0.9000 * nonperiodic-templates
0 0 1 1 2 2 0 1 3 0 0.350485 1.0000 nonperiodic-templates
1 0 1 0 0 2 1 3 0 2 0.350485 0.9000 * nonperiodic-templates
1 0 0 2 0 3 2 1 1 0 0.350485 1.0000 nonperiodic-templates
1 1 0 0 2 2 1 1 0 2 0.739918 0.9000 * nonperiodic-templates
1 2 0 3 0 1 1 1 0 1 0.534146 1.0000 nonperiodic-templates
3 1 0 2 0 1 1 1 0 1 0.534146 1.0000 nonperiodic-templates
1 1 0 2 1 2 2 0 1 0 0.739918 1.0000 nonperiodic-templates
3 1 1 0 0 0 1 1 2 1 0.534146 0.9000 * nonperiodic-templates
2 1 1 2 3 0 0 0 1 0 0.350485 1.0000 nonperiodic-templates
2 1 2 0 0 1 1 2 0 1 0.739918 0.9000 * nonperiodic-templates
1 3 0 1 2 1 1 0 1 0 0.534146 1.0000 nonperiodic-templates
3 1 0 0 0 1 1 1 2 1 0.534146 1.0000 nonperiodic-templates
1 1 0 0 3 2 1 1 1 0 0.534146 1.0000 nonperiodic-templates
2 1 2 0 0 1 0 0 2 2 0.534146 1.0000 nonperiodic-templates
0 1 1 0 0 0 4 0 2 2 0.066882 1.0000 nonperiodic-templates
0 0 1 1 3 0 2 1 1 1 0.534146 1.0000 nonperiodic-templates
3 1 0 0 1 1 1 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 2 0 2 1 1 2 1 1 0.739918 1.0000 nonperiodic-templates
0 1 0 2 0 3 2 0 1 1 0.350485 1.0000 nonperiodic-templates
0 2 3 0 2 0 0 1 0 2 0.213309 1.0000 nonperiodic-templates
0 0 1 2 1 1 1 2 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 2 2 1 0 1 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 0 1 0 2 2 1 2 0.739918 1.0000 nonperiodic-templates
3 0 1 1 1 0 1 1 2 0 0.534146 0.7000 * nonperiodic-templates
0 0 1 1 2 1 0 0 2 3 0.350485 1.0000 nonperiodic-templates
1 0 0 1 1 1 3 1 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 0 3 1 1 0 2 1 0.534146 1.0000 nonperiodic-templates
2 1 1 3 2 0 0 1 0 0 0.350485 1.0000 nonperiodic-templates
1 1 2 1 1 0 1 1 1 1 0.991468 1.0000 nonperiodic-templates
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PORPRRPRPORFRPRPFPWRFRPROOORPRPFPOONOFFNOONMRKEFRPREPREPPPORFPPEPRPONMRPOONMMNMORPRPREPPONMNPEPRPEPRPONMNORFRPENOONORRERERERERENORLDNDLRE

OWOWROWONDNMNNOORFRPFUOUNONRPEFWWORNOWOOONONOOOORPFPOONORFRFRORPRPFPWRENORFRPRONOORFRPRORFRPRORFRFR WERERNDREWNDDNDEDN

OFR NOMNMRFPROORPRRFEPNRFPOFPNMRPEFOONOOOORFRRPFOONORFRPRNMNRPEFPFOWWOOONWORRPOOONMRPEFONMUOREPRERPWRERRERPNMONMNORFRFOORRPEPORON

NEFEPFRPRPONMNMNMNOONNMNORFROORPRREP PPN PEPNMPFPONMORPRORFRPROORPRRPORFRPRPOORFPNORPRPPOOOWNRERRERPNOOOORPRONMREFONMNNMRFRFORRERERELRE

WO R NMNRPRPORFPROOOORFRRPFPFP WORNMNOONRFOONDNMNRPEPRERPNORFRPNMNORFRPRONNMNONORFONMNORFRF, WHFRFRORFRPROONMOONRKEFNMRERENMNMNOONORRPFRPOREDNOLR

OO FRPMNOONMREFEFORFRFONNMNRFEFNONNMNOORNPBRFRPROORFRRNMNMNMWREFRERPRPRPORPPFPWRERPROORPRRPEPRENMNNMNOREPNMMOONMMNMONKEFRERPNMNORFRPEPONKPEFROR,REOOLR

OFRFPRFPNMNFEFPEFPFNORFRPNMNMREPFNOORPRNMNMRPEFPRPRPORFPROONRPEPRERPRPOONMNWERERPNOOOOWWNOORONOORRFEPPEPNEFF WRERFRPRPOOOOODOWONMOOODNO

WHRER NORFRF WOONRPFONMNNMNMNKFPFPOOOORRRFPPFONRPFPRFRPRORFRPRNEFNMNORPRORFRNMNORFPROWRRERPRMSAEPNMEFRPEPNMORPROPMORFFORPRNMNONMNMREFORREREREREP,OONDN
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.739918
.066882
.534146
.911413
.739918
.739918
.534146
.534146
.739918
.213309
.739918
.122325
.534146
.911413
.534146
.534146
.213309
.122325
.534146
.739918
.008879
.534146
.534146
.350485
.739918
.122325
.122325
.739918
.534146
.911413
.122325
.122325
.739918
.008879
.213309
.534146
.350485
.534146
.534146
.350485
.739918
.350485
.350485
.911413
.739918
.739918
.534146
.534146
.066882
.534146
.534146
.350485
.739918
.534146
.739918
.008879
.350485
.911413
.739918
.534146
.350485
.911413
.350485
.122325
.350485
.534146
.739918
.350485
.911413
.534146
.122325
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.0000
.9000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.9000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000

* Ok ok ok *

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



.213309
.066882
.350485
.122325
.213309
.534146
.066882
.350485
.122325
.122325
.122325
.017912
.739918
.122325
.213309
.350485
.534146
.534146
.008879
.122325
.911413
.534146
.739918
.534146
.911413
.350485
.911413
.534146

HFNOOORONRFORFROWWONORONRERERRDORN
FRPNORRPRPHROORNRFROORFROOR WH OOOOR OO
HFRP WHRORRPNOUOONOBROOMOONNDNRENOOO
NHFORRFPOROFRORRPNONOODOORKREOOOR KON
FRPNMRPPRPRPOFROO0OO0OWONHFREROOOOONOORNOO
ONONHONRPFEFREPEPNHOOORWORWORNRERRNDW
WHRPRPNOFRWOROORRFORNERNFEFWOOWONON
HFORRPRNRRPREFNMNRPPRPPRPONORRPENROOOROR ONO
COOFRWWORMAMRLRWOORRFROORBOOMANWOOBMO
OFRRPRPEFEPRERRPPRPONRFFEFREFNMNFEFNNHEFREFONONKREOWR P
[eNeNoNoNoNoNeoNoNoNeoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNeoNeo el
FRPFRPRPPRPORREFRERRPRPPRPPRPOORRPRRERRERERORRRE R

.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_140psf_24jrfout_afX

(10ns system clk % cycle, 140 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets a through f and consecutive outputs Xored)

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * Dblock-frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * runs

3 2 2 1 2 0 0 0 0 0 0.213309 0.9000 * fft

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
9 0 0 0 1 0 0 0 0 0 0.000000 * 0.6000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.1000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.2000 * nonperiodic-templates
8 0 2 0 0 0 0 0 0 0 0.000000 * 0.8000 * nonperiodic-templates
2 2 1 0 0 0 1 1 2 1 0.739918 0.9000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.1000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.4000 * nonperiodic-templates
9 0 1 0 0 0 0 0 0 0 0.000000 * 0.5000 * nonperiodic-templates
2 3 1 0 1 1 2 0 0 0 0.350485 0.9000 * nonperiodic-templates
8 1 0 0 0 0 1 0 0 0 0.000000 * 0.5000 * nonperiodic-templates
4 1 1 1 1 0 1 1 0 0 0.213309 0.8000 * nonperiodic-templates
6 1 1 0 0 0 0 0 2 0 0.000199 0.8000 * nonperiodic-templates
1 0 1 2 1 1 1 1 0 2 0.911413 0.9000 * nonperiodic-templates
8 0 0 1 0 0 0 1 0 0 0.000000 * 0.5000 * nonperiodic-templates
6 1 1 1 1 0 0 0 0 0 0.000439 0.8000 * nonperiodic-templates
1 2 2 1 0 1 1 0 2 0 0.739918 1.0000 nonperiodic-templates
9 1 0 0 0 0 0 0 0 0 0.000000 * 0.6000 * nonperiodic-templates
5 0 2 0 0 0 0 2 0 1 0.004301 0.7000 * nonperiodic-templates
3 1 1 2 1 1 1 0 0 0 0.534146 0.9000 * nonperiodic-templates
1 0 0 2 1 3 0 2 0 1 0.350485 1.0000 nonperiodic-templates
6 1 1 1 1 0 0 0 0 0 0.000439 0.7000 * nonperiodic-templates
5 1 0 0 0 0 0 2 0 2 0.004301 0.8000 * nonperiodic-templates
2 0 0 0 1 1 2 0 3 1 0.350485 0.9000 * nonperiodic-templates
0 1 3 0 0 1 4 0 1 0 0.035174 1.0000 nonperiodic-templates
2 2 1 3 1 0 0 0 1 0 0.350485 1.0000 nonperiodic-templates
2 1 0 0 0 1 1 3 2 0 0.350485 0.9000 * nonperiodic-templates
0 0 1 0 0 1 3 1 3 1 0.213309 1.0000 nonperiodic-templates
1 1 0 0 1 1 2 2 2 0 0.739918 1.0000 nonperiodic-templates
8 0 0 1 1 0 0 0 0 0 0.000000 * 0.6000 * nonperiodic-templates
7 1 0 0 0 0 1 1 0 0 0.000003 * 0.5000 * nonperiodic-templates
1 2 2 0 1 1 2 0 1 0 0.739918 1.0000 nonperiodic-templates
7 0 0 1 0 2 0 0 0 0 0.000001 * 0.6000 * nonperiodic-templates
3 2 1 0 0 0 1 0 1 2 0.350485 0.8000 * nonperiodic-templates
1 0 2 0 0 4 1 1 1 0 0.122325 1.0000 nonperiodic-templates
0 3 1 0 0 0 1 3 1 1 0.213309 1.0000 nonperiodic-templates
1 1 1 2 1 2 1 0 1 0 0.911413 1.0000 nonperiodic-templates
1 1 3 0 2 1 1 0 1 0 0.534146 1.0000 nonperiodic-templates
2 0 1 0 1 1 3 0 1 1 0.534146 1.0000 nonperiodic-templates
3 2 2 0 1 1 0 0 1 0 0.350485 1.0000 nonperiodic-templates
0 0 0 2 1 2 0 3 1 1 0.350485 1.0000 nonperiodic-templates
2 0 0 1 0 2 2 0 2 1 0.534146 0.9000 * nonperiodic-templates
0 1 1 1 0 1 1 0 4 1 0.213309 1.0000 nonperiodic-templates
2 1 0 0 1 1 0 1 3 1 0.534146 1.0000 nonperiodic-templates
1 2 1 0 0 1 2 1 1 1 0.911413 1.0000 nonperiodic-templates
4 0 1 2 0 0 0 2 0 1 0.066882 0.8000 * nonperiodic-templates
0 0 0 1 0 4 3 1 1 0 0.035174 1.0000 nonperiodic-templates
0 2 2 2 2 1 0 1 0 0 0.534146 1.0000 nonperiodic-templates
0 1 1 0 4 3 1 0 0 0 0.035174 1.0000 nonperiodic-templates
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ORFRP OO O0OWOORRPFPORFRPROWREFNOWOWWWWOWOORPRPORFRPRORFPOORFRPROORFRPNOUOOOORFRPFPONOOWOORROWROOPKRNOULODWOWOR OOOOO

ORFrRPRORFRPRRPPWREFRPRPRPRPOORFPRORFPNRPEPFNOOORFRFRONRPEFRERPEPREPNMNONMNMNORPRPNRPFRPROORFRPROOORRNMNRPOORFFOORFRPRNOOOORFRFRWRRPORFRPPOOONMORREO

WO NOFRPFEPFNMNREFEFWOWORORFRPRPFPOOOORPROUUOWWRREPNMNEFNWREFOOONRPEFRPRPRORFPORPRPEPNMNEFWORWNMNNMRENREMPRPRORPPOORFRROOORREEREO

P WOORORFORPRNMNNMNMNMNRFRPROORPRRPFPONMNOORFRPNREFNMNRFPROORPROORPRNMNMORPRORPRNMNEMANMRPPOOWRRPRPORPREPENOONMMORERNMNOOWORREEOLR

NMNNMNNMNRFRPOWRRFROOOORFRFRONMNMNMRPEPRPFRPROWORPFPRPEPORPNMNREPNMREPONMRENMNONPROOOWR PP WORRORPRNOWRERNREFRERPREPNMNONMNREFRERONMWEREWNOO

NNWRFR OFRPDNMNMNMNMRE NP OORFRPRPFPOORFONORFRPRORPROR PO RPRPRPPWRPROONMNRPFPOOORPRWRORPPEPREFREPNMREPRPNMEFNMNREFPFWOROORROOONMNMDNDENDDN

PP NMNNOORFRFNORFRFONOFRFNMNONMNDNMNWOOOMNONRPKEFRERPREPRPOWRONRPEFWRERNOUNDMNMNOWWNRERREFNMORPRORPRPEPORFPORPRNRFRPORRPEOOR WREFE OB

OO OMNOFHROFRFORFRFFPFMNMNWPAPOFRPNRPEPFRPRPRPNOORFRPRPFPORPPOORFPROORPRNMNMNMNONWKEFREROOOOORFRPRNMRPEPOOOOFEFNOONOOONOOWOOREF WO

P ORFRPNMNRPRPOOORPRNRFOOFRFRPFPFORFPOWRNOORFRFPREFNMNPFPONOOOWORRFRPORFRPENOONMRPFFRENNMNMONMWRFRONMNPEFONMRPFPOORPFPOORRERPRERPOREWDN

OO OFRPRPFPOONRPFRFEPFRFPNMNNMNOFEFNMNONOODOOOOOOOHRRNFORPRRPRPPORFRPPFPOOOOORFRORFPPFOONRFRONORFOORFRFRONORFRFORNMOORO-R

[eNeNeoNeoNeolNeoNeoNeoNoNoNololoNoNeoNoNoNoNoloBoBoNoNoNoBoNol oo NoNoNoNoNoNoBoloNoNoNeoNeoBoNoBoNoNoNoNoNoBoBoBo oo NeoNoNoBoNoBolo o Neo o NoNoBoBo o Neo Ne

.066882
.122325
.991468
.534146
.350485
.350485
.122325
.000000
.017912
.739918
.066882
.000439
.739918
.350485
.213309
.122325
.534146
.911413
.350485
.350485
.739918
.122325
.739918
.534146
.534146
.350485
.534146
.534146
.350485
.017912
.008879
.004301
.534146
.911413
.066882
.350485
.739918
.739918
.213309
.350485
.350485
.122325
.534146
.213309
.991468
.350485
.534146
.350485
.008879
.000000
.213309
.122325
.122325
.350485
.739918
.739918
.911413
.035174
.350485
.534146
.350485
.911413
.534146
.739918
.350485
.213309
.017912
.739918
.213309
.350485
.350485
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.0000
.0000
.0000
.0000
.0000
.0000
.0000
.5000
.7000
.0000
.0000
.8000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.6000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.5000
.0000
.9000
.0000
.9000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.9000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



0 1 0 2 3 0 0 1 3 0 0.122325 1.0000 nonperiodic-templates
0 2 1 1 1 3 2 0 0 0 0.350485 1.0000 nonperiodic-templates
0 1 2 2 0 1 0 3 1 0 0.350485 1.0000 nonperiodic-templates
0 1 4 0 0 1 0 2 2 0 0.066882 1.0000 nonperiodic-templates
1 3 3 1 1 1 0 0 0 0 0.213309 1.0000 nonperiodic-templates
0 0 0 2 1 2 1 1 1 2 0.739918 1.0000 nonperiodic-templates
1 1 3 0 1 0 1 1 2 0 0.534146 1.0000 nonperiodic-templates
1 1 3 1 2 1 0 1 0 0 0.534146 1.0000 nonperiodic-templates
2 1 2 0 1 2 1 0 1 0 0.739918 1.0000 nonperiodic-templates
2 0 1 0 3 1 1 0 1 1 0.534146 1.0000 nonperiodic-templates
0 0 1 1 2 4 2 0 0 0 0.066882 1.0000 nonperiodic-templates
0 0 1 0 3 1 2 0 1 2 0.350485 1.0000 nonperiodic-templates
1 0 1 4 2 1 0 0 0 1 0.122325 1.0000 nonperiodic-templates
0 0 3 1 1 0 2 1 1 1 0.534146 1.0000 nonperiodic-templates
1 2 0 1 0 3 3 0 0 0 0.122325 1.0000 nonperiodic-templates
2 2 1 1 2 1 1 0 0 0 0.739918 1.0000 nonperiodic-templates
2 5 3 0 0 0 0 0 0 0 0.000954 1.0000 nonperiodic-templates
0 3 0 2 2 1 1 0 0 1 0.350485 1.0000 nonperiodic-templates
0 4 2 2 1 0 1 0 0 0 0.066882 1.0000 nonperiodic-templates
4 1 2 3 0 0 0 0 0 0 0.017912 1.0000 nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
6 0 0 1 3 0 0 0 0 0 0.000040 * 0.6000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * nonperiodic-templates
6 1 1 1 1 0 0 0 0 0 0.000439 0.8000 * nonperiodic-templates
7 2 0 1 0 0 0 0 0 0 0.000001 * 0.5000 * nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * apen
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * serial
5 1 1 1 1 1 0 0 0 0 0.017912 0.9000 * serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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10nsc_140psf_24jrfout_lg XORed.txt

(10ns system clk % cycle, 140 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets 1 through g and consecutive outputs Xored)

ClL C2 C3 C4 C5 Ce C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

6 1 1 1 0 0 1 0 0 0 0.000439 0.9000 * frequency

3 2 1 1 1 1 1 0 0 0 0.534146 1.0000 block-frequency

6 0 2 1 0 0 0 0 1 0 0.000199 0.9000 * cumulative-sums

7 0 1 1 0 1 0 0 0 0 0.000003 * 0.8000 * cumulative-sums

1 0 0 1 0 3 2 1 0 2 0.350485 1.0000 runs

1 0 1 1 2 1 1 1 1 1 0.991468 0.9000 * fft

1 0 0 1 0 1 1 2 4 0 0.122325 1.0000 nonperiodic-templates
2 1 0 1 1 1 1 0 0 3 0.534146 0.9000 * nonperiodic-templates
1 2 0 2 2 1 1 1 0 0 0.739918 1.0000 nonperiodic-templates
2 0 0 2 0 1 1 1 1 2 0.739918 0.9000 * nonperiodic-templates
2 0 2 0 0 0 1 3 1 1 0.350485 0.9000 * nonperiodic-templates
1 1 0 1 0 3 2 1 0 1 0.534146 1.0000 nonperiodic-templates
0 3 1 1 0 2 1 0 2 0 0.350485 1.0000 nonperiodic-templates
0 1 1 0 0 0 1 3 2 2 0.350485 1.0000 nonperiodic-templates
0 1 1 3 0 1 1 2 1 0 0.534146 1.0000 nonperiodic-templates
1 0 2 2 0 2 1 1 1 0 0.739918 1.0000 nonperiodic-templates
1 1 1 0 3 1 1 1 1 0 0.739918 1.0000 nonperiodic-templates
0 2 0 1 0 0 1 2 3 1 0.350485 1.0000 nonperiodic-templates
1 1 0 1 1 1 2 2 1 0 0.911413 1.0000 nonperiodic-templates
2 0 0 2 1 1 0 2 2 0 0.534146 0.9000 * nonperiodic-templates
1 3 1 1 0 3 0 0 0 1 0.213309 1.0000 nonperiodic-templates
1 1 0 0 2 0 2 1 1 2 0.739918 0.9000 * nonperiodic-templates
1 0 0 2 0 2 2 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 0 1 1 1 1 2 1 3 0.534146 1.0000 nonperiodic-templates
0 1 2 2 1 1 0 1 2 0 0.739918 1.0000 nonperiodic-templates
0 0 1 3 1 0 3 1 0 1 0.213309 1.0000 nonperiodic-templates
1 0 0 0 1 2 1 1 4 0 0.122325 1.0000 nonperiodic-templates
1 2 1 1 1 0 1 2 0 1 0.911413 0.9000 * nonperiodic-templates
1 0 0 2 2 1 1 0 1 2 0.739918 0.9000 * nonperiodic-templates
0 0 1 1 2 2 0 1 3 0 0.350485 1.0000 nonperiodic-templates
1 0 1 0 0 2 1 3 0 2 0.350485 0.9000 * nonperiodic-templates
1 0 0 2 0 3 2 1 1 0 0.350485 1.0000 nonperiodic-templates
1 1 0 0 2 2 1 1 0 2 0.739918 0.9000 * nonperiodic-templates
1 2 0 3 0 1 1 1 0 1 0.534146 1.0000 nonperiodic-templates
3 1 0 2 0 1 1 1 0 1 0.534146 1.0000 nonperiodic-templates
1 1 0 2 1 2 2 0 1 0 0.739918 1.0000 nonperiodic-templates
3 1 1 0 0 0 1 1 2 1 0.534146 0.9000 * nonperiodic-templates
2 1 1 2 3 0 0 0 1 0 0.350485 1.0000 nonperiodic-templates
2 1 2 0 0 1 1 2 0 1 0.739918 0.9000 * nonperiodic-templates
1 3 0 1 2 1 1 0 1 0 0.534146 1.0000 nonperiodic-templates
3 1 0 0 0 1 1 1 2 1 0.534146 1.0000 nonperiodic-templates
1 1 0 0 3 2 1 1 1 0 0.534146 1.0000 nonperiodic-templates
2 1 2 0 0 1 0 0 2 2 0.534146 1.0000 nonperiodic-templates
0 1 1 0 0 0 4 0 2 2 0.066882 1.0000 nonperiodic-templates
0 0 1 1 3 0 2 1 1 1 0.534146 1.0000 nonperiodic-templates
3 1 0 0 1 1 1 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 2 0 2 1 1 2 1 1 0.739918 1.0000 nonperiodic-templates
0 1 0 2 0 3 2 0 1 1 0.350485 1.0000 nonperiodic-templates
0 2 3 0 2 0 0 1 0 2 0.213309 1.0000 nonperiodic-templates
0 0 1 2 1 1 1 2 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 2 2 1 0 1 1 1 0.911413 1.0000 nonperiodic-templates
1 0 1 0 1 0 2 2 1 2 0.739918 1.0000 nonperiodic-templates
3 0 1 1 1 0 1 1 2 0 0.534146 0.7000 * nonperiodic-templates
0 0 1 1 2 1 0 0 2 3 0.350485 1.0000 nonperiodic-templates
1 0 0 1 1 1 3 1 1 1 0.739918 1.0000 nonperiodic-templates
0 1 1 0 3 1 1 0 2 1 0.534146 1.0000 nonperiodic-templates
2 1 1 3 2 0 0 1 0 0 0.350485 1.0000 nonperiodic-templates
1 1 2 1 1 0 1 1 1 1 0.991468 1.0000 nonperiodic-templates
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WO R NMNRPRPORFPROOOORFRRPFPFP WORNMNOONRFOONDNMNRPEPRERPNORFRPNMNORFRPRONNMNONORFONMNORFRF, WHFRFRORFRPROONMOONRKEFNMRERENMNMNOONORRPFRPOREDNOLR

OO FRPMNOONMREFEFORFRFONNMNRFEFNONNMNOORNPBRFRPROORFRRNMNMNMWREFRERPRPRPORPPFPWRERPROORPRRPEPRENMNNMNOREPNMMOONMMNMONKEFRERPNMNORFRPEPONKPEFROR,REOOLR

OFRFPRFPNMNFEFPEFPFNORFRPNMNMREPFNOORPRNMNMRPEFPRPRPORFPROONRPEPRERPRPOONMNWERERPNOOOOWWNOORONOORRFEPPEPNEFF WRERFRPRPOOOOODOWONMOOODNO

WHRER NORFRF WOONRPFONMNNMNMNKFPFPOOOORRRFPPFONRPFPRFRPRORFRPRNEFNMNORPRORFRNMNORFPROWRRERPRMSAEPNMEFRPEPNMORPROPMORFFORPRNMNONMNMREFORREREREREP,OONDN
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.739918
.066882
.534146
.911413
.739918
.739918
.534146
.534146
.739918
.213309
.739918
.122325
.534146
.911413
.534146
.534146
.213309
.122325
.534146
.739918
.008879
.534146
.534146
.350485
.739918
.122325
.122325
.739918
.534146
.911413
.122325
.122325
.739918
.008879
.213309
.534146
.350485
.534146
.534146
.350485
.739918
.350485
.350485
.911413
.739918
.739918
.534146
.534146
.066882
.534146
.534146
.350485
.739918
.534146
.739918
.008879
.350485
.911413
.739918
.534146
.350485
.911413
.350485
.122325
.350485
.534146
.739918
.350485
.911413
.534146
.122325
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.0000
.9000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.0000
.0000
.9000
.9000
.9000
.9000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.8000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000

* Ok ok ok *

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates



.213309
.066882
.350485
.122325
.213309
.534146
.066882
.350485
.122325
.122325
.122325
.017912
.739918
.122325
.213309
.350485
.534146
.534146
.008879
.122325
.911413
.534146
.739918
.534146
.911413
.350485
.911413
.534146

HFNOOORONRFORFROWWONORONRERERRDORN
FRPNORRPRPHROORNRFROORFROOR WH OOOOR OO
HFRP WHRORRPNOUOONOBROOMOONNDNRENOOO
NHFORRFPOROFRORRPNONOODOORKREOOOR KON
FRPNMRPPRPRPOFROO0OO0OWONHFREROOOOONOORNOO
ONONHONRPFEFREPEPNHOOORWORWORNRERRNDW
WHRPRPNOFRWOROORRFORNERNFEFWOOWONON
HFORRPRNRRPREFNMNRPPRPPRPONORRPENROOOROR ONO
COOFRWWORMAMRLRWOORRFROORBOOMANWOOBMO
OFRRPRPEFEPRERRPPRPONRFFEFREFNMNFEFNNHEFREFONONKREOWR P
[eNeNoNoNoNoNeoNoNoNeoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNeoNeo el
FRPFRPRPPRPORREFRERRPRPPRPPRPOORRPRRERRERERORRRE R

.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.8000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.

108



10nsc_1l60psf_24jrfout_afX

(10ns system clk % cycle, 160 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets a through f and consecutive outputs Xored)

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * Dblock-frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * «runs

2 3 0 0 0 1 3 0 0 1 0.122325 0.9000 * fft

8 1 0 0 0 0 0 1 0 0 0.000000 * 0.4000 * nonperiodic-templates
5 0 1 3 0 0 0 0 0 1 0.002043 0.6000 * nonperiodic-templates
6 1 0 1 0 0 0 0 1 1 0.000439 0.7000 * nonperiodic-templates
2 1 2 0 0 2 1 1 1 0 0.739918 0.9000 * nonperiodic-templates
5 3 1 1 0 0 0 0 0 0 0.002043 0.9000 * nonperiodic-templates
1 2 2 0 0 0 2 2 1 0 0.534146 0.9000 * nonperiodic-templates
2 1 1 0 2 1 2 0 0 1 0.739918 0.9000 * nonperiodic-templates
1 0 0 1 1 0 1 1 3 2 0.534146 1.0000 nonperiodic-templates
6 0 1 0 1 2 0 0 0 0 0.000199 0.7000 * nonperiodic-templates
0 2 2 1 1 0 1 1 0 2 0.739918 1.0000 nonperiodic-templates
3 1 0 1 0 0 1 2 1 1 0.534146 0.8000 * nonperiodic-templates
1 0 3 2 0 0 1 0 2 1 0.350485 1.0000 nonperiodic-templates
2 0 1 0 3 1 2 1 0 0 0.350485 0.9000 * nonperiodic-templates
0 3 0 0 0 1 1 3 1 1 0.213309 1.0000 nonperiodic-templates
1 1 3 1 0 2 0 1 0 1 0.534146 0.9000 * nonperiodic-templates
0 0 0 0 0 3 2 1 3 1 0.122325 1.0000 nonperiodic-templates
0 3 1 0 0 1 0 3 2 0 0.122325 1.0000 nonperiodic-templates
1 3 1 1 2 1 0 0 0 1 0.534146 1.0000 nonperiodic-templates
0 2 1 0 0 0 2 2 1 2 0.534146 1.0000 nonperiodic-templates
3 0 1 0 2 2 0 1 1 0 0.350485 0.8000 * nonperiodic-templates
2 0 1 3 0 0 1 1 1 1 0.534146 1.0000 nonperiodic-templates
1 2 1 3 1 1 1 0 0 0 0.534146 0.9000 * nonperiodic-templates
1 0 0 2 0 3 1 0 2 1 0.350485 1.0000 nonperiodic-templates
2 1 1 0 1 0 1 1 3 0 0.534146 1.0000 nonperiodic-templates
3 1 0 1 1 0 1 0 2 1 0.534146 1.0000 nonperiodic-templates
3 1 2 1 0 0 1 0 1 1 0.534146 0.9000 * nonperiodic-templates
1 1 0 1 0 0 3 0 1 3 0.213309 1.0000 nonperiodic-templates
1 0 0 1 0 1 1 4 0 2 0.122325 1.0000 nonperiodic-templates
0 1 1 0 3 2 1 1 1 0 0.534146 1.0000 nonperiodic-templates
0 0 1 0 1 2 1 1 1 3 0.534146 1.0000 nonperiodic-templates
2 0 1 0 1 1 1 0 4 0 0.122325 0.9000 * nonperiodic-templates
3 1 0 2 1 0 1 0 1 1 0.534146 1.0000 nonperiodic-templates
3 2 0 1 0 0 1 0 3 0 0.122325 0.7000 * nonperiodic-templates
1 1 0 2 1 1 1 1 1 1 0.9914e68 1.0000 nonperiodic-templates
4 2 0 0 2 0 1 0 1 0 0.066882 0.9000 * nonperiodic-templates
2 1 0 0 0 2 1 2 1 1 0.739918 0.9000 * nonperiodic-templates
2 0 1 1 2 2 1 0 1 0 0.739918 0.9000 * nonperiodic-templates
1 3 0 2 0 2 0 1 0 1 0.350485 1.0000 nonperiodic-templates
2 3 1 1 0 0 1 0 1 1 0.534146 1.0000 nonperiodic-templates
2 0 1 0 0 0 2 0 5 0 0.004301 0.9000 * nonperiodic-templates
0 0 0 0 1 1 0 2 4 2 0.066882 1.0000 nonperiodic-templates
3 0 0 0 1 3 2 0 0 1 0.122325 0.9000 * nonperiodic-templates
0 1 0 2 1 0 0 3 1 2 0.350485 1.0000 nonperiodic-templates
0 1 2 1 0 0 2 2 1 1 0.739918 1.0000 nonperiodic-templates
0 1 2 2 0 2 0 1 1 1 0.739918 1.0000 nonperiodic-templates
4 0 2 0 0 1 0 1 2 0 0.066882 1.0000 nonperiodic-templates
0 2 3 1 2 1 1 0 0 0 0.350485 1.0000 nonperiodic-templates
5 2 0 2 0 0 1 0 0 0 0.004301 0.9000 * nonperiodic-templates
1 2 1 1 0 2 2 1 0 0 0.739918 0.9000 * nonperiodic-templates
0 0 1 2 2 0 1 3 1 0 0.350485 1.0000 nonperiodic-templates
1 0 0 0 2 2 0 0 2 3 0.213309 1.0000 nonperiodic-templates
0 1 0 1 1 1 1 1 1 3 0.739918 1.0000 nonperiodic-templates
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.739918
.350485
.350485
.122325
.739918
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.350485
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.350485
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.213309
.122325
.213309
.008879
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.739918
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
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nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
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.350485
.350485
.350485
.000199
.122325
.350485
.911413
.991468
.350485
.911413
.213309
.739918
.534146
.534146
.911413
.350485
.911413
.534146
.066882
.000000 *
.000199
.534146
.000439
.035174
.008879
.000000 *
.000000 *
.350485
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.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.9000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.0000
.4000
.6000
.0000
.7000
.9000
.8000
.0000
.1000
.0000

*

* ok ok *

nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
nonperiodic-templates
apen

serial

serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10

binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.
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10nsc_160psf_24jrfout_lg XORed.txt

(10ns system clk % cycle, 160 ps difference in frequency, 24 ps jitter zone sampled on
the rising and falling edge for data sets 1 through g and consecutive outputs Xored)

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * Dblock-frequency

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * cumulative-sums

10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * runs

3 1 1 1 1 2 0 1 0 0 0.534146 0.9000 * fft

8 0 2 0 0 0 0 0 0 0 0.000000 * 0.9000 * nonperiodic-templates
2 2 1 1 1 0 1 1 1 0 0.911413 1.0000 nonperiodic-templates
6 1 0 3 0 0 0 0 0 0 0.000040 * 0.7000 * nonperiodic-templates
1 2 2 0 1 1 1 1 1 0 0.911413 1.0000 nonperiodic-templates
4 1 1 1 0 1 0 1 0 1 0.213309 0.9000 * nonperiodic-templates
3 0 1 1 2 0 2 1 0 0 0.350485 0.9000 * nonperiodic-templates
4 0 1 0 1 2 0 0 2 0 0.066882 0.7000 * nonperiodic-templates
3 0 2 1 1 0 1 0 2 0 0.350485 0.9000 * nonperiodic-templates
6 2 0 0 1 0 0 1 0 0 0.000199 0.7000 * nonperiodic-templates
2 2 0 2 0 0 0 2 0 2 0.350485 0.9000 * nonperiodic-templates
4 2 0 1 2 0 0 1 0 0 0.066882 0.8000 * nonperiodic-templates
2 0 0 2 0 0 0 3 1 2 0.213309 1.0000 nonperiodic-templates
3 3 2 0 0 0 1 1 0 0 0.122325 1.0000 nonperiodic-templates
2 1 2 0 0 1 1 1 1 1 0.911413 1.0000 nonperiodic-templates
3 0 1 1 0 1 0 2 1 1 0.534146 1.0000 nonperiodic-templates
1 1 1 0 3 0 1 0 1 2 0.534146 1.0000 nonperiodic-templates
1 2 0 2 0 0 2 1 0 2 0.534146 1.0000 nonperiodic-templates
3 1 1 0 0 1 3 1 0 0 0.213309 0.9000 * nonperiodic-templates
1 1 0 2 2 2 0 0 0 2 0.534146 1.0000 nonperiodic-templates
4 0 1 1 2 1 0 0 1 0 0.122325 0.9000 * nonperiodic-templates
3 2 2 1 1 0 0 1 0 0 0.350485 0.9000 * nonperiodic-templates
0 1 0 0 0 3 1 1 4 0 0.035174 1.0000 nonperiodic-templates
0 0 2 0 3 2 1 1 1 0 0.350485 1.0000 nonperiodic-templates
1 2 2 0 0 0 2 2 1 0 0.534146 1.0000 nonperiodic-templates
4 0 1 0 1 2 0 1 0 1 0.122325 0.9000 * nonperiodic-templates
2 0 2 0 2 2 0 1 1 0 0.534146 1.0000 nonperiodic-templates
1 1 1 1 1 0 1 1 2 1 0.9914e68 1.0000 nonperiodic-templates
3 3 2 0 0 0 0 1 0 1 0.122325 1.0000 nonperiodic-templates
1 1 0 1 2 1 1 1 1 1 0.991468 1.0000 nonperiodic-templates
1 0 0 1 2 1 3 1 1 0 0.534146 1.0000 nonperiodic-templates
0 1 0 0 4 2 1 0 1 1 0.122325 1.0000 nonperiodic-templates
5 2 0 0 0 0 2 1 0 0 0.004301 0.8000 * nonperiodic-templates
3 2 0 0 0 2 1 1 1 0 0.350485 0.9000 * nonperiodic-templates
1 2 0 2 1 0 1 2 1 0 0.739918 1.0000 nonperiodic-templates
6 1 0 1 1 1 0 0 0 0 0.000439 0.8000 * nonperiodic-templates
0 1 3 1 2 1 0 1 1 0 0.534146 1.0000 nonperiodic-templates
1 0 1 0 1 2 2 3 0 0 0.350485 1.0000 nonperiodic-templates
3 1 1 0 2 0 1 1 1 0 0.534146 1.0000 nonperiodic-templates
0 1 2 1 1 1 0 1 1 2 0.911413 1.0000 nonperiodic-templates
3 0 1 0 0 1 2 2 0 1 0.350485 0.9000 * nonperiodic-templates
1 1 1 0 0 2 2 1 0 2 0.739918 0.9000 * nonperiodic-templates
2 1 0 1 1 2 0 1 2 0 0.739918 0.9000 * nonperiodic-templates
0 1 0 1 1 1 0 4 1 1 0.213309 1.0000 nonperiodic-templates
2 0 1 0 3 0 1 0 3 0 0.122325 0.9000 * nonperiodic-templates
0 2 2 1 0 0 4 1 0 0 0.066882 1.0000 nonperiodic-templates
3 1 0 0 1 1 0 0 1 3 0.213309 0.9000 * nonperiodic-templates
1 0 0 1 1 0 2 0 4 1 0.122325 1.0000 nonperiodic-templates
2 1 1 0 0 2 0 1 1 2 0.739918 0.9000 * nonperiodic-templates
0 0 1 3 2 0 1 1 0 2 0.350485 1.0000 nonperiodic-templates
1 1 0 0 1 2 0 1 3 1 0.534146 0.9000 * nonperiodic-templates
1 0 1 1 3 1 1 0 2 0 0.534146 1.0000 nonperiodic-templates
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0 4 1 0 2 0 0 1 2 0 0.066882 1.0000 nonperiodic-templates
0 1 1 1 0 2 0 2 3 0 0.350485 1.0000 nonperiodic-templates
1 0 0 0 3 0 1 0 3 2 0.122325 1.0000 nonperiodic-templates
1 1 1 0 2 0 4 1 0 0 0.122325 1.0000 nonperiodic-templates
0 1 0 1 2 1 1 3 1 0 0.534146 1.0000 nonperiodic-templates
0 1 1 0 0 1 3 1 2 1 0.534146 1.0000 nonperiodic-templates
1 0 2 2 0 0 0 2 1 2 0.534146 1.0000 nonperiodic-templates
0 2 0 2 0 4 1 0 1 0 0.066882 1.0000 nonperiodic-templates
0 0 0 1 1 0 6 2 0 0 0.000199 1.0000 nonperiodic-templates
1 0 3 1 2 0 0 1 1 1 0.534146 1.0000 nonperiodic-templates
0 0 0 0 2 1 0 1 2 4 0.066882 1.0000 nonperiodic-templates
0 1 0 2 1 1 2 2 1 0 0.739918 1.0000 nonperiodic-templates
0 0 1 1 1 0 1 3 2 1 0.534146 1.0000 nonperiodic-templates
0 0 0 2 1 1 2 2 1 1 0.739918 1.0000 nonperiodic-templates
0 0 1 2 2 1 1 1 2 0 0.739918 1.0000 nonperiodic-templates
0 1 1 1 3 0 1 2 1 0 0.534146 1.0000 nonperiodic-templates
0 0 3 2 2 1 0 1 0 1 0.350485 1.0000 nonperiodic-templates
0 4 0 3 1 0 1 0 1 0 0.035174 1.0000 nonperiodic-templates
0 3 1 1 1 1 0 1 0 2 0.534146 1.0000 nonperiodic-templates
1 0 2 2 2 1 1 1 0 0 0.739918 1.0000 nonperiodic-templates
8 0 2 0 0 0 0 0 0 0 0.000000 * 0.9000 * nonperiodic-templates
7 1 0 1 1 0 0 0 0 0 0.000003 * 0.6000 * nonperiodic-templates
1 1 1 2 1 0 2 2 0 0 0.739918 1.0000 nonperiodic-templates
5 1 0 1 1 2 0 0 0 0 0.008879 0.7000 * nonperiodic-templates
2 3 3 2 0 0 0 0 0 0 0.066882 1.0000 nonperiodic-templates
3 1 2 0 1 0 2 0 1 0 0.350485 1.0000 nonperiodic-templates
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.0000 * apen
10 0 0 0 0 0 0 0 0 0 0.000000 * 0.3000 * serial
2 1 1 0 1 1 1 1 2 0 0.911413 0.9000 * serial

The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately = 0.895607 for a sample size = 10
binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.
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Appendix B

VHDL source code for TRNG

-— Title : Test Bench for top_trng

—— Design : sim_trng

—-— Author : Jennifer Brady

-— File : $DSN\src\TestBench\top_trng_TB.vhd

—— Generated : 10/13/2006, 2:47 AM

—— From : $DSN\src\top.vhd

-— By : Active-HDL Built-in Test Bench Generator ver. 1.2s

—— Description : Automatically generated Test Bench for top_trng_tb
used to
—— simulated a TRNG for a Spartan3 FPGA

library ieee,unisim;

use ieee.numeric_std.all;

—--use leee.std_logic_unsigned.all;
—--use ieee.std_logic_arith.all;
use ieee.std_logic_1164.all;

use unisim.vcomponents.all;

use math_real.all;

—-— Add your library and packages declaration here
use std.textio.all;

library work;
use work.rng_lib.all;

entity top_trng_tb is
generic (
seedla:positive:=123450; ——initialize seed

values btw 1 and 2147483562
seed2a:positive:=12340;
seed3a:positive:=1230;
seedlb:positive:=120;
seed2b:positive:=10;
seed3b:positive:=1);

—— endtime:integer:=9999);

end top_trng_tb;

architecture TB_ARCHITECTURE of top_trng_tb is
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—— Component declaration of the tested unit

component top_trng

port (
clk_in in std_logic;
clkl : in std_logic;
clk0 : in std_logic;
glb_rst in std_logic;
strt : in std_logic;
en_wrout out std_logic;
rand_data_out

end component;

—— Stimulus signals - signals mapped to the

of tested entity

std_logic;
std_logic:='0";
std_logic:='0";
std_logic;
std_logic;

signal clk_in
signal clkl
signal clkO
signal glb_rst
signal strt

out std_logic );

input and inout ports

—— Observed signals - signals mapped to the output ports of
tested entity

signal en_wrout std_logic;

signal rand_data_out std_logic;
—— Add your code here
signal r_out:std_logic_vector (3 downto 0):=(others=>'0");

signal genrnd:std_logic_vector (4095 downto 0);
signal randbits:std_logic_vector (4095 downto 0);

signal cnt:integer:=0;
—-— additional signals to test design

signal end_sim:boolean:=false;

file perO_gt:text open write_mode is
file perl_gt:text open write_mode is
file rand_out

"10nsc_140psf_24jrfout_ga.txt";

begin

—— Unit Under Test port map
UUT : top_trng
port map (

clk_in => clk_in,
clkl => clkl,
clk0 => clkO,
glb_rst => glb_rst,
strt => strt,
en_wrout => en_wrout,

rand_data_out => rand_data_out);

—-— Add your stimulus here
strt<='1";
r_out (0)<= rand_data_out;
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rst:process
begin
glb_rst<='1";

—— reset all components at start up

wait for 20 ns;

glb_rst<='0";
wait;
end process;

sys_clk: process
begin

—--system clk is 50M Hz

if end_sim then

wait;
end if;

clk_in<='1";
wait for 10 ns;
clk_in<='0";
wait for 10 ns;

end process sys_clk;

—-— a Gaussian pseudo random number generator is used to simulate jitter
on clk —-—— oscillator edges.

clk_oscO: process

variable delta:integer;
variable seed_la:positive:=seedla;
——initialize seed values btw 1 and 2147483562

variable seed_2a:positive:=seed2a; --
seed_3a:natural:=seed3a;
randg:rand_
var_randg_1i:real;
LINE;
LINE;
dataO:integer;

variable
variable
variable
variable
variable
variable
constant mu:real:=0.
—— mu=.12 for 24 ps, mu=0.
ps,

rlineO:
rtlineO:

constant sigma:real:
begin
randg:=

var;

12;

35 for 70 ps, mu=0.7 for 140 ps,

=1.0;

init_gaussian(seed_la, seed_2a, seed_3a,mu, sigma) ;

while not end_

sim loop

randg:=rand (randg) ;

in generic part of entity

mu=1 for 200

—--put random number in integer form for indexing loop
if O<=delta and delta<=24 then

file

var_randg_i:=randg.rnd;

delta:=integer (round(var_randg_1i*100.0));

—--range is width of jitter =zone
clkO<=not clkO;
wait for 3.692 ns;

—--min time for half cycle of oscillator

data0:=3692+delta;
write (rtlineO,datal);

writeline( perO_gt,rtline0);

else
delta:=0;

——output rand# to

——-if random integer is outside range set loop to 0
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end if;
—— and call for a new random value

for i in 1 to delta loop
wait for 1 ps;
—— 1 ps is the most detailed timing allowed. If a
smaller value

end loop;

—-—is enter it will round to 1 ps
end loop;
end process;

clk_oscl: process
variable delta:integer;
variable seed_lb:positive:=seedlb; --initialize btw 1 and
2147483562
variable seed_2b:positive:=seed2b;
variable seed_3b:natural:=seed3b;
variable randg:rand_var;
variable var_randg_i:real;
variable rlinel: LINE;
variable datal:integer;
variable rtlinel: LINE;
variable trun_rand:integer;
constant mu:real:=0.12;
constant sigma:real:=1.0;
begin
randg:=
init_gaussian(seed_1lb, seed_2b, seed_3b,mu, sigma) ;
while not end_sim loop
randg:=rand (randg) ;
var_randg_i:=randg.rnd;
—— write (rline,var_randg_1i);
—— writeline( rand_g,rline);
delta:=integer (round(var_randg_1i*100.0));
—--put random number in integer form for indexing loop
if O<=delta and delta<=24 then
—--range 2x width of jitter zone
clkl<=not clkl;
wait for 3.762 ns;

—--min time for half cycle of oscillator
trun_rand:=delta;
datal:=3752+delta;
write (rtlinel,datal);
writeline( perl_gt,rtlinel);

else

delta:=0;
——-if random integer is outside range set loop to 0
end if;
—— and call for a new random value

for i in 1 to delta loop
wait for 1 ps;
—— 1 ps is the most detailed timing allowed. If a
smaller value
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end loop;
—-—-is enter it will round to 1 ps
end loop;
end process;

write:process (en_wrout,clk_in)
variable r_line: LINE;
variable int_rand:integer;
variable wrcnt:integer:=0;
begin
if clk_in'event and clk_in='0' then
if en_wrout='1l' then
int_rand:=to_integer (signed(r_out));
write (r_line,int_rand);
writeline( rand_out,r_line);
wrcnt :=wrcnt+1;
end if;
end if;
cnt<=wrcnt;
end process;

- endsimulation:process (clk_in)

- begin

—— if clk_in'event and clk_in='1l' then

—— cnt<=cnt+1;

—— if cnt=endtime then

—— writeline( rand_out,r_line);
—— end if;

—— end if;

—— end process;

end TB_ARCHITECTURE;

—--configuration TESTBENCH_FOR_top_trng of top_trng_tb is
- for TB_ARCHITECTURE

—— for UUT : top_trng

- use entity work.top_trng(top_trng);

—— end for;

—— end for;

——end TESTBENCH_FOR_top_trng;
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-— Title : top

—— Design : sim_trng

—— Company : USAF

-— File : top.vhd

—— Generated : Thu Oct 12 22:07:51 2006
—-— From : interface description file
-— By : Itf2vhdl ver. 1.20

—— Description Top level of a true random number generator
—— Company: AFIT/Thesis

—-— Engineer: Jennifer Brady

——- Create Date: 10/12/06

—— Design Name: TRNG

—-— Target Device: Spartan3

library IEEE;

library work;

use IEEE.STD_LOGIC_1164.ALL;

use IEEE.STD_LOGIC_ARITH.ALL;
use IEEE.STD_LOGIC_UNSIGNED.ALL;
use IEEE.numeric_std.all;

———— Uncomment the following library declaration if instantiating
———— any Xilinx primitives in this code.

library UNISIM;

use UNISIM.VComponents.all;

entity top_TRNG is

port (

clk_in:in std_logic;

clkl:in std_logic;

clkO:in std_logic;

glb_rst:in std_logic;

strt:in std_logic;

en_wrout:out std_logic;

rand_data_out : out STD_LOGIC) ;
end top_TRNG;

architecture top_TRNG of top_TRNG is

attribute syn_black_box:boolean;

' unit defined in

—— Component declaration of the "sample (sample)'
component sample

port (
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reset : in std_logic;
clk0 : in std_logic;
clkl : in std_logic;
RO : in std_logic;
EO : in std_logic;

rd_ack : in std_logic;
bit_rdy : out std_logic;
rand_out : out std_logic);

- smpl_out : out std_logic);
end component;

—— Component declaration of the "control (control)

in

component control

port (
reset : in std_logic;
clk : in std_logic;
bit_rdy : in std_logic;
en_wr : out std_logic;
rd_ack : out std_logic;
RO : out std_logic;
EO : out std_logic);

end component;

—— Component declaration of the "fdre(fdre_v)"

component fdre

port (

out std_ulogic;

in std_ulogic;

: in std_ulogic;
CE : in std_ulogic;
R : in std_ulogic);

end component;

Q g0

signal EO:std_logic;

signal RO:std_logic;

signal bit_rdy:std_logic;

signal rand_out:std_logic;

—--signal start:std_logic;

signal en_wr:std_logic;

—--signal en_rd:std_logic;

signal in_cnt:std_logic_vector (13 downto 0);
signal cnt:std_logic_vector (1l downto 0);

signal rand_data:std_logic_vector (0 downto 0):="0";

—--signal wr_ram:std_logic;
signal clk:std_logic;
signal rd_ack:std_logic;

begin
clk<=clk_in;
en_wrout<=en_wr;
sam : sample
port map(

reset => glb_rst,
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clk0 => clkO,

clkl => clkl,

RO => RO,

EO => EO,

rd_ack => rd_ack,
bit_rdy => bit_rdy,
rand_out => rand_out);

data_cntr : control
port map(
reset => glb_rst,
clk => clk,

bit_rdy => bit_rdy,
en_wr=>en_wr,
rd_ack => rd_ack,
RO => RO,

EO0O => EO0);

Df_rnd : fdre
port map(
Q => rand_data(0),
D => rand_out,
c => clk,
CE => RO,
R => glb_rst);

rand_data_out<=rand_out;

end top_TRNG;
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—— Company: AFIT/Thesis

—— Engineer: Jennifer Brady

——- Create Date: 07/05/05

—— Design Name: TRNG- True Random Number Generator

—— Module Name: sample - sample

—-— Project Name:

—-— Target Device: Spartan 3

—— Tool versions:

—— Description: uses one clk oscillator to sample a second clk
oscillator on ——-— the rising edge of the first clk
oscillator

—— Additional Comments:

library IEEE;

use IEEE.STD_LOGIC_1164.ALL;

use IEEE.STD_LOGIC_ARITH.ALL;
use IEEE.STD_LOGIC_UNSIGNED.ALL;

———— Uncomment the following library declaration if instantiating
———— any Xilinx primitives in this code.

library UNISIM;

use UNISIM.VComponents.all;

entity sample is
Port (
reset : in std_logic;
clk0 : in std_logic;
clkl : in std_logic;
RO:in std_logic;
EO:in std_logic;
rd_ack:in std_logic;
bit_rdy:out std_logic;
rand_out:out std_logic);
—— smpl_out : out std_logic);
end sample;

architecture sample of sample is

attribute syn_black_box : boolean;

—— Component declaration of the "fd(fd_v)" unit defined in
component fd
port (
Q : out std_ulogic;
D : in std_ulogic;
C : in std_ulogic);
end component;
attribute syn_black_box of fd : component is true;
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—— Component declaration of the "fdc_1(fdc_1_v)" unit defined in
component fdc_1
port (
out std_ulogic;
in std_ulogic;
: in std_ulogic;
CLR : in std_ulogic);
end component;
attribute syn_black_box of fdc_1 : component is true;

Q 90

—— Component declaration of the "fde(fde_v)" unit defined in
component fde
port (
out std_ulogic;
in std_ulogic;
: in std_ulogic;
CE : in std_ulogic);
end component;
attribute syn_black_box of fde : component is true;

Q 90

attribute KEEP : string;

signal sO:std_logic; —-—-clk0 sample
signal CDO:std_logic; —-—clkl divider output
signal N_CDO:std_logic; ——inverted CDO

signal N_EO:std_logic;
signal clr_bit:std_logic;
—--signal rndbit_rdy:std_logic;

——attribute KEEP of rndbit_rdy:signal is "TRUE";
attribute KEEP of bit_rdy:signal is "TRUE";

begin

——-smpl_out<=s0;

N_CDO<= not CDO;
N_EO<=not EO;
clr_bit<=rd_ack or reset;
—-bit_rdy<=rndbit_rdy;

clksamp : fd

port map(
Q0 => s0,
D => clkO,

C => clkl);

clk_div : fdc_1
port map(

Q => CDO,
D => N_CDO,
C => clk1,

CLR => RO);

—— bt_rdy: process(s0,N_EO,clr_bit)
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- begin

—— if clr_bit='1l"' then

- rndbit_rdy<='0";

—— elsif sO0'event and s0='1l' then
—— if N_EO='1l"' then

—— rndbit_rdy<='1";
—— end if;

—— end if;

—— end process bt_rdy;

FDBR : fdce

port map(
Q => bit_rdy,
D=>"'1",
Cc => s0,
CE => N_EO,

CLR =>clr_bit);

FRO : fde

port map(
Q => rand_out,
D => CDO,
c => s0,

CE => N_EO0);

end sample;
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—— Title : control

—— Design : TRNG

—— Author : Jennifer Brady

—— Company : AFIT Thesis

-— File : control.vhd

—— Generated

—-— From : interface description file

-— By : Itf2vhdl ver. 1.20

—— Description : Control circuit code adapted from code created by Paul

Kohlbrenner's

—— top level new_xpv_circuit.vhd for his thesis
titled Design and Analysis of a True

—— Random Number Generator in a Field
Programmable Gate Array

library IEEE;

use IEEE.STD_LOGIC_1164.ALL;

use IEEE.STD_LOGIC_ARITH.ALL;
use IEEE.STD_LOGIC_UNSIGNED.ALL;

———— Uncomment the following library declaration if instantiating
———— any Xilinx primitives in this code.

library UNISIM;

use UNISIM.VComponents.all;

entity control is
port (
reset: in STD_LOGIC;
clk : in STD_LOGIC;
bit_rdy : in STD_LOGIC;
—— rand_out : in STD_LOGIC;
—— smpl_out : in STD_LOGIC;
—— gate_file: in STD_LOGIC;
- gate_con: out STD_LOGIC;
en_wr : out STD_LOGIC;
rd_ack : out STD_LOGIC;
RO : out STD_LOGIC;
EO : out STD_LOGIC);
end control;
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architecture control of control is

signal rst_bit_rdy:std_logic;
signal en_rnd:std_logic;
signal ds_enrnd:std_logic;
signal rnd_ack:std_logic;

begin

process (reset,bit_rdy,rst_bit_rdy)
begin
if reset='1l' then
en_rnd<='0";
elsif rst_bit_rdy='1l"' then
en_rnd<='0";

elsif bit_rdy'event and bit_rdy='1

en_rnd<="1"
end if;
end process;

process (reset,clk,en_rnd,ds_enrnd)
begin
if reset='1l' then
rst_bit_rdy<='0";
ds_enrnd<='0";
elsif clk'event and clk='1l' then
if ds_enrnd='l' then
ds_enrnd<='0" ;
elsif en_rnd='1l' then
ds_enrnd<='1";
rst_bit_rdy<='1l";

else
rst_bit_rdy<='0";
end 1if;
end if;

end process;

process (reset,en_rnd,rst_bit_rdy)

begin
if reset='1l' then
EO<='0";
RO<='0";

else
EO<=en_rnd or rst_bit_rdy;
RO<=en_rnd;
end if;
end process;

rd_ack<=rst_bit_rdy;

en_wr<=ds_enrnd;
end control;
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—— Company: AFIT/Thesis

—— Engineer: Jennifer Brady

—— Create Date: 07/05/05

—— Design Name: TRNG- True Random Number Generator

—— Module Name: sample?2 - sample

—-— Project Name:

—-— Target Device: Spartan 3

—— Tool versions:

—— Description: Uses one oscillator to sample the a second oscillator

- on the rising and falling edge of
the first oscillator

—— Dependencies:

—-— Revision:

—-— Revision 0.01 - File Created
—— Additional Comments:

library IEEE;

use IEEE.STD_LOGIC_1164.ALL;

use IEEE.STD_LOGIC_ARITH.ALL;
use IEEE.STD_LOGIC_UNSIGNED.ALL;

———— Uncomment the following library declaration if instantiating
—-——— any Xilinx primitives in this code.

library UNISIM;

use UNISIM.VComponents.all;

entity sample is
Port (
reset : in std_logic;
clk0 : in std_logic;
clkl : in std_logic;

RO:in std_logic;
EO:in std_logic;
rd_ack:in std_logic;
bit_rdy:out std_logic;
rand_out:out std_logic

- smpl_out : out std_logic

)

end sample;
architecture sample of sample is

attribute syn_black_box : boolean;

—— Component declaration of the "fd(fd_v)" unit defined in
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component fd
port (
Q : out std_ulogic;
D : in std_ulogic;
C : in std_ulogic);
end component;
attribute syn_black_box of fd : component is true;

—— Component declaration of the "fdc_1l(fdc_1_wv)" unit defined in
component fdc_1
port (
out std_ulogic;
in std_ulogic;
: in std_ulogic;
CLR : in std_ulogic);
end component;
attribute syn_black_box of fdc_1 : component is true;

Q g

—— Component declaration of the "fde(fde_v)" unit defined in
component fde
port (
out std_ulogic;
in std_ulogic;
: in std_ulogic;
CE : in std_ulogic);
end component;
attribute syn_black_box of fde : component is true;

Q g

—— Component declaration of the "fd_1(fd_1_v)" unit defined in

—— file: "./src/spartan3.vhd"
component fd_1
port (

Q : out std_ulogic;
D : in std_ulogic;
C : in std_ulogic);
end component;
attribute syn_black_box of fd_1 : component is true;

attribute KEEP : string;

signal sO_r:std_logic; —--clk0 sample

signal rCDO:std_logic; —--clkl divider output
signal rN_CDO:std_logic; ——inverted CDO
signal fCDO:std_logic; —-—clkl divider output
signal fN_CDO:std_logic; ——inverted CDO

—--signal N_EO_r:std_logic;
—--signal clr_bit_r:std_logic;
signal bit_rdy_r:std_logic;
—--signal bit_rdy_r:std_logic;
signal sO_f:std_logic; —--clk0 sample
—--signal N_EO_f:std_logic;
—--signal clr_bit_f:std_logic;
signal bit_rdy_f:std_logic;
signal bit_rdy_w:std_logic;
—--signal bit_rdy_f:std_logic;
signal N_EO:std_logic;
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signal clr_bit:std_logic;
signal rand_r:std_logic;
signal rand_f:std_logic;
signal ROr:std_logic;

signal r_out:std_logic:='0";

attribute KEEP of bit_rdy_r:signal is
attribute KEEP of bit_rdy_f:signal is

begin

——smpl_out<=s0;

rN_CDO<= not rCDO;

fN_CDO<= not £fCDO;

N_EO<=not EO;

clr_bit<=rd_ack or reset;
bit_rdy<=bit_rdy_r or bit_rdy_f ;
bit_rdy_w<=bit_rdy_r or bit_rdy_f ;
ROr<= RO or reset;

clksamp_r : fd

port map (
Q => s0_r,
D => clkO,
C => clkl);

port map (
Q => rCDO,
D => rN_CDO,
C => clk1,

CLR => ROr);

"TRUE";
"TRUE";

—— bt_rdy_r: process(sO_r,N_EO,clr_bit)

- begin
—— if clr_bit='1l"' then
- rndbit_rdy_r<='0";

—— elsif sO_r'event and sO_r='1l' then

- if N_EO='1l' then

—— rndbit_rdy_r<='1l";
—— end if;

—— end if;

—— end process bt_rdy_r;

FDBR_r : fdce
port map(
Q => bit_rdy_r,
D =>"'1",
CcC => s0_r,
CE => N_EO,
CLR =>clr_bit);

FRO1 : fde

port map(
Q => rand_r,
D => rCDO,
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CcC => s0_r,
CE => N_EO0);

—-— sampling on the negative edge

clksamp_f : fd_1

port map(
Q => s0_f,
D => clkO,
C => clkl);

clk_divf : fdc

port map (
Q => fCDO,
D => f£N_CDO,
C => clk1,

CLR => ROr);

bt_rdy_f: process(s0_f,N_EO,clr_bit)

begin

if clr_bit='1l"' then
rndbit_rdy_f<='0";

elsif sO0_f'event and sO_f='1l' then
if N_EO='1l"' then

rndbit_rdy_f<='1";

end if;

end if;

end process bt_rdy_f£f;

FDBR_f : fdce
port map(
Q => bit_rdy_f,
D =>"'1",
CcC => s0_f£,
CE => N_EO,
CLR =>clr_bit);

FRO2 : fde

port map(
Q => rand_f£,
D => fCDO,
C => s0_f,

CE => N_EO0);

process
begin
if reset='1l' then
r_out<='0";
else
wait until bit_rdy_w'event and bit_rdy_w='1l"';
if bit_rdy_r='1l"' then
r_out<=rand_r;
elsif bit_rdy_f='1l"' then
r_out<=rand_f;
else
end 1if;
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end if;
end process;

rand_out<=r_out;

end sample;
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