











Figure 33 — Optical Flash Test Setup

The flash device was controlled digitally through the concept in photography known as
E-stop. E-stops are powers ofv/2. The first f stop is ¥2", or f/1. Nextis v'2', or f/1.4, then
v2%for f12, etc [24]. For each increment of f-stop number the output wattage doubles. f/1 starts
with output wattage of 18.75, f/2’s output wattage is 37.5, {/3’s output wattage is 75, and so
forth.

Three different DUT tests were conducted. One was with a brand new mini module with
no modifications. The other two tests used another brand new module with the outer most
protective plate removed. One of those setups had the DUT completely exposed to the flash.
The other setup used a 600 micrometer pinhole to focus the flash onto one part of the exposed
DUT.

3.6 Summary
The previous chapter describes the entire process to develop the test platform and all the

components associated with it. A description of the development of the test and diagnostic

vectors was discussed and how they were derived, set up, and implemented. The entire detection
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and diagnosing algorithm was also described in this chapter. Each of the five test setups that
were used are described in detail on how they were constructed for testing the goals of this
research. Further code, diagrams, specifications sheets, and other pertinent information can be

found in the Appendix.

44



IV. Results & Analysis

4.1 Chapter Overview

This chapter covers all the results and analysis performed for this research as described in
the previous methodology chapter. Each section covers all the results from all the test setups
used to obtain errors.
4.2 Test Setup Results

The five subsections describe the results gathered from each of the five tests. Some tests
were more successful than others. A detailed account of each experiment was recorded and
written out in this chapter.
4.2.1 Injected Fault Results

The results for this hardware simulation test setup were completed. The objective of
locating the fault within the circuit and be able to diagnose the location of that particular fault in
real time were achieved. The four hardware injected faults were located with the best resolution
through the algorithm described in Chapter 3. The algorithm was able to pinpoint the exact
location of the fault that was randomly placed in the structural design of either the Ripple Carry

Adder (Figure 34) or the Carry Look Ahead Adder (Figure 35). Three of the four faults were
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Figure 35 — Injected Fault Locations for Carry Look Ahead Adder
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detected and the diagnostic algorithm pinpointed them exactly on the circuit diagram. One of the

faults was not able to be located exactly; however, the algorithm reduced the number of possible

locations to three. This result cannot uniquely distinguish amongst the three faults without fully
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destroying the circuit. Using this method, it is the best possible solution that can be found.

Figure 36 shows the results printed in the flash device depicting how the algorithm reduces the

number of faults in an effort to pinpoint the exact fault.
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Figure 36 — Injected Fault Results

The circled result is represented in HEX. Each HEX number represents four fault locations. The
first result of 00000019 depicts that there are three possible fault locations the algorithm located.
The second result of 00000020 represents the exact location of the fault uncovered.
4.2.1.1 Analysis

These results prove that the inverse deductive algorithm for fault detection and diagnosis
worked. The algorithm correctly detected each of the injected fault locations individually and
properly reduced the number of possible fault locations to the best possible solution. These
faults were each injected one at a time. The algorithm’s goal was to detect single errors within a
circuit but also takes into account multiple errors. However, it is not able to fully diagnose the
exact location of multiple errors. The algorithm performs a set of test vectors and post

processing analysis was done.
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4.2.2 Gamma Radiation Results

Four separate tests were conducted at the OSUNRL. The first test used a Spartan series
chip that was separated from the baseboard. The maximum dose rate of 69 krad(Si)/hr was set
based on the dose rate curve found in Chapter 2. No errors were detected for the first fifteen
hours, but soon after, the chip experienced a catastrophic failure and no values were obtained.
The chip itself was damaged beyond repair and not able to be reprogrammed.

In an effort to cause errors, the next three tests kept the baseboard and the DUT attached.
The first test lasted for forty-eight minutes before it was removed from radiation. The result log
showed a sporadic array of random results with no consistent outcome. All the adders and voter
logic produced multiple random results. There were no clear, traceable set of results obtained in
the result logs. After pulling the DUT from radiation, the baseboard was damaged and
inoperable. However, despite the damaged baseboard, the DUT remained operational. Figure 37
shows a portion of the log of the errors from this test. The full results are similar to the portion

displayed in this figure.
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Figure 37 — Gamma Radiation Test 2,3 Results

The third test was set up in a similar fashion as the second test. This test lasted for an

hour and nineteen minutes before numerous errors showed up. The third test lasted longer but
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the results within the log were the same as Figure 36. Aside from the duration of this test, the
only other difference between the two tests was Test 3’s baseboard and DUT were no longer
operational. Test 2’s DUT was still operational.

The final test for gamma radiation was met with differing results. The device was raised
to seventeen inches from the bottom of the radiation chamber. By raising the distance, the dose
rate is effectively reduced to 35 krad(Si)/hr based on Figure 11 found in Chapter 2. After two
and three quarter hours, the baseboard and the DUT were still operational after being pulled from
the radiation event. There were a total of thirty-four errors that were traceable coming in three
groups of time. Figure 38 shows the timeline for all four tests for gamma radiation along with

the group of errors detected in Test 4.

Test2 Test3 Test 4 Test 1
Pulled Pulled Pulled Pulled
I I 1T5 Time (hr)
2 3
Test4 Test4
Errors 1-7 Errors 17-34

Test4
Errors 7-17

Figure 38 — Gamma Radiation Timeline

The three groups of errors, based on the logs, were consistent and traceable. It appeared
that the voting logic produced errors at bit zero. The results showed that bit zero of the voting
logic was a stuck-at-zero fault meaning a value in the output remained zero for a period of time.
Table 3 presents an example of how the results represent a bit stuck at zero. Finally, Table 4

shows a summary of all four test results taken during the gamma radiation test.
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Table 3 — Stuck at Zero Faults

Behave Adder | CLA Adder | RC Adder Voter Gold Circuit
D -1101 D-1101 D-1101 C-1100 D -1101
3-0011 3-0011 3-0011 2-0010 3-0011
9-1001 9-1001 9-1001 8 — 1000 9-1001
Table 4 - Gamma Radiation Results Summary
Baseboard | Does Rate |Duration| Baseboard DUT Vectors Checked
Test # |Chip Type| Attached | (krad(Si)/hr)| (hrs) | Operational | Operational * 1000
1 |Spartan 3 No 69 15 Yes No 150861
2 FX (1) Yes 69 0.8667 No Yes 7269
3 FX (2) Yes 69 1.333 No No 15482
4 FX (3) Yes 35 2.75 Yes Yes 26470

4.2.2.1 Analysis

The overall results from the gamma radiation test showed that the test platform created
for this test was successful. The detection portion of the algorithm of determining if errors
existed proved successful. In Test 1 the catastrophic failure of the chip rendered the results
inconclusive. However, the test did show that the separated DUT with its smaller technology (90
nm) was more resilient to gamma radiation. By having smaller technology, the gate oxide traps
less positive charge overall. With less trapped charges due to radiation, the transistors have a
better change of operating normally. Test 2 and 3 confirmed that the baseboard is more
susceptible to gamma radiation than the DUT itself as shown in previous work [17]. One could
speculate that the cause for this would be the baseboard was not designed for volatile
environments. The designers were not interested in creating a board to withstand gamma
radiation rather than to just provide a connection port for the DUT.

The final test showed that the algorithm was able to track the single bit error in the voting
logic. However, it was not able to diagnose the error because it would disappear on average

0.00069 seconds. The logs were able to track thirty four errors before pulling the device out of

50



Table 5 — Thermal Radiation Results Summary

Chip Duration |Start Temp| Peak Temp |Final Output
Test #| Type (mins:secs) (C° (C°) Wattage
1 FX(1) 11:07 34.8 440.9 1800
2 FX(2) 13:06 36.1 392.7 1350
3 FX(3) 18:39 42.8 298.1 1300
4 FX(4) 21:35 35.5 301.8 1290

the radiation. The results show that the number of errors for each ‘grouping’ increased over
time. This would be expected since the DUT has been constantly exposed to gamma radiation.
If the device would have remained in radiation, the results had the potential to show that more
errors would occur due to the voltage threshold dropping as in Figure 9 (Chapter 2) while in
radiation.

The tests performed with gamma radiation do suggest that there might be a difference
between total ionizing dose and dose rate. The two tests with the highest dose rate failed faster
than the board with half the dose rate and under radiation with more than doubled the amount of
time than the other two tests. This would be similar to skin exposure to the sun’s harmful UV
rays. On a bright sunny day with no form of protection, skin has a higher chance of being
damaged in a period of one hour than a cloudy day in a period of two hours. Skin would be
exposed to similar total amounts of UV rays but the one in direct sunlight can potentially cause
more immediate damage. In the end, the total dose rate does have an effect on the threshold
voltage. As shown in Figure 4 (Chapter 2), the threshold voltage could have shifted causing the
set of errors from Test 4 to appear and then disappear in groups. More tests would be needed to
verify this, but there are promising results from the outcome of this test setup.

4.2.3 Thermal Radiation Results
An attempt to expose the DUT to thermal (heat) radiation was another test in an effort to

detect errors. Four tests were conducted on four separate DUTs. Table 5 shows a summary of
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the results of all four tests for thermal radiation. The duration column indicates how long it took
before complete chip failure. The first two tests were conducted by increasing the wattage
quickly over a shorter period of time. The results for the first two tests had catastrophic failure at
higher temperatures. The log did show that there were errors in the voting logic at bit one before
completely failing all together with all outputs being zero. Between the first two tests there were
more than a dozen single voter errors spanning five hundred milliseconds before everything
failed.

The last two tests had the output wattage slowly increase over a longer span of time.
With this test, the chip failed around 300°C. Though the chip took longer to fail and had lower
temperatures, no traceable errors were able to be detected. The FX series chip was only rated for
temperatures in the range of zero to eighty-five degrees Celsius. In the end due to this fact, the
chip catastrophically failed having results of all zeros for the output.
4.2.3.1 Analysis

The results for this test again showed that the voter logic was the first to fail before any of
the adders. Due to the law of thermal equilibrium, a direct pinpoint form of thermal radiation
could not be achieved. The entire body of the DUT would heat up to roughly the same
temperature of the directed pinpoint of the beam. In semiconductors, electrical conductivity
increases with increasing temperature. Silicon’s thermal conductivity is only three hundred
Kelvin which is equivalent to twenty-seven degrees Celsius. One could speculate that with the
quick ramp up of wattage thermal equilibrium was not fully reached allowing the chip to achieve
higher temperatures before failing. The high temperatures did not fully diffuse across the DUT
possibly causing partial damage. Once the rest of the chip caught up with the focal point of the

beam, the entire chip completely failed.
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Table 6 — Optical Laser Results Summary

Test #| Chip Type | Duration (min) |Laser (mW)|Errors
1 FX(1) 45 10 None
2 FX(1) 45 20 None
3 FX(1) 45 50 None

The other tests had the increase of temperature ramped up more slowly. These tests did
not have any constructive results. The chip failed completely by having a short created due to
the heat. The slow method of increasing the temperature allowed for thermal equilibrium across
the entire chip before stepping to the next level. By waiting longer, the entire chip would have
the same temperature and allow it to fail completely without damaging a portion of the chip first.
In the end, the results for this test did show that the system was able to detect some single errors
before completely crashing.

4.2.4 Optical Laser Results

An attempt to cause errors on the DUT was to use a laser pointer. Three tests were
conducted with each of the three lasers. Table 6 depicts the results gathered from the
experiment. The lasers were focused onto the same corner of the DUT where a few of the
outputs would have been located. After forty-five minutes, it was determined that the test would
not cause any errors.
4.2.4.1 Analysis

After careful examination of the DUT, it was determined another metal plate was there to
protect the innermost logic of the FPGA. Without permanently damaging the chip itself,
attempts through chemicals and small blades to remove the second metal plate turned up
fruitless. The possibility that the laser could create enough heat to cause thermal conductivity

producing errors was considered. However, since the lasers were COTS, the laser was not able
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Table 7 — Optical Flash Results Summary

Flash Output
Test # | Chip Type W) Covering Results
1 FX(1) 600 (Max) Yes None
2 FX(2) 18.75(Min) No Lid Crashed
No Lid /
3 FX(2) 428.4 600um pinhole | Crashed

to last long enough due to batteries. It was concluded that the laser test would not be able to
induce any errors on the DUT with the second metal plate in place.
4.2.5 Optical Flash Results

This was the last test that was performed and available. The goal of this test was to use a
flash to cause Electrical Magnetic Interference (EMI) to the DUT. Table 7 is a summary of the
results collected from each test.

The first test used a brand new DUT completely intact. The DUT was completely
resistant to the output of the flash all the way up to its max, 600W. No errors or damage to the
DUT came about with this test. The second test used a DUT that had the top plate removed. By
removing this plate, the DUT was completely susceptible to EMI. With the lowest setting,
18.75W, the DUT reset its values. Even a camera flash was able to reset the DUT. However, in
this test the DUT was able to be reprogrammed and used again. The final test used the 600
micrometer pinhole in an effort to direct the flash onto on portion of the DUT. With the f-stop
setting of 4.2 (428.4W), the flash device was able to reset the DUT. Further tests were
conducted to make sure this value was the case. The DUT would consistently fail at the f-stop
setting of 4.2 but not at 4.1.
4.2.5.1 Analysis

It is easily concluded that the outer plate of the DUT helped protect the device from EMI

and other potential harmful effects. By removing this plate, it exposed the device and made it
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more susceptible to EMI. The simple flash of a camera was able to cause enough EMI in the
circuit to cause a voltage drop throughout the entire FPGA. By dropping the voltage, all the
thresholds were lowered and the resulting outputs from the FPGA turned into 1’s. By adding a
pinhole plate over the DUT, it was able to shield out some of the EMI on the low outputs.
However, once it reached 4.2, the DUT became subject to EMI causing it to fail. Even with a
pinhole, the EMI was not directed toward one portion of the DUT. The entire FPGA failed.
4.3 Summary

This chapter discussed all the results obtained from the five tests to detect and diagnose
errors within the DUT. Some tests were slightly successful. In short, some of the tests were able
to validate the detection portion of the algorithm. The injected fault test was the only test to
exercise the diagnosis part of the algorithm. This was expected since the entire experiment was
run through hardware and was completely controlled by a user. It was disappointing the
remaining tests were unable to fully allow for diagnosing single errors on a circuit. The gamma
and thermal radiation test was able to detect single errors in the voter logic, but were not able to
pinpoint the exact location of the fault. The gamma radiation test had its errors disappear most
likely due to the SEEs only creating temporary damage. The thermal radiation test went beyond
the thermal conductivity of silicon causing the DUT to fail completely. The optical laser test
was not able to produce any real results because of the extra metal plating. Finally, the optical
flash test caused enough EMI to create soft errors when the DUT was completely exposed.
Attempting to pinpoint the flash did not help with any of the results. The pinhole in the end
helped protect the chip from the EMI of the flash device. All in all, these tests do prove that

circuits are still susceptible to multiple forms of radiation which provides an ample amount of
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time and research to be performed to help mitigate errors within a circuit. All result logs can be

found in Appendix L.
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V. Conclusion
5.1 Chapter Overview

A final wrap up is discussed in this section along with notes and ideas for future work
that could be completed to enhance this particular area of research. The conclusion covers the
success of the implementation of the testing platform and diagnostic algorithm. The TDTMR
conclusion is also discussed in this chapter.

5.2 Conclusion

The first step done for this thesis was correcting the multiple mistakes previously
performed in this area described in Chapter 2. Along with correcting mistakes, three main goals
were the focus of this research; construct a test platform to evaluate circuit designs under various
forms of radiation, develop an algorithm to detect and diagnose errors within a circuit, and
finally study a new design, TDTMR.

The first goal of constructing a test platform to evaluate a circuit while under radiation
was accomplished. The test platform was fully developed to allow a DUT to be placed under
hazardous conditions while the control board performs a full test vector evaluation. The test
platform was also corrected and enhanced from previous designs and work that was done in this
area of research. This platform was used in all five test setups and could be modified to adapt to
other possible test setups. The entire test setup replaces numerous machines and countless man
hours to setup a testing environment.

The goal of developing a method to detect errors and diagnose the location in real time
was accomplished. The algorithm showed its full functionality during the manual injected test.
The algorithm accurately detects single errors and was capable of locating them in the DUT. If

multiple errors occurred at the same time, the algorithm can detect the incorrect outputs, but not
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fully diagnose its location due to the scope of the algorithm. The final results within the logs
showed that multiple errors were accounted for by this algorithm.

Finally, the goal of fully exercising the concept TDTMR was not fully tested with the
current time constraints. However, corrections were made to the original design that was
performed in previous research. The design correctly implements the TMR concept along with
having the design fully laid out on the FPGA instead of being optimized. The results of a few
test setups do, however, indicate that the voting logic is more susceptible to radiation damage
than the three forms of adding logic. Overall, the TDTMR design is prepared and capable of
being fully evaluated given the opportunity.

5.3 Future Work

There is a lot of opportunity for further research and studies within this area. Radiation
effects on electronics continue to be a mystery. There are a lot of areas to investigate further
from this research.

First, the TDTMR design should be more thoroughly investigated. The current research
in this thesis does not fully cover all the possibilities that are out there. TDTMR has the
opportunity to possibly be extremely effective. Having three differing forms of equal logic could
demonstrate that one form of logic is more resilient to errors than another. TDTMR can then
potentially be added to the hardening by design techniques if fully developed. TDTMR could be
taken a step further by utilizing Xilinx’s floor planner tool to place the different logic blocks in
different areas of the FPGA.

Additionally, work could be done to perfect the algorithm to take into account of multiple
bit errors. The algorithm currently is only able to detect for single errors but research and

development of diagnosing multiple error locations could be expanded. Further research for
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