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Abstract

Purpose — Limited facilities operating and modernization budgets require organizations to carefully
identify, prioritize and authorize projects to ensure allocated resources align with strategic objectives.
Traditional facility prioritization methods using risk matrices can be improved to increase granularity in
categorization and avoid mathematical error or human cognitive biases. These limitations restrict the utility
of prioritizations and if erroneously used to select projects for funding, they can lead to wasted resources. This
paper aims to propose a novel facility prioritization methodology that corrects these assessment design and

implementation issues.

Design/methodology/approach — A Mamdani fuzzy logic inference system is coupled with a
traditional, categorical risk assessment framework to understand a facilities’ consequence of failure and its
effect on an organization’s strategic objectives. Model performance is evaluated using the US Air Force’s
facility portfolio, which has been previously assessed, treating facility replicability and interruptability as
minimization objectives. The fuzzy logic inference system is built to account for these objectives, but as proof

of ease-of-adaptation, facility dependency is added as an additional risk assessment criterion.

Findings — Results of the fuzzy logic-based approach show a high degree of consistency with the traditional
approach, though the value of the information provided by the framework developed here is considerably
higher, as it creates a continuous set of facility prioritizations that are unbiased. The fuzzy logic framework is
likely suitable for implementation by diverse, spatially distributed organizations in which decision-makers

seek to balance risk assessment complexity with an output value.

Originality/value — This paper fills the identified need for portfolio management strategies that focus on

prioritizing projects by risk to organizational operations or objectives.

Keywords Fuzzy logic, Facility management, Risk assessment, Prioritization, Consequence,
Operational objectives, Mission dependency index, Tactical

Paper type Research paper

1. Introduction

Portfolio and project management within facilities management departments are important and
complicated issues in the private and public sectors. Prioritization requires that companies identify,
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prioritize and authorize projects that align with organizational objectives (Filho et al, 2018; Hannach
et al, 2016). Large, geographically distributed organizations may require projects from subordinate
locations or work centers to compete for centralized funding. Limited resources drive organizations
to prioritize projects with the understanding that not all candidate projects submitted by
subordinate locations will be selected for funding. Companies must, therefore, establish a
standardized basis for comparing facilities to determine how each affects corporate objectives. The
net effect of developing a prioritization framework has two beneficial outcomes. First, it ensures
organizations can fund the right project at the right time and avoid funding a project for a facility
when other facilities and projects could be more critical for satisfying strategic objectives. Second, it
provides organizations with a translation of objectives to facilities, enabling the development of the
facility and organizational risk profiles. Each of these outcomes results in enhanced fiscal resource
utilization and minimizes organization risk and decision-maker regret. However, a valuable
methodology for prioritization should seek meaningful, robust results as simply as possible;
decision-makers prefer this approach (Karlsson et al,, 2006).

In general, project prioritization methodologies are organization-specific. However, they
should emanate from a generalized methodological approach to ensure prioritization outputs
are valid and can be post-processed to meet decision-maker use requirements. Three main
steps exist for methodological prioritization:

(1) 1dentification of factors affecting decision-making;
(2) wvaluation of identified factors; and

(3) ranking of projects (Akgun et al, 2010; Andres et al., 2016; Bowles and Peldez,
1995; Bozbura and Beskese, 2007; Jamshidi ef al., 2013; Markowski and Mannan,
2008; Moazami et al., 2011; Shaygan and Testik, 2019).

Factors for prioritization should be identified that align with the organization’s strategic
objectives (Hannach ef al, 2016) and the risk assessment performed should reflect how the
loss of an asset places risk on these objectives.

Facilities are an “enabler” for work processes that support organizational goals or
productivity and link the facilities to the organization’s objectives (National Research
Council, 2004). There is a literature gap concerning prioritization methods that link facilities
to strategic organizational objectives, particularly within non-profit-seeking organizations.
Akgun et al (2010) conducted a highly stylized and single objective vulnerability
assessment for a small municipal airport. Educational campuses such as the Massachusetts
Institute of Technology (MIT), have used analytical hierarchy process (AHP) and multi-
attribute utility theory (MAUT) to prioritize facility renewal projects that align with
identified impact categories, e.g. impact on health safety and the environment, economic
impacts and coordination with policies, programs and operations (Karydas and Gifun, 2006).
This process allowed MIT’s facilities managers to align projects with strategic objectives by
understanding the consequence of not funding a project.

Three significant limitations emerge from both the Akgun ef al. and Karydas and Gifun
analyzes:

(1) they are applied to a single location, with a limited set of organizational objectives;

(2) the methods of risk assessment require extensive amounts of data and deliberation
to categorize the desired performance metrics; and

(3) the methods do not make use of generalized approaches to risk.

The DoD and NASA created the Mission Dependency Index (MDI) to link facilities to their
organization’s objectives (Antelman ef al, 2008; Antelman and Miller, 2002). This
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methodology can be applied to diverse locations. It does not require extensive amounts of
data or training for decision-makers and the metric score produced is used to stratify and
authorize facility projects. Antelman’s research is the only large-scale application of this
type of requirement; however, the mathematical transformation of ordinal results to
calculate the MDI score leaves room for improvement to reduce errors, bias and uncertainty
(Kujawski and Miller, 2009). This paper’s research intends to integrate the Air Force’s MDI
methodology with fuzzy logic so that facilities can be linked to strategic objectives and
facility projects can be funded in an order that best supports the organization.

1.1 Facility vrisk management

Risk assessments require decision-makers to think strategically and to problem solve when
comparing alternates (Hertz and Thomas, 1982). Hertz and Thomas (1982) conclude risk
assessments are “useful for understanding, formulating and resolving ill-structured,
complex policy and planning problems.” Private companies typically focus their risk
assessments on identifying projects that maximize revenues using cost-benefit analysis
(Hannach et al., 2016; National Research Council, 2004). Although profits and losses may be
a common metric of consequence for some private-sector organizations, organizational
objectives cannot be measured monetarily for many public and private entities, e.g.
education, health-care, corporate or government agencies (National Research Council, 2004).
Instead, these types of corporations often measure their utility through risk mitigation.
Faber and Stewart (2003) defined risk as “the expected consequences associated with a
given activity.” Risk cannot be measured in nature and instead is a prio7i and calculated by
formulas of probability and consequence, most simply as the product of the two.

One way to establish a standard comparison for risk mitigation-oriented organizations is
to measure facility failure by estimating the organization’s consequence from reduced
productivity. Estimating the consequence of failure is made difficult by the complex nature
of comparing direct losses (building damage and production loss), indirect losses
(inconvenience to users, unemployment, social perceptions and cascading failures) and non-
monetary losses such as loss of life, injury to employees, environmental damage or
community disruption (Faber and Stewart, 2003; Karydas and Gifun, 2006; National
Research Council, 2004). Identifying and quantifying these losses can help portfolio
managers mitigate the risks associated with facility failure.

Markowski and Mannan (2008) suggest that there are qualitative, quantitative and semi-
quantitative approaches to constructing risk assessment methodologies. Organizations
must select the approach that provides the level of risk detail desired for decision-making.
Qualitative methods use only categorical values such as low, medium and high, to assign
risk likelihood or severity levels. Qualitative methods are preferred for their simplicity and
can be used when quantitative data is unavailable or inadequate or under budget or time
constraints (Radu, 2009). Unfortunately, qualitative assessments frequently do not provide
numerically robust outputs that enable advanced decision-making, do not capture
uncertainty at the edges of each category and only produce relative measures of risk.
Quantitative categorization gives numerical intervals to well-defined categories such as
“likely to interrupt operations,” which might correspond to an interval of unfavorable events
with a probability of [0.25, 0.4]. Similarly, a category of severity indicating “very high risk to
operations” could result in economic losses between $4 and $5m. These objective categories
can be used to repeatably calculate precise risk assessments but can be time or budget-
consuming due to the requirement for accurate and available data and require that
organizations can quantify risk categories (Radu, 2009). Semi-quantitative methods use
categorical values, which may either added or multiplied to create a risk score. The



categorical value on the matrix will indicate more severity or risk probability by assigning
higher values, which increases the output risk score (Markowski and Mannan, 2008). Semi-
quantitative assessments have many of the same advantages as qualitative risk
assessments in terms of ease of implementation, though these methods have the added
bonus of creating an ordinal list of results that can be used for better prioritization (Radu,
2009). Semi-quantitative results are not preferred when prioritization must occur through
objective measures, like cost-benefit-analysis, but are less time and data-intensive than
quantitative methods. In general, semi-quantitative approaches represent an attractive
blend of qualitative and quantitative assessments and may be preferred by organizations
seeking to minimize time spent thinking about facilities while still achieving a robust
prioritization that will ensure limited budgets are applied to the most critical facilities.

Risk matrices commonly use the basic properties of likelihood and severity or variations
such as probability and consequence of an event, to prioritize risks or aid in decision-making
about accepting risk (Duijm, 2015; International Electrotechnical Commission, 2019). Despite
their popularity, risk matrices are criticized for their design and mathematical analyzes of
risk (Cox, 2008; Duijm, 2015; International Electrotechnical Commission, 2019; Li et al., 2018;
Nelson, 2019; Smith et al, 2009). Because of their relatively simple design, matrices are
subject to decision-maker cognitive biases and subjectivity (International Electrotechnical
Commission, 2019). Hubbard and Evans (2010) reveal bias and subjectivity arise from
individual experiences, optimism bias, confirmation bias, variability in understanding
verbal descriptions and subjective assessment, among many nurtured and natural traits.
Smith et al. (2009) go on to document centering bias and prospect theory (Kahneman and
Tversky, 1979; Tversky and Kahneman, 1992) and their effects on risk matrix results.
Subjective probability causes individuals to overestimate small probabilities and
underestimate large probabilities (Kahneman and Tversky, 1979). Personal ownership
causes individuals who have more attachment to the asset (i.e. managers or facility owners)
to overestimate the severity of consequences (Smith et al., 2009).

Qualitative and semi-quantitative categories, commonly seen in risk matrices, are
primarily based on user experience and can result in subjective judgments rather than
quantitative standards. Subjective judgment is when different survey participants assign
the same situation to different risk categories (International Electrotechnical Commission,
2019). Traditional risk matrices are not recommended for complex risk assessments because
of the limitations associated with these methodologies (Cox, 2008; Duijm, 2015; International
Electrotechnical Commission, 2019; Nelson, 2019; Smith et al, 2009). Though matrices may
still underly a risk assessment process, they should be designed or hidden to eliminate bias
and subjectivity concerns.

Large, multi-location and multi-objective organizations such as the Department of
Defense (DoD) and NASA have prioritized large project portfolios using traditional risk-
based metrics to link facilities to strategic organizational objectives (Amekudzi and McNeil,
2008). Each has chosen to implement semi-quantitative traditional risk matrices with
discrete categories as a means of simplifying the complexity of consistently evaluating a
large number of facilities across multiple operating locations with unique missions
(Antelman and Miller, 2002; Grussing et al., 2010; Savatgy et al., 2019). Semi-quantitative
risk matrices produce ordinal numbers, which the DoD and NASA have arithmetically
transformed to understand vulnerable facilities on their campuses and prioritize facility
projects at multiple organizational levels (Amekudzi and McNeil, 2008; Kujawski and Miller,
2009). However, semi-quantitative ordinal outputs cannot be translated using parametric
mathematical operations. Therefore, transformed consequence outputs for any subsequent
use, e.g. prioritizations, are inaccurate. Furthermore, the discrete categories and verbal
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linguistics used to prioritize these facilities introduce uncertainty due to fuzziness, leading to
missed opportunities and wasted resources.

1.2 Fuzzy logic and risk management

Fuzzy logic can be used with semi-quantitative risk assessments to produce discrete ordinal
outputs that can be used for prioritization (Akgun et al, 2010; Markowski and Mannan,
2008; Moazami et al, 2011). Furthermore, this methodology also removes the confirmation
bias associated with using a traditional risk matrix by obscuring the decision-makers’ view
(Duijm, 2015; Hubbard and Evans, 2010). Fuzzy logic and fuzzy sets may also be used when
uncertainty due to fuzziness exists such as between categories in a traditional risk matrix
(Duijm, 2015; Markowski and Mannan, 2008). The advantages of maximizing value for
decision-makers while minimizing complexity make fuzzy logic an ideal choice for
integration with risk assessments.

Fuzzy logic is one of the only methodologies that enable decision-makers to compute
with words (Zadeh, 1999). Prioritization and risk assessment methodologies commonly use
verbal linguistics to organize or categorize requirements making fuzzy logic a
complementary synthesis. Analytical hierarchy process (AHP), a common technique used
by decision-makers for analysis of alternates, has been integrated with fuzzy logic to
prioritize human capital measurement indicators (Bozbura and Beskese, 2007), pavement
rehabilitation and maintenance projects (Moazami ef al, 2011) and generalized project
prioritization and selection (Shaygan and Testik, 2019). Fuzzy logic has been blended with
failure mode, effects and criticality analysis (FMECA), as FMECA typically uses imprecise
information and verbal linguistics to assess criticality (Bowles and Peldez, 1995). Fuzzy sets
have been used to prioritize safety issues by developing a fuzzy risk matrix and were
discovered to be more precise and reliable than traditional risk matrices (Markowski and
Mannan, 2008). Vulnerability assessments have used fuzzy logic to study facility risk
against terrorist attacks, which specifically considered interdependencies among facilities
for small-scale airports (Akgun et al., 2010). Fuzzy logic has been integrated with existing
pipeline risk assessment methodologies to create a more precise and more robust model for
controlling risks associated with pipelines (Jamshidi ef al, 2013). An advantage of using
fuzzy logic inference systems is that the system can be easily manipulated to add additional
components without additional complexities to the modeler or decision-makers.

1.3 Facilities risk management and fuzzy logic

Despite the significant contributions of the aforementioned literature, no formalized
prioritization method exists that links an organization’s strategic objectives to its built
assets. Decision-makers need a simple solution that limits data collection and deliberation
time while providing actionable outputs without the use of a risk matrix. In this paper, a
semi-quantitative risk assessment methodology used by the US Air force to determine the
consequence of failure for facilities and as a component of capital improvement project
prioritization is adapted with a fuzzy logic inference system to improve the fidelity and
granularity of the facility prioritization process. The existing risk methodology used by the
Air Force, which possesses many of the same risk-matrix design and implementation flaws
discussed above, is described in Section 2. A semi-quantitative method is used because of
the ordinal nature of events and the desire for a simple, repeatable process that can be
applied to large, diverse organizations with hierarchical structures (Antelman and Miller,
2002; National Research Council, 2004). Fuzzy logic has been widely used in asset and
organizational prioritization methodologies (Akgun ef al, 2010; Jamshidi ef al, 2013;
Markowski and Mannan, 2008; Moazami ef al., 2011), but this is the first application where it



has been used for large-scale, diverse organizations with hierarchical structures to link
facilities to an organization’s strategic objectives. The flexible nature of fuzzy logic systems
allows modelers to add components without adding complexity, making it a superior choice
for integration with the Air Force’s project prioritization method and consequence of failure
calculations (Nelson, 2019).

2. Background data and methodology: Linking US air force objectives to
project and facility prioritization

Diverse, spatially distributed organizations are plentiful and form the backbone of many
industries. The US Department of Defense (DoD) is one of the world’s largest industrial
complexes. Like many US Government agencies, which possess many of the same risk
matrix design and implementation flaws discussed above, the DoD developed the Mission
Dependency Index (MDI) as the risk-based metric to link facilities to an organization’s
strategic objectives (Antelman ef al, 2008; Antelman and Miller, 2002). While each military
service within the DoD uses a different methodology to calculate MDI, each version of MDI
is calculated using some combination of interruptability, replicability and dependency as
surrogates for organizational objectives (Antelman and Miller, 2002; Nichols, 2015). The Air
Force Installation Mission Support Center (AFIMSC) focused its MDI on the tactical or
installation, level. AFIMSC implemented the Tactical Mission Dependency Index (TMDI) to
link-local facilities or assets to local operational objectives in order to support risk-based
decision-making and provide leadership a risk profile view of their campus (Weniger, 2020).
The survey results categorized 54,000 facilities at 79 campus locations across the globe.
TMDI was calculated with a traditional risk matrix (Figure 1) and used the following
replicability and interruptability survey questions to elicit facility-by-facility responses from
Mission Owners:

o Interruptability: How fast would the campus’s mission capabilities be impacted if the
functional capabilities in building x were interrupted? (Assumes complete
unavailability due to long-term deferred maintenance).

*  Replicability: How difficult would it be for the campus to relocate or replicate
functional capabilities if this facility’s operations were interrupted? (Non-fixed
equipment could be moved).

Mission owners and facility occupants answered the survey questions to determine the risk
of facility loss on strategic objectives (Savatgy et al, 2019). The traditional risk matrix
implemented by the Air Force for the TMDI framework is problematic because it only

CONSEQUENCE OF FAILURE SCORE
Severity Q1: Interruptability

| Immediate Brief Short Prolonged
(K| CITToTo B < 15 Minutes

< 24 Hours <7 Days 7 Days <
Impossible 76 64
2
o | Extremely
g Difficult o5 &0
g
= Difficult 72 60 48
o
Possible 64 52 40
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Figure 1.
Traditional TMDI
risk matrix (Savatgy
et al., 2019) describing
the relationship
between
interruptability and
replicability with the
MDI score
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Figure 2.
Cumulative density of
AFIMSC’s TMDI
original survey
results. Note, facilities
with scores greater
than 40 retain a
matrix-based score.
Those facilities
receiving a matrix
score of 40 are
rescored. This
approach produces
the inconsistent
“step” in the density
function

allows for 14 unique outcomes due to risk ties and discrete categories usage. These
outcomes and ties can be seen by the large “stairs” or “step” results above TMDI =40 in a
cumulative density plot of the Air Force’s facility portfolio (Figure 2). Assets that received a
TMDI score less than 40 were automatically reassigned a score less than or equal to 40,
based on the significant administrative function housed in the facility. This rescoring
process affected nearly 45% of the Air Force’s portfolio. It was mostly undertaken to quickly
score assets that are unlikely to compete well for funds against those facilities with higher
TMDI scores. However, rescoring in this way does not link specific facilities to strategic
objectives. Instead, the rescoring linearly distributes scores based on facility type. By
increasing the range of categories, portfolio managers and campus leadership can accurately
capture campus risk profiles and prioritize projects by the organization’s strategic
objectives.

Furthermore, risk ties force prioritizations to be determined by the facility’s probability
of failure and do not provide campus leadership an accurate representation of their campus’s
risk profile. Another limitation of the current methodology is that dependency was not used
as a variable to determine consequences. Omitting dependency is problematic when similar
facility types exist at different campuses when multiple facilities with varying usage levels
on a single campus are compared or when a failure in one facility creates failure in others.
Dependency should be evaluated to ensure cascading effects are considered when
determining the consequence of failure. The coloring of the matrix in Figure 1 makes risk
tolerance levels impossible to discern and adds no value to the matrix due to its equivalence
with a risk score. The linguistic variables used to categorize facilities invite subjective
judgment from all survey participants and the fuzzy identity between categories is not
captured within the matrix.

While TMDI is used primarily in the creation of installation and service-level risk
profiles, Air Force civil engineers at each of the Air Force’s 89 installations use a unique
project scoring methodology to create an annual Integrated Priority List (IPL) of candidate

CDF MDI Waterfall
100 T T \ T \

—— AFIMSC MDI

90 1

80

60 -

MDI

40

20 -

0 1 1 1 1 1 L 1 1 1
100 90 80 70 60 50 40 30

% of Facilities




facility improvement projects that compete for funding distributed by the Air Force Civil
Engineer Center (AFCEC) (DoD, 2017). The IPL is a list of projects prioritized by a technical
score, which indicates a level of risk to the organization if the project goes unfunded. A
project’s technical score is calculated using TMDI. Because the Air Force’s methodology to
calculate TMDI is laden with substantive deficiencies in design and execution, project
funding decisions are likely suboptimal.

The subjective probability introduced by mission owners and facility occupants when
answering TMDI questions adds bias to the results from their perceptions or personal
ownership (Hubbard and Evans, 2010; Kahneman and Tversky, 1979; Smith et al., 2009).
This bias affects the accuracy and utility of TMDI, which manifests itself in both risk
profiles and project outcomes. While literature shows general risk assessment design and
implementation issues are pervasive across organizations, the authors suspect these issues
extend to facilities prioritization. This study provides a path forward, illustrating an
adaptation methodology that integrates a fuzzy logic inference system for bias-reduced
facilities prioritization. While the methodology is calibrated to the Air Force, any
organization that can define its objectives can benefit from a fuzzy logic-based approach.

3. Methodology: Fuzzy logic for facility risk assessment

Zadeh (1965) proposed classes of objects called fuzzy sets with “continuous grades of
membership.” Natural human linguistics is frequently used to describe fuzzy sets (Zadeh,
1965). A fuzzy logic system takes a crisp input value from a decision-maker and fuzzifies it
into a fuzzy input set (Figure 3). This facilities prioritization problem translates crisp inputs
for interruptability, replicability and dependency to fuzzy inputs. The fuzzy input sets
become a fuzzy output set based on a set of rules, which are discussed below. The fuzzy
outputs from the inference system are defuzzified through weightings and averages of the
outputs from all the rules and a deterministic, crisp output is calculated.

A fuzzy inference system can provide additional information with similar utility and
meaningful results using less time and resources for analysis (Mitchell and Carter, 1993).
Verbal linguistics’ popularity provides fuzzy logic a seamless integration with established
risk analysis methods, reducing bias and capturing additional dimensionality. Although the
initial system must be constructed, the outputs are more valuable for decision-makers. They
can easily be used to link facilities to organizational objectives for the allocation of
prioritized resources.

FUZZIFIER RULES DEFUZZIFIER
GUTPUTS
INTERRUPTABILITY T™DI
CRISP
INPUTS
REPLICABILITY
DEPENDENCY
FuzZY FUZZY INFERENCE | FUZZY
INPUTS (MAMDANI) OUTPUTS

Source: Adapted from Larguech et al. (2015)
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Figure 3.
Generalized fuzzy
inference system
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The fuzzy logic integration framework proposed here is adapted to the TMDI risk
assessment and follows a four-step process:

(1) membership functions are created to enable continuous input for interruptability,
replicability and dependency;

(2) membership functions are developed for outputs to calculate the Consequence of
Failure, which produces a TMDI score;

(3) rules for the risk-based-matrix and fuzzy system are established; and

(4) outputs are evaluated graphically to ensure the prioritization of facilities is
consistent with decision-maker priorities.

3.1 Step 1. Establish membership functions for inputs

The fuzzy logic system used interruptability, replicability and dependency as input categories. The
TMDI survey established by AFIMSC previously defined interruptability and replicability, but
dependency was added to reflect the best practices identified by NASA, the DoD and focused
mission dependency index Delphi studies (Antelman and Miller, 2002; Nichols, 2015). Dependency
is defined here by the number of facilities, expressed as a percent of total operations on campus, that
depends on the operation of the facility in question. Dependency was divided into three levels of
high, medium and low. Clearly, dependency can be redefined by an organization and it is kept
purposefully simple here to maintain the interpretability of results.

To overcome the rescoring requirement for facilities rated at TMDI =40 and to achieve
an output range of 0 to 100 for congruence with the Air Force’s project scoring model,
additional categories of likelihood and severity were added to the Air Force’s basic matrix.
Though this increases the matrix’s size, it adds little in the way of complexity for the
decision-maker, as the matrix is not revealed. As mentioned above, the membership
functions for inputs were determined to be triangular and trapezoidal. Replicability and
interruptability membership functions were set to have equal boundary size with the range
of all crisp input values set from [0, 6]. The range was determined by aligning each
category’s peak such that equal spacing is achieved between each of the positive integers
starting at 1. Dependency was divided into three trapezoidal membership functions and had
a range of [0, 1]. The range for dependency was set with the intent that there was a
maximum value of 100 and a minimum value of 0. This range was set to indicate the
percentage of other facilities on an installation that relied on the operations within a facility.
The membership function limits for low, medium and high were determined with realism
and practicality in mind. Fuzzy degrees of truth had equal rates of change between Low —
Medium and Medium — High dependency levels. Input fuzzy set ranges and linguistic terms
are summarized in Figure 4. These membership function ranges and limits can be easily
calibrated to match an organization’s leadership or decision-maker opinions and they allow
the establishment of a clearly defined evaluation process with common terminology
(National Research Council, 2004). The cumulative effect reduces bias while maximizing the
use of risk assessment best practices described in the previous sections.

3.2 Step 2. Establish membership functions for outputs

The fuzzy logic system used the consequence of failure as the output category. The output
category was divided into five membership functions to match the commonly classified MDI
risk categories established by the Navy and Army (Amekudzi and McNeil, 2008; Grussing et
al., 2010). The risk levels determined each category’s boundaries and the range of values was
set from [0,100] to match the existing TMDI score range. Triangular membership functions



Linguistic Linguistic Terms Description range Universe of Membership Function
Variable (Fuzzy Set) Discourse
Replicability | I: Impossible (4<1<6) X, €(0,6) | [ mmmme  resee e Exiramaly Oificun " impossivia
(Likelihood) | II: Extremely Difficult (B<Ill<5) '
L I1I: Difficult @<li<4) .
IV: Possible: 1<Iv<3) -
V: Available (')
Interruptability | A: Immediate (4<A<6) X5 €(0,6) o impact ——— oo = s
(Severity) | B: Brief (3<B<5) ’
S C: Short 2<C<4)
D: Prolonged (1<Dh<3)
E: No Impact (0<E<2)
Dependency | Low (0<D<04) Xp €(0,1) | v . Mo T
D Medium (02<D<08)
High 06<D<1)
Consequence | VH: Very High (75 < VH X € (0,100) —r Cow e m -
of Failure H: High <100)
C M: Medium (50 < H < 100)
L: Low (25<M<75)
VL: Very Low (0 <L <50)
(=25 < VL
<25) o

were used to simplify the model and for their effectiveness representing uncertainty between
categories. All membership functions were equally spaced from 0 to 100 and can be
calibrated to fit leadership and decision-maker opinions. Figure 4 displays the output fuzzy
set ranges and established terms.

3.3 Step 3. Establish rules for the fuzzy system

The fuzzy inference system maps fuzzified interruptability, replicability and dependency
inputs to outputs to create a crisp TMDI result. The rules established for the inference
system determine the actions of the system and are presented simply:

IF x1 is Apqand x9 is Ap and .. .x, is A, THEN y is B; (for i =1,2,3...k)
@

Where ; is the input variable; A, and B; are linguistic terms; y is the output variable and % is
the number of rules. This structure is simple compared to other approaches and it simulates
the complexity of human decision-making (Lee, 1990).

Rules for the fuzzy logic system were determined based on the risk levels (Figure 5). In
total, 75 Boolean-logic rules were created that correspond to all the possible outcomes of
dependency, likelihood and severity within the fuzzy system. Risk scores were created based
on the semi-quantitative methodology similar to the original TMDI matrix (Figure 1). As the
categories were determined to follow a logarithmic scale of classification, an addition was
used to combine the risk scores, which was a best practice identified by Duijm (2015). A
medium dependency matrix was created first. This matrix is intended to most closely
represent the original TMDI matrix and provides a point-of-departure for high and low
dependency simulations. Beyond adding an extra category for interruptability and
replicability, as discussed above, the score differences between each category were adjusted
to achieve an even categorical distribution, which is consistent with the original TMDI
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matrix. In the original TMDI matrix, interruptability and replicability scores had a gradient
of 12 and 8, respectively (Figure 1). The matrix proposed here is updated such that
replicability has a gradient of 10 to avoid risk ties and expand the scores range. Rules were
determined by the prevailing membership function of the resulting score. The low
dependency rules were created by subtracting six from both interruptability and
replicability category values for medium dependency. The high dependency rules were
created by adding six to both the interruptability and replicability values for medium
dependency. The addition and subtraction presented here is arbitrary but is provided as an
illustration of the ease with which additional dimensionality can be added to risk
assessments through fuzzy logic and the degree to which TMDI scores are sensitive to a
range of dependency assumptions.

Fuzzy inference requires a database of all possible linguistic control outcomes for the
fuzzy system. Mamdani fuzzy models are the most widely used inference method in risk
assessments (Jamshidi et al., 2013; Markowski and Mannan, 2008). A Mamdani inference
system uses each membership function combination triggered by crisp inputs to map the
minimum degree of freedom to the output rule membership function. The Mamdani model
applies the minimum operator for the “AND” method and the maximum operator for the
“OR” method of rules. The fuzzy output set was aggregated for each rule. The final step was
the defuzzification of the result, which was calculated using the centroid method to produce
a crisp consequence value. There are many defuzzification methods and the most popular
approach uses centroid defuzzification, which returns the center of gravity of the fuzzy set
along the x-axis [Equation (2)]:

_ Ziﬂ(xi)xi
Zi'“(xi)

where w(x;) is the degree of truth for point x; on the universe of discourse U. The advantage
of using the centroid method is that all activated rules contribute to the defuzzification
process (Jamshidi ef al, 2013). The centroid method of defuzzification is used in this
methodology due to its simplicity and widespread use for prioritization methods (Akgun
et al., 2010; Jamshidi ef al., 2013; Moazami et al., 2011).

The final fuzzy risk surface is produced to show the difference in consequence (TMDI) as
a dependency, interruptability and replicability change (Figure 6). The different dependency
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levels allow for further understanding of consequence and better prioritization when the
success or failure of facilities are linked.

3.4 Step 4. Evaluate outputs graphically

The crisp inputs used for the fuzzy logic system were simulated using the original TMDI
survey responses. A Gaussian distribution was used to approximate responses from survey
takers and translate the discrete traditional risk matrix into the continuous, crisp input
responses required for the fuzzy inference system (Smith et al, 2009). Crisp inputs for the
categories of “Immediate,” “Brief,” “Short,” “Impossible,” “Extremely Difficult” and
“Difficult,” used the maximum degree of membership for each membership function as
value w. The average value u was shifted down by 0.2 to simulate crisp inputs for
“Prolonged” and “Possible” responses. It was assumed that survey responders would have
to pick between the “Prolonged — No Impact” and “Possible — Available” answer
combinations, but that the responses would be skewed toward “Prolonged” and “Possible.”
This assumption reflects the likelihood that most assets are realistically unlikely to have
“No Impact” or be immediately available for use. A standard deviation was determined, so
less than 1% of the Gaussian-shaped, simulated crisp inputs would fall outside the selected
survey category’s membership function. For example, a survey taker who classified a
facility to have “Possible” replicability should have a crisp input value less than 2.5 or
“Extremely Difficult” replicability to have a crisp value within [3.5, 4.5]. Dependency was
assumed to be higher at the campus (tactical) level due to similar geographic location and
the intentional independent operations of each campus location. Dependency was modeled
using a Pearson distribution to translate the skew of the results (Figure 7). These input
parameters only show the additional dimensionality of the proposed methodology. The crisp
inputs were translated into outputs using the fuzzy inference system and the resulting
cumulative distribution of the fuzzy inference system’s outputs of consequence is shown in
Figure 8.

4. Results and discussion

The resulting consequence of failure scores seen in Figure 8 are more continuous than the
previously seen “steps” in Figure 2. The distribution of results allows campus leadership to
effectively prioritize facilities due to fewer risk ties and ensures the funding limit falls
between clear distinctions in facilities consequence of failure scores. That is,
decision-makers will now be able to distinguish between facilities close to the funding
boundaries or create 1-# facility priority lists. The TMDI consequence scores from the fuzzy
logic system are slightly higher than AFIMSC's results due to the dependency metric’s
addition and the assumption that dependency is higher at the local campus level. Still, the
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Figure 6.

Fuzzy risk surfaces
for low dependency
(left), medium
dependency (middle),
high dependency
(right)
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consistency between the original and modeled TMDI results suggests that the framework
produces useful results that do not materially change the output but add dimensionality
without increasing the decision-maker’s complexity. These similar results ensure a simple
and repeatable process can be implemented to determine the consequence of failure that
links facilities to the organization’s strategic objectives.

A review of individual facilities reveals the value of the proposed framework at the
facility-scale and 10 example facilities were examined with the fuzzy logic inference system
in Table 1. The use of dependency was identified as a necessary variable to determine
TMDI. The need for dependency is made clear by comparing scenarios A and B, which
detail different campus Child Care Centers (Nichols, 2015). Each example facility may
support the needs of the larger organization similarly. Still, scenario A should have a higher
consequence of failure, as over 60% of other campus operations depend on its services. This
difference in score reflects lower availability or quality of childcare resources in the local
economy, which drives users and the campus’s mission to rely on uninterrupted childcare.
Facilities that previously existed on the edges of the same category such as those possessing
an interruptability of one day or six days, are both considered “Short.” These were
previously indistinguishable using the traditional risk matrix (Figure 1). Including the fuzzy
logic, the framework clarifies scenarios A and C, which were previously treated as identical
due to the Air Force TMDI matrix’s categorical nature and are now accurately distinguished
within the membership functions. Using dependency also allows facilities to be accurately
prioritized in extreme situations such as scenario F. This special use facility would have
previously had the highest score using the traditional risk matrix but can now be accurately
prioritized against similarly vulnerable and specialized operations. Even though the change
(TMDI =100 becomes 96.7), it provides the distinguishment necessary to make difficult
funding or emergency response decisions. Dependency also enables positive TMDI change,
specifically for facilities that may be identified as having lower replicability or
interruptability. Such is the case for scenario H, which receives a higher prioritization
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post-fuzzy logic due to the inclusion of cascading failure in other facilities. Clearly, if a
hospital becomes inoperable other facilities are affected, like fire stations and facilities that
must be within a certain distance or response time of medical personnel.

Score ties are seen in the traditional TMDI methodology for assets classified like scenario
D; “Short” and “Impossible,” or scenario E; “Immediate” and “Possible.” These score ties
make prioritization impossible and may result in wasted efforts and resources by portfolio
managers. Using crisp inputs for interruptability, replicability and dependency reduce risk
ties and organizations can more accurately and more precisely prioritize their facilities
based on their strategic objectives. When score ties do appear such as scenario A and
scenario G, it can be determined that there is no subjectivity due to the linguistic or discrete
categories and the risk associated with funding one or the other is equal.

The requirement to prioritize facility types for assets with a TMDI less than 40 was an
additional step implemented by the Air Force that did not link the specific facility with the
organization’s strategic objectives. Instead, the original methodology tied the facility type
with the organization’s strategic goals. Over 45% of the Air Force’s facilities were initially
scored below 40. Due to the limited resolution, both scenarios I and scenario ] earned the
same score of 40 and would need to be rescored when using the traditional risk matrix. Risk
ties lead to inaccurate prioritization levels when two of the same facility types have different
impacts on the organization’s strategic objectives. A heritage monument (scenario I) may be
seemingly unimportant to an organization’s goals by its operations; however, when over
80% of the other organizations on campus use this location for events or promotions, it may
have a social impact that needs to be considered when prioritizing funds. A redundant
facility such as a secondary runway (scenario J) might seem extremely important for the Air
Force. Still, when found in a location that does not have flying objectives or the risk of losing
the primary runway is negligible, it should be given a low MDI score and identified as
obsolete.
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Figure 8.
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From a project funding perspective, TMDI is 30% of the Air Force’s multiplicative facility
project scoring model. Even though a majority of facility cases presented here have a
minimal difference between original and fuzzy logic-based TMDI, centralized project
funding decisions at the margin will benefit from this framework. For any large
organization, capital improvement funds will be limited and there will be a final project
funded and a first project not selected for funding. Using a categorical approach, like the one
the Air Force used, creates situations where many projects have the same priority, making
these marginal decisions difficult. The fuzzy logic approach rectifies conflicts and makes it
such that discerning between projects is simplified.

The relative consistency between the original and fuzzy logic-based outputs should be
viewed positively. The purpose of this study was not to meaningfully change the outcomes
but to provide a framework that 1) eliminates biases and risk ties; 2) creates distinguishment
between facilities; and 3) enables the addition of additional risk assessment parameters
(dependency) without adding significant complexity for the decision-maker. To that end, the
framework presented here is simple and repeatable and can be used to link facilities to an
organization’s strategic objectives. The fuzzy inference system presented can be easily
calibrated to an individual organization’s leadership or decision-maker objectives.

Still, the vast majority of the fuzzy logic inference system parameters for the triangular
and Gaussian distributions are arbitrarily assigned, which is a significant limitation of this
work. In the Air Force case, AFCEC would likely be responsible for defining and calibrating
the number of risk categories, linguistic terms, distribution types, distribution interactions
and boundary conditions for each objective-oriented question. While this up-front work is
not simple, the value of the information contained in the outputs is significantly higher than
that of a traditional approach.

Another limitation of this work is that it only assesses local risk. Echelons within the
organizational hierarchy between the installation and AFCEC have no input on TMDI
scores. Although the installation is most familiar with local conditions and local
dependency, higher authority levels often have a broader perspective, which should also be
included in a holistic, organizational-level facilities risk assessment. Future research should
investigate the inclusion of a reassessment of risk at higher levels within the hierarchy.

5. Conclusion

Viewing facilities through the lens of organizational objectives is essential for portfolio
managers to accurately prioritize facilities and projects when resources are limited.
Traditional risk matrices can lead to ambiguous results, uncertainties and inaccurate
prioritizations, but they are commonly used due to their simplicity and ease (Cox, 2008;
Nelson, 2019; Smith et al, 2009). The fuzzy logic-based consequence of failure framework
proposed in this work can be used by campus leadership to link facilities to an
organization’s objectives when success or failure is not necessarily measured monetarily.
This framework is simple and repeatable and can be used to better prioritize resources,
understand the risk profile of a diverse campus and identify organizational objective
vulnerabilities tied to facilities. While the framework presented here is calibrated to the US
Air Force, non-military, hierarchically equivalent organizations, like a spatially distributed
university or hospital campuses that are part of a more extensive system, could benefit from
its implementation.

A key benefit of the fuzzy logic approach is that objectives or assessment criteria can be
added without precipitously compounding complexity for the decision-makers. Here, facility
dependency is added to replicability and interruptability as an example of expanding the
risk assessment criterion. In the implementation, the dependency is manifested as simply
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another question for a decision-maker to answer for each facility. However, the nature of the
question is identical to that of replicability and interruptability.

Decision-makers are likely to favor consistent and straightforward frameworks that
expedite the prioritization process and limit the degree to which bias can influence results.
Another benefit of a fuzzy logic-based approach is that the traditional risk matrix is
absconded from the decision-maker’s view, limiting the degree to which the decision-maker
can “game” or match, the desired score to their responses. While it is not addressed in this
research, a user interface such as slider bars for each question could replace the matrix
interface. Not only would an implementation such as this reduce gaming, but it would also
expedite the facility risk assessment process.

Finally, the purpose of a facility risk assessment and prioritization effort is to distinguish
between the importance or consequence of the failure of facilities. The fuzzy logic-based
approach reduces the occurrence of identical score outcomes that plague categorical risk
matrices. Achieving a continuous order of merit for facilities enables decisive action
concerning project funding at the margins and emergency response decisions, both when
resources are constrained.

Portfolio managers and campus leaders need to ensure limited resources are allocated
appropriately to campus construction and sustainment projects. Decision-makers need to
understand how facilities play a role in an organization’s objectives while maximizing the
value of information collected and minimizing the time, resources and complexity required
to compare and prioritize projects. This novel framework integrates fuzzy logic with a risk
assessment methodology to produce a facility prioritization that meets the needs of decision-
makers, portfolio managers and campus leadership.
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